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ENVIRONMENT THE INTERNET IN THE CONTEXT 

OF PROVIDING OF INFORMATIONAL STATE SOVEREIGNTY 

Today we can say with great certainty that the phrase «Who owns the in-
formation, owns the world» was not only prophetic, but also determines the 
external and internal policy of the leading states of the world in the field of reg-
ulation of information flows circulating in all spheres of life in modern society. 

Any citizen, who owns reliable information, has a great advantage in terms 
of making the right decisions, often contrary to the policies pursued by ruling 
elites States. It is this fact makes formal control over the regulation of the flow 
of information important priority for any country that wants to keep its in-
formation sovereignty and pursue an independent policy (Information sover-
eignty of the state and the modern reality. — [Electronic resource]. — Mode of 
access: http://www.zadereyko.info/vliyanie_ interneta_na_cheloveka/infor-
macionnuy_suverenitet.htm). Modern global trends of steady demand growth 
cause the user to reliable information in various fields. According to experts, 
95 % of such information can be obtained from public sources, placed in a 
virtual environment of the Internet (No sense spy — 95 % of the information 
available on the Internet. — [Electronic resource]. — Mode of access: http://
www.rbcdaily.ru/world/ 562949985512696). Because of it, there is a need for 
detailed consideration of the following questions: 

– What kind of information can be a threat to the state and its citizens; 
– Which organizations are involved in the regulation of information flows 

on the Internet; 
– What regulatory trends in the field of information developed in countries 

with a developed network infrastructure. 
Analysis of current trends in this field shows that bans on the distribution of 

information in the virtual environment of the Internet, there are many states 
of the Eurasian and Latin American continents. These prohibitions are di-
vided into households, corporate and government. Household prohibitions set 
by users to protect their inner circle (usually children) from online resources 
on the following subjects: 

1. Internet resources, spreading viruses; 
2. Advertising and banners; 
3. Rudeness, immorality, indecency; 
4. Aggression, racism, terrorism; 
5. Proxies and anonymizers; 
6. Adult Sites; 
7. Alcoholic beverages and tobacco; 
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8. Casinos, lotteries, betting; 
9. Phishing and fraud; 
10. Torrents and P2P-networks; 
11. Pornography and sex; 
12. Troops and weapons; 
13. Extremism; 
14. Narcotic drugs; 
15. Parking domains for all of the above resources. 
Practical implementation of domestic bans performed through the 

using of specialized software that allows the user to regulate the flow of 
information. 

Corporate bans are the prerogative of the employer establishing the rules 
of access to Internet resources, based on their security requirements of the 
network infrastructure, as well as to the fence of its staff from unwanted in-
formation during business hours (Corporate prohibitions. — [Electronic re-
source]. — Mode of access: http://www.profmedia.by/pub/kadrovik/art/de-
tail.php?ID=71001). 

Certainly considered species bans access to Internet resources should be 
the fundamental basis of state policy in the sphere of regulation of informa-
tion flow the virtual environment of the Internet, despite the large number of 
contradictions. 

Among the measures taken by the governments in regulating the dissemi-
nation of information in the Internet, include: 

1. Influencing sources hosted content (media companies, bloggers, owners 
of information resources); 

2. Implementation of selective content filtering internet resources or lock 
access to them; 

3. Monitoring of customer traffic and its subsequent filtering, according to 
established standards to ensure the sovereignty of the state information. 

However, according to the International Covenant on Civil and Political 
Rights, everyone has the right to freely express and distribute his opinion 
orally, in writing or in print (International Covenant on Civil and Political 
Rights. — [Electronic resource]. — Mode of access: http://www.un.org/ru/
documents/decl_conv/conventions/ pactpol.shtml). This right is also men-
tioned in the European Convention on Human Rights and the constitutions 
of many countries, including Ukraine (European Convention on Human 
Rights. — [Electronic resource]. — Mode of access: http://www.echr.coe.int/ 
Documents/Convention_RUS.pdf). If in the state, there are restrictions on 
freedom of speech, they must strictly comply with its legal framework with the 
obligatory account of international law. At the legislative level should be fixed: 
the protection of reputation, dignity, national security, public order, copyright, 
health and morals. Thus, if the state imposes similar restrictions on the distri-
bution of information in order to ensure its information sovereignty, it is fit the 
international law. 
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Nevertheless, we must always remember that the control and regulation 
of the flow of information from the state society can be interpreted not as an 
instrument of domination of the information interests of the state, and as the 
setting of information censorship. In this case, whatever the level of declared 
freedom of speech in the country, considered regulatory trends information 
flows in the virtual environment of the Internet, there are embedded in the 
legislative base states. In these processes, of course, there are positive and 
negative sides. 

×ÀÍÛØÅÂ Ð. È. 

Íàöèîíàëüíûé óíèâåðñèòåò «Îäåññêàÿ þðèäè÷åñêàÿ àêàäåìèÿ», 
äîöåíò êàôåäðû èíôîðìàöèîííûõ òåõíîëîãèé, êàíäèäàò þðèäè÷åñêèõ íàóê 

ÏÐÎÁËÅÌÀ ÊÎÍÒÐÎËß 
ÍÀÄ ÃËÎÁÀËÜÍÎÉ ÑÅÒÜÞ ÈÍÒÅÐÍÅÒ 

Ñåòü Èíòåðíåò, ïåðâîíà÷àëüíî âîçíèêøàÿ êàê ÷èñòî òåõíè÷åñêèé 
ïðîåêò, â ñâîåì äàëüíåéøåì ðàçâèòèè ñòàâøèé îñíîâîé ñîâðåìåí-
íîãî îáùåñòâà, â íàñòîÿùåå âðåìÿ ïåðåæèâàåò ñåðü¸çíûé ñèñòåìíûé 
êðèçèñ. 

Â äîêëàäå ãëàâíîãî àíòèâèðóñíîãî ýêñïåðòà «Ëàáîðàòîðèè 
Êàñïåðñêîãî» Àëåêñàíäðà Ãîñòåâà îòìå÷àåòñÿ, ÷òî â íàñòîÿùåå âðåìÿ 
Èíòåðíåò âñòóïèë â ñòàäèþ ðàçäåëåíèÿ åäèíîé ñåòè íà äåñÿòêè îòäåëü-
íûõ íàöèîíàëüíûõ ñåòåé. Ïîäîáíîå äðîáëåíèå ìîæåò ïðèâåñòè ê òîìó, 
÷òî óæå ñóùåñòâóþùàÿ òåíåâàÿ êîìïüþòåðíàÿ ñåòü (òàê íàçûâàåìàÿ ñåòü 
Darknet, îñíîâàííàÿ íà òåõíîëîãèÿõ Tor è I2P) âûéäåò èç íûíåøíåãî 
ìàðãèíàëüíîãî ñîñòîÿíèÿ è ñòàíåò åäèíîé íàäíàöèîíàëüíîé ñåòüþ 
(Kaspersky Security Bulletin 2013. Ïðîãíîçû [Ýëåêòðîííûé ðåñóðñ]: — 
Ðåæèì äîñòóïà: http://clck.ru/9ApjJ Íàçâàíèå ñ ýêðàíà). 

Ïåðâûì ãîñóäàðñòâîì, ïðèñòóïèâøèì ê ñîçäàíèþ ñâîåãî ñîáñòâåí-
íîãî ñåãìåíòà ñåòè Èíòåðíåò, ñòàëà Êèòàéñêàÿ íàðîäíàÿ ðåñïóáëèêà. 
Â íàñòîÿùåå âðåìÿ óæå öåëûé ðÿä ãîñóäàðñòâ ïðåäïðèíèìàåò øàãè, íà-
ïðàâëåííûå ê óñòàíîâëåíèþ êîíòðîëÿ íàä íàöèîíàëüíûìè ñåãìåíòàìè 
ñåòè. Â èõ ÷èñëå è Ðîññèéñêàÿ Ôåäåðàöèÿ. Â ÷àñòíîñòè, ïëàíèðóåòñÿ 
çàïðåùåíèå èñïîëüçîâàíèÿ ãîñóäàðñòâåííûìè ó÷ðåæäåíèÿìè è îðãà-
íèçàöèÿìè õîñòèíãîâ íà òåððèòîðèè äðóãîãî ãîñóäàðñòâà, ââîäèòñÿ çà-
êîíîäàòåëüíîå ðåãóëèðîâàíèå äîñòóïà ê ñàéòàì. 

Àíàëîãè÷íûå äåéñòâèÿ ñîáèðàåòñÿ ïðåäïðèíÿòü è Ôåäåðàòèâíàÿ 
Ðåñïóáëèêà Ãåðìàíèÿ. Â íîÿáðå 2013 ãîäà áûëî çàÿâëåíî î íàìåðåíèè 
ïîëíîñòüþ çàìêíóòü âñå êîììóíèêàöèè ìåæäó ãåðìàíñêèìè âåäîì-
ñòâàìè âíóòðè ñòðàíû. Ôåäåðàòèâíàÿ Ðåñïóáëèêà Áðàçèëèÿ ñîîáùèëà î 
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