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CUCTEMHUMA AHAJII3 3AXMUIIEHOCTI JEPKABHUX

EJIEKTPOHHUX PEECTPIB TA BA3 IIEPCOHAJIBHUX JAHUX

AHoTanisg. B po0Ootri po3rsiHyTO NHTAaHHSA 3aXHCTy 0a3 IMEPCOHANBHUX JIAHUX EJEKTPOHHHX
JepkaBHUX peectpiB. [TokasaHo, 1m0 1 JaHi BUKOPUCTOBYIOTHCSI B 1H(OpMalifHO-aHATITHIHNX Ta
iH(pOpMAIIiHO-KOMYHIKAIlIHHUX CHCTEMaxX 3 METOI0 ONTHMI3allil BeZeHHs OOJIKY Ta 3a0e3rnedeHHs
(POBOro CyBepEHITETY JiepKaBH. 3’sICOBAHO, 1110 32 YMOB BiifHU Ta MOLIMPEHHS Pi3HUX BUIIB 3arPpo3
3-TIocepe/l 1HIIMX HAWOUIBII IIHHUMH 1 BOAHOYAC BPA3UBHMH IOI0 BUTOKY TEPCOHAJBHUX JTaHHUX
TPOMAISIH € JIEPXKABHI PEECTPH, IMOPTATHM ENCKTPOHHHUX TOCIYr, 0a3d MEepCOHANBHUX JaHUX
JIepKaBHUX OpraHizaiiii Ta ycraHoB. IlITydHe CTBOPCHHS THMYacOBOI HEOCTYITHOCTI €ICKTPOHHHX
PEECTPIB, BHACTIIOK HECAHKIIIOHOBAHOI'O IOCTYITY, OJIOKYBAHHS Ta ITOLIKO/PKEHHS 0a3 MepCOHaTbHUX
JIAHUX TPOMA/ISIH CTAHOBUTh CEPHO3HY 3arpo3y HU(PPOBOMY CyBepeHITETY aep:kaBi. MeTor CTaTTi €
CHUCTCMHHMI aHAJIi3 KPUTEPIIB 3aXUCTy 0a3 JaHUX CICKTPOHHUX PEECTPIB TPOMAJSIH Ta PO3POOKa
KOMIUTEKCHOI CHCTEMH KOHTPOJIEO JOCTYITY 1 3aXUCTY MEPCOHANBHHX JAHUX Y JICPKABHHX PEECTPaXx.
Po3msiHyTO CKITaioBi cucteMu mUQpoBoi iHPPACTPYKTYPH JIep>KaBH Ta POIIb B3aEMOIIOB’ SI3aHUX MK
CO0O0I0 EIICKTPOHHUX CHCTEM, PEECTPIB Ta 0a3 MEPCOHATBHUX JAHUX y 3a0e3MeUCHHI paB i CBOOO.
rpoMaisiH. Po3po0iieHO KOMIUIEKCHY CHCTEMY KOHTPOJIO JOCTYIY Ta 3aXHCTy 0a3 MepCOHATbHHX
JAaHUX, sIKa BPAxXOBYE pi3HI BapiaHTH MOXKJIHBOTO PO3MIMICHHS 0a3 TEPCOHANBHUX JaHUX,
KOMYHIKalliifHi CHCTEMH KOHTPONIO JOCTYITy, MOXJIMBI I1HCTpPYMEHTH 3a0€3IeueHHs 3aXHCTy
iH¢opmariii Ta 3acobu 3arodiraHHs BUTOKY Ta BTpaTH JaHUX. Pa3zoM po3risiHyTi CKJ1a10Bi (hOpMYIOTH
KOMIUIEKCHY CHUCTEMY KOHTPOITO HOCTYIY Ta 3aXHCTY IEPCOHATBHUX JAHUX, SKa HE JIHIIEC CIPHUsE
3aXHMIICHOCTI NaHWX, a ¥ 3abe3nevye 3pydHHil 1 MIBHIAKHA IOCTYN JO JEPXKaBHUX MOCTYr IS
rpomMagsH. JIsT MakcHManbHOTO e(eKTy BaXKIMBO IHTETPYBAaTH pi3HI IHCTPYMEHTH, CHUCTEMH
KOHTPOITIO TOCTYITY 1 3aX0/T! OE3MEKH, sIKi TOMTOMATar0Th 3a0€3IIeYUTH HAMIHHICTh Ta 3aXHIIEHICTh 0a3
nmaanx. CaMe KOMIDIEKCHUH TiIXiJ 10 3aXUCTy 0a3 MepCOHATbHHUX JAHWX JO3BOJSAE MiHIMI3yBaTH
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PHY3UKH BUTOKY iH(OpMaIIil Ta HECAHKITIOHOBAHOTO JIOCTYITY. BripoBakeHHS KOMIDIEKCHOI CHCTEMH
KOHTPOJIFO JIOCTYITy Ta 3aXHCTy MEPCOHANBHUX JAHWX JUIS JIEPKABHUX PEECTPIB € JOIUIPHUM Ta
HEOOX1THUM KPOKOM JIIsI 3a0€3IIeUeHHST BUCOKOT'O PiBHS 3aXUIICHOCTI iH(OpMAITiI.

KurouoBi ciioBa: 3axuct naHuX; 0a3u NaHMX; NEPCOHANBHI [aHi; eIEKTPOHHI Jep>kaBHI peecTpy; 0azu
TIePCOHAFHUX JJaHUX; KOHTPOJIb IOCTYITY; iH(OpMAITiiHI TEXHOJIOTi; I(poBa iHbpacTpyKTypa IepKaBHy.

BCTYII

IlocranoBka mnpoGJjemn. 3a ymMOB iHTeHCH(IKAIl colianbHOI 1K(pPOBOI B3aeMoli,
IHTerpallii eIeKTPOHHUX JIEPKABHUX PEECTPIB Ta IXHBOI B3a€MO/IIi Uepe3 eNeKTPOHHI CUCTEMH
BIAMOBIAHI 0a3u 3 MEpPCOHANIBHUMH JaHUMM CTaIM OJHUM 3 HaAMIIHHINIMX pecypciB, a ix
(dhopMyBaHHs, HAKOTIMYEHHS, OOpPOOJICHHS Ta BUKOPUCTAHHS € OCHOBOIO JJisi 3a0€3MEeUYCHHS
nie3naTHoOCTI M@poBoi chepu aepxkaBH 1 cycnuibcTBa. BiamoBigHi 0a3u JaHMX €JIEKTPOHHHUX
JIEPYKaBHUX PEECTPIB MICTATH BIZIOMOCTI IIPO TPOMAJISTH Ta 0Ci0-MerkaHIliB kpainu. Came 111 1aHi
JO3BOJISIIOTH MPOBOJUTH aHAJI3 CTaHy CYCHUIbCTBA B LUIOMY Ta SIKICTh (DYHKIIIOHYBaHHS
couianbHO1 cepu. [puknagamu Takux peectpis €: €1UHUIN Aep:kaBHUI AeMorpadiuHuii peectp;
JlepxaBHuii peecTp BHOOPLIB; €IMHUN Jep)KaBHUN peecTp BliiCbKOB0O3000B’si3aHUX; Peectpu
TEPUTOPIAIBHUX T'poMaj; €IUHUN JAep)KaBHUN peecTp JAekiapaliii ocid, YNOBHOBa)XEHUX Ha
BUKOHaHHA (YHKIIM nepxaBu abo MICHEBOrO caMOBpsAyBaHHS; JlepkaBHHII peecTp akTiB
UBUTLHOTO cTaHy rpoMassH; CnaakoBwii peectp; JlepkaBHHII peecTp pEeYOBHX TpaB Ha
HEepyXoMe MaifHO; €uHUI Iep)KaBHUN PEeCTp 0ci0, SIKi BUNHMIIM KOPYIIIiHHI a00 MOB’s3aHi 3
KOPYIILIEI MPaBONOpYIIeHHS; €IuHUN peecTp OOp)KHUKIB Tomo. Tak, €auHuN JepaBHUN
peecTp oci0, sSKi BYMHWIN KOPYIIiHHI a00 MOB’s13aH1 3 KOPYIIIEIO MPaBOMOPYIIIEHHs, 30epirae
JTaHl Tpo 0ci0, J0 SKUX 3aCTOCOBAHO 3aXOJH KPHMIHAJIBLHO-TIPABOBOTO XapakTepy depes
BUMHEHHSI KOPYIIIIHHOTO TPAaBOIMOPYIICHHA. €IUHUIA JepKaBHUN PEECTp IOPUAWYHUX OCiO,
($I3MYHUX OCIO-TIANPUEMITIB Ta TPOMAACHKUX (POPMYBaHb MICTHTH JIaHI MPO 3aHHATICTH OCIO.
CnankoBuii peectp, JepxkaBHuil 3eMenbHMN KagacTp 1 €OuHMIA JepKaBHUH pPEeCTp
TPAHCIIOPTHUX 3aCO0IB € eNEeKTPOHHUMHU Oa3zaMH JaHHMX, SIKI MICTHTh BIZJOMOCTi IO MaiHO
rpoMaJisiH Ta iXHI MpaBa Ha cnaamuHy. B €nuny nep>kaBHy enekTpoHHY 0a3y 3 MUTaHb OCBITH
B3a€EMOIIOB’sI3aH1 Pi3HI PEECTPHU CUCTEMHU OCBITH KpaiHu, cepen skux: PeecTp MOKyMEHTIB Mpo
ocBiTy, Peectp cy0’ekTiB 0CBiITHBOI JisuTbHOCTI, Peectp 3moOyBauiB ocBitu, Peectp
CTYICHTChKUX (YYHIBCHKUX) KBUTKIB, PeecTp cepTudikaTiB rmenaroriyHux mpamiBHUKIB, Peectp
ceptudikaTiB 30BHIITHHOTO HE3AJIEKHOTO OIIHIOBaHHS. [1epeoIliHUTH BaKIMBICTh 3aXHILEHOCTI
Takux 0a3 JaHUX PEECTPIB CKIAJHO, a/PKE BiJ iXHBOI IUTICHOCTI 3aJIKUTh Ipare3aaTHICTh
BIJIMOBITHUX ENEKTPOHHUX CHCTEM 1 TOpTaiiB, 110 3abe3nedye HajiiiHe (YHKIIOHYBaHHS
uudpoBoi chepu aepikaBH.

CaMme Ha enekTpoHHI 0a3M JAaHUX PEECTPIB MOJIIOIOTH 3JI0BMHUCHUKH, BHIIYKYIOUU TXHI
BpPa3IUBOCTI Ta CIOCOOM iX 3llaMy, BUKpaJeHHs abo ompuitofHeHHs. be3neka U 3axuct
KOoH(ieHI1I{HOT iHpopMalii B 6a3aX NEepPCOHATBHUX JaHUX JIEPKABHUX PEECTPIB BAXKIIUBI AT
e(eKTUBHOIO yIpaBliHHA AepkaBoro. Ilin uyac BiffHM akTyalbHICTh IUX IMUTaHb MOCTA€
0COOJIMBO TOCTPO Yepe3 CTpIMKE 3pOCTaHHs KUTBKOCTI KibepaTak, 3arpo3 Ta pU3UKIB BUTOKIB
NEPCOHATBHUX JAaHUX TPOMAASH ILUIAXOM HECAHKIIIOHOBAHOTO JIOCTYINYy, a BIANOBIAHA
iHpopMalis Moxke OyTH BUKOpHCTaHa Uil IIINUTYHCTBA YU TO IHIIUX 3JOBMUCHHX LIUIEH, ax
10 HeOe3neku 30epekeHHs IM(PPOBOTo CyBEPEHITETY AEPIKaBH.

AHaJi3 ocTaHHIX A0CHiIKeHb Ta myOJikauii. J[ocaimKeHHIO MUTaHb 3aXUIIEHOCTI
MEPCOHAIBHUX JTAHUX MPUCBSAYEH] pi3HI HAyKOBI MyOJIiKallii, aje nepeBa>kHO BOHH He OB’ s3aH1
3 BHBYEHHSM aCHEKTIB 3axHcTy 0a3 MEepCOHAIBHUX MJaHUX JAEP’KaBHUX PEECTPiB Bix
HECAHKI[IOHOBAHOTO JOCTYIly Ta PH3MKaMU TMOPYLIEHHS IUTICHOCTI Takux peecTpiB. Tak,
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HAYKOBIIl y poOoTi [1] mochimuim cTaH OCHOBHHMX YKPAaiHCHKHX €JIEKTPOHHUX pPEecTpiB 1 0a3
MEPCOHABHUX JaHUX YKpPaiHH, IKi MICTATh iH(OPMALIIO ITPo HaceIeHH KpaiHu. B nocmimkeHHi
[2] mpoanamizoBano enekrpoHi peectpu Hanii, [Bemii, ®innsunii, Hopeerii, Hinepnannax,
Ecronii, ®panmii. Anani3z gociny YkpaiHu Ta 3apyObKHUX KpaiH CBITYMTH TPO PO3BHHEHI
CHCTEMH PEECTPIB OXOPOHM 3JIOPOB’sl, OCBITH, Oi3HECY, 3eMeJbHI KaJacTpu 1 PeecTpH IpaB
BJIACHOCTI, siKi 30epirarorh iH(opmarito mpo rpoMaasH. Ycsi iHGOpMAIss HAAXOIWTH IO
HEHTPAJBHUX PEECTPIB 1 Hagali BUKOPUCTOBYETHCS UIS YXBaJCHHS PIllIEeHh HAa JIEP)KaBHOMY
piBHi. [Ipore y nocmimkennsx [1], [2] nuraHHs Oe3neKu AepKaBHUX PEECTPIB PO3TIIAIAIOTHCS
OTIOCEPENIKOBAHO, TMEPEBAKHO 3 TO3MINI iX MpaBoro perymoBaHHi. B poOoti [3] aBTOopu
3BEPTAIOTh YBary Ha pi3Ke 3pOCTaHHs KUIBKOCT1 BUTOKIB niepcoHabHUX qanux y CILIA mpoTsrom
OCTaHHIX KUIBKOX POKIB 1 Ha/I3BHYaiiHy BaKJIMBICTh 3aXHCTy OCOOMCTUX (DIHAHCOBUX IaHUX
mosiei. ABTOpHU CTarTi [4] 30cepenniy yBary Ha TOCHIPKEHH] 0COOMBOCTEHN CHCTEM BUSIBIICHHS
BUTOKIB JIaHUX Y 3a0e3MeueHH1 IHPopMaliiiHo1 Oe3MeKH Ha IEBHOMY MIIPUEMCTBI, T03asK Takl
CHUCTEMHU HAJalOTh MOXJIMBICTh MOHITOPUHTY, BUSIBIEHHS Ta 3aXUCTy KOH(DIIeHIIHHOT
iH(opMmallii B pearbHOMY 4aci. ABTOp poboTH [5] 3BepTae yBary Ha Te, IO LUTICHICTh JaHUX
3a0e3meuye TOYHICTh, HAJIMHICTD Ta Y3TO/HKEHICTh TAHUX MPOTITOM KHUTTEBOTO ITUKITY, TOML SIK
Oe3neka JaHUX CTOCYETHhCS 3aXUCTy JaHWX Bl HECAHKI[IOHOBAHOTO JOCTYIy, Moau(ikarii,
BHUJAJICHHS] YW KPAJADKKU. Y JOCTIKEHHI [6] HAroJomryerbCsi Ha 3pOCTaHHI CKIAIHOCTI
Kibep3arpo3 1 Ha MIHJIMBOMY JIaHAIIAQT] TEXHOJIOTTYHUX JOCSATHEHb, K1 BAMAraloTh NOCTIMHOT
ajanTaiii Ta BIOCKOHAJIEHHS IPOTOKOJIIB OE3MEKH, a TaKOX Ha ETUYHUX MIPKYBAaHHSX,
BiJI3HAYAIOUHU TTOTPEOY Mepexoay 0 OUTBII €TUYHUX MPAKTUK 0OpOOJIEeHHS JaHUX 1 BAKIIUBICTh
MIATPUMKH TPOMAJICHKOT JOBIPH IIJISXOM BiNOBIIAIBLHOTO YIpaBiiHHA JaHUMH. PoGota [7]
JOCIIDKYE KPUTUYHI TIpoOsieMu Oe3lekn Ta KOH(UICHIIIMHOCTI JaHUX y CUCTEMax OXOPOHHU
310poB’st Ha OCHOBI iHTepHeTY peuelt (10T) 1 pamiodacrornoi inenTudikaiii (RFID), a Takox
pO3IJIAIa€ MOTOYHI PIIEHHs, 30KpeMa METOAH MudpyBaHHs, MPOTOKOJIM aBTEHTU(IKAIi Ta
cTparerii aHoHIMi3aIlii JaHWX. ABTOpH cTarTi [8] mpoaHamizyBanum TUTaHHS KiOepOe3meKu
«PO3YMHOTO ypsiIYy» ISl BIPOBADKCHHS NIPOoeKTy «Po3ymue mictoy. B poboti [9] nocmimkeno
MO>KJIMBOCTI TEXHOJOTIH IITYYHOTO IHTENEKTY WIOJI0 IOKpPAIeHHS BHSBIEHHS 3arpo3 Ta
pearyBaHHs Ha IHIMJEHTH, NPU IIbOMY aBTOPHU HAroJIOIIYIOTh Ha BaXKJIMBOCTI PO3B’SI3aHHS
npoOieM, TOB’sA3aHMX 13 MPO30PICTIO, YIEPEHKEHICTIO Ta ETUYHUMH MIPKYBaHHSIMHU B
QIropuTMax INTy4yHOro iHTenekty. Y crarri [10] mocmimpkeHO BIUIMB pillleHh Ha OCHOBI
HITYYHOTO IHTEJEKTY Ha 3aXUCT MEePCOHAIBHUX JaHUX 1 MPUHIUIHN PIBHOCTI Mepes 3aKOHAMU
[nponesii, mpoaHanizoBaHo Iii MpoOJeMU 3 TOUKHA 30pYy MO3UTHUBICTCHKOI (imocodii, ska
HAroJIOIlye Ha CyBOPOMY JOTPUMaHHI 3aKOHOJABCTBa Ta epekTuBHOMY Harjsal. Jlocmimpkenns
[11] BuB4yae murtaHHs KibepOe3nekud B ouupyBaHHI AEP>KABHOTO YIIPABIIHHS, BPa3IHBOCTI
IHQPaCTPYKTYpH, 30CEpPEeIKYIOYNCh HAa HAaBYaHHI CHIBPOOITHUKIB 1 MPAaBOBHX HACTAKaX. Y
ctarti [12] nmpoanamnizoBaHo (akTopH, sIKi BILTUBAIOTH Ha iH(OpMalliiiHy O6e31eKy miAnpueMcTBa.
Yci pakTopu po3aiieHi Ha YOTHPU rpynu: Oe3neka, ocepeok Oe3mneku, HaBuaHHs Ta 3arpo3u. B
po6oTi [13] mpoIEMOHCTPOBAHO CTPYKTYpPHY MOJIENb CHUCTEMM OIIHIOBAHHsS KibepOe3neku
XMapHUX cepBiciB 00’ekTiB iH(popmariifHoi iHppacTpykTypu. Jocmimkenus [14] mpomnonye
IHTerpanio OJIOKYEHH-TEXHONIOTIH Y TpoeKT «/lis» 5K epeKTUBHOro 3aco0y A MiBUILEHHS
KOH(IICHIIHHOCTI Ta O€3MeKH MEepPCOHANBLHUX JaHUX. AHaNi3 HAasABHUX MYOJIKaIlii mokasye
BEJIMKY 3allIKaBJICHICTh JIOCTITHUKIB Y MUTaHHAX Oe3Meku iH(POpMaIiifHUX CUCTEM MITPUEMCTB,
y TOMY YHCIi IIOJ0 3aXUIIEHOCTI MEePCOHATBHUX JaHUX. Tako)K BUSBICHO NEBHHUH IHTEpec
HAyKOBIIIB JI0 aHAII3y CTaHy JEpXKaBHHUX EJIEKTPOHHUX peecTpiB. [Ipu 1mpoMy nHTaHHS
3a0e3MeyeHHs] KOMIUIEKCHOTO 3aXWCTy 0a3 MEepCOHAJbHUX JaHUX JEpKaBHUX PEECTPIB
3aJTUIIAI0THCS MAJIOIOCTIKEHUMHU Ta 32 YMOB TOCTIMHUX KibepaTak MmoTpeOyIOTh IPYHTOBHOTO
HAYKOBOT'O JIOCII/PKEHHSL.
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MeTo10 CTATTI € CHCTEMHHUI aHaIII3 KPUTEPIiB 3aXUCTY 0a3 JaHUX EIIEKTPOHHUX PEECTPIB
TPOMAJISH Ta PO3pOOKA KOMITJIEKCHOT CUCTEMH KOHTPOJIIO OCTYIY 1 3aXHCTy MEPCOHATBHUX
TaHUX Y JIEpKABHUX PEECTPAX.

PE3YJIbTATHU JOCJIIIKEHHSA

B Vkpaini HajexHUil piBeHb 3aXHCTy MEPCOHAIBHUX JAHWUX B Mporeci iX oOpoOieHHs
3a0e3MevyeThCsl BUKOHAHHAM BHMMOT HAIlIOHAJIBHOTO 3aKOHOJAaBCTBA, a came: KoHcturymii
Vxpainu, Ykaszy Ilpesumenta «Ilpo Jloktpuny iH(opmaiiiiHOi Oe3nexku YKpaiHw», 3aKOHIB
VYkpainu: «lIpo HamioHanbHy Oe3neky Ykpainu», «[Ipo mHdopmarito», «3axuct HGopMarii B
IHQOpMaIIiHO-KOMYHIKALIMHUX cucteMax», «lIpo 3axuct mnepcoHampHMX JAaHUX», «[Ipo
eNIeKTPOHH1 KOMyHIKali», «IIpo 1mudpoBuii koHTeHT Ta HU@posi nociayru» «Ilpo myOmiyni
eNIeKTPOHHI peecTpu», Haka3zy MinictepcrBa nudpooi Tparchopmartii Yipaiau Bix 20.05.2020 p.
«[Ipo 3arBepmxennst [lopsiaky oOpoOKM Ta 3aXHCTy NEPCOHATBHHUX JAHWX, BIIACHUKOM SKUX €
MinictepctBo 1uppoBoi Tpanchopmanii Ykpainu», Ilopsaky enekTpoHHOT (TEXHIYHOI Ta
iHpopMaIiiiHol) B3aeMOIl, Ta IHIIMX HOPMATHUBHO-TIPABOBUX aKTIB), €BPONEWCHKUX Ta
MDKHApOJIHUX CTaHJApTIB, patudikoBaHUX YKpaiHowo (YToau Mpo acoliamio MK YKpaiHoko Ta
€Bponeiicekum Coro3oM, €BpONeNCHKIM CITIBTOBAPUCTBOM 3 aTOMHOI €HEprii Ta iX JAep’kaBaMu-
4jieHaMH, YToau MDK YKpaiHoto Ta €Bporeiicbkum Coro30M Mpo ydacTb YKpaiHu y mporpami
€pporneticerkoro Coro3y «l{udposa €pona» (2021-2027), Xaprii €Bponetickkoro Coro3zy mpo
OCHOBOIIOJIOKHI paBa, JloroBopy npo ¢yHkIiionyBanHs €sporeticekoro Corozy (€C), Konsenii
PO 3aXUCT OCI0 y 3B’SI3KY 3 aBTOMATH30BAaHOI OOPOOKOI0 MEPCOHATBHUX JaHUX, 3arajJbHOTO
pernmamenty mpo 3axuct ganumx — General Data Protection Regulation (GDPR) Ta iHmmx
JOKYMEHTIB), CTaHAapTiB iHopMarliifHoi Oe3neku (Hanpukian, [IpaBun 3abe3redeH s 3aXUCTy
iHbopMarii B 1HPOpPMAIIHHUX, TEICKOMYHIKAIIMHUX Ta 1H(OPMAITIITHO-TEIEKOMYHIKAIIHHIX
cucremax, [lomoxxeHHs mpo 3axuct iHdopMmarlii B HarioHabHIM CMCTeMI MacOBUX €JICKTPOHHHX
IUIATeXIB Ta IHIIMX HOPMATUBHUX aKTiB), BAMOI HOPMAaTHBHUX JIOKYMEHTIB 3 TUTaHb TEXHIYHOTO
Ta ONEpaIlifHOTO 3axHCcTy iH(opMarii (30KpeMa, 3axXHCTy TNEPCOHATBHUX ITaHUX). BakiamBo
3aBYaCHO OIIHIOBAaTH PU3MKH, TepeadadaTH CUTYyaIlli Ta HACHTIIKH, SKI MOXKYTh HACTaTH 4epe3
MOTEHITIHI KiOepaTaku Ta BPa3JIUBICTh 0a3 MEPCOHATBHUX JAHWX TPOMAJISH, PO3TAIIOBAHUX Y
Mexax mudpoBoi IHPpPaCTpyKTypH JAeprKaBH.

Peectpu B VYkpaiHi o0’e€aHaHi B €IUHY CHCTEMY EJEKTPOHHOI B3a€MOJIl Jep>KaBHUX
eNEKTPOHHUX 1H(popMaliiiHUX pecypciB Ha 6a3i miardopmu «Tpembitay, €AMHOTO Jep:KaBHOTO
BeOIMOPTATy BITKPUTHX JTaHUX, EAWHOTO JIePKABHOTO BeOIOpTaly enekTpoHHUX nociyr «[lopran
His». [eski rpynu peectpiB 00’etHaH1 3a cheporo, HapUKIaa: oxopoHa 310poB’sa (Enextponna
crcteMa oxoponu 3710poB’st eHealth), ocBita (€nuna nepxaBHa enekTpoHHa 6a3a 3 MUTaHb OCBITH)
tomo. OOMIK BCIX EIEKTPOHHUX PEECTPIB, KalacTpiB, KiIacu(]ikaTopiB, a TaKOX CHUCTEM, fKi
3a0e3neuyroTh iX (YHKIIOHYBaHHS Ta BHUKOPHUCTOBYIOTH I1H(OpMAIi0 3 HHX, BEAEThCS Yy
HarionansHoMy peectpi enektpoHHuX iH(opMmariiinux pecypciB» (https://se.diia.gov.ua/nreir).
OmneparopoM BCIX Jep)KaBHUX [aHUX YKpaiHW € JepxaBHe mianpuemctBo «HarioHanbH1
iH}opmariiini cucremm» (https:/nais.gov.ua/). dyHKUIOHYBaHHS LUQPOBOI IHPpACTPYKTypH
JiepxaBu 0a3yeThCs Ha IHTErparii Ta B3aeMO/Iii iIHGOpMaLIfHIX CUCTEM, 1110 MOEHYIOTh CUCTEMHU
eNIEKTPOHHUX JIeP)KaBHUX PEECTPIB, PEECTPIB OpraHiB BUKOHABUOi BIAaJM Ta MICIIEBOTO
CaMOBPSITyBaHHs, TEPUTOPIATLHUX IPOMA/I, MOPTAIM €IEKTPOHHUX MOCIYT, 30KpeMa noptai Jlis,
0a3 MepCOHABHUX JJAHUX YCTAHOB Ta OpraHi3alliif, a TaKoXX IHIIHMX 1H(POPMAIIHHUX PecypciB, sSKi
MICTSTh NIePCOHANIbHI JIaHi rpoMajisH [15].
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®opmyBanHsa LU(PPOBOI IHPPACTPYKTYPH JEpKaBU 3a0€3MeUyeThbesl (PYHKIIIOHYBAaHHSIM
TaKMX BaXXJIMBUX B3a€MOIIOB I3aHUX CKJIAJJOBUX CUCTEMH (pHC. 1):

— 1udpoBe CyCHiIbCcTBO, chOPMOBAHE HA MIOBCIOJJHOMY BUKOPHCTAHHI HPOPMAIIHHIX
TEXHOJIOTIH, BKITIOYAI0UM c(epr OCBITH, HAYKH, KYJIBTYpPH, MEHUIIHH, COIIAIILHOTO
3a0e3MeueHHS Ta TPYAOBHX BITHOCHH, a TAKOXK 3BUYAHOTO JKUTTS TPOMA/ISH;

— 1udpoBa JiepkaBa, sKa OXOIUTIOE c(hepr ICKTPOHHOTO BPSITyBaHHS, IICKTPOHHUX
Ta aAMIHICTPATUBHHX IOCIYT, €IEKTPOHHOTO JIOKYMEHTOOOIry, BITKPUTHX TaHUX,
MyOJITYHUX EJIEKTPOHHUX PEECTpax, HAI[IOHAIbHUX EIEKTPOHHUX IHQOPMAIIHHUX
pecypciB TOIIIO;

— 1uQpoBe rPOMaSIHCTBO, IKE (POPMYETHCS y MPOLIECT )KUTTS Ta TSUTLHOCT1 TPOMaIsH
B €JIEKTPOHHOMY CEpEA0BHUILL], 1110 3a0€3Me4y€eThCsl BUKOPUCTAHHAM 1HPOPMALIITHUX
TEXHOJIOTIi1;

— 1u@poBa €KOHOMIKa, sika 0a3yeThCs Ha BIPOBAIKEHHI HU(POBUX TEXHOJIOTIH y
JSTBHICTD MIIPUEMCTB, BUKOPUCTAHHI CUCTEM €JIEKTPOHHMX IUIATEXIB, PO3BUTKY
enexTpoHHo1 koMepiii Ta IT-iHxycTpii, cTBOpeHH] iH(pOopMaIiiHO-KOMYHIKAIIHIX
cucteM Ta iH(OpPMalitHO-KOHCYIFTaTUBHUX IUIATGOpM ISl MIATPUMKH Oi3HECy
TOIIO;

— 1U(poBUH CyBEpEHITET, SKUH BpPaXxOBYE OCOOJMBOCTI MPAaBOBOTO pEryIIOBaHHS
mporieciB  Tpancdopmairii  1HGOPMAIIHHOTO TPOCTOPY JAEPKaBU Ta TOCHICHHS
Oesrieku B 1M(POBOMY CBITI, 3aXUCTy IEPCOHAIBHUX JaHUX TPOMASIH Ta
KkoH(iAeHIIITHOT iH(OopMallii Ha €BPOTICHCEKOMY, HAIlIOHATLHOMY, JEeP)KaBHOMY Ta
TEPUTOPIATTLHOMY PIBHSX.

Lincpose

Undpposuii C
CyCninbLCTBO

CyBepeHiTeT . Lndpoea
— iH(bpacTpykTypa

AepXaeun

Llngppose
_ TPOMaIHCTBO

Undbposa

eKOoHOMiIKa

Puc. 1. Cxnaoosi yugposoi ingppacmpyxmypu oeporcasu

3a KpUTUYHUX YMOB (PYHKIIIOHYBaHHS LHU(PPOBOTO CYCHIILCTBA Ta MOUIMPEHHS PI3HUX
BHJIIB 3arpo3 IiJl Yac BIHHU 3-TIOcCepe] IHIIUX HAHOUIBII I[IHHUMH 1 BOJHOYAC BPa3JIMBHUMHU
11010 BUTOKY MEPCOHAIBHUX JAHUX TPOMAMSH € JIep>KaBH1 PEeCTpU, MOPTAIN €IEKTPOHHUX
nociyr [16], 6a3u mepcoHaNbHUX JaHUX JEepKaBHUX OpraHizanid ta ycranos [17]. 3amns
3aXMCTy MEPCOHAIBHUX TaHMUX IMOCTIMHO MOHITOPATBHCS 1 BJIOCKOHATIOIOTHCA IHTETPOBaHI
cucteMu IMQpoBOi iAeHTUdIKALIl rpoMaasH Ha TepuTopii YkKpaiHM Ta 3a 1i Mexamu,
MOJIEPHI3YIOTbCS MIIX0AU J10 3a0e3neueHHs KOH(DIACHIIHHOCTI Ta 3aXUCTY MEePCOHAII30BaHOT
iHpopMallii B aBTOMaTH30BaHUX CHCTEMaxX METOAO0M Iu(pyBaHHs a00 3HEOCOONEHHS JaHUX
[12], mpomoHyeThCsl 3aCTOCYBAaHHs OJOKUYEHH-TEXHOJIOTIH JUIsl 3aXUCTY JOKYMEHTOOOIry Ta
oOMiHy iH(popMariero [18], BinOyBaeTbcs 30epiraHHs iH(pOpManlii JepKaBHUX pPEECTPIB
VYkpainu 3aco0amMi XMapHUX TEXHOJOTH, sIK OJUH 13 3aC00IB 3aXUCTy NEPCOHATIBHUX JAHUX
[19], a TakoX BHPOBALKYIOTHCS 3aXOJM OPraHi3alifHOro Ta TEXHIYHOTO XapakTepy ILI0J0
NoTepeKeHHs BUTOKY a00 HECAHKIIIOHOBAHOTO JOCTYIY J0 HHX.
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Jlo 0CcOOJIMBO YYTIMBHUX BITHOCATH MEPCOHAIBHI Ta OIOMETpHYHI JaHi, MOB’sA3aHI 31
chepamu ¢iHaHCIB Ta OaHKIBCHKOI CIIpaBH, 3J0pOB’S, HEPYXOMOCTI, PyXOMOro MaiiHa,
MEHCIHHOTO 3a0e3MeYeHHs] Ta COIIaJbHOTO 3aXHCTY, PACOBOTO Ta E€THIYHOTO ITOXO/KCHHS,
MOJIITHYHUX TEePEKOHAaHb TOMIO. PosrosyomieHHs Takoi iH(GOpMaIii MOXe MPHU3BECTH 0
CepHO3HMX HACTIOKIB Ta 3aBJATH HIKOJM T'pOMAaJsSHaM, CYCHUIBCTBY Ta JepKaBi. 30Kpema,
BUTOKH TIEPCOHAIBHUX JAaHUX CTBOPIOIOTH 3HAYHI PU3MKH TOPYIIEHHS MpaB 1 CBOOOI
IpOMaJIsiH, OCKUIBKH BOHH MOKYTh OyTH BUKOPHCTaH1 B KOMEPUIHHUX IUISAX, A1 MOJITHYHOL
M TICUXOJIOTTYHOI MaHIMyJsIli, maxpaiicTBa Ta 1HIIUX 3710BMUCHUX il [20]. Tomy 3axucr
MEepCOHANIBHUX JIaHUX B1J KibepaTak Ha Aep:kKaBHI Ta MyOJi4H1 peecTpH, 0a3u NepCOHATIbHUX
JAHUX € OJHUM 3 aKTyaJIbHUX BUKIIMKIB B €MI0XY HM(PPOBO1 TpaHchopmallii CycriIbCTBA.

[IpoBenenuit cucTeMHHM aHasi3 pI3HUX YMHHUKIB 1 (PaKTOPIB, SIKI MOKYTh BIUIMBAaTH Ha
3aXMILEHICTh 0a3 JaHUX JepKaBHUX PEECTPIB JI03BOJIMB PO3POOUTH KOMIUIEKCHY CHUCTEMY
KOHTPOJTIO JIOCTYITY Ta 3aXUCTy 0a3 MepCOHANBHUX TaHUX, CTPYKTYPY SKOi HaBEACHO Ha pHUC. 2.

BA3UNEPCOHANBHWUX JAHNX
MICLE IHCTPYMEHTH 3ACOB 3AMOBIFAHHA KOMYHIKALIAHI
PO3TALWYBAHHA SABESMNEYEHHA BUTOKY TABTPATK CUCTEMWUKOHTPOIMO
BA3W JAHNX 3AXUCTY IHGOPMALI IHOOPMALII JOCTYny
|_| cepBepK —| WndppyBaHHa AaHuX nepexcae ENeKTPoRHa
Ha TepuTOpIl AepaBi CKpaHyBaHHA ineHTUdikauis
[ cepaepu —| KpunTorpacis | —| cuctema DLP . | _| aBTeHTACDIKALH
I - MporpamHo-anapaTHi
Ha TepuTopil kpaiH €C MexaHiam I{EMI'IFLEI{CM MHP BloMeTpIHa
cepeepu HOHeeHeYeY " | 0BpoBku i 36epiranHa Bepicpikauia
| Ha TepuTopii kpaik % CXOBULLE AAHWUX | AaHux | sankD
3 IHLUMX KOHTUHEHTIB FT— POTPaMHO-TEXHIJHYIA
| Mepexa KOHTpOMb 3a - nopTan "[ia"
Pi3MYHUM 3aXMCTOM
—{ By3on | naHnx
TexHonoris nokarnkHi cucTemu
| Griokueitn 33XVMCTY ABHNX
3HEOCOBNGHRA T2 || pesepeHe KoniloBaHHA
— ne-3HeocoBrieHHs Adhnx
NaHuX | | nonatkosi Axepena

gHeprosabesnevyeHHs

Puc. 2. Komnnexcna cucmema KOHmMpOJito 0ocmyny ma 3axucmy nepcoralbHUux OaHUx

CucremHuii migxin g0 Oesmeku 0a3 NEPCOHATBHUX JaHUX JICPKABHUX PEECTPIB
3a0e3neuyroTh pi3Hi pakTopu:

1) Micye posmawysanns 6a3 oanux, T00TO TEPUTOpPiabHE PO3TALIYBaHHS CEPBEPIB, IO
30epiratoTh 0a3u MEpCOHATBHUX JaHUX, MA€ BEIMKE 3HAUCHHS JUIS IXHBOTO 3aXUCTYy 3 PI3HUX
NPUYMH, Cepel] SKUX: 3aKOHO/IaBU€ PETYIIOBAHHS Ta IOPUCAMKIIIMHA 3aXUIEHICTh 00 3aXHCTy
NEPCOHANBHUX JaHUX, Oe3neka BifA (I3MYHUX 3arpo3 (IPUPOJHUX KaracTpod, (GI3UYHUX
BTOPTHEHb), KOHTPOJIb MPOLECIB 30epiraHHs, oOpoOJeHHs Ta mepedadl JaHuX, a TaKoX ayIuT
ixHpoi Oe3mexu. Bubip micist a7t po3TallyBaHHs JaTa-IIEHTPIB, CEpBEPIB Ta MEPEKEBUX BY3IIIB
IPYHTYETbCS HAa KOMIUIEKCHOMY aHali3l INI0OAaJbHMX HACTIAKIB BpasIUBOCTI IMppoBoi Ta
eHepreTHYHO1 IH(QPACTPYKTYpH JAepKaBU ITPU BUMHEHHI BICBKOBOT arpecii, 3710UMHHUX [l TPOTH
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ii dpoBoi iHPpacTPyKTypH, a TAKOK MMPU BUHUKHEHH] HAJ3BUYAHHUX CUTYaLlill TEXHOTEHHOTO
Ta KIIMaTU4HOTO Xapakrepy. TepHTopianbHe pO3TallyBaHHS CEpBEpiB, IO 30epirarorh 0azu
MEPCOHANBHUX JAHUX TPOMAJISTH, MOYKE OYTH OpraHi30BaHO B PI3HUX MICIIIX:

30epieants OaHUX Y Medicax Kpainu N03BOJISIE 3aCTOCOBYBATH HAIIOHAIbHI 3aKOHU
Ta JIep’KaBHI CTAHIAPTH 3axXUCTy naHuX. Hanpukiian, B Ykpaini gif0Th 3aKOHU, K1
3aXMINAIOTh JaHi TPOMaJsH, TOMy 30epiraHHs JaHUX Ha TEpUTOpii KpaiHu
J03BOJIIE Kpallle KOHTPOJIIOBAaTH Oe3leky iXx nepcoHanbHUX JaHux. Came
JIOKaJIbHE PO3TalllyBaHHA 0a3u JaHUX J03BOJIsIE 3a0e3meunT (PI3UYHUN 3aXHUCT
CepBepiB, BKIIOYAIOYM 3aXHUCT Bl MPUPOJHUX KaTacTpod Ta (Pi3MYHUX 3arpo3.
[Ipote nix yac BiifHU 30epiraHHs JaHUX y PI3HUX TeorpaddHUX MICISX 3MEHIIYE
PU3MKHM IXHBOT BTpaTH uepe3 MoKiuBe (i3udyHe pyilHyBaHHS abo mnepeboi 3
€HeprornocradyaHHsM. B TakoMmy pa3l CTBOpPEHHsS pE3epBHUX KON B IHIIMX
perioHax 4 HaBiTh KpaiHaX MOXK€ JOTIOMOT'TH 30€perTu AaHi 0e3ne4Ho. 3 HII0ro
00Ky po3TamryBaHHs Oa3u JaHUX y KpaiHl 3HUXKYe PU3MKU KiOep3arpos 3-3a
KOPJIOHY Ta J103BOJIsiE €(peKTUBHIILIE pearyBaTy Ha KibepaTaku;

30epieants OaHux Ha cepsepax Ha mepumopii kpain €C pPETyIIEThCS HOTO
3aKOHOJIAaBCTBOM. Po3MilieHHsT 6a3 MepcoHABHUX JaHUX TPOMAJISH 32 KOPJOHOM
Mae CBOi [lepeBaru, pu3uKH Ta BUKIUKH, 0COOIMBO y pa3i BiiHU. €C mae cTaOuIbH1
Ta HaAIH1 IHPPACTPYKTYpH i TEXHOJIOTI1 st 30epiranHs JaHuX. Bucokwuii piBeHb
3axucty nanux B €C 3abe3neuyroTh cTpori 3akoHonaBui Bumoru GDPR miomo
3aXUCTY NEPCOHAIbHUX AAaHUX. BIM3BKICTH 10 €BPOMEHCHKUX PHUHKIB MOXKE
CHOPUATH MIBUAKOMY Ta €(PEKTHBHOMY JOCTYNY A0 IaHUX JJS €BPONEHCHKUX
nmapTHepiB. 3 iHmOro OOKy, Hapa3i B neskux KpaiHax €C crnocrepiraroThes
JiaMeTpaJibHO TMPOTIJIEKHI 3MIHM TOJITHYHHX ymoao0aHb cepen BHOOPINB, a
OT)KE 3MIHU TONITUYHUX JIAEPIB KpaiH 1 SK HACIIIOK MOMJIMBI TOTIPIICHHS
CTOCYHKIB MDK Kpainamu. [lomitmuna HecTtaOuibHICTH €C MOXE CHPUYMHHUTH
MOJIITHYHI YU TO €eKOHOMIYH1 KpU3H, SIKI MOXKYTh BIUIMHYTH Ha JOCTYII JI0 JaHUX;

TIPU 30epicanHi OAHUX HA cep8epax Ha Mepumopii Kpain 3 iHuUX KOHMUHeHmie
BOHH ITNAAA0Th ITiJT FOPUCIUKIIIIO WX KpaiH, A€ 3aKOHU PO KOHQIACHITINHICT
MOXYTb OYTH MEHII )KOPCTKUMHU. Lle CTBOpIOE pU3UKHU TOTO, 110 JaH1 MOKYTh OyTH
JOCTYITHI JJI IHO3eMHUX ypsAliB a0o opranizaiii. J[ameko He BCl KpaiHU MarOTh
TaKi CTPOTi 3aKOHH PO 3aXUCT JaHUX, K B €C, a 0OTKe piBeHb 3aXUCTY JaHUX B
HUX € HIDKYUM. BapTo BpaxoByBaTu MOXKIIMBY MOJITUYHY HECTAOLIbHICTh B TUX
Yy IHIIMX KpaiHax, II0 MO)Ke BIUIMHYTH 1 Ha Oe3leKy JaHUX Ha cepBepax
BignmoBiAHUX KpaiH. KpiM Toro, BimcTtaHb 1 pi3HI YacoBi MOSICH MOXYTb
YCKJIATHIOBATU JIOCTYII JIO IaHUX.

2) KoxeH 3 MOXIJIUBUX IHCHpyMeHmis 3a0e3neueHHs 3axucmy iHgopmauii Moxe
3a0€3MEeYNTH 3aXUIICHICTh 0a3 TaHUX JCP)KaBHUX PEECTPIB, 3AJIKHO BiJl KOHKPETHUX MOTPEO
Ta YMOB BUKOPUCTAHHS, a CaMe:

wugpysanns 3abe3neuye KOHQIIEHIIMHICTD 1 HUTICHICTh 1HGOpMalii mig yac ii
nepezaayi Ta 30epiranHs, NepeTBOPIOIOYN 11 HAa HE3PO3yMUTHI (opMmar;
Kpunmozpaghisi 3aCTOCOBYE MaTeMaTH4H1 METO/M JUIS 3aXUCTY JaHHUX, TapaHTyIOuH
TXHIO IUTICHICTH Ta KOH(IICHIIIHHICTB;

MexXaHizm Koncencycy JOTIoOMarae 10CSITH y3ro/DKEHICTb TaHUX Ta B3a€MOIII0 MDK
cUCTEeMaMH 33Ul YHUKHEHHS KOH(JIIKTIB 1 3a0e3MmedeHHs HUTICHOCTI iHpopMaltii;
cxosuwje Oanux 3ale3nedye Oe3neuHe 30epiraHHs BEIMKHX OOCSTIB JIaHMX,
MIATPUMYIOYH TXHIO JOCTYITHICTH 1 I[UTICHICTB;
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ooHopanzosa mepedxca (peer-to-peer, P2P) no3Bosisie 6e3neuny nepeaayy JaHUX
MDK By3/1aMu 0€3 LIEHTPaTi30BaHOTO CEPBEPa, SMEHIIIYIOUN PU3HKH BUTOKY;
8)30.1 SIK €IIEMEHT Mepexi 3a0e3rneuye 0OMiH Ta 30epiraHHs JaHUX;

MexHOo102isa 610KYeliH CTBOPIOE HAliiHI, HE3MIHHI 3alMCH JAHHUX, TApPaHTYE iXHIO
KOH(DIICHITIMHICTD Ta [UTICHICTB,

3He0coONeHHs1 ma Oe-3HeocoOieHHs Oanux 3a0e3redye aHOHIMHICTh KOPUCTYBadiB,
110 CIPHSIE 3aXUCTY iXHIX MEPCOHATBHUX JAHUX.

3) 3acoou 3anobicanns eumoxky ma empamu ingopmayii B X KOMIUIECKCHOMY
3aCTOCYBaHHI MO’KYTh 3HAYHO MIIBULIUTH PIBEHb 3aXUIIEHOCTI 0a3 MEPCOHANBHUX JaHUX
JIEpKABHUX PEECTPIB, 3HIKYIOUM PU3UKH BUTOKY Ta BTpaTH iHQopmauii. s nocarHeHHs
MaKCHUMAaJIbHOTO e(eKTy BaXJINBO MOEAHYBATH Pi3H1 3aX0A1 3aXHUCTY Ta MOCTIMHO OHOBIIOBATH
CUCTEMU OE3MEKH BIAMOBITHO JI0 HOBUX 3arpo3, SK-OT:

Mmepedicese exkpanysanns (Firewall) 3abe3nedye 3aXucT Mepexi NUIIXOM OJIOKYBaHHS
HECaHKI[IOHOBAHUX JIOCTYIIB Ta MOHITOPUHTY Tpadiky. BukopucTaHHs cydacHHX
(haepBOITIB JOMTOMArae 3aXMCTUTH 0a3M JAaHWUX BiJT 30BHIITHIX KiOep3arpo3 [21];
cucmemu 3anooicanns eumoxy oanux (Data Leak Prevention, DLP) mo3BomstoTsh
KOHTPOJIFOBATH TITOTOKHM JAaHUX, BHUSBJIATH Ta TIONEPEIDKATH HECAHKI[IOHOBaHI
nepenaydi KoHQigeH o1 iHhopMmarii. Lle 103BoJIsIE 3HU3UTH PUBUKU BUTOKY TAaHUX
4yepe3 pi3Hi KaHalM 3B’ 513Ky (enekrponHa norrra, USB-mipuctpoi Tomo) [22];
NPOSPAMHO-ANAPAMHI KOMNILEKCU OJist 00podaenHs | 30epieantsn Oanux 3a0e3MeTyI0Th
BHCOKY CTYIIHb 3aXHCTYy JIAaHHX ITi]T 4ac X 0OpoOIeHHs Ta 30epiraHHs;
NpPOCPaAMHO-MEXHIYHULL KOHMPOTb 34 QI3UYHUM 3AXUCMOM OAHUX KOHTPOJIIOE TOCTYI
70 TpUMIIEHb, A€ 30epiraloThCsi cepBepa, MOHITOPUHT [ CHIBPOOITHUKIB,
BIZICOCIIOCTEPEKECHHS Ta HIII 3aX0H ISl 3a0e3meueHHs (PI3UIHOT Oe3MeKn TaHuX;
JIOKANIbHI cucmemu 3axucmy OaHux T03BOJIAIOTh 3aXUCTUTH JaH1 Ha PiBHI OKPEMHX
MPUCTPOIB Ta KopucTyBauiB. Lle moeqHye aHTUBIpYCHE MpOTpaMHe 3a0e3MeUEHH,
mudpyBaHHS TBEPIUX TUCKIB, KOHTPOJIb JOCTYITY Ta IHII 3aCO0H;

peszepere KonitosaunHs Oanux IO3BOJISE 30epertd naHi y pasi iX BTpatu abo
MOIKOJKEHHs. BakJIMBO Takok 3a0€3MEeYUTH 3aXHCT CAMHUX PE3EPBHUX KO,
BUKOPHCTOBYIOUH MU(PYBaHHS Ta 130J1b0BaHe 30epiraHHs;

0ooamxosi dxcepena enepeozabesneuenns (Uninterruptible Power Supply, UPS)
JOTIOMararoTh YHUKHYTH BTPATH AAHUX 1]l 4ac nepeboiB 3 eNeKTPOINOCTauaHHsM,
3abe3neuyroun Oe3nepediiiHy poOOTy cepBepiB Ta IHIIOI KPUTHYHO BaKIUBOI

undpoBoi iIHGPACTPYKTYPH.

4) KomyHikayitini cucmemu KOHMPOIO OOCHMYny BiIirparoTh BaXIHBY pOJb Y
3a0€3Me4YeHH] 3aXMIEHOCTI 0a3 TMEepCOHAIbHMX JAaHMX JepKaBHUX peecTpiB. Crpusaru
MIABUIICHHIO PIBHS 3aXUCTY MOXKYTh:

eneKmpoHHa  i0eHmugbikayisi TO3BOJIIE TOYHO BCTAHOBUTH OCOOY KOPHCTYBaua,
3MEHIIYIOUM PH3MKU HECAHKI[IOHOBAHOTO JA0CTymy. lle 0coOnmBO BaXJMBO s
3abe3reyeHHs Oe3MeKH Iep>KaBHUX PEECTPIB, A€ 30epiratoThesl Uy TIHBI IEPCOHANIBHI
JaHi;

aemenmuikayisi TapaHTye, IO AOCTYyN 10 iHQoOpMalii OTPUMYIOTh TUIBKU
aBTOPHM30BaHI KOPUCTYBaui. Bukopucranns apodakropHoi aBTeHTHIKaIil (2FA)
abo GararogaxTtopHoi aBTenTUdiKaii (MFA) 3HauHO migBUILY€E piBeHb OE3MEKH,
OCKUJIbKM BUMarae HassBHOCTI KUTbKOX PIBHIB 3aXUCTY (IapoJii, TokeHu, SMS-koau
TOIIIO);
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— Oiomempuuna sepughixayis (BiTOUTKY MAIbLIIB, CKAHYBaHHS 00M94s 00 paitIyKHOT
000JIOHKH OKa) Ut Bepr]ikallii KOPUCTYBadiB JI0J1a€ JIOJATKOBUI PiBEHb OC3IEKH,
OCKUTBKH IIi JIaH1 BaXXKO miapoouTH. biomerpuuHa Bepudikaris 3a0e3neuye TOUHy
ineHTHdIKaIlifo Ta MIHIMI3Yy€e PU3UKH HECAHKIIIOHOBAHOTO JIOCTYITY;

— cucrema BanklD nos3Bossie kopucTyBayaM aBTEHTH(DIKYyBATHCS depe3 CBIi OaHK.
Ockinbky OaHKM MarOTh BHCOKI CTAaHIApTH Oe3meku, BukopucTaHHs BankID st
JOCTYITY JI0 JICP’KaBHUX PEECTPIB 3a0e3Ieuye J0IaTKOBHN piBeHb 3axucty. BankID
JIO3BOJISIE JIETKO HTETPYBaTH OAHKIBCHKI MEXaHI3MH OE3MEKH B JIEpKaBHI1 CUCTEMU;

— EJEeKTPOHHUN nopman «/{ia» 103BOJIAE TpoMaasHaM YKpaiHU OTPUMYBaTH
JiepXaBHI MOCIYTH OHJaiH. BIpoBa/pkeHHsS Takoro cepBiCy MiJIBUIIY€E pIBEHb
3pYYHOCTI Ta O€3MEKH, OCKUIBKU JOCTYIT IO HOTO 3/IMCHIOETHCS Yepe3 3axXuIIeH1
KaHaJIM, BAKOPHUCTOBYIOUYH €JIEKTPOHHY 11eHTU(IKAIIII0 Ta aBTEHTU(DIKALIIIO.

PazoM posrisiHyTi ckiiaoBi GOPMYIOTH KOMILJIEKCHY CHUCTEMY KOHTPOJIIO JOCTYILY Ta
3aXHCTy TIEPCOHATBHUX JAHWX, SIKa HE JIMIIE CIPHsE 3aXWIICHOCTI JaHWX, a i 3a0e3mneuye
3pyYyHUH 1 MBUAKUA JOCTYN A0 JAEP)KaBHHUX IMOCIYr Jis rpoMaisH. Jljis mMakcUMalbHOTO
e(deKTy BaXKJIMBO IHTETPYBAaTU PI3HI IHCTPYMEHTH, CHUCTEMHU KOHTPOJIO JIOCTYNY 1 3aX0Au
Oe3mekH, SKi AOMOMAararoTh 3a0e3meunTH HaIIMHICTE Ta 3aXHINeHICTh 0a3 mannx. Came
KOMIUIEKCHUHM MIAX1A 10 3aXUCTy 0a3 MEPCOHATBHUX JAaHUX J03BOJISE MIHIMI3yBaTH PU3HKH
BUTOKY 1H(opMaIlii Ta HECAaHKI[IOHOBAHOTO JAOCTYITY.

[TopymieHHst poOOTH €IEKTPOHHUX CHCTEM, PEECTPIB Ta 0a3 MEPCOHATLHUX TAHUX TPOMAJISTH
CTalOTh KPUTUYHUMH JUIsl (QYHKI[IOHYBAaHHS €NEKTPOHHOI jaepxaBHU. Taki BHUMAAKH MOXKYTh
3pyHHYyBaTH 1i IUPPOBY IHPPACTPYKTYPY Ta BUKIMKATH JECTAOUTI3aAIlII0 CYCIUTLHIX BiITHOCHH B
Jep>kKaBi, IOPYIIEHHS TpaB 1 cBo0o/1 1i TpoMassH. Cepiio3Hy 3arpo3y nuGpOBOMY CYBEPEHITETY
JIep’KaBU CTAHOBUTH IITYYHE CTBOPEHHSI TUMYAacOBOI HEIOCTYITHOCT €JIEKTPOHHUX DPEECTPIB,
BHACITIJIOK HECAHKIIIOHOBAHOTO JIOCTYITY, OJIOKYBaHHS Ta MOIIKOKEHHS 0a3 MepCOHATbHUX TAHUX
rpomaisiH. CtabibHa poOOTa B3aEMOTIOB SI3aHUX MK COOOIO €JIEKTPOHHUX CHCTEM, PEECTPIB Ta
0a3 MepCOHAIBHUX JIAHKUX € BAKIIMBOKO JIJIsI 3a0e31eueHHs (PYHKITIOHYBAHHSI 3aXUCTY ITPaB 1 CBOOO/T
TpOMaJIsH.

BUCHOBKMU TA IIEPCIIEKTUBH INOJAJIBIIUX JOCJ/ITKEHD

Po3pobnena koMIUIEKCHA CHCTEMa KOHTPOJIO JOCTYITY Ta 3aXHCTY MEPCOHATBHUX JaHUX
IUISL IEPIKaBHUX PEECTPIB € BAKIMBUM KPOKOM IS 3a0€31I€UEHHS HaJIe)KHOTO PIBHS O€3MEeKH Ta
30epexenHs iHdopMmarii. BpaxoBytouu micie po3TairyBaHHs 0a3 JaHUX, MOYKHA ONTHMAaJbHO
BUKOPHCTOBYBATH HAIlIOHATBHI 3aKOHH Ta CTAaHJIAPTU 3aXUCTY JTAHUX, 11100 3a0€31MeYnTH Kparui
KOHTPOJIb 1 pi3uuHy Oesrneky nanux. JlokanbHe 30epiranHs JaHUX JT03BOJISIE MIABUILUTH PIBEHb
3aXMCTY 3aB/SIKH OJIM3bKOCTI JI0 KOPUCTYBAUiB 1 3MEHILIEHHIO PU3HKIB, OB’ SI3aHUX 3 30BHIIIHIMU
3arpo3aMu. BukopucTaHHS pe3epBHHUX KOMiM y pi3HUX reorpadiqyHMX JOKalisx 3adesnedye
JI0JJATKOBUI pIBEHb 3aXUCTY, 1110 OCOOIMBO AKTyalIbHO 32 YMOB BifHH.

3abe3neyeHHs KOH(D1IEHIIHOCTI Ta LUTICHOCTI JAHUX MOXKHA JOCSTTH uepe3 MH(pyBaHHs
Ta KpUnTorpadiuHi MeToay, 110 rapaHTyBaTUMe HaJiiHICTH 1H(OpMAIii miJ yac mepenadi ta
30epiranHs. TexHosorii OJIOKYEWH Ta MEXaHi3M KOHCEHCYCY JO03BOJIATH MiITPUMYBATH
Y3TOJDKEHICTh Ta HE3MIHHICTh JAHUX, L0 € BAXJIMBUM JUIA JEpXKaBHUX peecTpiB. [HCTpyMeHTH
3ano0iraHHs BUTOKY Ta BTpaTH iH(opMallii, HAMPHUKIIaJ, MepeKeBe eKpaHyBaHHs Ta cucteMu DLP,
JIOTIOMOXKYTh MIHIMI3yBaTH PU3UKH KiOep3arpo3 Ta HECAHKIIIOHOBAHOTO JIOCTYIYy 10 JaHHX.
[IporpamHo-anapaTHi KOMIUIEKCH Ta pe3epBHE KOIiIOBaHHS 3a0e3eyaTb BUCOKY CTYIIIHb 3aXUCTY
1 BIIHOBJIGHHSI J]aHMX y pa3i iX BTparu. JlomaTkoBi jKkepena eHepro3adesneueHHs] COpUsTUMYTh
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OesrnepediiiHiii poOOTi cepBepiB Ta IHIIOTO KPUTHYHO BAXKIUBOTO OONAIHAHHS, IO JO3BOJHTH
YHUKHYTH BTPAT JaHUX Yepe3 nepedoi 3 eNeKTPOroCTauaHHsIM.

KomyHnikamiitHi cucTeMu KOHTPOJIIO IOCTYITy, Cepel SKUX €JICKTPOHHA imeHTH]IKaIis,
aBTeHTH(]iKaIist Ta OloMmerpruHa Bepudikartis, 3a0e3neyars TOUHY iIeHTU(IKAIII0 KOPUCTYBadiB
Ta 3MEHIIATh PU3UKH HECAHKLIOHOBAHOTO A0CTyIy. Bukopucranus cucrem BankID Tta «Jlis»
MiIBUIIATh pIBEHh O€3MEKH, 3aBIsSKU IHTerpamii OaHKIBCBKUX MEXaHI3MIB 3axXHCTy Ta
3a0e3MeYeHHIO 3aXUIIEHUX KaHAJIB IOCTYITY.

3arajioM BIPOBADKEHHS KOMILJIEKCHOI CHCTEMH KOHTPOJIIO JIOCTYIy Ta 3aXHCTy
MEPCOHANBHUX JAHUX JJIS JEpKABHUX PEECTPIB € JOLUUIBHUM Ta HEOOXITHUM KpPOKOM st
3a0e3neyeHHs] BUCOKOro piBHs Oe3neku iHpopMartii. [loganpimii po3BUTOK CUCTEMU Ma€ OyTH
CHPSIMOBAHUI Ha MOCTIHE OHOBJIEHHS 3aXO0/IB 3aXUCTY BIAMOBIAHO JJO HOBUX 3arpo3, @ TAK0XK
IHTErpallito HOBUX TEXHOJOTIH /Ui NIATPUMKHU O€3MeKH JaHUX Ha HalUBUIOMY piBHI. Baxnuso
3a0e3MeUNTH HAaBYAHHS IIEPCOHANY Ta KOPHCTYBAYiB II0J0 OE3MEeYHOr0 BHUKOPUCTAHHS
CUCTEMH, a0M MIHIMI3YBaTH JIFOJICHKUH (DaKTOp K MOTEHIIIHHE HKEPETIO 3arpo3.
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SYSTEMATIC ANALYSIS OF THE SECURITY OF STATE
ELECTRONIC REGISTERS AND PERSONAL DATABASES

Abstract. The paper considers the issue of protecting personal databases of electronic state registers.
These data are used in information and analytical and information and communication systems in order
to optimize record keeping and ensure the digital sovereignty of the state. During war and the danger
of various types of threats, the most valuable and at the same time vulnerable to leakage of personal
data of citizens are state registers, portals of electronic services, databases of personal data of state
organizations and institutions. Inaccessibility of electronic registers due to unauthorized access,
blocking and damage to personal databases of citizens poses a serious threat to the digital sovereignty
of the state. The purpose of the article is a systematic analysis of the criteria for protecting databases
of electronic registers of citizens and the development of a comprehensive system of access control
and protection of personal data in state registers. The components of the state digital infrastructure
system and the role of interconnected electronic systems, registers and personal data bases in ensuring
the rights and freedoms of citizens are considered. A comprehensive system of access control and
protection of personal databases has been developed. This system considers various options for placing
personal data bases, communication access control systems, possible tools for ensuring information
security and means for preventing leakage and loss of data. The combination of components forms a
comprehensive system of access control and personal data protection, which not only promotes data
security, but also provides convenient and fast access to government services for citizens. For
maximum effect, it is important to integrate various tools, access control systems and security measures
that help ensure the reliability and security of databases. A comprehensive approach to protecting
personal databases allows minimizing the risk of information leakage and unauthorized access. The
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implementation of a comprehensive system of access control and protection of personal data for state
registers is an appropriate and necessary step to ensure a high level of information security.

Keywords: data protection; databases; personal data; electronic state registers; personal databases;
access control; information technologies; digital infrastructure of the state.
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