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Tenzor Methods in Cyber Security

Tetyana Grygoryeva(B) , Larysa Yona , and Anna Mazur

International Humanitarian University, Fontanskaya Road Str. 33, Odesa 65009, Ukraine
tig15090808@gmail.com, anna2102@i.ua

Abstract. The development of information technology and intensive use of the
Internet has revealed problems related to information security. The issues of pro-
tecting information transmitted through communication channels and requiring
long-term storage become relevant; the need for authentication procedures for
users and messages; improving system performance and reliability. Various tasks
ofmodern information security are solvedwith the help of cryptographic protocols.
Various sections of higher mathematics are successfully used in information pro-
tection tasks. In this article to increase the effectiveness of information protection
means, it is proposed to use such a mathematical apparatus as tensor analysis. The
possibility of using tensor methods in solving various problems of cryptographic
protection of information is shown. As a result of tensor analysis operations, this
article shows the possibility of encrypting messages and decrypting cryptograms.
The possibility of using tensor analysis in the construction of hash functions is
shown additionally. In order to increase the effectiveness of means of protecting
confidential information, it is proposed to encrypt messages using tensor analy-
sis operations. At the same time, there is an increase in the speed of the process
of ensuring the protection of confidential information in the implementation of
document flow.

Keywords: Cyber Security · Cryptographic Protection · Encryption Key ·
Tensor Methods · Hash Function

1 Introduction

The formation of the fourth-generation of mobile communication network and, in the
near future, the transition to the networks of the fifth and subsequent generations, com-
binedwith the ubiquitous accessibility of smartphones, that contributes to the emergence
and development of the concept of the “state in a smartphone”, which is embodied in our
life by the Ministry of Digital Transformation of Ukraine. The protection of personal
data, at the same time, is the priority among all the tasks in the field of Cyber Security.
Cyber protection of the state critical infrastructure is also extremely relevant. A separate
important area that absolutely needs constant improvement is the system of cryptocod-
ing of military telecommunications of all levels and state special telecommunications.
Therefore, a very important task facing the professional education system is to improve
the quality of specialist training to ensure Cyber Security and further development of
the Ukrainian Cyber Security industry.
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A set of processes and technological solutions that help protect data and prevent
unauthorized access to the system is part of the concepts defining cyber security, which
is one of the most important elements of national and information security [1, 2].

Various tasks of modern information protection are solved with the help of crypto-
graphic protocols. Thus, protection of information confidentiality is carried out by con-
verting an open message with encryption algorithms; confirmation of the authenticity of
the user or document takes place with the help of authentication protocols; protection
against interception of keys by an attacker is solved by key distribution protocols.

It should be remembered that cryptographic protocols are based on mathematical
transformations. At the beginning of the era of computer networks, when the need for
information protection arose, the mathematical methods used for cryptographic trans-
formations were limited by the speed and cost parameters of the systems. Therefore,
developers of cryptosystems were forced to reduce the reliability of data protection,
giving priority to the speed parameter. That is why modern cryptocoding algorithms
represent a compromise between the parameters of cryptoresistance, the cost of imple-
menting the algorithm, and the speed of its operation. As computer systems have been
developed, the speed increases and costs decrease in general, it has become possible to
improve the level of data protection, due to the use of more complex mathematical tools.

The development of Cyber Security should move into the direction of increasing the
security of information against unauthorized access. To solve this problem, it is very
important to develop and improve Cryptocoding Methods. Based on this, along with the
existingmathematical principles that are being established at themoment, when building
new cryptocoding algorithms or improving existing ones, the use of Tensor Analysis is
proposed.

2 Tenzor Methods in Telecommunication Systems

As practice has shown, the application of Tensor Methods in Science areas, including
in Telecommunications [2–10], the obtained results are bringing the research to a new
level, which could not be obtained using the earlier methods.

Usage of tensor analysis to research queueing network quality characteristics that
consists of queueing systems M/M/1 was proposed. Appropriateness of tensor method
allowing to get effective solutions of quality characteristics valuations under simultane-
ous analyses of network and queueing network of different structures a sizes functional
characteristics was grounded [4].

Tensor methods allow solving various network tasks, forecasting the state of the
network over a certain period of time, taking into account the network topology and the
peculiarities of the functioning of the protocols used. The possibility of joint mathemati-
calmodeling of structural properties and functional characteristics of telecommunication
systems using a special method of tasking the coordinate system and the invariance prop-
erty of the tensor, where the invariant is the traffic value at each specific moment of time,
is shown [3–5].

In [6], the tensor model of the telecommunication network is considered, which is
presented in the basis of interpolar paths and internal node pairs. The advantage of using
the tensor model is to ensure the quality of service conditions in terms of bandwidth,
average end-to-end delay, and packet loss probability.
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To research quality characteristics ofMVNO/LTEnetwork functioningwas proposed
the decomposition tensor method of network architecture in order to obtain optimal
configuration of e-NodeB base stations connection according to the criteria of maximum
throughput and given parameters of delay [7].

In problems of approximation of random processes and fields, it is suggested to use
tensor splines when restoring discretized signals [9, 10].

3 Cryptographic Protection Problems

Currently, Coding Theory [11–14] has being developed extensively and various sections
of Higher Mathematics are applied: Probability Theory, Number Theory, Mathematical
Logic, and such sections of Linear Algebra as Matrices, Vector Algebra and Polynomial
Theory.

In addition, the research in the field of information protection has led to the modeling
of an Information SecurityManagement System (ISMS (CMS)) for Information Systems
(IS) and the formulation of initial requirements for an IS ISMS.Thus, in thework [15], the
analogy of the display of ISMS for Information Systems in the form of Queuing System
(QS) was established. This became possible due to the identification of structural and
functional analogies between Information Security Management Systems and Queuing
System. It was determined that the ISMS can be interpreted as a single-phase quasi-state
with possible losses. Due to structural, meaningful and functional analogies, the newly
created models allow to form a range of quantitative ISMS characteristics for IS. This
makes it possible to ensure the effectiveness of the design process of InformationSecurity
Management Systems, taking into account the prospects of increasing complexity and
the number of destructive effects on the information system by attackers. Computational
experiments conducted using a specially developed software application confirmed the
validity of the main theoretical propositions and practical developments.

This article proposes the use of Tensor Analysis to improve the effectiveness of infor-
mation protection tools. So, for example, such actions on tensors as symmetrization and
cycling specify the basic operations of permutation (P) and functional transformations
(F) during encryption. The compression operation can be performed if the Tensor Anal-
ysis operation, namely convolution, is used as a hash function. With the help of tensor
methods, it is possible to increase the size of the value of the hash function, which will
increase the resistance of the hash function to collisions. Thus, the use of tensor analysis
is possible in various tasks of cryptographic protection of information.

To ensure the protection of the main properties of information, namely confiden-
tiality, integrity and availability, as well as to speed up the encryption process, with the
aim of increasing the effectiveness of means of protecting confidential information, it is
proposed to encrypt the message using tensor analysis operations.

In the modern world of information technologies, when exchanging documents over
unsecured communication channels, users may face the problem of information leakage
or its modification. Criminals can cause significant damage to banking and commercial
structures, state enterprises and organizations, as well as private individuals who use
electronic document management. In order to solve this problem, it is necessary to
ensure the protection of the information contained in the document and implement a
procedure for establishing the authenticity of the author and the document itself.
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It is possible to ensure the protection of information by using cryptographic algo-
rithms. If it is about ensuring confidentiality, that is, protection against information
leakage, then this is solved by encrypting the open message. An encrypted message in
the form of a cryptogram is transmitted to the recipient over an unsecured channel. At
the same time, to encrypt and decrypt a message, it is necessary to know the encryption
key (transformation rule) [16].

Depending on the chosen encryption algorithm, encryption and decryption opera-
tions can be performed differently. Thus, if you use a symmetric encryption algorithm,
the encryption and decryption procedures will be performed with one common secret
key.

In the case of using an asymmetric algorithm, the encryption process will be per-
formed with two different keys. That is, the encryption of the text will be carried out by
the sender with the help of a public key, and the process of restoring the message from
the cryptogram - with the help of another secret key of the recipient. This pair of keys is
chosen according to a certain law [17].

The features of cryptotransformations in asymmetric cryptosystems are:

– Direct cryptographic transformation is performed using the public key K1;
– The reverse cryptographic transformation is performed using the private key K2;
– The key pair (K1, K2) must be random and selected from the full set of key pairs

allowed for use, and K1 �= K2.

Cryptosystems combining both types of cryptographic systems are called hybrid, as
a rule, the text of the message is encrypted using a symmetric cryptosystem, and the
secret key is encrypted using an asymmetric cryptosystem.

However, symmetric systems with a shared secret key are more often chosen for the
encryption process. This choice is explained by the speed of encryption (asymmetric
systems work more slowly).

4 The Process of Creation the Encryption Key Using Tensor
Methods

To increase the speed of means of protecting confidential information, it is suggested to
encrypt the message using tensor methods.

Consider the initial source text, for example, in the form of a tensor of the fourth
rank Shijk of n – dimensional space, h, i, j, k = 1, n. If you carry out an algebraic addition
with a numerical coefficient of 0.5 after the operations of symmetrization and antisym-
metrization by two covariant indices, the components of the original tensor will not
change [18, 19]:

Shijk = 0, 5(Sh(ij)k+Sh[ij]k) (1)

where the formulas Sh
(ij)k = Shijk + Shjik and S

h
[ij]k = S

h

ijk
−Shjik define the symmetrization

and antisymmetrization operations on two indices i and j. The Transformation (1) can
act as an encryption key (Fig. 1).
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As a result of the symmetrization and antisymmetrization operations on two indices
from the original tensor Shijk , we will get two tensors S

h
(ij)k and S

h
[ij]k , which can be stored

or sent. That is, in the encryption process, we obtained two tensors from one tensor.
Then, with the help of formula (1), you can perform decryption.

Since the considered symmetrization and antisymmetrization operations are very
simple, all calculations do not require the expenditure of large resources, so the
encryption process is accelerated.

Fig. 1. The process of creation the encryption key.

Thus, it can be concluded that, based on the results of tensor analysis operations, it
is possible to encrypt messages and decrypt cryptograms. At the same time, the speed
of the process of ensuring the protection of confidential information during document
circulation is increased.

5 Electronic Signature and the Procedure of Hashing

The second relevant method of information protection is the document authentication
procedure, that is, the procedure for confirming the authenticity of a message during
electronic document circulation and protecting electronic transactions during acquiring
[20].

One of the most commonmethods of protecting electronic documents from copying,
modification and forgery is the use of an electronic digital signature. There are special
programs with the use of electronic signature (ES), which confirm the authenticity of
the document, its details and the fact that this document was signed by a specific person.

The program of electronic document circulation using ES is currently being actively
implemented in the State Institutions, which significantly expands the possibilities of
using ES and the development of electronic document circulation in Ukraine.

These problems became especially relevant with the adoption of fundamental laws
on information protection in many States at the international level, including Ukraine.
In order to implement these laws, a public key infrastructure is being created in Ukraine,
primarily to support the electronic signature system. At the same time, the primary task
in Ukraine that requires a solution is the provision of services to the state authorities,
local governments, legal entities and individuals to ensure the integrity, authenticity,
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irrefutability, and in most cases, the confidentiality of information and various data
provided in electronic form, electronic documents and messages, and software used by
them. In addition, Ukraine has been integrating into the global information space, and
its orientation towards the accession to the European Community prioritizes the task of
ensuring the interaction of state authorities, local self-government, legal and physical
people at the global level, using foreign and international information and information
and communication systems, various information technologies, open Internet systems.

An electronic signature is data added to information, calculated using cryptographic
transformation of protected information, as well as parameters, the presence of which
makes it possible to be sure of its integrity and authenticity. An integral and essential
part of ES is the use of hash functions [21].

One of the most important characteristics of hash functions, which led to their wide
implementation in information protection systems, is the ability to obtain a long-length
hash code from open text, which is much shorter than the message itself. This property
eliminates plaintext redundancy and speeds up computation, thus increasing channel
bandwidth and effectively reducing network traffic. Also, hash functions can be used to
solve many other issues, for example, to hash user passwords in order to further encrypt
themand store them in a database, or as a cryptographic checksumof a document (change
detection code), or to check the integrity of a message.

In order to verify the integrity of the document and the impossibility of renouncing
the authorship of the document during document circulation, there are technologies
for applying various digital signature algorithms. However, regardless of the chosen
algorithm of the ES, the formation of the electronic signature of each user is carried out
using the procedure of hashing the open message in order to compress it and using a
separate pair of keys (secret and open) to perform the procedures of setting and verifying
the signature, respectively.

At the same time, the hash function itself is not part of the digital signature algorithm,
but is a separate cryptographic algorithm [21, 22].

The sender of the message signs the document by performing the following actions:

– First, the message is compressed using a hash function;
– Then it forms a signature by transforming the hash code with a secret key.

The result of the conversion, i.e. the generated signature, is transmitted to the recipient
along with the open message over an unsecured channel.

The recipient, having received an open document and a signature generated from
this document, has to perform the following actions to verify its authenticity:

– restore the value of the hash code by applying the cryptographic transformation of
the signature using the public key;

– compress the received open message with the same hash function to calculate the
hash code value of the message;

– compare the received values of hash codes.

If both values match, the recipient recognizes the authenticity of the signature and
the document.
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Cryptographic algorithms usually use standardized hash functions [23], but this paper
proposes a new method for creating hash functions. Below in the work we show the
possibility of constructing hash functions using tensor analysis [18, 19].

Consider the use of hash functions for one-way cryptographic transformation, for
example in order to confirm the authenticity of the original message.

6 Hash Function Construction Using Tensor Methods

It is proposed to construct a hash function (Fig. 2) using such tensor operations as
simmetrization on three indices and convolution on two indices.

First, if to the original tensor of the fourth rank Shijk of n – dimensional space, the
symmetrization on three covariant indices i, j and k is applied:

Sh(ijk) = Shijk + Shjki + Shkij = Shabc (2)

where h, i, j, k, a, b, c = 1, n, n is the dimension of the tensor space, we will get a new
tensor of the same rank Shabc, which can be considered the result of the hash function or
some other operations can be applied to it to reduce or increase its size.

Transformation (2) performs permutation (P) and functional transformations (F),
which are basic transformations in encryption algorithms.

Secondly, if, after symmetrization on three indices to the tensor Shabc, we perform a
convolution on the contravariant index h and on one of the covariant indices (for example,
take the index a), then as a result we will get a tensor of the second rank, that is, the rank
of the initial tensor decreases:

Sbc = Sα
αbc (3)

where α is the dummy index, α = 1,2,…,n.

Fig. 2. Hash function construction.

Thus, the compression operation CS (3) was performed, where the tensor analysis
operation, namely convolution, was used as a hash function.

If we consider the operation of finding the product of two tensors, for example, the
result of symmetrization on three indices and convolution Sbc – the tensor of the second
rank and the initial tensor Shijk of the fourth rank, then as a result we will get the tensor
of the sixth rank, that is, we will increase the size of the value of the hash function,
therefore the stability of the hash function will increase to collisions.

Therefore, it has been proven that the use of tensor methods for constructing hash
functions for document authentication is expedient.
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7 Conclusions

At the end of all considerations, we can draw the conclusions:

1. The use of tensor analysis is suitable for solving various problems of cryptographic
information protection.

2. The possibility of using tensor analysis when constructing hash functions is shown.
3. In order to improve the effectiveness of means of protecting confidential information,

the encryption of the message using tensor analysis operations is proposed.
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