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FIELD OF INFORMATIONAL RIGHTS
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The current state of development of statehood and
law shows that universal international legal norms have
been adopted on many issues of international security,
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basic human rights and freedoms, regulation of vital

spheres of human existence, the observance of which has
become the basis for the existence of civilization.
Respect for human rights and freedoms, the peculiarities
of culture of individual regions and nations, has become
one of the defining features of a legal democratic state.
Human rights have acquired such a value that belongs to
the entire community of states, they have received
justification in law as a minimum legal standard to
which all people and states should strive.

In the conditions of constant development of digital
technologies and globalization of the information space,
informational rights are becoming more and more
relevant. Today, a significant part of a person's life takes
place in the online space, which accordingly determines
the importance of information protection, confidentiality
and privacy. At the same time, the role of the state is to
ensure adequate protection of human rights in the
information sphere, maintaining a balance between
freedom of speech, the right to information, security and
innovation in the field of digital technologies. State
policy in the field of protection of informational rights
of a person is extremely important in the conditions of
the digital revolution. Its purpose is, on the one hand, to
protect citizens from abuses and violations of their rights,
and on the other hand, to promote the development of
technology and the preservation of freedom of speech.
Achieving such a balance between security and freedom
is the main challenge for states to formulate an effective
policy in this area.

Taking into account the latest technological
achievements, today's state policy in the field of
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protection of informational rights should be based on

some key provisions.

First and foremost, a state is obliged to ensure every
person's right to access to information and freedom of
speech and information. This right is one of the
fundamental rights in democratic societies, but its
implementation must be balanced with other rights and
freedoms.

Secondly, one of the main informational rights is
the right to privacy and protection of personal data.
States should develop regulations governing the
collection, storage and use of personal data. Thus, in
Ukraine, the law “On the protection of personal data”
was adopted, which defines the basis of legal regulation
as for this issue.

Thirdly, modern threats in the field of information
security, such as cyber-attacks, data leaks, require active
actions of a state, in particular, the development and
implementation of national cyber security programs,
which include measures to protect critical information
infrastructure and systematic monitoring of cyber threats.

States also should regulate the activities of Internet
platforms. Large technology companies, such as Google,
Facebook, Amazon, play a significant role in the modern
information space, which calls for their proper regulation.
States seek to develop legal mechanisms to ensure that
these companies do not violate the rights of users, in
particular, the right to privacy, and freedom of speech.

Finally, state policy in the field of informational
rights protection should guarantee the right to be
forgotten and self-determination in the digital space.
This right includes the possibility for users to request the
removal of their personal data from Internet resources or
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the restriction of their distribution, which is especially

important in the context of the right to privacy and
protection of reputation.

Modern public administration plays a critical role in
ensuring the protection of informational rights. States
must implement effective policies and regulatory
mechanisms aimed at protecting the rights of citizens in
the information environment.

One of the first steps to improve the protection of
informational  rights is the development of
comprehensive and modern legislation. This legislation
should cover all aspects of processing and protection of
personal data, taking into account the specifics of the
digital environment and providing for severe sanctions
for human rights violations.

It is important to create independent state bodies or
to give additional powers for the existing state bodies to
control compliance with the legislation in the field of
informational rights. Such bodies should have real tools
for monitoring the activities of both public and private
structures that process personal data. It is also necessary
to develop clear mechanisms for challenging the actions
of organizations that violate informational rights of
citizens.

A state should actively invest in the development of
cyber security and the protection of critical infrastructure,
in particular information systems that process personal
data of citizens. An important element of state policy is
the creation and support of national cyber security
centers that will be able to respond to cyber threats in a
timely manner and protect information systems from
external attacks.
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State policy should also be aimed at raising the

level of legal awareness of the population regarding the
protection of their informational rights. This can be
achieved by organizing educational campaigns that will
explain to citizens how to protect their data on the
Internet, how to correctly give consent to their
processing and which authorities to contact in case of
violations.

Since threats to informational rights are often
international by their nature, a state should actively
cooperate with other countries and international
organizations in order to develop common standards and
practices for the protection of human rights in the digital
environment. This includes the exchange of experience
and technologies, as well as participation in the
development of international agreements aimed at
strengthening the protection of informational rights.

Protection of informational rights is a complex task
that requires a comprehensive approach and constant
improvement of state policy. In today's digital world,
where information technologies are developing rapidly,
states must not only respond to new challenges, but also
proactively implement innovative solutions to protect
their citizens.

In Ukraine the intensive process of adapting
domestic legislation to relevant international standards
continues. In general, the legislation of Ukraine
regarding informational rights meets the main
international standards, however, non-implementation of
this legislation, ignorance of it by both citizens and
officials prevents the effective implementation of the
right of citizens to access information as the most
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important element of civil society participation in the

management of state affairs.

It is important that in Ukraine there is a special
institution whose activities are aimed exclusively at the
protection of human rights and freedoms. It is the
Human Rights Commissioner of the Verkhovna Rada of
Ukraine. It is even proposed to initiate the position of a
specialized informational ombudsman, which we
consider correct and necessary, as it will contribute to
the guarantee and protection of informational rights.

It should also be stressed that informational
ombudsman is a consequence of the political will of the
authorities to have freedom of information, to ensure the
informational rights of citizens. In particular, the
initiation of the position of informational ombudsman
will provide an opportunity to assist people in restoring
violated informational rights; this ombudsman should
perform the functions of a mediator between society and
the government, carry out extrajudicial investigations
into violations of citizens’ informational rights. The
institution of the informational ombudsman has a
specific nature, that’s why entrusting its functions to
someone else will be ineffective. The informational
ombudsman should have the right to intervene in the
activities of state structures, i.e. be a certain quasi-
judicial body, since, if necessary, he should intervene
and demand the provision of information requested by a
citizen.

Thereby the development of modern legislation,
ensuring cyber security, increasing legal awareness of
the population and international cooperation are key
elements of effective state policy in the field of
informational rights protection. And the special position
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of informational ombudsman can essentially contribute

to the guaranteeing and protection of informational
human rights.

Key words: human rights, informational rights,
information, state policy, international cooperation,
freedoms, mechanisms of human rights protection.
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