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IIKIOJUBI IPOTPAMHU B KOHTEKCTI PO3YMIHHA
KOMIT'FOTEPHOI BIPYCOJIOTIIi TA TEXHIKO-IIPABOBOI
3MATAJIBHOCTI: MIKIUCIHIUIIJIIHAPHE NOCJIIZKEHHY

Besnexa € gidsepmanHns 3ia.
[Tnaton

ITocranoBka mpoGaemu. [llkinnuei nporpamu, i nepenyciMm kKomm'oTep-
Hi BipycHi mporpamu, CTaHOBJATb CepHO3HY HebOe3neky mjsi iHdopmauil B
KoMI'toTepHUX cucTtemax. Cuin BiA3HAYMTH, 110 KOJIM HAETbCS MPO KOMII'10-
TepHY BipyCHY Nmporpamy, BipyC 4acTO PO3yMiIOTb TAKUM YHHOM: BipyC € Te,
10 3apaxkae [HIIMU «OpraHidmM», ToOTo iHWYy mnporpamy. IIpum ubomy 3sapa-
KeHHUH (a1 Moxke OYTH BUJIIKyBaHUH. 3apakarouu (ai/au, nepui BipycH
npautoBaau came Tak. PaKTUUHO KOMITIOTEPHUH BipyC CTAHOBUTb KOMII'IO-
TepHy NporpaMmy, sika Mae€ 3[aTHICTb 10 MPHUXOBAHOIO CAaMOPO3MHOXKEHHS.
OckiTbKM Ha3Ba «KOMITIOTEPHHH Bipyc» MOXOAWTb Bill OMHOMMEHHOTO Tep-
MiHy 3 Oiosioril 3a ii 3maTHICTH AO CAMOPO3MHOXKEHHS, TO 3arajoM MOXKHa
TOBOPUTH MPO KOMI'IOTEPHY BipyCOJOTiIO K HAayKy MPO MIKiIJIUBi TPOTpaMH.
OpHouacHO 3i CTBOPEHHSIM BJACHUX KOTIiH BipyCH MOXKYTb 3aBIABATH IIKOIM:
3HMILIYBATH, NOLIKOAXKYBAaTH, BUKPaJaTH AaHi, 3HUKYBaTH a00 U 30BCiM yHe-
MOXKJIMBJ/IIOBATH MOJAJbIIY IMpalle3gaTHiCTb OoNnepauiiHOl CUCTeMH KOMI'IoTe-
pa. Huni Bimomi mecsaTku THCSY KOMM'IOTEPHHUX BipyciB, §IKi MOLIMPIOIOTHCS
yepe3 Mepexy [HTepHeT mo BcboMy cBiTi. XapakTepHo, 110 B TyMaHiTapHOMY
cepeNoBHILI 0 KOMIT'IOTEPHHUX BipyCiB UacTO BiIHOCSATH iHIN BUIW LIKiAJIUBUX
nporpam. OgHaK A/ po3yMiHHS IXHbBOI Ail 3 MO3ULIN reHe3u CaMUX «LIKiIHU-
KiB», MOPOKEHUX WIKIAJIWBUMU MPOTpaMaMu, a TaK0XK /s YCHilHOT 60POTh-
O 3 HUMM CJil TaKUX <«LIKiAHHUKiB» PO3Pi3HATH Ta KJaacupikyBaTtu. Tak, y
poGori [1] HarosmouyeTbesi, 10 IWKiAJIHBE MpPOrpamMHe 3abesleueHHst sBJIsE
coboto Oyab-sKe MmporpaMHe 3abesneueHHs, ke po3pobJeHe IJs TOro, LOoOU
3aBJlaTH LIKOAU KOMII IOTEPY, CepBepy, KJieHTy abo KOMIT'IOTEpPHIH Mepexi.
lIxinnuBe mporpamHe 3a0e3neueHHs 3aBAae IIKOAX MiCJs TOTO, IK BOHO OYyJI0
MeBHUM UHHOM BHECEHO y KoMI'ioTep. BoHO Moxe mMaTu ¢GopMy akTHBHOTO
BMICTy Ta i{HIIOrO NporpaMHOro 3abesnedyeHHs. Y BCAKOMY pasi BOHO Mae
LIKiIJIUBUH HaMip, IKMH i€ MPOTH iHTepeciB KOpUCTyBauya KOMI 'I0Tepa, Mpo-
SIBISIETbCS Yepe3 MEeBHUU HeNOJiK, SKHH 3a3BUYal OMUCYETbCS SK MOMHJKA
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nporpamuoro satesnedenns [2]. 3asnaunmo, 110 B OpUAMYHIK Ta MiXKraay3esii
Jitepatypi poOiT, MPUCBSIYEHUX KOMITIOTEPHUM <«IIKiIHHKaM», Hebararto
(ams. [1, 5—11]). BogHouac BUHHMKAE MUTAHHSA NP0 TEXHIKO-TIPaBOBY CKAAL0BY
YAaCTHUHY LIKIAJHUBUX NPOTrpaM i «WIKIZHUKIB», Y TOMY 4MCJI i BipycCiB, a TaKOX
npo 60poTbby 3 UMMM «HerapasgaMu» 3 ypaxyBaHHSM yCiX MOXJHBOCTEH i
CKJIaJHUKIB, K TeXHIYHHX, TaK i MPaBOBUX (3akoHONABUMX, KpHMiHaJIbHHX).

MeTo10 CTaTTi € BCTAHOBJIEHHS MIKIUCIMITJIIHAPHUX 3B’SI3KiB JJIS IIKiIJTH-
BUX TIpPOTpaM, BKJOUAIOUYH «IIKIAHHUKIB» Y CUCTeMi KOMII IOTepPHOI BipycoJorii,
BHUSIBJIEHHS] TeXHIKO-NIPaBOBOI 3MarajJbHOCTi Mi>K HUMH, 3ac00aMHU i rasyssiMu ix
BUSIBJIEHHSI T2 OOPOTHOHU.

Bukaan ocHoBHOro marepiasy. JlocmifKyoun OCHOBHI BHIM LIKiIJHBOTO
MporpamMHoro 3abesrneyeHHsl, MOXKHA TOBOPUTH MPO 1X po3maiTTs. Hassa «wkig-
JIUBI MpOrpaMu» CIIBBIIHOCHTbCS 3 aHIVIOMOBHMM TepMiHOM "malware", yTBo-
peHuM Bin mBox cjiB: "malicious” («3noBMuCHHI») i "software" («mporpamue
3abesredeHHst»). ¥ moOyTi BCi WIKIAJIMBI MPOrpaMU 4aCTO HA3UBAIOTH KOMII KOTEP-
HUMH BipycamH, Xoua Lie TepMiHOJIOTiYHO HeKOpeKTHO. [0 IUKiZJUBUX Mporpam
BiIHOCATb OYyIb-siKe MporpaMHe 3abe3rneyeHHs, HeCaHKLiOHOBAHO MPOHUKJUBE B
KOMIT'I0TepHy TexHiKy. [lomiOHi nomaTku HaHOCATb MPSAMUN a00 HempsIMHUH 30U-
ToK. Tak, BOHU MOPYLIYIOTb POOOTY KOMIT'I0Tepa abo BUKPAAAITh OCOOUCTI HaHi
kopuctyBaua. «IKiTHUKH» 3aBXKAK CTBOPIOIOTLCA /IS peaﬂisauil’ «0/1aropoHOL
MeTH», a CaMe OTPHUMAaHHS BHIOIU BiIl BMPOBA/KEHHS y KOMI'IOTEp KEPTBH.
OTxe, 3a/1€KHO Bifl MeXaHi3My Il IIKiAJUBUX [IPOrpam (X MOMISIOTh Ha YOTHPH
KJIaCU: KOMN'tOMepHi 8ipycu, A02iuHi bombu, xpobaku, MpoaHCoKI KOHL.

Haii6inb BifoMHMH cepefl 3HAHMUX «IIKiTHUKIB» € KOMI'IOTEPHI BipycH.
3HaHHS MexXaHi3MiB .l «IIKiIHUKiB», 30KpeMa BipyciB, Hae 3Mory egeKTHB-
HO OpraHi3yBaTH MPOTHII0 M, 3BECTHU IO MiHIMyMy BipOTifHICTb 3apaKeHHS i
BTpaT BiA iX Mil.

daxkTuuHO KOMN'tOmepHi gipycu SABASIOTh COO0I0 HEBEJNHKiI BUKOHYBaHi a6o
TaKi, 110 TaK iHTEPNPEeTYIOThCS, TPOTPAMH, Ki MaIOTh BJACTUBICTb MOLIHUPEHHS
i caMoBiITBOpEHHS B KOMII'IOTEPHHX CHCTeMaX. Bipycw MoXKyTb BUKOHYBaTH
3MiHy ab0 3HHUIIEHHS MPOrpaMHOro 3abe3nedyeHHst ab0 NAaHUX, L0 30epiraloTh-
csl B KOMIT'IOTEPHHUX cHCTeMax. ¥ Ipolleci MOLIMPEeHHSI BipyCH MOXYTb cebe
MoauGiKyBaTH. Yci KOMI'IOTepHi BipycH KJacH(IKyIOTbCS 32 TaKUMM O3HaKa-
MH: 32 MiCLeM iCHyBaHHS; 3a CIOCOOOM 3apaKeHHs; y Mipy HeOe3leKH WIKiA-
HULBKUX [iH; 32 aJropuTMoM (PyHKUiOHyBaHHS. JlopeuHO 3ayBaKUTH, LIO 3a
MiclleM iCHYBaHHSI KOMI'IOTePHI BipyCH MifPO3AiISIOTECS Ha MepexeBi, dhainio-
Bi, 3aBaHTa)KyBa/bHi Ta KoMOiHOBaHi. CepeloBHIEeM MeLIKaHHS MepexKeBUX
BipyCiB € eJleMeHTH KOMII'I0TepHUX Mepex. PaunoBi BipycH po3aMillylOTbCs Y
BUKOHYBaHUX (pauiax. 3aBaHTa)KyBaJibHi BipycH 3HaXOAATbCS B 3aBaHTaXY-
BaJbHUX CEKTOpaX 30BHILIHIX MPUCTPOIB, L0 3amam'AToBYOTb. KombGiHoBaui
BipyCH pO3MILLYIOTbCS B JEKiNbKOX MicUSIX iCHyBaHHS. BingHauaioTb, Hanpu-
KJaJl, 3aBaHTaXyBasbHO-(hal/I0Bi BipycH.

3a crnocoboM 3apaxKeHHs Miclsl iCHyBaHHSI KOMITIOTepHi BipycH MAiJsiThb-
Cl Ha pe3ufieHTHI Ta HepesujeHTHi. PesupeHTHi Bipycu micas ix axkTuBisa-
il TOBHICTIO a60 YACTKOBO MePEMIlIAl0TbC 3 MICIsl iCHYBAaHHS B ONEepPaTUBHY
nam'saTb Kommn'totepa. LLi Bipycu, BUKOPUCTOBYIOUH, SIK MTPABUJIO, IPUBiIeHOBaHI
pexXuMH poOOTH, MO3BOJIEHI TiJIbKMA OMepalilHid CUCTeMi, 3apa)kalTb Micle
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iCHyBaHHS | IPW BUKOHAHHI MEBHUX YMOB peasi3yIOTh IIKiIHULUBKY (PYHKLO.
PesuneHTHi BipycH akTHBHI He TiJIbKW B MOMeHT poO0TH iH(iKOBaHOI MPOTpaMu,
aJie i micJig TOro, SiK Mporpama 3akiHunjaa cBoto poboTy. Pe3uneHTHi KoIil TakKux
BipyCiB 3a/IMINAIOTHCS KUTTE3JATHUMH aXK IO 4eProBOrO INepe3aBaHTAXKEeHHS,
HaBiTh §IKIIO Ha AWMCKY 3HMILEHI BCi 3apaxkeHi ¢aiau. YacTo Bin Takux BipyciB
HEMOXKJIUBO TO30YTUCS BiHOBJEHHSM BCiX KOMiH (hailsiB i3 TUCTPUOYTUBHUX
mickiB abo backup-xomiti. Pe3nnenTHa Komis Bipycy 3a/iHIIAETbCS aKTUBHOIWO i
3apakae HOBOCTBOPIOBaHi (hailiu. [IpaBu/bHO i Te, 110 A5 3aBaHTaKyBaJ/JbHUX
BipycCiB TakKi «JIiKW», sIK (opMaTyBaHHSl TMCKa 3a HAasBHOCTI B MaM'siTi pesu-
JIEHTHOTO BipyCy, He 3aBXKIW BUJIKOBYIOTb JNCK, OCKINIbKHM PE3WIEHTHI BipyCH
3apa)kaloTb IUCK MOBTOPHO Mic/asl TOro, siKk BiH BindopmaroBanHui. Hepesu-
JIeHTHI BipycH MOTPaNJsiloTh B OTIePATHBHY MaM'siTh KOMIT'I0Tepa TiJIbKK Ha dac
iX aKTHUBHOCTI, BIIPOAOBXK $IKOTO BUKOHYIOTb WIKIAHULBbKY (DYHKUitO i QyHKLiO
3apakeHHs. [loTiM BOHM MOBHICTIO NMOKWAAIOTb ONEPAaTHBHY NaM 'siThb, 3a/Hlla-
I0YUCh Yy MicCLi iCHYBaHHS.

Y wmipy HeOesneku ajag iH(pOpPMaUiMHHUX pecypciB KOpPHUCTyBada BipycH
pPO3aiAI0ThCA HA HEWKiAIuBi, HeOe3meuHi Ta nyxxe Hebesmeuni. Hemwkin-
JIUBi BipyCH CTBOPIOIOTbCS aBTOPaMHU, SKi He CTaBJsATb coOi MeTH 3aBAaTH
sIKoro-HeOyab 30UTKY pecypcaM KOMM'IoTepHO! cuctemu. [Ipore Taki Bipy-
CH BCe-TaKM 3aBJaloTh MeBHOr0 30MTKYy: BUTPayaloTh pecypcH KOMI'loTep-
HOI CHUCTEMH Ta MOXYTb MICTUTH MOMMJKH, 110 BHUKJIHKAIOTb HeOe3INeuHi
Hacaigku s iHopmauiiHux pecypciB. Tak, Bipycu, cTBOpeHi paHilue,
MOXKYTb NPU3BOAUTH [0 NMOPYIIeHb LITATHOIO aJITOPUTMYy POOOTH CHCTEMH
NMpyu MoJepHizauil omepauidHoi cucteMu abo amapaTHux 3acob6iB. Hebes-
neuHi BipyCHM BHKJ/IMKAIOTh ICTOTHe 3HMXKEHHS e(peKTHBHOCTI KOMM'IOTep-
HOT CHCTeMH, aje He MPHU3BOAATb N0 MOPYILIeHHs LinicHOCTI ¥ KoH(igeH-
uidHocTi iHdopmanii, mo 36epiraeTbcsl y MPUCTPOSAX, SKi 3amaM'sSTOBYIOTb.
Hy>xe HeGe3neuHi BipycHM MaTb Taki IIKiAHWLIbKI Aii: BUKJAWKAIOTb MOPY-
meHHs KOHQineHUifHOCTI iH(opMaLil; 3HUILYIOTh iHPOpMallito; BUKJIUKAIOTh
6e3noBopoTHy Moaudikauito (y Tomy wmeai U wwubpyBaHHs) iHpopmauil:
OJI0OKYyIOTb HOCTYyN [0 iH(opMauil; NPU3BOAATH [0 BiIMOBM amapaTHHUX
3aco6iB; 3aBIal0Th 30UTKY 310POB'I0 KOPUCTYBayiB.

3a anropuTMoM (pYHKLIOHYBaHHS BipyCH MiIPO3AIIAIOTbCH HA Ti, L0 HE 3Mi-
HIOIOTb CepelOBHIIe NPOXKUBAHHS Mifl Yac 1X MOLIMPEeHHS, Ta Ti, L0 3MiHIOIOTb
cepeloBHILe NMPOXKUBAHHA MiJ Yac IX MOLIMPEHHS.

[Ipouec 3apaxkeHHs BipycoM TNpOTpaMHUX (alJiB MOKHA MpPeACTaBUTH
TAaKUM YUHOM. ¥ 3apaxKeHid Nporpami KOoi OCTAHHBbOK 3MIHIOETbCS TakK, 1100
BipyC OTpPHUMaB YINpaBJiHHSA MEepLIUM, 10 MOYaTKy PoOOTH MPOrpaMu BipyCOHO-
cig. Ilig yac nepenaui ynpaBjiHHS Bipycy BiH IKOCb 3HAXOJIUTb HOBY NpOTpaMy
i BUKOHY€ BCTaBKy BJIACHOI KOTil B MouaTOK abo AoJaBaHHS 11 y KiHelpb Lie€l,
3a3BMYall lle He 3apaxKeHoi, rmporpamu. fKIio Bipyc 3amuUCyeTbcsl B KiHellb
nporpamu, TO BiH KOpPUIye KOI NpOrpaMy 3 TUM, 1100 OTPUMATH yNpaBJiHHS
nepwuM. [licas uporo ympaBniHHS NepefaeTbcsi Mporpami-BipycoHocieBi, i Ta
HOpMaJbHO BUKOHYE cBOi (hyHKUil. BuToHueHimi BipycH MOXKYTb AJS OTPHU-
MaHH$l YIPaB/IiHHS 3MiHIOBaTH CHCTeMHi o6sacTi HakomudyBada (Hampuk.ia,
CEKTOD KaTaJsory), 3a/MILIAKyK I0BXKHHY i BMIiCT (haki/1y, 110 3apakaeThes, 6e3
3MiH [3, c. 34].
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3aBaHTa)KyBa/bHi BipycH HaOysau 3HAUHOTO MOLIMPEHHS B OCTaHHI POKH.
Jisg uux BipyciB CTPyKTypoBaHa TaKWM UHHOM, 110, Ha BigMiHy Bim datio-
BUX BipycCiB, 3aBaHTaXyBaJ/bHi BipyCH MPOHUKAIOTb Y 3aBAHTAXKyBaJbHUU CEK-
Top mucka (Boot-cektop) a6o B CeKTOp, 110 MiCTHTH MPOrpaMy 3aBaHTaXKEHHS
CHCTEMHOTO JHCKa (Master Boot Record).

Jnst 60pOTb6I/I 3 KoMIT' I0TEPHUMH BipycaMH BHKOPHCTOBYIOTBCS CreliasibHi
aHTHUBIpyCHi 3aco6H U MeTOIM IX 3aCTOCYBaHHS. AHTHBlpyCHl 3ac00H BHUKOHY-
I0Th TaKi 3aBIaHHSA: a) BUSBJEHHS BipyCiB y KOMI'IOTEPHUX CHCTeMax; 6) 6Ji0-
KyBaHHsl POGOTH MPOrpaM-BipyciB; B) yCyHeHHS HACJiAKiB Ail BipyciB.

Bussnenns BipyciB i 6m0KyBaHHS pPOOOTH MpPOTpPaM-BipycCiB 3AIHCHIOETBCS:
1) ckanyBaHHsAM; 2) BUSIBJEHHSM 3MiH; 3) BUKOPHCTAHHSIM €BPUCTHYHOTO aHa-
Mi3y; 4) BMKOPHUCTAHHSIM DE3HIEHTHMX CTOPOXKIB; 5) BAKLUMHALIEK MPOrPaM;
6) amapaTHO-IPOrPaMHUM 3aXHCTOM.

Jlociyni 6ombu sIBASIOTH c060I0 MporpamMu abo 1X YacTHHM, SIKi MOCTIHHO
nepebyBaTh y KOMI't0Tepi a6o 00UYHMC/IIOBaNbHIN CHUCTEMi i CTAlOThb BHKOHY-
BaHWMH TiJbKA y pasi NOTPUMaHHS MeBHUX yMOB. [Ipuknagamu Takux ymoB
MOXYTb OYTH: HACTyIl 3aaHOI JaTH, MepeXil CUCTeMH B NeBHHUH PeXUM pobo-
TH, HACTYT AeSIKUX MOAIH i3 3alaHUM YUCJOM pasiB TOILO.

Xpobaku sIBASIOTH COO0I0 MPOrpaMH, siKi BUKOHYIOTbCSI KOXKHOTO pasy i
4yac 3aBaHTa)KeHHS CUCTEMM, MaloTh 3[JaTHICTb NepeMillaTHCs B 0OUUC/II0BA/b-
HUX cUcTeMax abo B Mepexki Ta caMoBiaTBopioBaTu Kortiil. JlaBuHononi6He pos-
MHOXKEHHS MTPOTpaM MPU3BOIUTH 10 TlepeBaHTAKEHHS KaHAJIB 3B'SI3KY, MaM sTi
Ta OJOKyBaHHSl cUcTeMH. MeXaHi3MU MOXyTb OYTH Ny)Ke Pi3HUMH: eJeKTpo-
HHa TI0ILTA, JoKanbHa Mepexka abo USB-nakonunuysau. Tak, xpo6ak Moxke CKo-
nioBaTH (pakyiu Ha (ellKy i CTBOPUTH BiANOBIIHUK (hall1 aBTO3aBAHTAXKEHHS,
i AK TiIBKK BU Min’efAHaeTe (JIelIKy 10 KOMI'I0Tepa, Ha HbOMY Bifipady X aKkTH-
Bi3yeTbes xpobak. [lpu ubomy ciif 3a3HauMTH, U0 XPOOAKH, SKi MOLUIMPIOIOTH-
cq depe3 nowTy abo yepe3 (pJIelIKH, MPAKTUYHO Hi B HOMY He BiApi3HAIOTHCH,
BOHH JIMIIIe BUKOPUCTOBYIOTh Pi3Hi LIJISXH MOLIMPEHHS.

OkpeMoi yBaru 3acayroByloTb mposucuki npoepamu (mposucoki KOHL).
Jlo uux mporpam BiIHOCATb NPOrpaMH, L0 3aBAAOTh PYWHIBHI Hil He3ajex-
HO Bifl YMOB, B SIKHX BOHH [il0Tb. Tak, BOHM HMLIATH iH(QOpMaLil0 Ha AMUCKAX
MPU KOXKHOMY 3aMyCKy, «3aBilllyl0Tb» CUCTEMY TOLIO0. bBinblIicTe BimomMux Tpo-
SIHCBKUX KOHEeH € IporpamMaMu, §IKi MiJ 4ac HalHUCaHHS «IiApOOJSIOTh» il
Oynb-sKi KOPUCHI MpoTrpamMH, HOBi Bepcii MOMyJAPHUX YTHIIT a60 NOMOBHEHHS
1o Hux. Jlyxe 4yacTo BOHHM poscuiatoTbes no BBS-cranuisx a6o mo enektpo-
HHUX KOH(epeHLifX. ¥ MOpiBHSHHI 3 BipycaMH «TPOSIHCbKi KOHi» He OTpH-
MYIOThb IIOLIMPEHHSl 3 JOCTaTHbO MPOCTUX NPUYMH — BOHHU a00 3HUILYIOTH
cebe pa3oM 3 {HIIMMH JAaHUMU Ha TUCKY, ab0 MeMACKyITh CBOIO MPUCYTHICTB i
3HHUILYIOTbCS BXKe MOCTpPaxKaaauM KopucrysadeM. OTxKe, TposIHCbKA Mporpama
CTaHOBUTb CO0O0I0 Mporpamy, sika Mae€ MeBHi MPUXOBaHi (PyHKLil, oNpaBIOBYIO-
yu cBolo Ha3By. CBOro yacy Taka Ha3Ba BHHMKJA TOMY, LIO IepLIi Mporpamu
[bOTO THITY MOTPATIS/IA HA KOMI IOTEPH TIiJl BUTJISIOM KOPUCHUX MPOTPaM, siKi
KOPUCTYBaui 3aBaHTaXyBa/JM U 3alyCKaJd CaMOCTiHHO. 3apa3 TakuH BapiaHT
MOLIMPEHHS TaKO0X TMPUCYTHIH, YaCTO KOPUCTYyBaui caMi 3amycKamTb MOAIOHI
NporpamMu, HaMaralo4yuch 3aBaHTAXKWUTH 3JaMaHi HeJlileH3iHHI Bepcil mporpam-
HOro 3abe3neyeHHs1 a60 MporpaMu AJs reHepalil 31aMaHUX CepPiMHUX KJIOUiB.



32 Hayxkogi npaui HY OIOA

B pesy./brarti TPOSIHCBKI IPOrpamMHu il BUTJISAOM «KeUTeHiB» i «KpPSKiB» LOCHUTb
4acTO MOTPAMJIsOTh Ha KOMI'IOTEPH 3 HeJilleH3iHHUM NporpaMHUM 3abesre-
yeHHsIM. OKpeMO MOXXHa BUIIJIUTH «IPOTEPH», SKi MPOSIBASIOTHCS y BUTJSII
iHcTansTOPIB TposiHCHKOI mporpamMu. OcCKinbKH TPOSIHCBKA mporpama € 6arato-
KOMIIOHEHTHHUM JIQHLIIOTOM, 1[0 BHMarae BCTAHOBJIEHHSI NEBHUX ApauBepiB Ta
{HIIMX KOMIIOHEHTIB, TO TaKe 3aBAAaHHS BUKOHYIOTb Aporepu. [licas Toro sik
«IpoIep» CTa€ aKTMBOBAHMM B CHCTeMi, BiH BCTAHOBJIIOE€ BCi YACTHHHU TPOSH-
CbKOI TPOTPaMHU Ta aKTUBYE il.

[cHytoTh wIed iHWI «WKigauBi mporpamu». Tak, BimoMi Taki mporpamu, siK
Gexdopu (mporpamu «4opHUE Xi»). 3asBuuail BOHM BiIOMI SIK LIKiJIMBI Mpo-
rpaMH, sIKi HaaloTh 3JOBMUCHHKOBI BiflasleHUH JOCTYI Ta MOXKJ/MBIiCTh yIpas-
JIIHHSI KOMIT'IOTepOoM KopucTyBada. Metonu ix Hil OyBaroTb Pi3HUMH; HaIpH-
KJIaJl, TaKa MporpaMa MoOKe BiIKPUTH MepexKeBHHU MOpPT, 33 JOMNOMOIOI0 SIKOTO
3JI0BMHCHHUK OTPUMa€ MOBHUH JOCTYI N0 ypaxK€HOro KOMI'loTepa, ToO6TO 3Mo-
2Ke BINNPaBJ/ATH Pi3Hi KOMaHIM, 3allyCKaTH iHLII IPOrpamu.

3ac/yroBye Ha yBary TakWd CreliaJbHHH BHI TPOSTHCHKHX TIpOrpam, siK
pymxim, TOJOBHA MeTa KOT0 — MaKCHMaJIbHO [MINOOKO BCTAHOBUTHCS B CHCTe-
My, 1006 #oro OyJao IKOMOTa BaxKde 3HAUTH W BUAAIUTH. K MpaBuso, pyTKi-
TH MICTSITb ApalBepH ONepalilHHUX CHUCTeM i MPaLIIOTh HA JOCHTb HHU3bKOMY
piBHi. PyTKiTHM BUKOPHUCTOBYIOTbCS AJS MAacKyBaHHS BCiX [HIIMX KOMIIOHEHTIB
TPOSIHUSA Bif neTeKTyBaHHS. OTXKe, PYTKIT B CUCTeMi MOK/JIMKAHUUA MPUXOBATH
pobOTy IHILIMX KOMMOHEHTIB TposiHa. ['o/ioBHA mpobsieMa B TOMY, L0 PYTKITH
Jy»Ke Ba)KKO 3HAHWTH Ta Ille Bakye BUAAIMTH 3 cucTeMH. Jlajeko He KoxkHa
aHTHBIpYCHa Iporpama Moxke 3 LIMM BIIOpaTHCH.

MozxHa BiI3HAUWTH Ile TaKy Nporpamy, ik pekiamrutl modyas. OcTaHHIM
4yacoM BOHa, MaOyTb, cTa/la HalMeHII He(e3MeuHOW 3 yCiX LIKIAJUBUX Mpo-
rpam, ajie yepe3 IyxKe LIAPOKY MOLIUPEHICTb i MPOCTO BeNUUYe3HY 3yXBagliCThb
IX aBTOpiB, fIKa CTaja BeJbMH HENPUEMHHUM <«IIOJapyHKOM». K MOXKHa 310ra-
JATUCS 3 HAa3BU 1IbOTO TUNY LUKIAHHKIB, 3aBIAHHSI PeKJaMHOI0 MOIYJIsl — IIOKa-
3aTH BaM pekJamy. Lle Moxe BinOyBaTucs B pisHUX NposiBaX, HallpUKJAL y Bac
MOKYTb CAMOCTIHHO BiIKpUBATHCS MeBHi CTOPiHKK B Opay3epi, AKi KOpUCTYBau
He BigkpuBaB. Lle MoX/MBO OyayTh CalUTH 3 IMBOBHXKHOIO peKJaMolo abo Mpo-
CTO CaHTH, sKi He 30UpaJucs BiiBiLyBaTH, TOOTO 3JIOBMUCHHUKH TaKHM UHHOM
NiIBUIIYIOTh BiABiAyBaHICTb MEBHOTO cauTy abo MPOBOKYIOTh KOPHUCTyBaua
MOAAMBUTHCS TeBHY iH(opMaLio. TakoK pek/aaMHi MOLYJ/i MOXKYTb I10Ka3yBaTH
pisHi 6aHepu abo HaBiTb BCTaBJsATH OGaHEpPU HA TOHU caHT, me ix He OyJo, abo
K MAMIHATH peKJaMHi MoBifoMJIeHHs Ha canTax. Hanpukaaz, Ko BY LIyKa-
ete neBHy iHpopmauilo B I'YIJI, To BUiaya MouIyKOBOTO 3aMWTy MICTUTH SIK
6e3naTHi MOWIYKOBI 3aMUTH U peKJaMHi MOBiIOMJEHHS, TaK pPeKJaMHi MOIyJi
3 MOXKJIMBICTIO 1X HiAMIiHH.

3ayBaKMMO, 110 OCTAHHIM YacoM 3JJOBMHCHUKH 4acTO BHUKOPHUCTOBYIOTb
TaKi NMporpamu, sik «3arapOHUKH MapoJiiB», L0 CIeliaJbHO TPU3HAYEHI IS
Kpami>kok napoJis. IIpu cnpo6i Bxony B cUCTeMy IMiTyeTbcsl BBeLEeHHS iMe-
Hi Ta mapoJs, §IKi MepecUJAlOTbCA BJACHUKOBI MporpaMu-zarapbHuKa, Iic-
Jisl YOO BHUBOIUTBCS IOBILOMJEHHSI MpPO IMOMHJKY BBEeleHHS H yNpaBJliHHSA
noBepTaeTbcsl onepauiiHid cuctemi. Kopucrysay, mo aymae, 1o npunycTuB
MOMUJIKY NpH HaOoOpi MmapoJis, MOBTOPIOE BXiA i AicTae AOCTYN N0 CHCTEMH.
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[Tpote #oro im's i maposb BxKe BifOMi BJIaCHHUKOBI TNporpamu-zarapOHHKA.
[TepexonsneHHsa maposs MoxKe 3AIHCHIOBATHCSA M iHIIMM crnocoboM, 3a J0Mo-
MOTOI0 [Iil Ha mporpamy, 110 YNpaBJse BXOAOM KOPUCTYyBauiB B cUCTeMy i 11
Habopu naHux. Mertoauka Ail WKIAJUBUX MPOrpaM 3HAYHOK MipOI0 3a/I€KUThb
Bin opranizauii o6po6ku iHpopmalil B cucTeMi, po3poOJeHOl TOJMITHKH Oe3re-
KU MOXXJIUBOCTEH BCTAHOBJEHHUX 32C00iB 3aXUCTY, a TAKOK CYMJIIHHOCTI aiMi-
HicTpaTopa U omeparopa. Mg peasisauil HeCaHKLIOHOBAHOTO AOCTYIY iCHYE
1Ba Crocobu: 1) MOXKHaA 310/1aTH CHCTEMY 3aXHCTY, TOOTO IINSXOM Pi3HUX
Nl Ha Hel MPUNUHUTHU 11 Ail BinHOCHO cebe abo CBOIX mMporpam, L0 CKJAAIHO,
TPYAOMICTKO | He 3aBXIH MOXKJHBO, 3aTe e(PEKTUBHO; 2) MOXKHa MOCTEXHUTH
3a THUM, LIO «IIOTaHO JIEXKUTb», TOOTO fIKi HA0OPH HAHUX, IO NPeNCTaBJ/AITh
iHTepec N/ 3JOBMHUCHUMKA, BIIKPUTI IJs AOCTYNY uepe3 HeIOoTJsif abo HaMi-
py anminicTpaTtopa. Takuil mocTym, xo4a i 3 AesIKOI0 HATSKKOIO, TEX MOXKHA
Ha3BaTH HECAHKLiOHOBaHUM, HMOTo JIerko 3AiHCHMUTH, ajle Bifl HbOTO JIETKO i
3axucTUTHCA. ToX BaxKJIUBO BiAMITUTH, 110 Hapasi OyAb-9IKOMY KOPUCTYBauy
MepeXi HeoOXiIHO BOJIOAITH He TiNbKH KOMIT IOTEPHOIO TPAMOTHICTIO — 3HaH-
HSIMH TIPO TIPU3HAYEHHS i MOXKJIUBOCTI KOMI I0Tepa Ajas o6po6Ky iHdopmalii,
BMiHHSIMM KOPUCTYBaTHUCSl NOLIMPEHUMHU NpOTpaMaMi, aje U MaTH BUCOKHUHU
piBeHb iH(popMaUiiHO-TexHOMOTIUHOT KyabTypu [12, c. 618], wmo6 mnepco-
HaJbHI NaHi 3ajuiianuch HeymkoMKeHUMU. CTPIMKHHA DPO3BUTOK iHpopma-
LUiHHWX TEXHOJOTIH i3 LIMPOKUM BUKOPHUCTAHHSM [HTepHeTy, KpiM ouikyBa-
HUX TIO3UTHBHUX MOMEHTIB, € MPUYMHOI0 3POCTAHHS MOPYLIEHb OPUANYHHUX
npaB §IK Ha BJACHICTb Tak i Ha mpaBa oci6. 3akOHOMipHe BUHMKA€E MUTaHHS
Mpo 3amnobiraHHs MOpylleHb Ta 0ajaHCOM INpaB Ta CBOOOMOI0 TOLIMPEHHS,
OTpUMaHHAM iH(opMauil Ta 60poTbOOI 3i WIKIAJIUBUM NPOrpaMHHUM 3abes-
neyeHHsM. CTae Bce OiJbll BiIUYTHHUM JAHMCOHAHC y CTabiNbHOCTI MPaBOUMH-
HUX BiTHOCHH Ta iH(OpPMAaLiMHUX TEXHOJIOTiH, SKUU € OJHUM i3 pe3yJibTaTiB
3JI0BMUCHOTO BILJIMBY WIKIAJUBOrO MPOrpaMHOro 3abe3nedyeHHs, L0 ylepe-
J2KEHO, YCBiOMJIEHO BHOCHUTbCSl 3JOBMHCHHKAMM B MepCOHaJ/bHi KOMII'IOTe-
pPU KiHLEBHUX KODHUCTYBAauiB, B JIOKaJbHI MepexXi dep:KaBHUX, HOPUIUUYHHX,
aJMiHICTPaTHUBHUX, KOMEPLUiHHUX TOCIIOAAPUMUX OpraHisauii, B ix 6asu JaHUX
3 KOH(ifeHUiAHOW Ta cayx60Bow iHdopmalic. | TyT pilieHHS MOXKJIUBE
JIMIIE 32 YMOBHU CIIJbHUX Y3rOIKeHUX Aill K MPOBiIHUX eKCHEepTiB 3 rasayai
3axHucTy Ta 6e3neku iH(popmauil, Tak i crewuiasicTis, aHaMITHKIB IOPUAXYHOTO
Ta HOPMaTHBHO-IIPaBOBOrO HANPSIMY 3 LIBUAKHUM OHOBJIEHHSM HiI0YOTr0 MpoLe-
CyaJbHOTO 3aKOHOAABCTBA B HampsMi 60poTbOU 3 KiGep3/JoUyMHAMH ULIISIXOM
BUKOPHCTAHHS [HTepHeTYy Ta HOPMATHBHO — MPABOBOTO BH3HAUEHHS 3aKOHO-
JaBUO BCTAHOBJIEHOTO NOPSIAKY NOCJIIKEHHS CyNaMH eJIeKTPOHHHUX N0KasiB.
Ha cyyacHoMmy eTami po3BUTKY CYCHiJbCTBA IOpUAUUHE MPaBO BiAcTae, i Joriu-
HO, w0 Oyne BifcTaBaTH, Bii ynoCKOHAJeHHS iH(QOPMALiHHUX TEXHOJOTIH, a
KiOep3/ounHLi OyayTb MPOAOBXKYBATH BUKOPUCTOBYBATH ILUKiNJIHNBE IPOrpaM-
He 3a0e3rneueHHsl, OJHUM i3 pe3yJibTaTiB il AKOr0 3aJUIIAITHCS WOPUAUUHI
KOH(JIIKTH, 110 BUHUKAIOTb 3a €JeKTPOHHO-nanepoBoro ¢gopmary. I Tisbku
nic/isl BUKOHAHHS CIIJIBHUX IOPUAMYHO-TEXHOJIOT{UHUX Aill MOXHa Oyzne yacrt-
KOBO YHHMKAaTH npobJeM, siki OyIyTh OB’ s13aHi 3 BUKOPUCTAHHSIM B [HTepHeTi
Takol iH(opmauii, 110 MaTUMe N0Ka3oBe 3HaueHHS. EdeKTHBHICTH 3aX0niB Y
Uit chepi MOBHHHA MOCATATHUCS 3aBASIKK 3/iHCHEHHIO OMEPAaTHBHOI OLIHKH
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3arpo3 opraHizoBaHoi Ki6ep3JIOUMHHOCTI, 10 A03BOJUTH BH3HAUaTH CY4yacHi
3arpo3u Ta PU3UKU B KibepmpocTopi, a TakoxK 1X 3aBYACHO JIIKBiOBYBaTH, i
xoua iH(popMaliliHO-KOMYHIKaLilHI CUCTEMH iCHYE B MexKaX IPaBOBOrO IMOJs
(inhopmauifiHOro 3aKOHOABCTBA), MPOTE MEPLIOOCHOBOW MPOTUAIT KiGepaTa-
KaM € TexXHi4Ha CTOpPOHa NMUTaHHs. PiBHI TeXH{UHOro 3axXUCTy 3aKOHOJaBYO
He 3aBXKIHM BCTaHOBJIOIOTLCA IIJAXOM BBEJIEHHs crelianbHuX (HalioHaMbHUX
Ta MiXKHapOAHMX) CTaHAAPTIB, NMPOTE B LIJOMY MPOCTEXKYEThCS B3aEMOMis
pPiBHS PO3BUTKY TEXHIUHHX 3ac00iB U TeXHOJOri# Ta iHhopMaliiHOTO 3aKOHO-
JaBCTBa. BumepenkajabHi TeMIU PO3BUTKY TEXHIUHOI CKJIaI0BOI CYCIHilbCTBA
nenani Tiibku nocumooTeest (nuB. [4]). Ha nomatok, BpaxoByiouu CTpiMKH
piCT KOMM'IOTEPHUX TEXHOJOTIA B OCTAHHI AeCATHJITTS, MiABUIIEHA yBara 10
TaK 3BaHUX «KOMI'IOTEPHHUX 3JIOUMHIB» He € GeamincTaBHO0. Piu y Tomy, 110
CbOTOJHI NPAKTHYHO HiYoro He pobuthcs 6e3 yuyacTti KoMmm'ioTepiB y cdepi
KOMYHiKalliid, TopriBji, 6aHKiBCbKHUX i Oip»KoBuUX omepaui#n Tomo. Pazom 3
TUM Bce OiJblI 3pO3YyMiJIUM CTa€ Te, L0 3aKOHOJABUMH piBeHb «3arnporpa-
MOBAHHWH» Ha MOCTiAHE BiICTaBaHHS Bifl TEXHOJOr{UHOTO PO3BUTKY TraJfysi.
[Ipu upbomy Bci HaWBaXkAMBiIIi {HpopMauidHi PYHKUIT cydacHOro CyCHiNbCTBa,
Tak abo iHaKIlle 3a/JUIIAI0ThCS «3aB'I3aHUMH» Ha KOMIT'IOTE€PH, KOMIT IOTEPHUX
Mepexi Ta KoMmm'ioTepHy iHpopmauio. Tomy Taki TpaguuiiiHi 3704HHH, K
Kpali’kKa, LaxXpaucTBO, LIMUTYHCTBO, 3AMPCTBO TOILLO, TPaHCHOPMyBaJUCS
B HOBi ¢opmu. Kpim Toro, 3'sBusmcs creurdiuni mjas KOMI'IOTEPHHX CHC-
TeM | MeperK 3J0YMHHU. Bukpecanaacs TeHAEHLIs 1010 BUKOPUCTAHHS iH(OP-
MalilHAX TEeXHOJIOTiH OpraHi30BaHWMH 3JIOUMHHUMM I'pylaMH U MOLIMPEHHS
iX nmisnpHOCTI Ha MiXKIep:KaBHUU piBeHb. CHiBpOOITHUKH MPaBOOXOPOHHUX
OpraHiB MPH PO3KPUTTI Ta PO3CJiLyBaHHI KOMITIOTEPHHUX 3/J0YMHIB HEMHUHYyUE
HaTPanJsi0Th Ha BEJUKI TPYAHOILI, OCKIJIbKHM 3JI0UHHH y cdepi KoM IOTEpHOT
06po6KU iHpopMallil XapaKTepU3yIThCs BUCOKOIO CKPUTHICTIO, TPYAHOLLIAMHU
360py M0Ka3iB MO BCTAHOBJEHHIO (DaKTiB 1X 3MIHCHEHHS, CKAAAHICTIO L1OBeIEH-
Ha B cyni. Cy6'eKTH 3/04MHIB — 1€, SIK PaBUJI0, BUCOKOKBaJi(hikoBaHi mpo-
rpamicTH, iHxKeHepH, (axiBui B 06sacTi TeJeKOMYHIKAUiHHUX CUCTEM TOIIO.
[ToHATTS «KOMI'IOTepHA 3/JOYMHHICTb» (PAKTUYHO OXOTLIIOE 3JI0UMHH, 3AiHcC-
HIOBaHi 32 OMOMOT0I0 KOMII'I0TepiB, iHpOPMaLiiHO-00UUCIIOBAJBHUX CUCTEM
i 3aco6iB TeJekoMYyHiKalli, abo CIpsiIMOBaHi MPOTH HUX 3 KOPUCAUBHUMHU ab0
HIEeSKUMU [HIIAMH UiIsMH. Tak, KOMI'IOTEPHUH 3JI0UMH TPECTABJISETbCS K
KpHUMiHa/lbHO-NIpaBoBe IependaueHe KPHUMiHAJbHHUM 3aKOHOM YMHCHE IOpY-
LIeHHS YyXHWX MpaB i iHTepeciB I10J0 aBTOMaTHU30BaHUX CUCTeM 0OPOOKU
JaHUX, 3[iliCHeHe Ha IIKOAY NPaBOBil OXOPOHI NpaB Ta iHTepeciB (Pi3UUHUX
i ropuauuHux ocib, cycmiabcTBa i AepxkaBu. OTke, 3a3BUUall 32 CTBOPEHHS
Ta MOLIMPEHHS WKIiIJUBUX MporpaM y 6araThboX KpaiHax nependayeHa KpUMi-
Ha/bHA BiANOBiga/MbHICTb. 30KpeMa, CTBOPEHHS i MOLIMPEHHS KOMII'IOTEPHUX
BipyCiB Ta iHWMX WKIAJIUBUX IPOrpaM MepecifyeThCs i KapaeTbCs BiANOBIA-
Ho no Kpuminanbnoro komekcy Ykpainu (mup. cr. 361-363 KK Vkpaiuu).
Tum He MeHIIe He Tak AaBHO, 3a iHpopmauicto [13], HeBinomuit Tposin 3i6pas
Besqnye3Hy 6a3y JaHHX 3 0COOMCTUMHM (pavinaMy moHan 3 MiJbHOHIB KopHc-
tyBauiB Windows; apxiB o6'emom 1,2 tepabaiita BusiBuau B Mepexi. OTxKe,
TeXHIKO-IpaBOBAa 3MarajibHiCTh y rajy3i KOMI'I0TepHOI BipycoJIorii TPOIOBKY-
€TbCSl 3 HEBU3HAUEHUM CTPOKOM 3MaraHb.
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AHoTtanig

Bacusenko M. [I., Pauyx B. O., Caamsincexka B. M. IIkigauBi nmporpaMu B KOHTEKCTi
PO3yMiHHS KOMII'IOTEPHOi BipycoJsiorii Ta TeXHiKO-MPAaBOBOi 3MarajbHOCTi: MiXKIMCLH-
niaiHapHe gociimxkenHs. — Crarts.

Y crarTi AOC/iKEHO MDXIUCUMILIIHAPHI 3B’I3KH Mifl Yac BUSIBJEHHS LIKIAJUBUX MpOrpam,
IO CKJIa#alTh CUCTEMY KOMI I0TepHOi BipycoJorii. [TokazaHo, IKHM YHHOM 3aJIe?KHO BiI Mexa-
Hi3My mii IKiZIMBMX MporpaM iX MOMIMSIOTh Ha BiAMOBiHI Kiack (KoMm'IoTepHi BipycH, «Xpo-
06aKu», TPOSHCBbKI KOHi, «KeHreHH», «KPSIKH» «ApOonepu», OeKIOpH, peKJaMHi MOILYJi, PyTKiTH,
«3arapOHUKM TapoJiB» Toulo). PosraisiHyTo mpouec 3apa’keHHs BipycOM MPOrpaMHHX (abiB.
Hai6inbm BimoMuMM cepel 3HAHHX «LIKIAHHMKiB» BHMiJEHO KOMII'IOTEpHI BipycH, fIKi SIBISIOThb
c006010 HeBEJIMKi IPOrpaMu i MAIOTh BAACTHUBICTb MOLIMPEHHS | CAMOBIATBOPEHHS B KOMIT FOT€PHHX
cucTeMax. 3HaHHS MeXaHi3MiB Aii «IIKiTHWKIB», 30KpeMa BipyciB, 103BoJs€ e(heKTHUBHO OpraHi-
3yBaTH MPOTHUJiIO IM, 3BECTH A0 MiHIMyMy BiporiiHicTb 3apaxkeHHs i BTpaT Bif iX Ail. BinsnaueHo
0CO6/IMBOCTI TPOSIHCBKUX MPOTPaM, sIKi 3aBIal0Th PYHHIBHI [ii He3aseKHO Bl YMOB, B IKHX BOHH
nitoThb. Tak, BOHM HUIIATh iH(OPMALLI0 HA AUCKAX MPU KOXKHOMY 3allyCKy, «3aBilllyl0Tb» CUCTEMY
tomo. O6roBopeHO e(eKTUBHICTb 3aXOAiB Y cepi opraHi3oBaHOi KiGep3JOYMHHOCTI, BU3HAUal0-
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YK MeXy MiX TEeXHI{UHOIO Ta MMPaBOBOIO CKJIAJHHKaMM 3arajom Ta B 60poThbi 3 Helo. [TokasaHo,
o piBHI TEXHIYHOTO 3aXHCTy 3aKOHONABUO HE 3aBXKIW BCTAHOBJIOIOTHCS LIJNSXOM BBeIEHHS
creujaibHUx cranaaptiB. OnHaK MPOCTEXYEThCs B3a€MOJisl PiBHS PO3BUTKY TEXHIYHHUX 3ac00iB
W TeXHOJOTiH Ta iH(pOpPMAaliHHOrO 3aKOHOAABCTBA. BH3HadaeTbCs, 110 BUMEpPeNKaJbHIi TeMITH
PO3BUTKY TEeXHIYHOI CKJIaLoBOI B CYCHiJIbCTBI Aelasi TiIbKM MOCHIIIOTHCSA. 3a3HayeHo, 110 3a-
KOHOZIaBUMH PiBeHb «3arporpaMoBaHUi» Ha MOCTiHE BiCTaBaHHS BiJ TEXHOJIOT{YHOTO PO3BUTKY
ranysi. Harosomeno Ha ToMy, 110 3/JI0YMHH Y cepi KoM IoTepHOi 06podKH iH(popMaLil xapax-
TepU3YIOTbCS BHCOKOI CKPUTHICTIO, TPYAHOLIaMH 300py AOKa3iB MO BCTaHOBJEHHIO (DaKTiB ix
3MiACHEHHS, CKJIaIHICTIO N0BeleHHS B cyAi. [IpunineHo yBary Mi>kaucLUnIiHApPHAM 3B’ sI3KaM MiK
LIK{QJIMBUMU TIPOrPaMaMH, KOMII'IOTE€PHOIO BipYCOJIOri€lo Ta TeXHiKO-IPaBOBOIO 3MarasibHICTIO.

Karouosi caosa: WKiIMUBI MporpaMu, KOMITIOTepHa BipycoJorisi, KibeprnpocTip, 3axuct iH-
(hopmalil, 3aKOHOAABCTBO, TEXHIKO-IPaBOBA 3MarajbHiCTh

Summary

Vasilenko M. D., Rachuk V. A., Slatvinska V. M. Malicious programs in the context of
understanding computer virology and technical and legal competition: an interdiscipli-
nary study. — Article.

The article examines interdisciplinary connections in the detection of malicious programs
that make up the computer Virology system. It shows how, depending on the mechanism of
action of malicious programs, they can be divided into appropriate classes (computer viruses,
"worms", Trojan horses, "keygens", "cracks", "droppers", backdoors, advertising modules, root-
kits, "password invaders”, etc.). The process of virus infection of Program Files is considered.
The most well-known among the known "pests" are computer viruses, which are small pro-
grams and have the property of spreading and self-reproducing in computer systems. Knowl-
edge of the mechanisms of action of "pests", in particular viruses, allows you to effectively
organize their counteraction, minimize the likelihood of infection and losses from their action.
The features of trojans that cause destructive actions regardless of the conditions in which they
operate are noted. So, they destroy information on disks at each launch, "hang" the system,
etc. The elfectiveness of measures in the field of organized cybercrime was discussed, defining
the line between the technical and legal components in general and in the fight against it. It is
shown that the levels of technical protection are not always established by law by introducing
special standards. However, there is an interaction between the level of development of techni-
cal means and technologies and information legislation. It is determined that the faster pace of
development of the technical component in society is only getting stronger. It is noted that the
legislative level is "programmed" to constantly lag the technological development of the indus-
try. It is noted that crimes in the field of computer information processing are characterized by
high secrecy, difficulties in collecting evidence to establish the facts of their commission, and
difficulty in proving them in court. Attention is paid to interdisciplinary connections between
malware, computer virology, and technical and legal competition.

Key words: malware, cybersecurity, computer virology, cyberspace, security, information
security.



