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Axmamemveea lanna Banepiiena
Hauyionanvnuil ynisepcumem «Odecoka 0puduuma akademis,
doyenm Kagedpu Kibepbesnexu, KaHOUOAM MeXHIMHUX HAYK, OOUeHM

MOPIBHA/IBHUIM AHAJII3 METOOIB CTETAHOAHATI3Y
HA OCHOBI HEVIPOHHUX MEPEX TA CITEIIVI®TYHOTO
TOCHIIXEHHSA BTACTUBOCTEN [IVI®POBUX 305PAJKEHD

OcraHHi poki Bce 6ibLIOTO IMOMMpPEHHA HabyBalOTh CTeraHOAHATITHYHI Me-
TOAM i LUQPOBMUX 300parkeHb, MOOYAOBaHI Ha KOMIIIEKCHOMY aHali3l pisHMX
BIacTUBOCTel 1udpoBux 306pakenp (I13) 3a JOIOMOrow HEMPOHHMX Mepex.
I1i XxapaKTepUCTUKM OXOIUTIITH K MPOCTOPOBI 0COOMMBOCTI KOMBOPIB, sSCKpa-
BOCTeI1, 6710KiB, Tak i aHasi3 KoedillieHTiB YaCTOTHMX IePEeTBOPEHD (AUCKPETHOTO
KocuHycHoro nepersopeHHs (JIKII), BeiiBner-nepeTBopenHs Ta inmi). B xoxi fo-
CIIif)KeHHs, IpoBefeHoro B [1], 6y/0 Bu3HaueHO edeKTUBHICTb BUSBIIEHHS CTe-
raHOHOBifOM/IeHb, cPOPMOBAHNX BOYZOBYBAHHAM IIOBiJOM/IEHHSI B IIPOCTOPOBY
i gacToTHI 06/1aCTi KOHTelTHEepa pisHMMU CTeraHOrpadiyHNMM aropuT™Mamu. Me-
TOIO 11i€l pOOOTH € HOPIBHAHHS Pe3y/IbTATIB CTErAHOAHA/II3y Ha OCHOBI HEMPOHHMX
MepexX 3 pe3y/bTaTaM!, OTPUMAHUMY KIAaCUYHUMM METOIAMM, 110 aHaTi3YIOTb OK-
pemi osnakn 113.

[/ 3MeHIIIeHHs BIUIMBY BOYJOBAHOTO IIOBiJOM/ICHHS Ha CTAaTUCTUYHI XapakTe-
PUCTMKM KOHTeITHepa cTeraHorpadiyHe IepeTBOPEeHHA 3ilICHIOETbCA 3 MaJIOIO IIPO-
ITYCKHOIO CIIPOMO>KHICTIO IIPUXOBAHOTo KaHamy 3B 13Ky (0.01-0.5 bpp), 1m0 fo3Bossie
mpuxoBaTy (akT i1oro HaABHOCTI Y KOHTeIHepi Ta YCKIaJTHIOE MOXIIMBOCTI JJOKasy
TIPMXOBAHOI KOMYHiKallil.

PosrngHeMo pesynbraTy cTeraHoaHasi3y npocToposoi obmacti 113 aa crerano-
rpadiunnx meropis LSB, S-UNIWARD, WOW 3a yMOBM IIPOITyCKHOI CIIPOMOXHOCT]
0.05-0.2 bpp. PesynbraTn HalteeKTUBHIIMX Ha CbOTOJHI aITOPUTMIB aHaIi3y HaBe-
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nmeHo B Tabmui 1, ge ¥ mo3sHadeHo MeTof, no6ynosaHM171 Ha OCHOBI aHaJIi3y OKpeMux
o3Hak 113.

Tabnuys 1. Touricmo demekmy8anHs cmezanonosidomueHs, chOPMOBAHUX HA OCHOBI
Moougixauii npocmoposoi obnacmi KoumeiiHepy

CreraHoaHaTITUYHNIT METOT, Creranorpadimnuit Payload, bpp

MeTOR 0.2 0.1 0.05
TCSI-ECA-Transfer (2023) [2] WOW 89.00 79.84 69.73
Net from [3] (2023) WOW 92.00 76.00 52.20
Color Triads* (2022) [4] WOWwW 99.35 97.87 94.09
TCSI-ECA-Transfer (2023) [2] S-UNIWARD 91.60 84.00 74.20
Shen-Net (2021) [5] S-UNIWARD 88.17 78.90 69.17
Color Triads* (2022) [4] S-UNIWARD 99.35 97.87 94.09
U-Net (2024) [6] LSB 99.70 97.70 90.60
ns/r-B0 (2019) [7] LSB 91.80 89.80 86.80
Color Triads* (2022) [4] LSB 100 99.9 95.9

Ilns aHanmisy mpocroposoi o6macti 113 3a octaHHI poky Maibke BCi po3poOkn
no6ynoBaHi Ha HEPOHHMX MePEeXXaX, OGHAK He3BAXKAIOUM Ha JOCIIfKEHHs KOMII-
JIEKCY Pi3HUX XapaKTEPUCTUK Li CTETaHOAHATITUYHI METOAY He JAaIOTh MaKCUMaJlb-
HOI e()eKTMBHOCTI [/Isi Ma/IMX 3HaU€Hb IPOIYCKHOI CIIPOMOXKHOCTI (B CepegHbOMY
TOYHICTD €TeKTyBaHH:A cTaHOBUTD 90% 1y payload 0.2 bpp). MoxxHa BinsHaunTn
HeiipoHHy Mepexxy U-Net [6], sika npy BusiBnenHi creranorpadii LSB xabmmxa-
eTbcs fo pesynbraris Metopy Color Triads [4], ogHak BifcyTHI AaHi moAo Jioro
edexruBHocTi npu ferexkryBanHi S-UNIWARD Ta WOW. CreranoanamiTuaHmit
anroputM Color Triads, mo 6a3yeTbcs Ha aHasi3i KOMIPHUX TPUIIETIB Ta BUAB/ICH-
Hi mocnigoBHux Red-, Green- ta Blue-rpiag, € YHiBepCanbHUM, KNI B BYCOKOIO
TOYHICTIO BUSABIIAE BKJIA/ICHHS PI3HUMU HNOMMPEHUMY CTeraHOrpadiYHIMU MeTO-
mamu, 3okpema LSB, S-UNIWARD ta WOW (TOYHICTD leTeKTyBaHHA IPU EMHOCTI
0.01 bpp cTaHOBUTD He HMKYe 94%, 1110 HabaraTo NepeBNIye aHAIOTH, OOy TOBaHi
Ha HePOHHNUX MepeXkax).

IIpoBeneMo aHajoOriyHe HMOPiBHAHHA Pe3y/lbTaTiB CTeraHOAHaTi3y obMacTi Ie-
perBopensb 113 s creranorpadiunnx meronis UED, J-UNIWARD 3a ymoBu mpo-
myckHol crpoMoxxHOCTi 0.1-0.3 bpp 3a yMoBu 36epiraHHs CTEraHOMOBIOM/IEHb B
¢dopmari JPG 3 QF=75 ta QF=95. PesynbraTn Halte(eKTUBHIIINX Ha CbOTOLH] aro-
putmiB mst 113 B popmati JPG HaBefeHo B TabmuusAx 2 i 3 Bignosiguo gt QF=75 ra
QF=95, e * mo3HayeHO MeTO, HO6YJIOBaHi Ha OCHOBi aHaji3y okpemMux osHak I13.
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Tabnuys 2. Tounicmp Oemexmy8anHs C1ezanono8i0oMeHs, CHOPMOBAHUX HA OCHOBI
Mmoougpikauii uacmommoi o6nacmi koumeiinepy (QF 75)

CreraHOoaHaIi TUIHUI METO Creranorpadiumimit Payload, bpp

MeToj| 0.3 0.2 0.01
(8] (2023) UERD 9348 | 8841 80.27
(9] (2022) UED 96.97 | 9471 | 88.16
(8] (2023) UED 9550 | 91.88 | 85.53
DCTR [10]* (2015) UED 88 78 64
[11]* (2015) UED 92 83 68
[12] (2023) J-UNIWARD 89.51 | 85.08 | 69.86
(9] (2022) J-UNIWARD 89.08 | 81.89 | 67.88
DCTR [10]* (2015) J-UNIWARD 75 66 56
[11]* (2015) J-UNIWARD 82 70 58

Tabnuys 3. Tounicmyv OemekmyBantsi CmMezanHon08i0OMIeHb, CPHOPMOBAHUX HA OCHOBI
Mmoougpikauii uacmommoi o6nacmi koumeiinepy (QF 95)

CreraHoaHa/iTUIHUI METO Creranorpadiummit Payload, bpp

METO/ 0.3 0.2 0.01
[8] (2023) UERD 83.55 75.82 67.55
[13] (2023) UERD 93.80 | 79.30 -
[14]* (2024) UERD - - 93
[12] (2023) UED 88.78 81.85 70.50
DCTR [10]* (2015) UED 68 63.50 54.50
[11]* (2015) UED 72.50 61 55.50
[12] (2023) J-UNTWARD 76.13 | 69.50 | 59.79
DCTR [10]* (2015) J-UNIWARD 60 54.50 52
[11]* (2015) J-UNIWARD 64 57 52.5

Ha Bigminy Bin aHanisy mpocropoBoi o6macTi creraHoaHais o6macTi neperso-
peHb, O6Y[OBaHNUIT HA OCHOBI HEIPOHHNX MepexX, € 6inbi edpextnBHuM. Lle TakoX
II0B’I3aHO 3 Bi/ICyTHICTIO aKTya/lIbHUX p03p0601< CTeraHOaHaIYHUX METOMIB, SIKi He
GasyBamucs 6 Ha MalIMHHOMY HaBYaHHI, Cepell TAaKMX METOIB MOXXHA BifI3HAYUTU
crarTio [14], B AKilT IPOBOAWINCH AOCTIKEHHs 3MiHM XapakTepucTuk 61okis JIKII Ta
PO3po06/IEHO MeTO BUsB/IEHHS IIPYXOBAHNUX IIOBiJOM/IEHD, IIPOTECTOBAHWIL 38 YMOBM
MajIoi mporyckHoi 3gatHocti 0.1 bpp npu sikocti cTucHenna QF=100 (B Tabmmui 3

505



el MeTOJ, MOPiBHAHMIL 3 eKcIepuMeHTaMu B yMoBax QF=95), edexTuBHIiCTb SKOTO
CTaHOBUTD 93% BipHO KmacudikoBaHux 113.

Otxe, B pobOTi ITpoaHali3oBaHO CTaH CTeraHOAHai3y, 10 6a3yeTbcs Ha Hell-
POHHMX MepeXKax Ta KIaCMYHOMY MifXofi. BuABIeHo, 1110 3a/1eXXHO BijJj BUKOPUCTOBY-
BaHMX CTeraHorpadivHmx MeTofiB e(eKTUBHICT BUsBIEHHs BKIaJeHOI iHdopmaril
PIBHUTBCS, 30KpeMa s IPOCTOpoBol 06macTi 113 TOYHICTh leTeKTyBaHHS Ha OCHOBI
KJIaCMYHOTrO0 iJIX0/ly BUIIIE, HiX 4epe3 HeMPOHHI MepexXi. 3BOpPOTHA CUTYyallif CriocTe-
piraerbcst Ayist 06/1aCTi IepeTBOPEHb, fie Kpallji pe3y/IbTaTi BUSB/IEHHs CTEraHONOBI-
IOMJIEHD JAI0Th CaMe MeTOAM, HOOy/[0BaHI Ha OCHOBI HEMIPOHHIX MEpPeX.
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Boiixo Bixkmop Imumposuy
Hauyionanvnuii ynisepcumem «Odecoka 0puduuna akademisi»,
douenm xagpedpu kibepbesnexu, KaHOUOAM MeEXHIUHUX HAYK

MOJE/TIOBAHHA 3ATPO3 /1A KOPIIOPATMBHUX WI-FI MEPEXK:
BUABJIEHHA ROGUE ACCESS POINTS YEPE3 AHAJII3 TPA®IKY

besneka kopnopatuBaux Wi-Fi Mepexx € KpUTMYHO Ba>K/IMBUM €/IEMEHTOM 3a-
rajibHoOI cTpaTerii Kibep3axucTy, OCKiIbKI 6e3[poToBe CepeoBuUllie 3a CBOEIO IIPUPO-
oMo € BinkpuTuM i He Mae isnaHux Mex [ 1; 2]. Ha BigmiHy Bif poToBMX niHiit 38’513-
Ky, pafiioCUTHa/I BUXOANUTH 32 MeXi 0icy, 1[0 J03BOJIAE 3TOBMICHIKAM 3/[iICHIOBATH
araxy, nepeOyBaroyy Ha 3HAYHI BicTaHi. YpasIuBiCTb TAKMX MEPEX 3yMOBJIEHA JIeT-
KICTIO PO3rOpTAaHHS HECAaHKIIOHOBAaHMX TOYOK focTymy (Rogue AP), siki cTBOPOIOTH
HEeKOHTPO/IbOBaHi «3azHi nBepi» (backdoors) y BHyTpiuHI0 iHbpacTpyKTypy opraHi-
3arii [3]. BifCcyTHICTD HaJI©XKHOTO MOHITOPMHTY Ta 3aXUCTy O€3IPOTOBOTO CETMEHTY
BiIKpMBA€E IUISAX IS TIePeXOIIEHHs KOH(DIIeHIIITHIX JAHNMX, BIIPOBA/PKEHHS IIKif-
JIMBOTO KOy Ta aTak Tuiy Man-in-the-Middle, nepersoproroun Wi-Fi Ha ofHy 3 Hait-
CMabLIMX JaHOK y MepuMeTpl KOpIoparuBHOI Oesmekn. 3BuUvaliiHi aHTUBipycH abo
(daepBony Ha POOOYMX CTAHIIAX YACTO «He 6ayaTh» aTak Ha piBHI pagioedipy (L1/L2
piBHi Mogerni OSI), romy Basknso BukopucroBysart WIDS/WIPS (Wireless Intrusion
Detection/Prevention Systems), sAki 3gaTHi ckanyBaTu edip y peaqbHOMY Yaci, BUAB-

507



