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Dear colleagues, participants of the conference, representatives of the scientific, 
educational, judicial expertise and law enforcement communities! 

 
Criminalistics has always been a science that is among the first to sense changes 

in the nature of crime. Wherever the methods of preparing, committing and concealing 
criminal offences change, the means of detecting, recording and proving them inevitably 
change as well. That is why the discussion of criminalistics of the future today is not a 
forecast for a distant perspective, but a professional necessity already faced by 
investigators, prosecutors, judicial experts, scholars and courts. 

The International Scientific and Practical Conference «Criminalistics of the 
Future: Digital Innovations, Artificial Intelligence, Global Challenges and Threats» 
raises issues that go far beyond the ordinary renewal of criminalistic techniques. It 
concerns a much deeper change – the transformation of evidentiary reality itself. 
Evidentiary information increasingly emerges, is stored, transmitted and modified in the 
digital environment. It may be fragmented, distributed across different platforms, hidden 
behind technical mechanisms of anonymization, or artificially modelled through 
algorithmic technologies. 

Under such conditions, criminalistics can no longer be limited to the search for a 
material trace in its classical understanding. It must work with new forms of trace 
information – digital traces, electronic evidence, metadata, results of automated analysis, 
informational links, virtual assets, open–source data, images, audio and video materials, 
which may serve both as a source of truth and as the result of complex manipulation. 

At the same time, technological development does not abolish the fundamental 
principles of criminalistics. On the contrary, it makes them even more significant. Any 
digital tool, however advanced it may be, must be assessed through the prism of 
scientific validity, verifiability, procedural admissibility, objectivity and the 
reproducibility of results. Artificial intelligence, automated analytical systems, 
recognition technologies, OSINT tools and other digital solutions must not replace 
criminalistic thinking. They may strengthen it, but they cannot substitute professional 
assessment, experience and human responsibility. 

In my view, this is one of the main challenges of the present stage: criminalistics 
must not merely accept new technologies, but learn to manage them in the interests of 
justice. Technology should not dictate the logic of proof; rather, scientifically grounded 
criminalistic methodology must determine the limits, conditions and criteria for the use 
of technologies in criminal proceedings. 

These issues are of particular importance for Ukraine. War crimes, cyberattacks, 
information operations, crimes against the foundations of national security, transnational 
organized crime and the use of digital space to conceal criminal activity require not 
general declarations, but precise, effective and procedurally reliable criminalistic 
solutions. Today, the quality of recording evidentiary information determines not only 
the outcome of a particular proceeding, but also the ability of the state to document 
crimes, protect human rights and ensure justice. 
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The materials of this collection show that the scientific community responds 
attentively to these changes. The works of the authors address the problems of digital 
traces, electronic evidence, artificial intelligence, judicial expertise, cybercrime, 
criminal analysis, information security, international cooperation and new standards of 
proof. It is important that these issues are presented not in isolation, but as parts of a 
unified process of renewal of criminalistic science. 

The international character of the conference is also of fundamental importance. 
Modern crime is not confined within state borders, and digital evidence often has a 
cross–border nature. That is why the development of criminalistics of the future is 
impossible without professional dialogue among scientific schools, expert institutions, 
educational centres and practitioners from different states. Such dialogue makes it 
possible not only to exchange experience, but also gradually to develop common 
approaches to the quality, reliability and use of evidentiary information. 

I express my sincere respect to the organizers of the conference, the authors of 
scientific papers and all participants for their contribution to the development of modern 
criminalistic thought. I am convinced that this collection will become not merely a 
reflection of the scientific event held, but an important source for further research, 
professional discussions and practical solutions in the field of criminalistics, judicial 
expertise and criminal justice. 

Criminalistics of the future is being shaped today. The development of science, as 
well as the quality of justice in the new technological era, depends on how responsibly 
the scientific and professional community understands and addresses digital challenges. 
 

President of the International Public 
Organization «Criminalists Congress», 
Kharkiv, Ukrain 
Valerii Shepitko  

 
 
 
 
 


