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HUPPOBI OB’EKTHU B CYJTOBO-EKCIHHEPTHUX JOCJIIKEHHAX

VY Te3ax po3misiHyTa AISUIBHICTD CYJ0OBOTO €KCIEpTa MpU JTOCTIKEHH TU(PpOBUX
00’€KTiB. 3 ypaxyBaHHSM IOCTIMHOTO PO3BUTKY HUQPPOBUX TEXHOJOTIM HABEIAECHO
aKTyaJIbHICTh 3a3HAYEHMX JOCIIIKEHb IS OUIbII TTOBHOI MipH peajizallii KIFYOBHX
MPUHLHUIIB 00’ €EKTUBHOCTI Ta MOBHOTH JOCIIJI)KEHb Y CYJOBO—EKCIEPTHIN A1SUIBHOCTI.
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DIGITAL OBJECTS IN FORENSIC RESEARCH

The theses consider the activities of a forensic expert in the study of digital
objects. Taking into account the constant development of digital technologies. the
relevance of these studies for a more complete implementation of the key principles of
objectivity and completeness of research in forensic research is presented.

Key words: forensic research; analysis, digital objects; digital technologies,
forensic expert, examination.

CydJacHi HOCATHEHHS PO3BUTKY HU(PPOBUX TEXHOJOTIH CHOTOAHI BCe Oinblie
BIIPOBADKYIOTHCSI B CUCTEMY ISTIBHOCTI CYJOBUX €KCIEPTIB, OCOOJIMBO B KOHTEKCTI
JOCTIKYBaHUX MaTepiaiiB, M0 PO3UIUPIOE MOMKIMBOCTI caMoOi CyIOBO—EKCIEPTHOL
TiSTBHOCTI Ta CHpHUSA€E MIABHINCHHIO ii eexkThBHOCTI. 3Bakaroud Ha I, OCHOBHI
CKJIQZIOBl Cy4YacHOI1 CYJIOBO—€KCIEPTHOI IiSIBHOCTI ChOTOAHI BCe OunbIe 1 OuIbIIe
3a3HAIOTh BIUIMBY I QpoBizallii. [{e mpu3BoauTh 10 CYTTEBOTO PO3MIMPEHHS T0Ka30BO1
0a3u NUIIXOM JTOCHIIKEHHS B XO/1i Cy/IOYMHCTBA CYKYITHOCTI OJIepKyBaHO1 iH(popMaiii,
y TOMY YHCII1 OTPUMAHOI i 9ac OrIsiAiB HU(PPOBUX IPUCTPOIB, KOMIT FOTEPHOI TEXHIKH,
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Cexuis 3. EkcniepTHe 3a0e3mnedyeHHs po3ciigyBaHHs 3J04YHHIB Y KiOepIpoCcTOpi Ta BAKOPUCTAHHS BipTyaIbHUX
aKTHBIB

COIlIaJIbHUX MEpPEX, CalTiB, TPyHNOBUX 4YaTiB TOlO. Tak camMo B HaJaHUX Ha
JOCIIIDKEHHST MaTtepiajiax JOCHKYyeTbesl udpoBa iHdoOpMalis, sika 3HaAXOIUTHCS B
nam’siTi MOOUTBHUX MPUCTPOIB 3B’SI3Ky a00 XMapHUX MOCIYT.

CTOCOBHO BIUTMBY PO3BUTKY HU(PPOBUX TEXHOJOTIM HAa YKPAiHChKE CYCHIIBLCTBO
B3arajii Ta Ha CyJOBY €KCHEPTHY MISUIbHICTh 30KpeMa, MOBHICTIO MOTOKYEMOCH 3
Haranito TkaueHko, sika y CBOEMY JOCHIIKEHH1 3a3Havae: «lnmobambHa nmdpona
TpaHcopmMmallisi CycniuIbCTBa MpuU3BeNa A0 KapJUHAIBHUX 3MIH y BCIX KIIOYOBUX
CEeKTOpax AISIBHOCTI HOPUAMYHUX 1 (I3MYHUX OCI0 Ta HEOOXITHOCTI BIAMOBITHOTO
pearyBaHHs 3 OOKYy JepKaBHHMX IHCTUTYILIM HA HOBI YMOBH LU(POBOr0O CEpeIOBHUIIIA.
BigOyBatoTbcst Taki mpouecu U y cdepl mpaBoCyjs, /1€ OHOBIIOIOTHCS TPaJULiiHI
MAXOAW A0 30MpaHHsS JI0Ka3iB, 1X MOCIHIKCHHS Ta OI[IHIOBaHHSA. 3a TaKUX YMOB
ekcrepTHe 3a0e3MeueHHs] mpaBocyAasl B YKpaiHi HaOyBae SKICHO HOBOTO 3MICTy Ta
3HAQYEHHS, 1[0 PEeaTi3yEeThCA IISAXOM HOTro TpaHCPOPMYBAHHS Y BUCOKOTEXHOJIOTTYHUI
IHCTPYMEHT, SIKMM BiAirpae HaJA3BUYANHO BAXKIIMBY POJIb Y BCTAHOBICHHI 00’ €KTUBHUX
(¢akTiB Ta OOCTaBMH Yy KpUMIHAJIBHOMY, aJIMIHICTPATUBHOMY, IIMBUIBHOMY U
rOCIIOAAPChKOMY TIPOBA/DKEHHSX, & TaKOXK Yy MPOIECaX BUKOPUCTAHHS CHEI[iaTbHUX
3HaHb 032 MEXaMH CyAounHCTBa» [1, c. 36].

3 MOYaTKOM TMOBHOMACIITAOHOTO BTOPTHEHHS KpaiHU arpecopa B YKpaiHy, B
Mepexi [HTepHeT TpamisitoThbCsl BUIIAJIKU TOIIMPEHHS €KCTPEMICTCHKUX MaTepialis,
CIIOHYKaHHS SIK JIOPOCIUX, TaK 1 HETIOBHONITHIX /10 MPOTUIIPABHUX MPOSIBIB. Y TaKUX
Marepianax IeKJIapyroThCsa 11ei, MOB’s3aHi 31 CIIOTBOPEHHSAM ICTOPUYHOI ITaM’sTi
YKpaiHCHKOTO HApOAy, PYWHYBAHHIM TPAIUIIMHAX TyXOBHUX YKPATHCHKUX I[IHHOCTEH,
HaB’sA3yBaHHSM CTOPOHHIX IIHHOCTEW, cemaparu3Mom Tomo. Tobto 3 2022 poky
aKTyaTbHUMHU 00’ €KTaMH CyJIOBO1 €KCIIEPTU3U B YKpaiHi, SKi TAKOXK MPEIACTABISIOTHCS
Ha JTOCHIKeHHS B UG poBiil Gopmi, € iHPopMaIliitHI MaTepiaian MpormaraIucTCHKOro
Ta aritamiiiHoro xapakrtepy. Bce 1e cBiquuTh Mpo HOBI COCOOW BUMHEHHS 3JI0YMHIB,
iH(MOpMaIIis po sKi 30epiraeTbes B €IEKTPOHHOMY BUTIISIII.

Sk 3a3Ha4arOTh y cBoeMy nociimxerHi FOmis bpainko, Tersna €roposa, Hatamis
Kucna Ta IlarBakan Bockansu: «/lo akTyanbHUX BHUKIHUKIB 1 3arpo3 HalllOHAJIbHIH
Oesmeri YKpaiHM HalekaTh TakoXX 3arpo3u B iHpopmariiHiin cdepi. Y Crparerii
iHpopMmarmiitnoi Oe3meku 3a3HadyeHo, IO iH(opMamiiiHa Oe3reka € CKIaJIHUKOM
HaIllOHATBHOT Oe3nekn YKpaiHu Ta ii CyCHijbCTBa, SKUM MOKE OYTH 3alOJIISTHO IKOY
gyepe3 MOMMPEHHS HEeraTUBHUX 1H(OPMAlIMHUX BIUIMBIB, IECTPYKTHBHY IpOMaraHmy,
3arajioM 3aCTOCYBaHHS TEXHOJIOTIH iHGOpMAaIlIHHUX orepaliii Tomo» [2, c. 71].

OTxe, aKTyalbHICTh HAYKOBUX JOCITIDKEHb y HAaNpsIMKY HU(PpOBUX 00’€KTIB B
CYJIOBO—EKCIIEPTHUX TOCITIIKCHHSAX HE BUKJIMKAE CYMHIBIB, € TIPIOPUTETHOI. AHAIII3
pe3ynbTaTiB  3a3HAUYEHHUX JOCHIIKeHb, HA HAlly JyMKy, TIOBUHEH CIPUSITH
MIPOTHO3YBAaHHIO BEKTOPY PO3BUTKY BCIX HAIPSMKIB CYJOBO—CKCIIEPTHOI MisSUTBHOCTI
311 OpraHizarlii JisJIbHOCTI Ha BUTICPEIKEHHS.

VY Hammx monepenHix JOCIIPKCHHSIX MM 3a3Ha4YalId PO JTOCTIHKEHHS 00’ €KTIB
inpopMmamiitnoro  marepiany  (BiZieo—,  3BYKO3amKC, MPOTOKOJI  ONVISIAY  Ta
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MPOCITYXOBYBaHHS B1/I€03BYKO3aIUCy, 3a()IKCOBaHUI Ha MarnepoBoMy ado nudpoBoMy
HOCIi), SKUH MICTUTh (AKTHYHI JlaHl MPO TNEBHY KOMYHIKAaTHUBHY B3a€MO/III0
(MOBJIEHHEBY [ISUIBHICTH JIFOJAMHM). 3BEPTAEMO YBary, IO 3a3HAYEHI JIOCIIIKEHHS
3MIACHIOIOTHCS 1] Yac MPOBEIECHHS KOMIUIEKCHOI CYAO0BOI MCUXOJOr0—IIHIBICTUYHOL
EKCIIEpTU3M Ta  CKCHEpTH3W  Bie0—, 3BYKO3aMUCy IMOJ0  BCTAHOBIICHHS
KOMYHIKaTUBHOTO BIUIMBY 3a CHUTYyallisIMU KOMYHIKAaTUBHOI B3a€MOJI1i, 3a)iKCOBAHOI y
BiJIe0—, 3ByKo3amnuci. Buxoasuu 13 (yHKIIH KOMYHIKATUBHOTO aKTy 1 HOTO 3HAKOBOI1
MPUPOJY, TMPEAMETOM KOMIUJIEKCHOTO TICHXOJOTO—JIIHTBICTUYHOTO JIOCIIKCHHS
MOBJICHHSI Ta JJOCJIII>KEHHS B1JI€0—, 3BYKO3aIUCY € CYKYMHICTh (PaKTUYHUX JTAHUX I10]10
0COOJIMBOCTEM MOBJICHHEBOI JISJIBHOCTI JIFOJAWMHU Ta HAasBHOCTI (BIJACYTHOCTI)
KOMYHIKaTUBHOTO BIUIMBY, $IKi BCTAHOBIIIOIOTHCS IIUISIXOM 1HTErpalli 3HaHb CyMIXXHUX
rajxy3ei HayK — JIIHTBICTUKH, IICUXOJIOTIi Ta JOCH1I)KE€Hb B1JI€0—, 3ByKO3aUCy, 1 MalOTh
3HA4YE€HHS B OPUAUYHO peleBaHTHIN cutyaii [3].

[IpenMeToM nociiaKeHHs eKcnepTa y raiysi Biieo—, 3ByKO3anucy € 3adiKkCcoBaHi
y Biieo—, 3ByKo3amnuci (pakTU4H1 JJaHi Tpo 0co0y MOBIIS, SIK1 TO3BOJISIIOTh OTOTOKHUTHU
0 ocoly 3a (I3UYHUMH MHapamMeTpamMu ToJjiocy abo 3a JIHTBICTUYHUMH O3HaKaMu
YCHOTO MOBIICHHS, (pi3uyHi HOCIi iHpOpMaIlii Ta TPUCTPOI Bie0—, 3BYKO3AMUCY, SKi
J03BOJISIFOTh OTpUMATH 1H(GOPMALII0 MPO TEXHIYHI YMOBHU Ta TEXHOJOTIIO CTBOPEHHS
BiZicO—, 3BYKO3alKMCy Ha TIIIJICTaBl CHEIllaJbHUX 3HaHb. [IpeameTroM AOCITiIKEHHS
eKCIIepTa—IIiHrBiCcTa € 3a()iKCOBaH1 y BiJIe0—, 3ByKO3anuci (PakTUIHI JIaHi, 10 HAJIEeKATh
710 MOBJIEHHEBUX (popM (iHPOPMYBaHHS, CIIOHYKaHHS, IEPEKOHAHHS, TOTPO3 Ta 1H.), SKi
BCTAHOBITIOIOTBCS HA TMIACTaBl CICMiabHUX JIHTBICTUYHUX 3HaHb. I[Ipeamerom
JOCIIKEHHS eKCIIEPTa—TICUX0JIoTa € 3a(piKCOBaHi y Bifieo—, 3ByKo3anuci GakTH4IHI TaHi
Mpo OCOONHMBOCTI KOMYHIKAaTHBHOI B3aeMomaii oci0 (BepbanbHa 1 HeBepOalbHA
MOBEJIHKA, IO CIPSMOBaHA Ha JOCATHEHHS MEBHUX KOMYHIKATHBHHX 1 TMPAKTUIHUX
IIJIEH Ha T TIEBHUX TCHUXOJIOTIYHUX YCTAHOBOK, XapaKTEPUCTHUKU KOMYHIKaTHUBHOTO
MPOCTOPY  CIUJIKYBaHHs), SKi  BCTAaHOBIIOIOTHCS Ha  IMJICTaBl  CHEIliaJbHUX
IICHXOJIOTYHUX 3HaHb [3].

3aBmanHsaM  (QaxiBIs |y Traigy3l JIOCHIDKEHb BiJ€0—, 3BYKO3amuCy 3a
3a()iKCOBaHMMH CHUTYaIlisSIMA KOMYHIKATUBHOI B3a€MOJIii € BCTAHOBJICHHS TEXHIYHUX
YMOB Ta TE€XHOJIOT1H OTPUMAaHHSI BiJIe0—, 3BYKO3aMUCiB Ta/ab0 0TOTOKHEHHS 0¢i0. Cif
3a3HAYMUTH, 1110 BCTAHOBJIEHHS TEKCTOBOTO 3MICTY PO3MOB, 110 3a(ikcoBaHi y Bijeo—,
3BYKO3aIlMCcax, HE € OKPEMUM EKCIEPTHUM 3aBJAaHHSIM, OCKUIBKH HE MOTpelye
3aCTOCYBaHHS CIICI[iaIbHUX 3HAHb Ta IMPOBOIAUTHCS CIHEIIATICTOM IPU BHUPIMICHH]
MATaHb TMepcoHidikallii MOBJIEHHEBOTO MaTepialy 4YH 3aCTOCYBaHHS CIICIiaIbHUX
METOJIIB TIOKpAIeHHsS PO30IPJIMBOCTI YCHOTO MOBJCHHS. J[J MOCTITKEHb EKCIEepTy
HAJIAal0ThCS BIJMOBIAHI MPOTOKOIN OIJISAAY Ta MPOCTYXOBYBAaHHS 3 TEKCTOBUM 3MICTOM
po3MOB.  3aBHaHHSAM  (axiBIF—IIHTBICTa 32  3a(IKCOBAaHUMHU  CHUTYaIlIIMH
KOMYHIKaTUBHOT B3a€MOJIi € BCTAHOBJIICHHS OO0’ €KTHBHOTO 3MICTy HaJaHUX Ha
JOCJTIIDKCHHS TTOB1OMJICHB, BUSBJICHHSI CIIOHYKAJIBHUX MOBJIEHHEBUX (HOpM (MPAMUX 1
HEMPsSMHUX) 1 BCTAHOBJICHHS TpaMaTUYHOI (GOpMH BUCIOBIIOBaHb ((haKTUIHOTO
TBEP/DKCHHS, OI[IHHOTO CY/DKCHHS Ta 1H.). 3aBaaHHsAM (axiBII—IICUXOJiOTa 3a
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3a(IKCOBAaHMMM CHUTyal[IIMA KOMYHIKaTUBHOI B3a€MOJli € BHU3HAYEHHS HAsBHOCTI
(BIACYTHOCTI) y JisUIBHOCTI aJpecaHTa BepOalbHUX 1 HeBepOaIbHUX 3aco0iB
KOMYHIKaIlil CHOHYKaJIbHOT'0, MaHIMyJISITUBHOTO, CYT€CTUBHOTO XapaKTepy B aCMEKTI iX
BIUIUBY Ha 3MIHY I[IOBEJIIHKHA aJpecara, HOro €eMOLIMHOro CTaHy, KOTHITUBHY,
ocobucTticHy chepu [3].

[HTerpamiiHuM CKJIaJIHUKOM OKPECICHUX MPEAMETIB IOCTIIKCHHS € TOHSATTS
KOMYHIKaTUBHOTO BIUIMBY — PE€aji30BaHOTO y CHUTyallli KOMYHIKaTMBHOI B3a€MOAII,
3a(IKCOBAaHOI y BIJ€0—,3ByKO3amuCi, ¥ BepOani30BaHOTO y MPOTOKOJI OTrJsay Ta
MPOCIYXOBYBaHHS (3 HAaBEJAECHUM 3MICTOM pO3MOB), IO 3YMOBJIIOE BHPIIICHHS
CHIJIBHOTO 3aBJIaHHS IIOJI0 MPOLleCy KOMYHIKallli MeBHUX 0ci0 HAa OCHOBI 1HTerparii
CIeIlaJbHUX 3HaHb y Taly3sAX IICHMXOJIOTIi, JIHTBICTUKA Ta JOCIIKEHb BiIeo—,
3ByKO3amucy [3].

TakuM 4YMHOM, €KCHEPT ChOTOJHI BCE YacTille MPOBOAUTH aHami3 IudpoBoOi
iH(opMalii gaHuX 13 HUPPOBUX MPUCTPOIB, 13 COLIAIBHUX MEPEXK, 3A1MCHIOE aHAII3
icTopii BIABIAYBaHHS calTiB Tomo. OTpumaHi pe3yiabTaTh JONOMAaraloTb MOBHOIO
MIpOIO peanizyBaTH KIIOYOBI MPUHUHUIHM CYJOBO—CKCIEPTHOI MJISAJIBHOCTI, a came
00’ €KTUBHOCTI Ta MOBHOTH JTOCIIIKEHD.
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