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TexHiyHi puU3MKM NOB’A3aHI 3 KepyBaHHA K/w4YaMy Ta  CceciAmu,
HenpaBuUNbHUM OHOBJIEHHAM KpunTorpadiyHoro martepiany Ta BiOCYTHICTIO
mexaHi3miB forward secrecy. HaBiTb 3a BiACYyTHOCTiI OOCTYny A0 BiAKPUTUX OaHUX
KOMMpoMeTauia CepBepHOi iH(PpaCTPyKTypu MOXe BMVHYTU Ha [OCTaBKy
NoBiOOMMEHb | UinicHICTb KmodiB. Tomy nobypooBa 6e3ne4yHOro MeceHmxepa
notpebye KOMMAEKCHOro nigxody, WO BpaxoBYye KpunTorpadidHi, Mepexesi Ta
KOPUCTYBaLbKi PU3NKU.

BucHoBoK. Po3pobka wmeceHpkepa 3 end-to-end wudpyBaHHAM €
aKTyasrlbHUM 3aBOaHHAM Kibepbeanekn pgnA 3axmucty paHux. EdektueHa
peanizauin E2EE Bumarae HapiiHux kpuntoanropuTtmie, 6e3ne4yHoro 0o6MmiHy
KNo4Yamy, 3axXmMCcTy  KIIEHTCbKMX  MPUCTPOIB  Ta  MEPEBIPKU  HaNEXXHOI
aBTeHTUdikauii. NMoegHaHHA RSA, ElGamal, SHA-256 Ta umdpoBux nignucis
CTBOpIOE OaraTtopiBHEBUM 3axuUCT Big cyyacHMX 3arpo3. Y nnaHax -—
CTBOPEHHA MpPOrpaMHOro 3acTOCYHKY AOJ1A MNPakKTUYHOI OeMOoHcTpaudii Ta
nigTBepo)XeHHA ePeKTUBHOCTI LUMX METOLIB.

Mepenik BUKOpUCTaHUX A)Kepen:
1. HackpisHe wwuppyBaHHA: WO ue Take Ta AK npauwe. — URL: https://root-na-
tion.com/ua/articles-ua/tech-ua/ua-end-to-end-encryption/
2. Apemuyk 10.€., Caniesa O.B., boHgapeHko |.O. OcHOBM KpunTorpadiyHOro 3axucTy
iHpopmauii. — URL: https://pdf.lib.vntu.edu.ua/books/2024/Yaremchuk_2024_139.pdf
3. LUWo Take kpunTtorpadcia y 6nok4venHi. 2025. — URL: https://www.web3.org.ua/shcho-
take-kryptohrafiia-u-blokchejni/

Kniouosi cnoBa: end-to-end wudpysaHHAa, RSA, ElGamal, SHA-256, undposuin nignuc.
Key words: end-to-end encryption, RSA, ElGamal, SHA-256, digital signature.

A 10-BIT S-BOX GENERATED BY FEISTEL CONSTRUCTION FROM
CELLULAR AUTOMATA

Thomas Prévost
Université Céte d’Azur, France, I13S, Ph.D. student

Bruno Martin
Université Céte d’Azur, France, 13S,Ph.D., full professor

Abstract. In this paper, we propose a new 10-bit S-box generated from a Feistel
construction. The subpermutations are generated by a 5-cell cellular automaton
based on a unique well-chosen local transition rule and bijective affine
transformations. In particular, the cellular automaton rule is chosen based on
empirical tests of its ability to generate good pseudorandom output on a ring cellular
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automaton. Similarly, Feistel network layout is based on empirical data regarding the
quality of the output S-box.

Introduction. Symmetric cryptography is central to securing modern
communication systems, enabling two parties that share a secret key to exchange
information that appears indistinguishable from random data to any outside observer.
Among symmetric techniques, block ciphers dominate practical applications, with
algorithms such as AES and Blowfish setting the standard. A critical element in these
designs is the substitution box (S-box), which introduces the nonlinearity necessary
to resist a wide range of cryptanalytic attacks. Because attacks like linear, differential,
and boomerang cryptanalysis typically exploit weaknesses in S-boxes, their careful
design is essential.

The challenge lies in the immense design space: an n-bit S-box corresponds
to a permutation of 2n elements, leading to a factorial explosion in the number of
possible candidates. For commonly used sizes, such as 8-bit S-boxes in AES or the
10-bit S-box introduced in this work, the search space is far too large for exhaustive
analysis. Consequently, most existing constructions rely on algebraic structures over
finite fields to produce S-boxes with desirable security properties.

In contrast, this paper explores a combinatorial approach to S-box design. We
construct a 10-bit S-box using an 11-round Feistel network composed of three affine
bijective layers and eight permutation layers derived from a one-dimensional uniform
binary cellular automaton. A carefully selected local Boolean function drives the
cellular automaton, providing pseudo-random permutation behavior within the Feistel
framework.

Uniform cellular automaton. Cellular automata (CA) are discrete, parallel
computational models composed of cells that update their states synchronously
according to a local rule based on their own state and those of their neighbors. A
well-known example is Conway’s Game of Life.

time ¢ < 1 0 1 1 0 1 > f: local

rule 224

£(1,0,1) =1 £(0,1,1) =0

time ¢+ 1 < 1 1 0 1 1 0 >

Figure 1: Example of a 1-dimensional uniform cellular automaton with the single 3-
bit local rule 224. To compute the next value of a cell on the border, we consider
the cell on the other edge as neighboring this one.
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A 1-dimensional CA is defined by a triple (Q, &, N) where Q is the set of states
(here {0,1}), 8: Qn — Q is the local transition rule (a Boolean function of arity n), and
N c Z is the neighborhood. We consider finite rings of Boolean cells, where edge
cells take neighbors from the opposite side.

A CA is uniform if the same local rule is applied to every cell. With a suitable
rule, uniform CAs can produce sequences with pseudo-random or chaotic behavior,
as demonstrated for example by Wolfram’s rule 30 [3]. They have been studied as
potential pseudo-random bit generators, though LFSRs remain more common.

Uniform CAs can also exhibit short, non-chaotic cycles for certain inputs, such
as uniform configurations, so care is required when using them in cryptographic
settings.

Feistel networks.

Final block

Figure 2: Example of Feistel construction of depth 2. f; and f» are pseudo-random
permutations.

The Feistel network [1] provides a way to build pseudo-random bijective
permutations from pseudo-random functions. When stacked in multiple rounds, the
resulting network yields permutations that are computationally indistinguishable from
random ones [2].

As illustrated in Fig. 2, an n-bit Feistel network splits the input into two halves
and applies a sequence of round functions fi of size % The number of such functions

defines the network’s depth.

Our 10-bit S-Box construction. To generate our 10-bit S-box, we evaluate a
Feistel permutation on all 1024 inputs, ensuring bijectivity so the S-box can be
inverted. Each round function f; is either a 5-cell uniform cellular automaton (used as
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a pseudo-random permutation) or an affine bijection f,,(x) = ax + bmod2*® with
gcd (a, 219) = 1.

Our Feistel network has 11 layers: an affine layer f5; = 5x + 3 mod 1024; four
CA-based layers; an affine layer f; ;,; three CA layers; an affine layer f;3 ,,; one final
CA layer.

To build the local CA permutation, we use a 5-cell ring updated once by a
single 5-variable Boolean rule. We reduce the 232 possible rules by requiring
balance, first-order correlation immunity, nonlinearity, and the Strict Avalanche
Criterion, leaving 7,080 candidates. These are tested as pseudo-random generators
using NIST FIPS 140-2; 53 rules pass. Enforcing bijectivity leaves a single valid rule,
whose ANF is

XoX3 + X X3 + XoX3 + X3X4 + X1 + X5 + x3 + 1.

Results.

Property Our 10-bit S-Box AES S-Box Comparison
Min/Max algebraic degree | 8-9 7-7 Better
Algebraic complexity 1023 255 Equivalent
Nonlinearity 434 (=108.5*4) 112 Worse
Strict Avalanche Criterion | 0.44-0.5-0.57 0.45-0.5-0.56 | Worse

Bit Independence Criterion | 0.124 0.134 Better
Lin. Approx. Probability 9.28% 6.25% Worse
Diff. Approx. Probability 1.37% 1.56% Better
Differential Uniformity 14 4 Worse
Boomerang Uniformity 24 6 Worse

Figure 3: Comparison of the security properties of our 10-bit S-Box and the 8-bit S-Box from AES (normalized results).

The code we used to generate our 10-bit S-Box is available at
https://github.com/thomasarmel/luby_rackoff_sbox_finder .

References:
1. Feistel, H.: Cryptography and computer privacy. Scientific american (1973)
2. Luby, M., Rackoff, C.: How to construct pseudorandom permutations from
pseudorandom functions. SIAM Journal on Computing (1988).
3. Wolfram, S.: Statistical mechanics of cellular automata. Reviews of modern physics
(1983).

KntouoBi cnoBa: 6n10koBuiA WP Ha OCHOBI S-6N0KiB, KNiTUHHI aBTOMaTK, mepexa dencrens,
6ynesi QyHKLii.
Keywords: S-box Block cipher, Cellular automata, Feistel permutation, Boolean functions.
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