MIHICTEPCTBO OCBITU I HAYKI YKPATHU

Hanionanpanii yHiBepcureT «OpiecbKa I0pUANYHA aKaJeMis»

COUIAALHO-TTIOAITUYHA TA
NMPABOBA CMCTEMA YKPAIHMU
B UNDPOBY EINNOXY:
CYYACHI BUKAUKHA

MATEPIATIN
MiXXHapOAHOI HAyKOBO-IIPAKTUYHOI KOH(pepeHIIii

Odeca, 22 keimus 2026 poky

Tom 2

Opeca
2026



VIK 34:004:316.4(477)

C70

C70

Pexomendosarno 0o Opyky 6ueroro padoio
Hauionanvroeo ynisepcumemy «Odecvka 10puoutna akaoemisi»
(npomoxon Ne 8 6i0 23.04.2026 p.)

3a 3aranpHOIO pemakiieio akagemika C. B. Kieanosa

ConiaTbHO-OMITHYHA Ta IPABOBa CICTeMa YKpaiHu B unQpoBy enoxy:
Cy4acHi BUK/IMKY : MaTepiamt MbKHap. Hayk.-11pakT. KoH. (M. Opeca, 22 KBiT-
Hs 2026 p.) / 3ar. pen. C. KiBanosa ; HY «Opec. opug. akagemis». — Opeca :
Penikc, 2026. - T. 2. - 684 c.

ISBN 978-617-8763-16-9

Marepianu KoH(epeHIIii y3araJbHIOITh Pe3yIbTaTil HayKOBUX JHOC/IKeHb i mpakTmy-
HJIX HaIlpal[l0BaHb yueHNuX, (axiBILiB Ta IPeACTaBHMUKIB MPpOdeciiiHNX CIiINBHOT, BUKOHAHUX
B yMOBaX BOEHHOTO Yacy Ta I/IMOOKMX CYCIIbHUX TpaHCdopMaliil.

Y 36ipHMKY IIpefCTaB/IeHO IIMPOKIII CIIEKTP HAYKOBUX PO3BIfJOK i IPAKTUKO-OPIEHTO-
BAaHMX JJOC/IKEHb, 1[0 OXOIUTIOITH aKTYa/IbHi po6/1eMy y6/1ivHOrO Ta IIPUBATHOTO IIPaBa,
YHKIIIOHYBaHHA Jlep)KaBl, CY[OBOI Ta TPAaBOOXOPOHHOI CHCTEMM, a TaKOX TpaHchopMmarrii
CycHinbHUX mponecis y unudpoBy enoxy. 3HauHy yBary HpUJileHO IUTaHHAM afMiHicTpa-
TUBHOTO, (piHAHCOBOr0, KOHCTUTYLITHOr0, MDKHAPOZHOIO, MOPCHKOT'O Ta MITHOTIO IIPaBa, a
TaKOX CYYaCHVM BMK/INKaM y cdepi KpMMiHAaIbHOTO MpaBa, KPUMiHA/IbHOTO IIPOIeCy, Kpi-
MiHAJIiCTUKY Ta OIlePaTUBHO-PO3UIYKOBOI [Jis/IbHOCTI.

OxpeMmi HayKoOBi ceKIIii IpucBsAYeHi npo6nemMaM yI0CKOHaIEHHSA CYA0YCTPOIO, HiAMbHOCTI
NIPOKYpPaTypH, aiBOKATypPy Ta iHIIMX IPAaBOOXOPOHHMX OPraHiB, PO3BUTKY TPYHAOBOrO IIpaBa
i mpaBa couianbHOro 3abesnedeHHs, a TAKOXK peOpPMyBaHHIO LUBIILHOTO, TOCIIOAAPCHKOTO,
3eMeJIbHOT0, eKOJIOTIYHOTO Ta eHepPreTIIHOro IpaBa. 36iPHNUK BioOpaskae TAKOK MDKAMCIIN-
IUTiIHAPHWIT XapaKTep Cy4acHMUX AOCTI/KEeHb, OXOIUII0IYM NUTaHHs (inocodil mpasa, cBiTo-
BMX COLia/IbHO-TIO/IITMYHNMX IIPOLIECiB, COL[IO/OTiI Ta IICMXO/IOTil, EKOHOMIKM Ta MiIIPUEMHMN-
LITBa B YMOBaX BiifHM i TOBOEHHOTO BifIHOB/IEHHA. Bak/iBe Miclie MOCITaI0Th JOCIIPKEeHHS
y cepi iHpopmaniiHIX TeXHOMOTii, KiGepbesneK, TYYHOrO IHTEIEKTY Ta MATEMATUYHOTO
MOJIe/IIOBAHHSA K K/IIOYOBIUX YMHHUKIB 3a6e3MedeHHs Hal[ioHa/IbHOI Ge3IeK.

Kpim Toro, y 36ipHMKY BUCBIT/IIEHO IIPOO/IEMATIKY IIeJaroriki, TIHIBICTUKI IIPaBa, Iepe-
K/IaJI03HABCTBA, )KYPHAMCTUKH, Pi3sNIHOI Ta BilIcbKOBOI ITi/[TOTOBKM 3;[06yBa‘{iB BUUIOL OCBITH.

36ipHUK pOo3paxoBaHMil HA HAyKOBLB, BUK/IaadiB, 3500yBadiB BUILOI OCBITH Ta IpaK-
THUKIB y Iajly3sX [IpaBa, EKOHOMiKM, COLII0JIOTi, IICUXOJIOTii, IIO/IiTOMOr I, iHpopMaILiTHNX TexX-
HOJIOTii i CyMDKHMX IMCLIMAITIH.

YIK 34:004:316.4(477)

Binmnosiganpuuit 3a Buiryck npodecop M. P. Apaxensn

Mamepianu 8udano 6 asmopcvkiti pedaxuii.

© HY «Opecbka lopyuandHa akazgeMis, 2026

ISBN 978-617-8763-16-9 © ABropu crareit, 2026



3micr

IMTPUBITAHHA ITPE3VIEHTA HAIITIOHAJIbHOTO YHIBEPCUTETY
«OJECBKA IOPUINYHA AKATEMIA», AKADEMIKA CEPTTA KIBAJIOBA ......... ...l 16

CEKLIA 12. MPABOBI TA OPTAHI3ALIIMHO-TAKTUYHI MPOGAEMM OMEPATMBHO-
PO3ILYKOBOI TA MOAILENCLKOI AISALHOCTI B MEPIOA BOEHHUX TA MOCTBOEHHUX
TPAHCHOPMALIA B YKPATHI

Hexan [Imumpo Muxonaiiosuy
KAJTPOBA CTIVMIKICTb OPTAHI3OBAHMX 3JIOUMHHMX YIPYIIOBAHD . ..........oovvna. .. 18

Camotinenxo Onena Anamoniiéna
AKTYAJIbHI IMTAHHSA OITUMI3ALIT CIIIYOTL AIJIBHOCTI B YMOBAX BOEHHOT'O

G AH Y . 21
Anb6yn Cepeiti Bonooumuposuu
KPVIMIHAJIBHO-PO3BIOYBAJIDHI 3AXOONM: TIOHATTATACUCTEMA . ... ..o 24

Ky6aenxo Andpiii Bonooumuposuu

COULIOJIOITYHMM AHAJI3 K IHCTPYMEHT JOC/IJDKEHHS TA OLIHKM EOEKTYBHOCTI
TTOJIIIEMCBKOT IIATIBHOCTL .« ..ottt ettt e e e e e e e ettt e e e e e et 28
Illepwenvkoea Bikmopis Anamoniiena

KITACU®IKAIIIA BIMCbKOBVIX KPUMIHAJIBHVIX ITPABOIIOPYIIIEHD: KPMMIHAJTBHO-
ITPABOBA TA KPYIMIHAJIICTVIUHA .. ... et 33
Auxeeuu Pycnan B’suecnasosuu

CYYACHI METOHOJIOTTYHI IIIAXOAN OO0 OLUIHKNM 3ATPO3 TA PU3MKIB
OPTAHIBOBAHOT 3JTOUMHHOCTL . ..ottt ettt e e et e e e e et eea 35

Bepwascvka Anacmacia Cepeiiena
CTPYKTYPA KPYIMIHATIICTUYHOT XAPAKTEPYCTUKH 37TOYMHIB, IIOB’A3AHMX 13

ITOCOBHMITBOM JEPKABI-ATPECOPY . . . oottt 38
Biutox Anopiii Bonooumuposuu
KITACU®IKALLS JDKEPEJI [TIOXO[DKEHHS HEOBIPYHTOBAHUX AKTVBIB. . ..o 41

Kiproxin Izop Anamoniiiosuu, Kocmee Cmenan Bonooumuposuu

TAKTUKA JIIV HIAPO3IUIIB ITOJILIT OCOBJIMBOIO ITPU3HAYEHHA IT1]T YAC
3ABE3IEYEHH [TYBJIIMHOI BE3TIEKM TA IIPOBEJIEHHA CIIEIIAJIBHVX ITOJIIIEVICBKIX
OTIEPALIIVL. . oo e e e e e e e e 44
Mypawxo Anacmacis Cepziiena

THOOPMAIIMHO-AHAIITUYHE 3ABE3IIEYEHHS OITEPATMBHO-PO3IITYKOBOI
JIATbHOCTI: IEPCIIEKTUBM PO3BUITKY. ..o 47
Iuwnenxo Ipuna I0piiena

TMPOTHOCTUYHE 3HAYEHH S [TOCTKPYMIHAIBHOI ITOBEATHKM /11 BCTAHOBJIEHHS
OCOBUM BTTIOUMHIIA . ..ot 50
Con Tioomuna Anamoniisna

CUCTEMA OBCTABVH, AKI ITIJJIATAIOTD BCTAHOBJIEHHIO IT1]T YAC PO3CJIIIYBAHHA

3JIOUVHIB, TOB’A3AHUX I3 BUKPATEHHAM ITTEVL . ..o\ttt ee e e 53
CEKLIA 13. AKTYAADLHI MPOBAEMM MPUBATHOIO MPABA

Xapu €szen O Y

ITPYIBATHE ITPABO K AHTPOIIO/JIOTTYHA OCHOBA ITPABOBOTO ITOPAJIKY B YMOBAX

5370 1 56



Hasuoosa Ipuna Bimaniena, 3y6ap Bonooumup Muxaiinosuu

CMAPT-KOHTPAKTHN B KOPITOPATVIBHMX ITPABOBIIHOCHHAX . ... 60
Cagonuux Oxcana Ieaniena

JIO IMTAHHS IIPUIIMHEHHSA CITVIBHOI BIACHOCTI ITOJIPYXOK I HA HEPYXOME MAVIHO
TA OB’€EKTVM HE3ABEPIIEHOTO BYJAIBHMIJTBA B YMOBAX BOEHHOIO CTAHY ............ 63

Toxapesa Bipa Onexcanopiena

10 IUTAHHSA BUKOPUCTAHHA JUCTAHIIMHOI'O BIOMETPUYHOTO
BITEOCIIOCTEPEXEHHSI. . ... .o e 68
Chanysheva Alina Rashydivna

SECURITY INTERESTS UNDER ENGLISH LAW, CIVIL CODE OF UKRAINE AND DRAFT CIVIL
CODE OF UKRAINE . ..o e e e 72

Adamoea Onena Cemeniena
IIPYIBATHO-IIPABOBI ACITEKTY PEI'YJTIOBAHHS IICMXOTEPAIIEBTMYHOI AISJIbHOCTI B

VKPATHI .ot 75
Bab6uy Ipuna I} puzopiena

MAKCUMM CIMEMHOTO ITPABA Y PUMCBKOMY ITPMBATHOMY ITPABI .................... 78
Bepnas-/lykaseuvka Onena Muxaiiniena

OKPEMI OCOBJIMBOCTI CITAZKOBOT'O TA IIJIIOBHOI'O JOTOBOPIB . ..............cooiee 82

Trunana Kamepuna Muxaiiniena

POJIb TPOMAJICBKVX OPTAHI3AIIN V ITIATPYMUI TA 3AXVCTI TBOPYMX ITPAB JIITEN . . . 84
3asanvniox Cepeiii Bonodumuposuy

IIOHATTS ITIPOTAIVIH Y IMBUIbHOMY 3AKOHOLABCTBI YKPATHM TA IX
CIHIBBITHOMEHHA 13 CYMDKHVMMM ITIPABOBVIMM KATETOPIAMM. ...t 87

Kanimenxo Oxcana Muxaiiniéna
THCTUTYLIOHAI3AIIA KATETOPII BPA3JIMBOCTI B EBPOIIEVICBKOMY TA 3APYBDKHOMY
ITPABI: O ®OPMYBAHHA UMBUIICTUYHOI KOHIIEITIIIL . .. ... 920

Kpusenko Onia Bacuniena
TPOMAJICBKI OPTAHI3AIII IK CYB’E€EKTV IVMBUIBHOT'O ITPABA: IIMTAHHS [TPABOBOI

MMPMPOIN TA HUBUIBHO-TIPABOBOI'O CTATYCY ..o 93
Mamiiixo Muxona Bonooumuposuu
OKPEMI ACTIEKTV ®YHKI[IOHYBAHHSA ITPVHIINIIIB CIMEVMHOTO TIPABA . ... ...t 96

Menvrux Onexcanop Bonooumuposuu

IIPABOBUII CTATYC AITEVI Y MDKHAPOJIHOMY I'VMAHITAPHOMY ITPABIL: TAPAHTII
3AXVICTY TA ITPOBJIEMM IX PEAJIISAIIII B YMOBAX BIVIHV ... .oooe e 100
Omenvuyk Onexcanop Cepzitiosuy

MBUIbHO-TIPABOBI ACITEKTY BMKOPMCTAHHSA I[IMOPOBUX KOV OCOBM

TA ABATAPIB ... 103
Opsix FOpiii Iennadiiiosuu

HOTAPIAJIBHI MEXAHI3MM 3AXVICTY MAVTHOBIMX TA CITIAJIKOBVX ITPAB ITPMBATHOT
OCOBJ B YMOBAX BIVIHV: TEOPETUKO-METOLOOTTYHNM ACITEKT . ... 105
Ocxinko Onexciti Onezoeuy

AKTYAJIbHI IIMTAHHA BUKOHAHH: JOTOBIPHMX 30BOB’A3AHDb
BIVICBKOBOCTYKBOBIISIMIU B YMOBAX BOEHHOTO CTAHY: IUBUIICTUYHNN AHAJII3 TA

€BPOIHTEIPALIIVHI TEHIEHLIIT ..ottt et 109
Ilasnosa Bixmopis Ieopziiena
ITPVHIIMIT OXOPOHM ITPAB TA IHTEPECIB CTOPIH CITAJKOBOI'O IOTOBOPY ........... 112

Daciii Bozoan Bonodumuposuu
TPAHC®OPMAIIA METOIY LIVIBUIBHO-ITPABOBOT'O PET'YTHOBAHHS 111 BIUTVIBOM
IMYB/ITYHO-TIPABOBUMX EJIEMEHTIB . .. ..o 114



Illamoma Onexcandp Bonooumuposuu

OCOBIMBOCTI ITPABOBOTI'O PEI'Y/IIOBAHHS OJHOCTATEBUX ITAPTHEPCTB B YKPATHI:
TEHIIEPHUIL ACTIEKT . . . ottt ettt ettt e e e e e e e e e e e e e et et eaes 118
Boapuyx Muxaiino Bikmoposuu

OKPEMI ACITEKTV BUKOHAHHS TOTOBOPY ITPO CYPOTATHE MATEPMHCTBO B YMOBAX
BOEHHOTO CTAHY . ... e e e 121
Bosuox Pycnan Bonooumuposuy

3AXVICT ITPAB 3BAMOBHMKA TA BUKOHABIIA Y JOTOBOPAX ITPO HAJAHHA

IT-TIOCTIYT o e e 126
Inamenxo Cepeiii Cepzitiosu4

AKTYAJIBHI IIMTAHHA BUKOPVYICTAHHSA IITYYHOTO IHTEJEKTY ITPU 3[1IVICHEHHI
IEPEBESEHHA ITACAJKVIPIB. .. ..o e 129

Tnamiox [Imumpo Bonodumuposuu

JIOTOBIP JAPYBAHHS IMI®POBMX AKTUBIB: [IPOBJIEMM ITPABOBOT ITPMIPOAM TA
ITEPCIIEKTVIBY PETYTIOBAHHSI B YKPATHI .. ..ottt 134
Kosanenxo Cepeiit Onezosuu

OCOBJ/IMBOCTI BMKOHAHHA CITAJKOBOTO JOTOBOPY B YMOBAX BOEHHOI'O CTAHY ... 138
Hosuuenxo Muxaiino FOpiiiosuu

LUPPOBI OB’ EKTU AK KATETOPLA IMBUIBHOT'O ITPABA: OHTOJIOITYHUYI AHAJIIS ...... 143
Pomanoscovkuii Jlenuc Cepzitiosuy

BIUIVIB [TPABOBOT'O PEXXVIMY BOEHHOI'O CTAHY HA MAVIHOBI ITPABA JTIOEN
TOXMIIOTO BIKY .o e e e e e e 145
Cmpineuv Muxaiino Izoposuu

CIIOCOBM TA MEXAHI3SMI ITPABOBOTO 3AXICTY CTOPIH B YMOBAX IHTEPHET-
CEPEJIOBMIIA: [TPYIBATHO-TIPABOBMVI BYIMIP. ...ttt e ettt e e 148

Timoea Anina Onexciiena
KOHIEITIIA BATATOPIBHEBOT BIJITIOBIZIAJIBHOCTI 3A MAHIITYJIALITIO IHGOPMAILIIEIO B
LVIBUIBHOMY TIPABI . ..ottt ettt ettt e e e e e e et e e e e 150

Ilunxoe €zop Onexcitiosuu

OCOBIMBOCTI 3AXVICTY BIPTYAJIPHVMX AKTVIBIB 3A 3AKOHOJABCTBOM YKPATHM ....154
Axywes Cmanicnas Izoposuu

KOMITEHCAIIS MOPAJIBHOT HTIKOJM B KOHTEKCTI MDKHAPOJHOTO ITPABA (HA
ITPAKTULI CYLY EBPOIIEMCBKOTO COIO3Y) ..ttt e e e et e e 156

CEKUIA 14. LMBIALHE CYAOYMHCTBO VY CBITAI PEGOPMYBAHHSI CYAOBOi CUCTEMM
Tony6esa Henni IOpiiena
PO3NOAUI CYJOBMX BUTPAT MDK CTOPOHAMMU B IMBIJIBHOMY CYJOUYMHCTBI CIIA.. . 160
Anoponos Izop Bonooumuposuu
OOPMYJTIOBAHHSA MTO30BHMX BUMOT TA TX OITTHKA CYIOM . ..o teveeeieeeeee 163
Bonkosa Hamania Bacuniena
OCOBJIMBOCTI YHACTI 3BAKOHHMX ITPE[JCTABHMKIB ¥ 3AXVCTI ITPAB MAJIOIITHIX TA
HEIIOBHOJIITHIX OCIB Y HMBIUIBHOMY CYJOUMHCTBI ... 165
Bym Inns Onexcanoposuy
MO0 NMMTAHHA BUSHAYEHHA HAJTEXKHOT'O BIATIOBITAYA Y CITPABAX ITPO 3AXVUCT
YECTIL TJTHOCTI TA JUTOBOT PEITYTAIIIL . . ..ot 169
JIpozostox Kpicmina bopuciena
BUKOPVICTAHHS IITYYHOTO IHTENEKTY B IVBIJIBHOMY CYOIOYMHCTBI YKPATHH . ...173
Inionon Inna Muxaiiniena
ATEJIAIIMHNN TEPEVIAN CYIOBVIX PINEHD B IIMBUTBHOMY ITPOIIECI Y CBIT/II
CTAHIAPTIB CITPABEIIZIIBOTO CYIIY ..ot i 177



Mockosuyx [Imumpo Onexcanoposuy

JOKTPMHAJIBHI HIAXOAM OO0 EJIEKTPOHHMX TOKA3IB Y IIMBUIbBHOMY ITPOIIECI
KPATH JTATMHCBKOT AMEPYIKYL ..ottt ettt et e e e e e e e e e 179
Ilasnosa Onia Cepeiiena

3ABE3IEYEHHA TOCTVYIIY 1O ITIPABOCYIJA B IVIBUIbBHOMY CYJOYMHCTBI B YMOBAX
CYITOBOTI PEDOPMIL. . . ettt ettt e et e et e e ettt 182
Ionynina Onvea Onexcanopiena

IMOPOBI JOKA3M B UMBUIBHOMY CYJOUYMHCTBI: ITPOBJTEMU JOIIYCTUMOCTI,
JOCTOBIPHOCTITA OLITHKIL . . ..o e 185

IHontox FOnist Ieaniena

IMMCbMOBA KOHIUEHTPAIIS MATEPIAJIY CITPABU TA CASE MANAGEMENT K HAIIPIMKN
AJIATITALII HVIBJIBHOTO ITPOLIECY YKPATHM 1O €BPOIIEVICbKIMX CTAHIOAPTIB Y ITEPIO]
BOEHHUX TA IOCTBOEHHUX TPAHCOOPMALIIN . .. ..o 187

Ipumynax Banepiii Muxonaiiosuu
OCHOBHI HATIPSIMY 3[IIMICHEHHS CYJIOBOI'O KOHTPOJIIO 3A BUKOHAHHAM CYZOBMX

PIINEHD ¥V HMBUIDHUX CITPABAX. . o oot 191
Han-Llanxo Onia Oniiena

CYTHICTDb OKPEMOTI'O ITPOBAJDKEHHA B UVMIBUIbHOMY CYJOYMHCTBI ................. 193
Aniuvka Inna Anamoniiena

TTPOBJIEMW TA HATIPIMI BIOCKOHAIEHHA INCTAHIITHOTO CYIOUYMHCTBA. . ...... 197
Bosapuyx Bimaniii Bikmoposuu

OO0 YYACTI HEP’)KABM Y UMBUIBHOMY CYJOYMHCTBI: ITPABOBI ACITEKTU .......... 199

Bonxoe Maxcum Cepeitiosuu

MDKHAPOJHI AKTV TA IX BIVIMB HA IHCTUTYT OBMEXXYBAJIbBHOTO IIPUIINCY Y
CITPABAX TTPO JOMAIMHE HACVJIBCTBO: OKPEMI ACITEKTN. ... ..ot 201
Kucenvoe Badum Kocmanmunosuu

CTAHIAPTU NOKA3YBAHHA Y UMBUIBHOMY CYJOUYMHCTBI: OCOBJIMMBOCTI
BCTAHOBJIEHHS ®AKTY ITOIIKOHKEHHSA MAMHA B YMOBAX BOEHHOTO CTAHY ...... 205

Ilepecunxo [mumpo Bonodumuposuy
YYACHUKN CYJOBOTO ITPOLECY TA YYACHMKN CITPABI: ITPOBIEMU

POSMEIKYBAHHS . e 209
Camanoscvra Onena Banenmuniena
KITACU®IKAIIIA ITO30BIB I[TPO 3AXVCT XUT/TOBUX ITPAB ®I3SMYHUX OCIB. ............. 213

Cnimxo Anopiit Cepziiiosuu
B3AEMO3B’ 130K MDK IOPMAMYHOIO APTYMEHTAIIIEIO TA CYIIEPEYIMBOIO
MMPOLECYAJIBHOIO ITOBEJIHKOIO. . ... oo 215

CEKLUS 15. AKTYAAbHI MUTAHHSA MPABA IHTEAEKTYAALHOI BAACHOCTI
TA NATEHTHOI lOCTULIT
Xapumonoea Onena Ieanisna
3AKOH YKPATHU «[TPO AKATEMIYHY TOBPOYECHICTD» I ITPOBJIEMU [IM®POBI3AIIIT
OCBITHIX BIHHOCHH . . ..o e e e e 219

YVnvanoea lanuna Onexciiéna
IMMOPYIEHHA AKAJTEMIYHOI JOBPOYECHOCTI 3A 3AKOHOM YKPATHM «ITPO

AKATEMIMHY JOBPOUYECHICTDY. . .ottt et et e et et e e 222
Baaoxcu Hamanis IMununiena
AKAJIEMIYHA JOBPOYECHICTbD B OCBITI B YMOBAX IIM®POBISALIL. .................... 225

Tanynoea Jlapuca Izopiena

TEXHOJIOTT! [TOABIMHOTO MPU3HAYEHHSA K OB’EKT ITPABA IHTE/TEKTYAJIBHOT
B/JIACHOCTTI: ITPOBJIEMU ITPABOBOI KBAJII®IKAIIT TA OBMEXEHH S
OBOPOHOS3IATHOCTL . ... 228



Ennan Ruslan
LEGAL REGULATION OF ARTIFICIAL INTELLIGENCE: INTERNATIONAL EXPERIENCE....... 232

Kupuniox Anna Bonooumupisna
BISYAJIbHA CAMOITIPESEHTAILIIA TA BIPTYAJIDHA IJEHTUYHICTD Y HMMGPOBOMY
CEPEOBUIIIL. . . .o et e 235

Mapmuniox Iean Bikmoposuu
3ABESIIEYEHHA ITPYMBATHUX I TTYBJITYHMX IHTEPECIB Y ITATEHTHOMY ITPABI:
ITPOBJIEMM TA TIEPCIIEKTVIBIL ... ... e 238

Hrytsenyuk Vladyslav Oleksandrovych
THE CONCEPT OF LEGAL PROTECTION OF MULTIMEDIA WORKS IN THE SYSTEM OF
COMPLEX OBJECTS OF COPYRIGHT . ... ... e 243

3oupko Enusasema Muxaiiniena
[0 IIMTAHHA ITPABOMIPHOCTI BUTAJTEHHA METATAHMX B ITPOLECI HABYAHHA TA
BIIOCKOHAJIEHHS TEXHOJIOTIV ITTYYHOTO IHTEJIEKTY ... ootvee e eeeeea 246

Jlapionoe Bnaoucnae Cepziiiosuy
[TPABO HA LVI®POBV OBPA3: CYYACHUI CTAH I IIEPCIIEKTBU I[TIPABOBOI'O
PELYJIIOBAHHIS. . .o e 249

CEKLIA 16. AKTYAADLHI MPOBAEMM FTOCITOAAPCLKOIO MPABA I MPOLECY

Hoouep i Onez Ilemposuu
OO PU3UKIB HAJIMIPHOT JIETITUMAILIIT LEX CRYPTOGRAPHICA TA CYB’EKTIB

OIEPAIIN I3 BIPTYATTBHUMM AKTUBAMI ...\ttt et e et e e e e e eeieee 254

Boiinapiscvxuii Muxona Muxonaiiosuy

IOAO ITOTPEB INTOAONAHHA JEPIINNTY AHTPOIIOLIEHTPMYHOTI'O IIAXOAY B ITYBJITYHO-
ITPABOBMX CITOPAX 3A YYACTIO CYB’EKTIB TOCIIOJAPIOBAHHS ... ....oovveiieaa 257
Togpman Onexcandp Pyoonvosuu

OO CTVIMY/IIOBAHHS IHHOBALIVHOL IIA/IBHOCTI 1] YAC BOEHHOI'O CTAHY .. ..261
Ho6posonvcvka Bonooumupa Bonodumupiena

MOAO IrOCIIOAAPCBHKO-JOIOBIPHOI'O KOHTPOJIIO B YMOBAX BOEHHOTO CTAHY ..... 263
3zama Aumonina Onexcanopiena

PEAJII3ALIIS ITPMHIUITY TIPABOBOI BU3BHAYEHOCTI Y TOCIIOJJAPCbKOMY CYIOUYVHCTBI:
OYHKIIOHAJIBHE 3HAYEHHA ITO30BY ITPOBM3HAHHA ... 266
Keacniyvka Onvea Onexciiena

KPV3A ITYBITYHOTO AIMIHICTPYBAHHSA B MICTOBYITYBAHHI: IK BE3JISJIBHICTD

IHCTUTYIIN JIETAJII3YE 3HUMIEHHS ICTOPMYHUX APEAJIIBMICT . ..., 269
Apmvomos [Imumpo Bonooumuposuu
IOAO HAKA3HOTO IMPOBAJDKEHHA Y TOCIIOJAPCBKOMY CYTOYMHCTBI. ............. 272

Byosap Ilaéno Cmenanosuu
1OJ10 KOHKYPEHTOCITPOMOKHOCTI HIJIITPMEMCTB TPAHCIIOPTHOI TATY3I 1] YAC

BOEHHOTO CTAHY . ..o 274
3apiuancokuii Ipuzopiii Bimaniiiosu4
I[TPOBJIEMM BU3HAYEHHA ITOHATTA CMAPT-KOHTPAKTY ... ...t 277

Heoinvko Cepziit Muxonatiosuu
oa0 HEPKABHOI'O KOHTPOJ/IIO 3A BBAEMHNMM CTPAXYBAHHAM B YMOBAX BOEHHOI'O

Ilonoeuu Ilaéno Onexcanoposuu
LIOJI0 3ACTABU MAVIBY THbOT'O BPOYKAIO (ITEPEJJEKCITOPTHOI'O ®IHAHCYBAHHS) AK
MAVIHOBOT'O HEITOIMEHOBAHOTO 3ACOBY 3ABE3IEYEHHSA . ... 282



CEKLIA 17. TEOPETUYHI TA NMPAKTUYHI MPOBAEMU 3EMEABHOIO, EKOAOITYHOIO TA
EHEPTETUYHOIO INPABA

Xapumonosea Temana €ezeniena
E€BPOIEVCHKIY TIOTJISA] HA TIPABO KOPMCTYBAHHSA YY>KOI0 3EMEJIBHOIO TUTTHKOIO

JJ1 CUIBCBKOTOCIIOAAPCBKMX TIOTPED . . ..o 285
Ipuzop’esa Xpucmuna Aumoniena
30HM [IPMICKOPEHOTO PO3BUTKY BJIE B YKPATHI: [TPABOBI IIEPCIIEKTUBMN . ............ 287

3aseproxa Mapuna Muxaiiniena

ITPABOBI 3ACAJIM ITM®POBI3AIIIT TICOBVX BITHOCUH: E-TICOPYBHUM KBUTOK K
IHCTPYMEHT ITPO3OPOCTI TA KOHTPOJIIO. . ... ..o 289
Kawniseup /Troomuna Anamoniiena

AKTYAJIBHI TIPOB/IEMM 3BEPEXXEHHSA 3ATIOBITHMX TEPUTOPIV YEPE3 [IPU3MY
BOEHHUMX BUIKIIMIKIB . ... e e 292

Karyna Karakhanian
NATIONAL AND INTERNATIONAL ASPECTS OF SUPPORT FOR UKRAINE’S ENERGY SECTOR IN

THE CONTEXT OF WAR . ..o e e e 296
ITnamonoea Eezenis Oneziena

ITPABOBI OCOBIMBOCTI BUKOPMCTAHH 3EMEJIb EHEPTETUKWM ... ...t 298
Yymauenko Inna €ezenisna

ITPABOBI ACIHEKTM EKOCMCTEMHOTI'O BUMIPY JIICOBUX ITPABOBIIHOCHUH. ............ 301

Bepsinv Cepeiii /Tiodéuzoeuy
TIIPYTUV ETATI TITPOMETIOPATVIBHOI PEOOPMVI B YKPATHI: OKPEMI ITPABOBI

HOBEJIVL. oo e e e 304
Jlabyncokuii Muxona Bonooumuposuy
OCOBJIMBOCTI BIIOPAIKYBAHHA EM®ITEB3MCY B YMOBAXBIMIHM ... ...ovveeaaa. 307

Honiwyx €zop Cepeitiosuy
3ACTOCYBAHHS AJTBTEPHATVIBHMX ITPOIEYP Y MEXAHI3MI 3AXVICTY ITPAB HA 3EMJIIO
BYMOBAX BOEHHOTO CTAHY ... i 311

CEKUIA 18. PINOCOPCLKI OCHOBU INMPABA TA AEP)KABU
Illamwa Iz0p Bonooumuposuu
IO TAKE JIVIIIAZ Lo e e e et 314
Epemenxo Onexcandp Muxaiinosuy
JIIOBPOYECHICTb B AHTUYHOMY TA HOBOEBPOIIEVICbKOMY PO3YMIHHI: VIRTUS, APETH
IMOPAJIBHA YECHOTA. ... 317

Cmasnosa Ipuna Cepziiena
ANTOPUTMIYHUY IHTEPIIPETAHT I TPAHCO®OPMALI KOMYHIKATYBHMX OCHOB ITPABA

B IVI®POBY EITOXY: YKPATHCBKMI KOHTEKCT . ...t 319
Kanycmina Haois Bopuciena
HVIPPOBA JEP)KABA SIK ®OPMA COLIAJIbHOI OPTAHISAIII CYCIIJIBCTBA. ............. 323

Kpuscanoecvka Temana Onexcanopiena
OUIOCODPCHKNI AHAJII3 ITIOHATTA «CYCIIUIbHA CTIMKICTb»: COLIAJIBHO-

AHTPOIIOJIOITIHMI BVIMIP . . ..ottt e e e e ettt ettt eees 325
Toxap /Troomuna Bikmopisua

TTAPATIOKC ABIIYKIIIL . ..o s 328
Ionvosuii Fsﬂmocnas Cepeitiosuu

ETVMYHNM BUMIP HAPATHIBY . . ..o e 331
Cxpunnix Pycnan Anisaminosu4

OATAJII3M TA BOIIOHTAPY3M B ICTOPUYHOMY ITPOLECT. . ... 333



CEKLIA 19. AKTYAAbHI MPOBAEMU CBITOBUX COLIAALHO-MOAITUYHUX MPOLECIB
Kopmuu /Tioomuna Isaniena, Kpacnononvcoxa Temana Muxonaisna
OSINT AK IHCTPYMEHT ®OPMYBAHHSA CTPATEITYHMX 3OBHIITHbOITOIITUYHMX
PIINEHD B YMOBAX IM®POBOI IMIITIOMATII . ... 337

Bimman Kocmanmun Muxonaiiosuy, Kancamyn Onez Ieopziiiosuu
IPOKCI-BIMHY K THCTPYMEHT PEATI3ALIII TTBPMIHNX CTPATELTI Y TEOIIOIITUYHOMY

IMPOCTUCTOMHHLI. . ... e 339
Ma Enna Bixmopisna, Kacanenxo Izop Cepeitiosuu
OSINT SK IHCTPYMEHTAPI CYYACHOT HOMITUYHOT EKCIIEPTU3M. . ... 342

3aszopoons FOnist Bonooumupisna, Cywxo Anamoniii [eanosuu

®OPMYBAHHA HM®POBOI KYJIBTYPU K YMHHVK CTIMKOCTI CYCIIIBCTBA 1O
TIBPUIHMX BATPOS .o 345
M3106enxo FOnis Muxaiinieéna

TPOMAJICbKA YYACTD AK YMHHNMK EOEKTMBHOT'O IIOBOEHHOTI'O BITHOBJIEHHA
NEOKYIIOBAHUX TEPUTOPIV VKPATHI. . ..ottt e e e et 347
Top6amiox Apmem Onezosuu

UV®POBI IHCTPYMEHTHU YYACTI TPOMAJISIH Y KOHTEKCTI PO3BUTKY EJIEKTPOHHOT
TEMOKPATIL. . ..ttt 349
JKenesxoe Anopiii Ieanosuu

MEXAHI3MI UVPKYIALI HOMITUYIHMX EJIT Y KOHTEKCTI JEMOKPATYYHOTO

TPAH3UTY TA CYHYACHUX ABTOKPATUYHMX BUKJIMIKIB .. ... 353
IHCTUTYUINHI TA COL[IAJIBHO-TIONITVYHI ITIEPETYMOBY ®OPMYBAHHA
KOMYHIKATVIBHVX CTPATEITV ITOIITUYHMX EJIIT HE3AJIEXKHOI VKPATHM. ............ 357

Hemuenxo Cmanicnae Onezosuu
AJITOPUTMIYHUIN BIUIMB COLIAJIBHMX MEPEX AK IHCTPYMEHT CYYACHOT
TIPOITATAHIIV: OCBIL €C TA YKPATHIL. . ..o 361

CEKLIA 20. COLIOAOTITYHMI AHAAI3 MPOBAEM CYYACHOTO CYCITIALCTBA
Axosnes [Jenuc Bikmoposuu
AJENTYU «CYCHIJIBHOTO BJIATA»: TAPTAMEHTCBHKI ®YHKIII CEPEJHBOTO KJIACY ..... 365
Aposa Jliniana Bikmopisna
LV®POBE CYCIIIJIBCTBO I TEXHOJIOTII: EBOJIIOLIIA BIJT MACOBOT AYAUTOPII 1O TPYII
THTEPECIB. . ... e 368
Kanawnixosa JItoomuna Bonooumupiena
MICIA YKPATHCBKOT COIIIONOTT! CbOTOJIHI: BUKJIMKM BOEHHOI'O YACY TA JIOCBI]]

COUIAJIBHOT PEDJIEKCIT . . .ottt e e e e e e e e e e e 372
Axoenesa /linist Ieaniena
EKOHOMIYHA ITOTITUKA AK YMHHVK IHCTUTYIIMHOI TOBIPY .. ..o 375

HAuenxo Muxona Anamonitiosuy
IITYYHUN IHTEJIEKT Y COLIOJIOITYHIN OCBITI: ITEPCITEKTVIBY BUKOPMCTAHHS TA

ETUYHIIVMIEMIL. ..ot et e e e 377
Kapemmna Onvza Onexcanopisna
CYTHICTD TA CTPYKTYPA KOMYHIKATMBHOTO ITPOLECY ...... ..o 380

IIpoxopenxo Eezeniz Axiena
TEH/IEP Y KOHTEKCTI BIVIHY TA IIOCTBOEHHOI TPAHCPOPMAIII CYCIIJIBCTBA:

COLIONIOITIHMI AHATIIB. . ..ottt ettt et e et ettt e 383
binuii Beniamin Cepzitiosuu
COLIOJIOTTYHI HIAXOAM JO BUSHAYEHHA CYTHOCTI ITOIITUYHMX NEBATIB. ......... 386



CEKUIA 21. COLUIAALHO-TICMXOAOITYHMI CTAH OCOBMCTOCTI TA COLIIYMY B
KPU30BMX CUTYALIISIX

Llinomax Onena Muxonaiena
CAMOOIIHKA TA CAMOUIIHHICTD CYYACHOI MOJIOMI. . ..ot eeiiee e 391
Baxypiose Hina Ipuzopisna, Ynvanos Baoum Onexcitiosuu
OCOBJIMBOCTI HEMPOIICHXOJIOITYHOI'O CTAHY ITAIIIEHTIB 3 JIETKOO YEPEITHO-
MO3KOBOIO TPABMOIO TA CYIIYTHBOIO TPABMOIO OKA. ... 393
Adponin [Imumpo Cepzitiosuu
IICVIXO/IOTTYHI ACIIEKTY KIBEPAJAAVIKIIIN Y CTPYKTYPI BIKTMMHOI IOBEJIHKI JKEPTB
3JTOYMHIB Y HUOPOBOMY ITPOCTOPI .. ..o e 396

Byosuenxo Onvea Mukonaiéna
TTPOTUITPABHA ITOBENTHKA ITIJJIITKIB YV IM®POBY EITIOXY AK ITPOAB COLIIAJIDHO-

IICVIXOJIOTTYHOI JE3AJIATITALIII B YMOBAX KPM30BUX TPAHCOOPMAIIN . ............ 399
Tepawenxo Onexcandp Cepzitiosuy

CYJOBO-TICMXOJIOTTYHA EKCIIEPTM3A B YMOBAX HM®POBISAIIL. .................... 401
Iypin Pycnan Cepeiiiosuu

3 TOCBIY BUKITATAHHA JVICOUIIITH IICYXOJIOTO-TIEJATOITYHOT O HATIPAMKY .. ... 403

Mwcencux Onvea Bonooumupisna

IICVIXOJIOTTYHE BJIATOIIOJIYYYS B YMOBAX BIVIHV: POJIb ITPOPECIVIHOI IIJTOTOBKI
[ICVIXOJIOTA Y 3ABE3IEYEHHI IICUXIYHOI CTIMKOCTI OCOBUCTOCTI ... 406
Kopnyma /Troomuna Muxaiiniena

®OPMYBAHHS IICUXOJIOTTYHOTO KJIIMATY KOMAHTHOT B3AEMO/IIT HA TEPYKABHIN
CILYXKBI B YMOBAX BIVTHVL . . . oo ettt ettt et e e et ettt 409
Kpasuenxo Temana IOpiiena

TNICUXO®PI3IONIOTTYHA BIATIOBIAb HA COIIIAJIBHY HECTABUIBHICTD: MEXAHI3MI
ATATITAIIT TA KJITHIYHI HACTIIIIKM . .. oeet et 411
Jicosenxo Anna @edopiena

COULIAJIBHO-TICUXOJIOTTYHNI AHAJII3 OCOBVICTOCTI B CUTYALI! KPU3W JKUTTEBOI'O

B I B O P Y .. e 414
Iaestox Anamoniii Anamonitiosuy
IICUXOJIOTTYHI MEXAHI3MM CTIMKOCTI JIIJIEPA B YMOBAX CYCITIJIbHOI KPU3I. . .. ... 417

Pennosa Temana Ilempiena
IHAMBIAYAJIBHI TA COUIATIbHI HIHHOCTI OCOBMCTOCTI Y KPM3OBMX CUTYAIILAX . . . 420

Camapa Onvea €ezeniena
TTITHOTEPAIILA B POBOTI 3 AIVIKTVIBHOIO ITIOBEATHKOIO: KJITHIYHI MOXKJIMBOCTI TA

OBMEKEHHS. . ..o 423
Cyzauvka Hamanis Bacuniena, [lydyxina Anvona Oneziena
TMCUXOITPODPUIAKTUKA Y KPM3OBMX TA EKCTPEMAJIbHUX CUTYALIAX ................ 427

Cyzauvka Hamanis Bacuniena, Kaniuesa Onena Bikmopisna

COITATIBHO-TICUXO/IOTTYHA PEABUIITAITIA AK KJTIOYOBVY HAIIPAM POBOTH 3
MOJIOIIO: CYHACHE POSYMIHHA . ... 430
Tamvanuuxos Anopiii Onexcanoposuu, Tpemvaxoea Temana Muxonaiena

IHHICHI OPIEHTAIII 3TOBYBAYIB BUII[OT OCBITY B YMOBAX CYYACHOTO

THOOPMAIIMHOTO CEPETOBYIITA. .. oottt et et ettt e ettt eeees 433
Tawmamos Bauecnae A60ynnaiiosu4, basunesuu Mapis Onexciiena
TNCUMXOJIOTTYHI OCOBIMBOCTI JIIJEPA JECTPYKTUBHOTO KYJIBTY ... 437

IlImanenxo KOnis Ieaniena
OOPMYBAHHJ ITOBENIHKOBIMX CKPUIITIB ME[JIATOPA 3ACOBAMI POJIBOBUX ITOP I
(@701 872252 11110 S 439



CEKLISA 22. EKOHOMIKA TA MIANPMEMHULTBO B YMOBAX €BPOIEACLKOIO BULOPY,
BIVIHM TA MICASBOEHHA BIAGYAOBA YKPATHU

Ki6ix Onvza Muxonaisna
THBECTMIIVHI IHCTPYMEHTM BIZJHOB/JIEHH A EKOHOMIYHOI PE3VJILEHTHOCTI B
VMOBAX HECTABIUIBHOCTL . . . oottt ettt e e e e e et e e e e e 442
Cno600sniok Onvea Bacuniena
TPAHTW, KPEOUTN TA PEITAPALI] Y ®IHAHCOBOMY 3ABE3IIEYEHHI BIJIBYIOBV
VK PATHI .o e 445
Komny6aii Bsuecnae Onexcitioguu
IHHOBALIIVIHMI PO3BUTOK BI3HECY K YMHHMK [IOBOEHHOT'O BIJHOBJIEHHS TA
EBPOIHTETPALIIT YKPATHIL . . ..ottt ettt e e e e e e e 448
Peodina €ezenist Banenmunisna
MAPKETVHI'OBE YIIPABJIIHHS CYB’EKTAMM I'OCITOJAPIOBAHHS B YMOBAX BOEHHOT

EKOHOMIK! K ITHCTPYMEHT 3BEPEXXEHHA PYHKOBUX MO3UIIIN . . .....oovv e 451
IIpu. 0 Iean Ded

BITHOBJIEHHS MAJIOT'O TA CEPEJJHbOT'O BI3HECY YKPATHU B ITIC/IIBOEHHU

020 (1 454

Kopninoea Onecst Bonooumupiena

AHTVIKPV3OBE YITPABJITHHS TIOJACHKVM KAITITAJIOM Y ITEPIOJI BOEHHUX

BUKIIMIKIB . . .ottt e e e e e 457
Bisipenxo Ceimnana Bikmopisna

IHTETPOBAHA ESG-3BITHICTD AK IHCTPYMEHT IIJIBUITEHHA AKOCTI YIIPABJITHCBKMX
PIIIEHD Y KOHTEKCTIMOC®3 . . ... e 460

Kapustian Iryna Volodymyrivna, Kuznetsova Liudmyla Valentynivna
DIGITALIZATION OF CRIMINAL PROCEEDINGS AS A MEANS TO PROTECT THE ECONOMIC

INTERESTS OF BUSINESS . . . ottt et e e e 464
Cianxo Ilaéno Bimaniiioéuy
OLIHKA PE3YJIBTATMBHOCTI IHCTPYMEHTIB BIIITOBIJAJIBHOTO YIIPABJIIHHA . . ... ... 466

Kpeiimop Cepeiii IOpiiiosu4

YIIPABJIIHCHKVV IIOTEHIITAJI TA TIOTPEBM ®THAHCOBMX YCTAHOB Y BITPOBA/P)KEHHI
THHOBAITIMHVIX PIIITEHD ...\ttt ettt ettt et e e e e et e e e e e e eaes 469
Kiposuu Anopiii @edoposuu

OIIHKA THHOBAIIIMHOTO TTOTEHIIIAJTY JIOTICTUKN ATPOITPOAYKIIII B CUCTEMI
VIIPABJITHHS PUSVIKAMM IAHIJIOTIB ITOCTAYAHHA . . ... ..o 471

CEKLISA 23. NIPOTPAMHA IH)XXKEHEPISI TA CYYACHI IHOPOPMALUFMHI TEXHOAOTTT
Jlozinoea Hamanis Ieaniena
CYYACHI IAXOOM 0O ITOBYJOBU IHTEJEKTYAJIDHUX CUCTEM .. ..ooviiii e 475
JIo600a FOnis T Oii'
APXITEKTYPHI PU3VIKV CUICTEM MAIIMHHOI'O HABYAHH B AHAJIITUYHUX
BACTOCYBAHHS X . oo e e e e 478
Manaxos Cepeiii IOpitiosuu
PO3POBKA METOIVIKN BUBOPY APXITEKTYPHMX PIIIEHD ITPU ITPOEKTYBAHHI CUCTEM

PEAJIBHOTO HACY . .ot 481
Tpodumenxo Onena Ipuzopisna
GAN I'EHEPATVIBHI MOJEJII III B PO3POBLIITOP .. ..ot 485

Yanuwee Pawud I6pazimosuy
TIPOBJIEMIM ®OPMYBAHHA HABIMYOK POBOTH 3 IHOOPMAIIEIO B YMOBAX
OUOPOBIBALIT OCBITH ..ottt ettt e et et e e ee 487

11



Yuxynoe Ilaéno Onexcanoposuu
KJIIEHTCbKA YACTVHA IHOPOPMALINHOI CUCTEMM BEBCKPAIIIHI'Y TA AHAJII3Y

BIITYKIB L 490
Iep6una FOpiit Bonooumuposuy
ITPOBJIEMMI ITOJJAJIBIIOTO PO3BUTKY BA3 TAHMX NEWSQL. ... ..o 494

Muxa Anacmacisa Ieaniena
TTOBEJJIHKOBE MOJE/TIOBAHH /IS IHTEJIEKTYAJIBHOI'O AHAJII3Y BEBOPIEHTOBAHMX
THOOPMAIIMHIIX CUCTEM. . ..ttt ettt e e e et e e e e e e e e 497

CEKLIA 24. KIBEPBE3INEKA OCOBM, CYCIIALCTBA TA AEPXKABM K
®YHAAMEHTAALHMIA EAEMEHT 3ABE3NEYEHHS ObOPOHO3AATHOCTI YKPATHU

Coxonos Apmem Bixmoposuu, Eedoxumos [Jenuc Bimanitiosuu

BIUIVB PO3MIPY BJIOKY HA CTIVIKICTb J1O ATAK TA HAJIIVTHICTD CIIPUVHATTSA Y
CTETAHOTPA®IYHMX METOJAX HA OCHOBI CMHIYJIAPHOT'O POSKJIALLY ............... 500
Axmamemvesa Ianna Banepiiena

[IOPIBHA/IbHUY AHAJII3 METOJIIB CTETAHOAHAJII3Y HA OCHOBI HEMPOHHIX MEPEX
TA CHEIU®TYHOTO JOCIIIKEHHS BTACTUBOCTEN IUPPOBYIX 30BPAKEHD .......... 503
Boiixo Bikmop [Imumposuy

MOJIEJTIOBAHHSA 3ATPO3 JIJIA KOPIIOPATMBHIMX WI-FI MEPEJK: BUABJIEHHA ROGUE
ACCESS POINTS YEPE3 AHAJII3 TPADIKY . ... e 507
Kyxapenxo Cepziii Bikmoposuu

PETYJIATOPHA APXITEKTYPA KIBEPBE3ITEKV €BPOIIEVICBKOTO COIO3Y: TPAHCO®OPMAIIIA

HOPMATUBHOI BA3Y TA BUKIUKN IMIJIEMEHTAIIIT ... ..o 510
Chepurna Olena

ANALYTICAL MODELS OF DECISION-MAKING IN STATE CYBERSECURITY SYSTEMS UNDER
CONDITIONS OF UNCERTAINTY ..ottt e 515

Cnameincoxa Banepia Muxonaisna
METOJI HEIBIMKOBOT'O KOIYBAHHA PIJTA-COJIOMOHA HAJ GF(256) IJI1 3BAXUCTY
KPUTUYHNX SCADA-CYICTEM BIJT BURST-TIOMMJIOK .. ... 518

CEKLIA 25. INTYYHUHA IHTEAEKT | MATEMATUYHE MOAEAIOBAHHSA B YMOBAX
BOEHHMX TA BE3MEKOBUX BUKAUKIB
Horbachenko Stanislav, Chepurna Olena
MATHEMATICAL MODELING OF BUSINESS PROCESS OPTIMIZATION IN THE CONTEXT OF
DIGITAL TRANSFORMATION. . ...t 522

Banandina Hamanis Mukonaiena

3ACTOCYBAHHS METO/IIB BUIIIOT MATEMATUKN B PO3POBIII CUCTEM IITYYHOTO
IHTEJIEKTY JJI1 EKOHOMIYHOTO ITPOTHO3YBAHHS. ... ..o 525
Iypa Bonooumup Izoposuu

3ACTOCYBAHHS HEVIPOHMX MEPEX /11 AHAJII3Y MEPEXXEBOTO TPA®IKY CUCTEM
KPUTYYHOTL THOPACTPYKTY P . .o\ttt e ettt e e e e e e e e e 529

3adepeiixo Onexcandp Bnaoucnasosuu, Enenun Céimnana Izpadisna

3AXVICT IIEPCOHAJIbBHMX JAHUX CYB’EKTIB B YMOBAX LIM®POBI3ALIIT

CYCIIIIBCTBA. . e 533
Kyxninoea Temsana Bixkmopisna

POJIb IITYYHOTO IHTEJEKTY Y 3ABE3IIEYEHHI CTIKOCTI TA EOEKTUBHOCTI
EHEPTETUMYHMX CUCTEM B YMOBAX IIMI®POBOT TPAHCOOPMAIIT. ... 537
Osuunnuxos Muxona IOpiiiosuu

BEYJJOBYBAHHA HM®POBOTO BOJAHOI'O 3HAKA ¥V BIIJIIKM AYAIOCUTHAJIY B
IHOOPMAIIMHIN CUCTEMI 3AXUCTY IHTEJIEKTYAJIBHOI BIACHOCTL. ...t 539

12



Pasinkin Hixima Cepzitiosuu

3ACTOCYBAHHSA WITYYHOTI'O IHTEJIEKTY JIJIS1 OIITUMI3ALIL PO3IIOAUTY EHEPTII

B EKOCUCTEMI EIEKTPOTPAHCIIOPTY IIIJI YAC KPUTMYHMX HABAHTAJKEHD TA
BIIEKAYTIB ..o e e 543
Cxioan Bnaducnae Cepzitiosuu

TEVIMI®IKA LA BIMCBKOBOI MIITOTOBKM HA BA3I IITYYHOTO IHTEJIEKTY:
MATEMATUYHI MOJTEJII CUMYJIATOPIB BOVIOBUX IV .. oo et e e 545
Tonoxnoe Anamoniii ApHonv006uy

UV®POBI 3D-MOJIEJI KPYTUYHOI IHOPACTPYKTYPU SIK EIEMEHT HAIIIOHAJIBHOI
BESITEKIA . ..o e 549
Yepesro €szen Bonodumuposuy

Y3ATAJIBHEHI AJIb®A-TEOAE3VMYHI TA KYBIYHI JE@OPMAIII B IHOOPMAIIVHIN
TEOMET PIL. . ottt ettt e et 552

CEKUIA 26. KOTHITUBHO-MPATMATUYHI AOCAIAKEHHSA AUCKYPCY, TEOPIA TA
MPAKTUKA NMEPEKAAAY B ACMEKTI BAKAAAAHHA IHO3EMHUX MOB
Tomuaxoecvka FOnist Oneziena
JIEKCUMYHI IHHOBALIIL B AHIZIOMOBHOMY MEIIAIVICKYPCI . ...ooiiie e 555

Cmpouenko /leca Bacuniena
IHTETPALIIA TOCTAIAHUIBKOL NIA/IBHOCTI Y BUKITATAHHSA OUIOJIOTTYHNX

IVICHMIIIITH. . oo e e e e e et 557
Bapewxina Hamanis Bonodumupiena

TPYOHOIII IIEPEKJIALY AHITIOMOBHOTI'O OPUAMYHOTO TEKCTY.........oooiiiiat. 559
Svitlana Yeromenko

CONSECUTIVE INTERPRETING PECULIARITIES ... ..ot 561
Kosax Temana bopuciena

3ATAJIBHI IIMTAHHS ITEPEKJIATY: EKBIBAJIEHTHICTD TA AITEKBATHICTD ............... 564
Marchuk Iryna Petrivna

SELF-MANAGEMENT IN THE PROCESS OF ONLINE EDUCATION ...t 567
Ilenisan Oxcana Kocmanmuniena )

TAKT K KOMIIOHEHT KVJIbTYPU TA 1OI'O PEAJII3ALIIA B MOBI TA MOBJIEHHI. ......... 569
Potenko Liudmyla

CYBERBULLYING: LINGUISTIC AND LEGAL CHALLENGES IN THE DIGITALAGE ............ 572

Teneyvra Temana Bonodumupisna

®OPMYBAHHS ITPO®ECIVIHO-KOMYHIKATYBHOI KOMIIETEHTHOCTI MAMBY THIX
IOPVICTIB 3ACOBAMM JIATMHCBKOT IOPVIMYHOT GPA3EOJIOLIL. .. ... 574
Tynixoea Temana Banepiiena

TTPOBJIEMM TA OCOBJIIBOCTI BIATBOPEHHS IOPYAVYHOI TEPMIHOJIOTII HIMEIIBKOIO

MOBOO . oo 576
Illsenioze /Tidis Imumpiena

KOPITYCHA JIIHTBICTUKA AK IHCTPYMEHT BMBYEHHS MOBHOI KAPTVMHMNM CBITY ...... 579
Illesuenxo-Bimencvka Onena Banenmuniena

JIEKCMYHI OCOBIMBOCTI AHITIIMICBKOI MOBYITTPABA .. ..ot 581

Jlecnescvica Kamepuna Bixmopi
IIPO®ECIMHO OPIEHTOBAHE HABYAHHS AHIJIIVICBKOI MOBY SIK CKJIAJIOBA CYYACHOT

MOBHOT OCBITYL . ..ottt et ettt et e e e e e e e e e e e 584
Kseniia Kovalova

ENGLISH TERMINOLOGY IN THE FIELD OF INFORMATION TECHNOLOGIES AND ITS
ADAPTATION IN THE UKRAINIAN LANGUAGE . ... ..o e 586

13



SAcniyvka lanna B’auecnasisna
OCOBJIMBOCTI CYIIOBOI'O IVMCKYPCY V PIIIEHHAX EBPOIIEMICHKOTO CYY 3 IIPAB

JIIOIIVIHIA . o e e 588
Cmawyx Temana lzopiena
KATETOPIA ITPOCIIEKIIT IK 3ACIB OPTAHI3ALII AHIJIOMOBHOTIO IVICKYPCY .......... 591

CEKLIA 27. MPOBAEMM TA MEPCMNEKTUBY PO3BUTKY CYYACHOI MEAATOTIKM,
AIHIBICTUKM TPABA TA 3MI

Mamuy Mupocnasa Bonooumupiena
CJIOBOTBIP K YMHHNK PO3BUTKY CYYACHOT IOPMINYHOI TEPMIHOCUCTEMIN . ..... 593
Kicenvosa Anacmacis Anopiiena
®EHOMEH «[TPO®ECIMHOI KPEOJII3ALIIl» Y MOBJIEHHI YKPATHOMOBHUX IT-PAXIBIIIB:
TUIIOJIOTIA 3ATIO3MYEHD TA MAPKEPM THTETPALIIT ... 596
Hasapenko Oxcana Mukonaiena
IHCTUTYLIVHI MOJEII ITYB/ITYHOI KOMYHIKAII! B CYYACHOMY MEJIIAAVICKYPCI. . .598
Tomuaxoecvkuii Onexcanop leopzitiosuu
10 IMTAHHS KITACU®IKAIIT HOMIKOAOBUX TEKCTIB. ..ottt e eee e 600

CEKLUS 28. BUKAMKM CYYACHOI JKYPHAAICTUKM
Konkymina Bixmopis Bikmopiena
OYHKUIOHYBAHHA 3ACOBIB ITOETVKM B KOHTEKCTI ITYB/ITIMCTNYHOI'O
TV ICKY PCY o 603

Mansapenxo Temana Anamoniiena
CTPATETTI YIIPABJITHHS MDKHAPOIHMMM [TPOEKTAMM B YKPATHI B YMOBAX

HEBUIBHAUEHOCTT . . ..ottt ettt et ettt et e e ettt e e et e ettt e e 606
Ckanauvxa Onena Bimaniiena

KOMYHIKAIIVMHI CTPATETII MEIOIA Y COUIAJIBHUX MEPEXKAX .. ... 608
Jimsinuyx Ipuna Cepaii

HI-TEHEPOBAHMNM KOHTEHT I KPM3A JOBIPM IO MEITA ..o 610

Ipywescvka FOnist Anopiiena

TEOPII TEVTKIIIHIY IK KOHTPOJIIO JOCTYITY 10 IHOOPMAIIIL Y MACOBINL
KOMVYHIKAIIT: 3ATAJIBHA XAPAKTEPYICTUKA . ..ottt 613
Yy6yx Onez Jleonmiiiosuu

TTOACHIOBAJIbHA JXYPHAJIICTUMKA B OTECBKVMX MEJIIA B ITEPIO]]
IMMPOKOMACHITABHOTO BTOPTHEHHS .. ... 616

CEKLISA 29. AKTYAALHI MPOBAEMM ®I3U4YHOI TA BIMCLKOBOI MIATOTOBKU
3AOBYBAYIB BUILIOI OCBITU

Bapcyxosa Temsana Onexcanopisna, Popocman Onvea Ieaniena
CYYACHI LIM®POBI TEXHOJIOTII Y ®I3MMYHOMY BMXOBAHHI: TEOPIS, IIPAKTUKA TA

TIEPCIIEKTUIBL . . ..ottt e e e e e e e e e e 619
Amnminoea JKanna Izopisna, Kyuepenxo I 0iti Bacunvosuu

BAYKJIVIBICTD JIETKOI ATJIETVIKU [JIA TIOKPAIIIEHHA GI3MYHOTO TA PO3YMOBOTO
3I0POB’A CTYIEHTCBKOI MOJIOII . . ..ot e e e e e e e 623
Tozonesa Onena Muxonaiena, Xanaiioxci Ceimnana Bnaoucnagisna

POJIb MOTUBALIT Y JOCATHEHHI CIIOPTVYBHMX PE3YJIBTATIB Y JIETKOATJIETIB ... ..... 627

Yepmos Iean Ieanosuu, Canux Badum Bonooumuposuu, boiiuenxo Hamanis Bikmopiena
CIELIM®IKA ®OPMYBAHHS BMIHb 3 CAMO3AXVCTY Y ITPOLIECI CITELIAJIPHOI @I3MYHOI
TIIIATOTOBKIL ... ettt 630



3aeepsaee Banepiit Bonooumuposuu, Kyuepenxo Iennadiii Bacunvosuu
3ATAJIbHA ®ISMYHA MIJATOTOBKA ITPABOOXOPOHIIB Y CMCTEMI ®ISMYHOTO
BUXOBAHHSA MOJIOML. . ... 634

CEKUISA 30. AIIALHICTD CYYACHMX BIBAIOTEK Y 3AKAAAAX BULLIOI OCBITU
Isaniiiuyx Taicis IOpiiena
POSIIVPEHHS ®OPMAJIIBAUII METATAHUX Y [IIOPOBUX BIBJIIOTEYHO-
IHOOPMAIIVHUX CUCTEMAX: CYYACHI ITPAKTUKY TA AHAIITVYHUI
TIOTEHIIIATL. . o e e e 637
JIpemnioza Onvea Onexciiena
MOHITOPMHTOBUN AHAJII3 ITYBIIKAIIVIHOT AKTMBHOCTI BUEHNX YHIBEPCUTETY B
BUIAHHAX, IO IHAEKCYIOTHCA Y CBITOBMX HAYKOMETPUYHMX BA3AX .............. 642

Cmedpanuuwmena Temana Muxaiiniéna, Mopososa Temsana Bonooumupisna
IHCTUTYATI3ATLA MDKHAPOJHOTI'O BIBIIOTEYHOTI'O PYXY: ICTOPIA I CYUYACHICTD . . . 645

Hepy6auyvka Tapuca Muxonaiena

Bozyn Kamepuna Ilasniena

KOMIUIEKTYBAHHS HAYKOBOI BIBJIIOTEKY HY «OIOA» ITIJ] YAC [TIOBHOMACIHITABHOTO
BTOPTHEHHS POCIMCBKOI ®EAEPALII B YKPATHY . ..ottt 648
Ononvcvka Tamapa Ieaniena

BITPOBADKEHHA IHHOBAUIMHMX ITPAKTUK B POBOTY HAYKOBOI BIBJIIOTEKM

HY €OF0A» . 651

IMEHHUM HOKAXKYNK YYACHUKIB KOHOEPEHITIT. .. ..ottt 655

15



10. Vojtech H., Fridrich J. Low-Complexity Features for JPEG Steganalysis Using
Undecimated DCT. IEEE Transactions on Information Forensics and Security. 2015. Vol.
10. P. 219-228. DOI: 10.1109/TIFS.2014.2364918.

11. Song X., Liu E, Yang C., Luo X., Zhang Y. Steganalysis of Adaptive JPEG
Steganography Using 2DGabor Filters. IH&MMSec’15. 2015. June 17-19, Portland,
Oregon, USA. P. 15-23. URL: http://dx.doi.org/10.1145/2756601.2756608.

12. Qiyun L., Zhiguang Y., Hanzhou W. JPEG Steganalysis Based on Steganographic
Feature Enhancement and Graph Attention Learning. Journal of Electronic Imaging.
2023. P.1-10. DOL https://doi.org/10.48550/arXiv.2302.02276

13.Ju].,, Meng L., Siqi M., Lina W,, Yang L. Consensus-Clustering-Based Automatic
Distribution Matching for Cross-Domain Image Steganalysis. IEEE Transactions on
Knowledge and Data Engineering. 2023. Vol. 35. No. 6. P. 5665-5679.

14. Levecque E., Butora J., Bas P. Finding Incompatible Blocks for Reliable JPEG
Steganalysis. arXiv:2402.13660v2 [cs.CR] 11 Oct 2024. URL: https://arxiv.org/
pdf/2402.13660

Kirouosi cmoBa: creraHoanaris, nudposi 300paskeHHs, HEMPOHHI Mepexi, TOPIBHAHHSA edek-
TUBHOCTI /IeTeKTYBaHHS.
Key words: steganography, digital images, neural networks, comparison of detection efficiency.

Boiixo Bixkmop Imumposuy
Hauyionanvnuii ynisepcumem «Odecoka 0puduuna akademisi»,
douenm xagpedpu kibepbesnexu, KaHOUOAM MeEXHIUHUX HAYK

MOJE/TIOBAHHA 3ATPO3 /1A KOPIIOPATMBHUX WI-FI MEPEXK:
BUABJIEHHA ROGUE ACCESS POINTS YEPE3 AHAJII3 TPA®IKY

besneka kopnopatuBaux Wi-Fi Mepexx € KpUTMYHO Ba>K/IMBUM €/IEMEHTOM 3a-
rajibHoOI cTpaTerii Kibep3axucTy, OCKiIbKI 6e3[poToBe CepeoBuUllie 3a CBOEIO IIPUPO-
oMo € BinkpuTuM i He Mae isnaHux Mex [ 1; 2]. Ha BigmiHy Bif poToBMX niHiit 38’513-
Ky, pafiioCUTHa/I BUXOANUTH 32 MeXi 0icy, 1[0 J03BOJIAE 3TOBMICHIKAM 3/[iICHIOBATH
araxy, nepeOyBaroyy Ha 3HAYHI BicTaHi. YpasIuBiCTb TAKMX MEPEX 3yMOBJIEHA JIeT-
KICTIO PO3rOpTAaHHS HECAaHKIIOHOBAaHMX TOYOK focTymy (Rogue AP), siki cTBOPOIOTH
HEeKOHTPO/IbOBaHi «3azHi nBepi» (backdoors) y BHyTpiuHI0 iHbpacTpyKTypy opraHi-
3arii [3]. BifCcyTHICTD HaJI©XKHOTO MOHITOPMHTY Ta 3aXUCTy O€3IPOTOBOTO CETMEHTY
BiIKpMBA€E IUISAX IS TIePeXOIIEHHs KOH(DIIeHIIITHIX JAHNMX, BIIPOBA/PKEHHS IIKif-
JIMBOTO KOy Ta aTak Tuiy Man-in-the-Middle, nepersoproroun Wi-Fi Ha ofHy 3 Hait-
CMabLIMX JaHOK y MepuMeTpl KOpIoparuBHOI Oesmekn. 3BuUvaliiHi aHTUBipycH abo
(daepBony Ha POOOYMX CTAHIIAX YACTO «He 6ayaTh» aTak Ha piBHI pagioedipy (L1/L2
piBHi Mogerni OSI), romy Basknso BukopucroBysart WIDS/WIPS (Wireless Intrusion
Detection/Prevention Systems), sAki 3gaTHi ckanyBaTu edip y peaqbHOMY Yaci, BUAB-
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JIATYM aHOMaJlil B YacoBux 3arpuMkax nakeris (RTT), Ta aBTroMaTn4HO O/10KyBaTy He-
CaHKI[iOHOBaHi MifIK/II0YeHHA Ha PiBHi IOPTiB KOMyTaTOpa.

Opsiero 3 Haitbinbin 3arpos € Rogue Access Points (RAP) - HecaHkijioHOBaHi
TOYKM JOCTYITY, Ii/JK/TI0YeHi 10 BHYTPIillIHbOI Mepexi opranisarii 6es BizoMa afMiHi-
cTparopiB. BoHM CTBOPIOIOTH HEKOHTPOIbOBAHI KAHA/IM BUTOKY JJaHUX Ta JO3BOJIAIOTH
37IOBMUCHVKaM OOXOfIUTHU TIepUMeTpabHi 3aco6M 3axucTy. IcHyr04i TeXHiku 3m0My
1iei KaTeropii MO>KHa y3arajJIbHUTH Ta PO3JiIINTY Ha KiZlbKa OCHOBHUX JIOMEHIB.

Knacnunnum npuxnagoM RAP e mpuctpiit, mpuHeceHMit CHiBpOOITHMKOM st
3py4HOCTI (HaIIpUK/Iaj, AelIeBNil JOMAIIHIIT poyTep), KNIl He Ma€ HaJIKHMX Hasa-
wrryBaHb 6esneku. Evil Twin (31uit ABIIHUK) Ije TOYKA ZOCTYITY, sIKa IMITye jeritu-
MHY KOPIIOPAaTMBHY Mepexy (BMKopucToByroun Toit camuit SSID, 1110 it >xepTBa), abu
HepexoIUTioBaTy 06/iKkoBi gaHi kopucrysauis. HoyToyk, cMapTdoH ab0 jeCKTOIHMUI
IIK, ski maroTb Wi-Fi aganTep MOXXyT BUKOPUCTOBYBATH 1IOT0O He TiIbKM HA IPUIiOM,
ase 11 y1st po60TH B pexxuMi poyTepa. 3aMicTb TOrO, {06 IPOCTO HPUITMATH CUTHAT,
IPYCTPIil CTBOPIOET BIaCHY 0€3[[pOTOBY MEPEXY, KO AKOI MOXYTb HIAKTIOYaTUCA IHIII
rajprety. Takuit Bup ataku Knacudikyerbes sk Soft AP — mporpamua To4uka ZOCTyILy,
3aIlylieHa Ha CKOMIIPOMETOBaHOMY KOPIOpaTMBHOMY HOyTOyLi abo cMapTdoHi [4].

BukoprcTaHHA HeCaHKIIIOHOBAaHMX TO4YOK focTyny (RAP) nosBosae 3m10BMUCHN-
KaM peajisyBatu HebesnevHi araku Tuy Man-in-the-Middle, 3a6esneuyroun nmoBHmit
KOHTPOJIb HaJl IIOTOKaMM JAHUX KOpUcTyBayiB. RAP 03BoNAOTH He numille MacuBHe
CKaHyBaHHA Tpadiky (HAIpuUKIaj, [ 3YNTYBAHHS KOH]ifeHIiHy iHpopMario B
peanbHOMY 4aci), a /f akTUBHe BTPY4YaHH: B cecil 3B’A3KY.

Sk 6yrmo 3a3Ha4YeHO BHIIe, TPAANILIiITHI MeTOAM (Ha KIITA/IT CKaHYBaHH: ebipy) Ma-
I0Tb HEJJOMiKI: BOHU He 3aBXXIM MOXKYTb BifIpiSHUTM JIETiTUMHY MEPEXY BiJj BOPOXKOi.
Amnaris Tpadiky B peanbHoMy 4aci (Real-time Traffic Analysis) € 6ibin TounnMm [5].

Mertop aHanizy yacoBux xapakrepuctuk (Timing Analysis) 6a3yeTbcss Ha BuMi-
proBaHHi kpyrosoi saTpumku (Round-Trip Time, RTT). Tpacixk, 110 IpoxopuTh yepes
HECaHKI[iOHOBaHy TOUKY, Ma€ crenniuHi cTaTucTnyHi Bigxmunenss: (jitter) mopisH:-
HO 3 IPOTOBUM HifiK/TI0ueHHAM. Koy makeT NpoXoANUTDb Yepes CTaHJapTHUIT KOPIIO-
paruBHuit KomyTartop (L2), 3aTpumMka mMiHiManbHa. OffHaK, AKIIO MK KOMYTaTOpOM
i KIHIIEBUM NIPUCTPOEM 3 SIB/IETHCS HECAHKIIIOHOBaHA TOYKa poctymy (Soft AP a6o
poyTep), BOHa JIOfla€ BIIACHY 3aTPUMKY Ha 00pOOKY ITaKeTiB.

CucreMa MOHITOPMHTY MOXKe OyTu 1mobynoBaHa HacTynHuM obpasom. Cucrema
Hapcunae cepito ICMP-3annrtiB (ping) abo crieniabHMX IMaKeTiB 0 Miff03piIoro Bys-
na. Y BUIIAIKY APOTOBOTO 3 €[fHAHHSI 3aTPUMKa Oy/ie CTabiIbHO0 i HU3BKOIO (IIOPSIAKY
1 mc - 2-5 Mc). Yepes HeoOxinHicTh iHKanCy/siLil Tpadiky Ta poboTy 6€35poToBOrO
Mepia-piBHsa (CSMA/CA), sarpumka Ha RAP 3pocre Ta 6yzie HecTabinbHOI0.

Amnarnis Bapianii sarpumki (Jitter) 6a3yeTbcs Ha TOMY, 10 HECAaHKIIIOHOBaHi TOYKM
pocryiry, 0co6mBo Soft AP, mpaIjioioTh y cepefoBUIL 3 BEIMKO Ki/IbKICTIO KOJIi3iil.
Ie cTBOpIOE XapaKTepHMII «ITyM» Y 4aCOBMX iHTepBasax MiX makeramu. Ilorenmiii-
Huit Rogue AP, 6yze MaTu cepeHbOKBAIpaTIIHE BiAXVIEHHS 3aTPUMKI BUIIE 32 II€B-
HMII IOPIT — HANIPUK/IAJ, 2-5 MC.
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Bapro srapary, mo cyvacHi craugaptu (Wi-Fi 6/6E) Bukopucrosyrore OFDMA,
IO [IE[0 3HIDKYE JPKUTTep MOPIBHIHO 31 crapumu Bepcismu. IIpore ms Soft AP
(IIporpaMHNUX TOYOK Ha HOYTOYKaX) [PKUTTEp 3a/IMIIAETbCS BUCOKMM 4epes IUIAHY-
BanbHUK 3aBaHb OC (OS scheduler), Axmit He € cuCTeMOIO peabHOTO Yacy.

IIpocrimmit, ane myxe [ieBUil MeTOR JyIs BMUABJIEHHA POYTepiB, NMPUHECEHUX
cniBpobiTHuKaMy, e Meton aHanisy Time To Live (TTL). TTL ne crenianbHe mosne
B 3aronoBKy IP-nmakera, ke BUsHa4a€ OO «T€PMiH NPUAATHOCTI» Y MEXKaX Mepexe-
Boi iHdpacTpykrypu. OCHOBHA MeTa [OfaBaHHs IIbOTO IapaMeTpa — 3amobiraHHsa
HeCKiHUeHHOMY LIMK/IiYHOMY HepecuiaHHIo makeTis (L3 loops), sike Morno 6 craTucs
yepes MOMIIKM B TAOMMUIIX MAPIUIPYTH3aLlii Ta IPU3BECTH KO epeBAHTAXKEHHS KaHa-
niB 38’s3Ky. 3HaueHHs TTL BCTaHOBIIOETDCS ONEPALIiHOI CUCTEMOIO BifjIIpaBHUKA i
npepcTapisge cobomo 1ine uncno (Makcumym 255). Koxen Mapuipytusarop (L3-mpu-
CTpiit), Yepes SIKMIl MIPOXOAUTD IAKET HA LULIXY A0 L, 000B’3KOBO 3MEHIIYE Iie
3HaueHHA Ha opuHML0. Aximo TTL cTae piBHMM HY/MIO IO TOTO, AK IAKET JOCATHE
afipecara, By30JI 3HUIIYe Jforo i Haxcunae Bignpasanky ICMP-nioBinomnennsa «Time
Exceeded». [Ina cuctem Gesneku Ta aHamidy Tpadiky, 30KkpeMa IIpu BusABIeHHI Rogue
AP, TTL cnyrye yHiKanbHMM iHAMKATOPOM: aHA/Ii3yH04M JIOrO0 3MiHM, MOXKHA TOYHO
BU3HAYUTH, YU 3HAXOJAUTHCSA 32 MEPEXEBUM IIOPTOM KiHI[eBMIl IPUCTPIlL, UM IPUXO-
BaHMII MapIIPYTU3aTOP, KNIl «3’1B» OIMH XOIL

Ko>xHa omepaljilfHa cucteMa Ma€ CTaHAapTHe IoyaTtkoBe 3HadyeHHA TTL (Hampu-
Knaf, 64 pna Linux/Android, 128 nna Windows). Koxxen mapuipytusarop (L3 mpnu-
CTpiit) Ipy MPOXOKeHH] maKkeTa 3MeHInye 3HadeHHA T'TL Ha 1. Ikujo cucrema 6a4nTh
IIaKeT Biff IPUCTPOIO, SIKMII 3as1BIIsIE, 10 BiH — 3BudarHuit pobounit IIK Ha Windows,
ane 3HavyeHHA TTL y 7toro makerax gopiBHioe 127 (3amictb 128) abo 63 (3amicTb 64),
Ije 03HaYae, 10 MK HOYTOYKOM i Mepexxero 3’sIBUBCs TOAATKOBMIL «XOII» — MapIIpy-
tu3aTop. HaBiTh sAKIO 37T0BMUCHUK ifjeanbHo Hamamtysas SSID i MAC-afpecy, BiH
vacTo 3abyBae npo incrpymenTtu Kopekuil TTL Ha piBHi siipa poyTepa, aje mpocyHy-
Ti 37I0BMUCHMKM MOXYTb BUKOpHcTOByBatH iptables mma cikcanii TTL (-ttl-set 64),
mo6 mpuxosaru poytep. Tomy merop TTL Halikpaire mpaioe y 38’5131 3 aHaIi30M
3aTPUMOK.
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Kyxapenxo Cepeiii Bikmoposuu
Haujionanvnuii ynisepcumem «Odecoka 10pudutHa axaoemis,
douenm Kagedpu kibepbesnexu, KaHOUOAM MEXHIUHUX HAYK, OOUeHIN

PETY/IATOPHA APXITEKTYPA KIBEPBE3IIEKUM €BPOIIEIICHKOTO
COI03Y: TPAHC®OPMAIIISI HOPMATUBHOI BA3U TA BUK/IVKU
IMIUTEMEHTAIIIT

Ypogosx 2024-2026 pokis €sporericbkuit Coo3 3[iliCHIOE CUCTEMHY TpaHCHOp-
Maliio MiIXOAiB /10 perymoBaHHsA KibepOesmexku, GOpPMYHUN LiNTICHY HOPMATUBHY
6a3y, 1[0 OXOIUIIOE K OpPraHi3aliiiHuiL, TaK i IPOXYKTOBMII piBHI (LMK — Bifj BUMOT
[0 IPOAYKTiB [I0 YIPaB/IiHHA xpusamu). Takmit migxin cnpsiMOBaHWIT Ha 3a6e3nedeH-
H# KibepcTiiikocTi y Mexxax efuHoro nudposoro puHky [5; 10; 19].

BopgHouac mpakTHKa 3aCTOCYBaHHs HOBMX HOPM 3aCBif[uye HasBHICTb PO3pUBY
MDK peryIAaTOpHUMM BMMOTaMIU Ta PiBHEM TOTOBHOCTI JIep>KaB-wIeHIiB i cy0 ekTiB
rocrofapoBanHs. [logaTkoBuM (aKTOPOM € BIUCOKA JAUHAMIKa Kibep3arpos, 30Kkpema
aTaK Ha JIAHLIOTY IIOCTavyaHHsI, IPOrpaM-BUMaradiB (ransomware) Ta BUKOPUCTAHHS
LITYYHOTO iHTENIEKTY B 3/IOBMMCHII JisnbHOCTI. Ile symoBmoe HeOoOXigHICTDh aHasy
BifiIOBifHOCTI YMHHOI HOPMATHUBHOI 6a3U peasbHOMY CTaHy 3arpos [6; 7; 15].

Y rTesax HOCHIIKYETbCs aKTya/lbHUIT CTAH HOPMATMBHO-IIPABOBOI 0asu Kibep-
6esnexy E€ppornericbkoro Cowo3sy craHoM Ha 2025-2026 poky. Po3risaHyTo Kmo4osi
perynaropHi akty, 3okpema Jupektusy (€C) 2022/2555 (NIS2), Permament (€C)
2024/2847 (Cyber Resilience Act), a Takox inirjiaTusu y cdepi kibepconigaprocti ta
yHiCbiKaHﬁ 3BITHOCTI IIpO iHIMAeHTH. BrsHaveHO mpobieMu iMIieMeHTallii, 30KpeMa
perynaTopHy ¢pparMeHTanio, CKIafHICTb KOMIUIAEHCY Ta afjallTalliio 0 HOBMX TEXHO-
noriunux Bukukis. Ouinexo pons ENISA y dopmyBanHi eBporericbkoi kibepbesite-
KOBOI €KOCUCTEMN.
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