Ta 3aJIe)KHO BiJ HanpsMiB i ¢opm Takoi B3aemoiii, 06yMOBJIIOE B3aEMO/IiI0
Cy06’eKTiB MI>KHapOHOTIO IIpaBa IIo/i0 3abe3redyeHHS MDKHaPOAHOI 6e3IIeKH.

V nijyioMy, Ha Halll IIOIJIA/l, TaKa O3HauYeHa B3aeMOJis Mae 6YT CIIpSIMOBa-
Ha Ha IPOTHUJiI0 I106aIbHUM KOHQIIIKTaM, 30KpeMa i 36pofHUM, SIK OCHOB-
HOI MeTH, 3a/UIs JOCATHEHHS SIKOI HaljiloHaJbHa TaK I Mi>KHapo/Ha cTpaTeril
6esIleKH MaloTh 30CepeUTHUCh Ha IapaseIbHOMY 1 B3aeMHOII/ICHII0I0YOMY
YCYHEeHHI BCiX ITMX 3arpo3. Jlauuii ¢axkTop IOBUHEH IIiJICUJIUTH OLIBII TiCHY
CIIiBIIpAIll0 BiAIIOBIAHUX SK JeprKaBHUX TaK I MDKHapogHUX IHCTUTYTIB.
AmKe ofiHa Jlep>KaBa, 30KpeMa I YkpaiHa, caMOCTiliHO He 3MOXKe IIOIIepe -
TH Ta YCYHYTH HasBHI 3arposu ab0o BHPIIIMTH IJIo6aJbHI IIpobjeMH Ha
OPUMHITHOMY PiBHI.
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THE INFORMATION WAR AGAINST UKRAINE IN 2022

On February 24, Russia launched a full-scale war against Ukraine,
insidiously attacking us from the territory of Belarus. The Russian invasion is
an economic, environmental, humanitarian and cultural catastrophe that will
have far-reaching consequences for our country, the European community,
and the whole world. There is no «real» war without information one,
because if you are very good at propaganda — you don’t need to shoot at all to
win a war.

Nowadays the phrase «Who owns the information, he owns the world»
becomes especially relevant. Today there is no need to own a huge territory
to take over the world. Now in the information space there is a struggle for
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influence over public opinion. In the conditions of successful manipulation of
the consciousness of society, it is possible to achieve almost any goal: to
destroy the opponent or to start a war. This goal can be achieved more
quickly with the help of media that promote certain values, implement
certain stereotypes in society, introduce misinformation or incite hatred,
collect, process, analyze information, bringing it to various social groups in
the right perspective and in the right for the state-aggressor light. And this, in
turn, means that the issue of information security is becoming an urgent need
not only for individual states but also for the world.

Thus, information war can be carried out simultaneously in
a multidimensional communication space (psychological, economic,
civilizational, religious, ethnic, etc.) to create a system for managing
information flows and organizing information and psychological space for
OWN purposes.

The main means of information warfare include:

— concealment of information;

— distortion of information;

— distraction from important events.

Like ‘real’ war, information war also has its consequences, which in their
scale can be equated to real hostilities. The consequences of information war
can be as follows:

— occupation of certain territories by the aggressor due to destabilization
of the situation in the state or in some of its regions;

— international isolation of the state, as a result of which the state
against which the information war is directed will not be able to influence in
the international arena;

— the emergence of public distrust;

— splitting the population as a national and cultural environment, which
will lead to its disappearance or adaptation to the traditions and language of
the aggressor.

The Russian Federation exerts influence in a variety of ways: print
periodicals, books, television, radio, social media,messengers. One of the
methods widely used by the Russian Federation is misinformation and
manipulation of information. With the full-scale Russian invasion of Ukraine,
new misinformation is emerging every day. This is, for example, the
statement of the Ministry of Defense of the Russian Federation dated on April
27, 2022 that Ukrainian experts are preparing for the Lisichansk production
allegedly with the death of civilians as a result of Russian attack or
information from The Russian foreign intelligence service about the plans of
Security Service of Ukraine to carry out sabotage at a chemical plant, with
further accusations against Russia. There are fraudulent advertisements
about fundraising for the Armed Forces, dubious mailings in chats and
messengers to create panic and destroy the fighting spirit of Ukrainian
soldiers, and so on. This kind of misinformation can be perceived by the
audience, which is not able to think, most of the audience thoughtlessly and
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passively consumes a huge flow of information, without spending on its
analysis, neither intellectual nor spiritual forces.

The use of psychological and psychotropic pressure is manifested in the
use of Russian media methods of emotional influence on viewers: they show
detailed scenes of murder and violence, intimidating stories about the
«atrocities of Bandera.» The Russians also use methods of psychological
pressure in today’s conditions, when on the eve of some significant events,
such as Easter, they announce possible provocations, shelling of the civilian
population, allegedly by the Armed Forces of Ukraine. Also, the use of
elements of psychological pressure not only against Ukraine but also against
the whole world can be considered the Russian seizure of the Zaporizhzhya
nuclear power plant, its shelling, which caused a fire in the third unit, capture
and hostage of Chernobyl employees.

The method of diversification of public opinion is also used, which is
manifested in the formation of negative judgments about the leadership of
Ukraine, that the Ukrainian army is demoralized and unable to fight or
impose the idea that Ukraine will not survive the winter without Russian gas
and that the parties must return to revision of gas contracts.

Thus, it can be stated that in the information war against Ukraine, Russia
uses almost the entire arsenal of influence on the minds of the people. Given
this threat, Ukraine justifies steps to limit information influence from Russia
(shutting down russian channels, banning some russian films, etc.) and
creating a special institutional mechanism to combat information influence
from Russia (cyberpolice). The public plays an important role in combating
information war, people with an active position in life, who convey
information on the Internet that is different from that imposed on society
from the outside. In this case, we can mention the sites «Stopfake», the site
«Peacemaker», the Telegram channel «Center for Countering Disinformation»
and so on.

Kirouogi croBa: iHpopMariiiina BiliHa, BiliHa, Iponaraszia, iHhopMariiiiHui MpocTip.
Key words: information war, war, propaganda, information space.
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