ITACEYHHK OJIEHA BJIAJHC/IABIBHA

HauyionaavHuil yHigepcumem «Odecbka HpUUUHA aKkademisy,
doueHm Kagedpu MidCHapoOHO20 ma €8poneticbKo2o npasa

XEH/JEJIb HATAJIA BOJIOJHMHPIBHA

HauyionaavHuil yHigepcumem «Odecbka HpUoUUHA aKkademis»,
douyeHm Kageopu MixiHApOOHO20 Ma €8PONelicbk020 Npasa

JISJIBHICTh TEHEPAJIBHOI ACAMBJIEI OOH
V BOPOTHEI 3 IOUIUPEHHAM COVID-19

Hampukinni 2019 poKy JIIOACTBO 3yCTpilocs 3 OfHie0 3 HaillHe6e3Ieu-
Himux 3arpo3 XXI CTOJIITTS, IIpOTe He Bifipasy 3yMijIo po3misHaTH HeBUU-
My Heb6e3IleKy, srasBIIH IIpU IIbOMY Oe3IliHHUN 4ac. Hapasi IomupeHHs
COVID-19 Ta Heb6e3IleKy, Ky BiH Hece BOO3 KBaliiKyBaso K IaHeMilo.
CaMe 114 3arposa aKTHBi3yBaJia Mi>)KHapoJHe CIiBpOOiTHUIITBO. Y 60p0THO1
MDKHapOIHUX YPSALOBUX Ta HEYPSIJOBUX OpraHisarliii.

KoopauHyrody posb y 60poThbi 3 mommupeHHsM COVID-19 Bigirpae
BOO3, npoTe Ba>KJIMBi NUTaHHA y chepi IPUHIUINB Ta OCHOBHHUX 3acas
Mi>KHapOJHOTIO CIIiBPOGITHUIITBA 3 AaHOI TPo6ieMaTUKU 06T0BOPIOKTHCA i
Ha IIOpSAKy HOeHHOMY I'eHepanbHOlI Acambisiei OOH. Came TeHepasbHa
AcambJiest OOH nipuiiHsiIa BKe /IBi pe3ostrolii mpucBsgdeHi COVID-19.

Ilepira pesosroria 74/270 «I'yobabHa COJMiTAPHICTE y 60pOoTHOI 3 KOpo-
HaBipycHUM 3axBoplooBaHHAM 2019 poky (COVID-19)» 6yna mnpuiiHATa
2 kBiTHSA 2020 p. IIpoekT pesostonii 74/270 6yB miaroToBieHu 137 gepxa-
BaMU, BKIKOYaw4u YKpaiHy. [I{o/1o0 0CHOBHUX IT0JIO’KEHB pPe30JItoltil 74/270
HeOOXifHO BifjHeCTH, II0-IIepllle, BU3HAa4YeHHs LIeHTPaJIbHY POJIi CUCTeMU
OOH y choiBpoOIiTHUIITBI IIO0 aKTHBi3allil i kooppauHamii riao6aabHUX
3axXO0[IiB II0/I0 HeJOMYI[eHHS Ta CTPUMyBaHHS IomupeHHs COVID-19. Ilo-
Ipyre, BU3Ha4YaeThCs, 110 BOO3 Bifirpae HalBa KJIUBIllly posib y 60poThOi 3
nomupeHHAM COVID-19. ITo-Tpete, 6opoTrsba 3 COVID-19 MoXIMBa ILLIA-
XOM IIpUUHATTS I7100a7bHUX 3aX0ZiB Ha OCHOBI €THOCTI, COJIilapHOCTi Ta
aKTUBHOIO 0araTOCTOPOHHLOIO CIIiBpobGiTHUIITBA. To6TO rI06aJIbHA
3arposa BHMarae Bif Mi>KHapOJHOTO CIIiIBTOBapHCTBAa IJ106aIbHOI BiIIIOBi-
Ii. Ilo-dyeTBepTe, IIpH I106a1bHIN BifIIOBiAi Ha 3arpo3y COVID-19 Heo6Xif-
Ha II0BHA IIOBara IIpaB JIIOAWHHU 1 HeJOIyIleHHs AUCKPUMIHALl, pacusMmy
Ta KceH0(o6ii. HeobXifHICT, JOTpUMaHHS IIpaB JIOJUHU y 60poThOi 3
IHQeKIIMHUMHM 3aXBOPIOBAHHSAMH MiCTUTBCA y .1 cT. 3 MiXHapogHHUX
MeJUKO-CaHiTapHUX npaBuiaax 2005 p. IIo-1r’sdTe, BUSHAYAETHCSA POJIb, IKY
BiflirparoTh HpaIjiBHUKA MESUUYHHUX CIyK6. Ilo-IocTe, y pe3oJIrorii mic-
TUTBCS IIepeJliK HallpsIMiB Mi>KHaApO/HOTO CIIiBPOOIiTHHIITBA, SIKi He0OXiTHO
aKTHhBisyBaTH, a caMe: OoOMiH iHpoOpMaIli€l0, HAYyKOBUMH 3HAaHHIMH I
IOCBITOM, BKJIIOYAIOUHU JOCBIJl iMIUIEMeHTaIlil peKoMeHIalii Ta cTaHgap-
TiB BOO3.
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HacTymHOI0 pe3oJIiollielo, sKa Oysa IpuiiHATa eHepaabHOI0 AcaMbIie-
ero OOH, crana 74/274 «Mi>kHapo/He CHiBpOoGiTHUIITBO 3 METOK 3abe3Ie-
4eHHS I7100aJbHOIO0 JOCTYITy [0 JIiKiB, BaKIJUH i MeAHUUYHOro o6yagHaHHS
s mpotuzii COVID-19» Bix 20 kBiTHs. Ii aBTOpaMm cramu 75 mepskas,
BKJIIOUalouu VKpaiHy. BoHa 6a3yeThCsl Ha IIOJIOXKEHHSIX IIOIlepelHbOI
pesoJtrortii 74/270 Ta pesosronii 74/2 «IloyiTUYHa [eKsapaliis 3acizaHHS
BHCOKOTO0 PiBHSA 3 IUTaHHA IIPO 3arajibHe OXOIUIEHHS II0CJyraMHU OXOPOHU
3mo0poB’si» Bix 10 >xoBTHA 2019 p. Pesosromie 74/274 migTBepiKye IIpaBo
KOJKHOI JIFOIMHU 6e3 OyAb-IKUX BiIMIHHOCTel Ha HAWBUINUMN 0CHKHUHN
piBeHbL (i3sMYHOTO i IICUXIYHOTO 3[0POB’d, SIK BOHO rapaHTyeTbCd y II. 1
CT. 12 MiXKHapoJHUM IIaKTOM IIpO €KOHOMiuHIi, coljiajibHi i KyJbTYpHI
mpaBa 1966 p. V pesosronil 74/274 BKasyeThCS Ha Ba)XJIMBOCTI PiBHOTO
JOCTYILy IO TOBapiB MeAWYHOTr0 IIpU3HadYeHHs. PiBHUI OCTYII K0 TOBapiB
MeJMYHOTO IIPU3HAYeHHs € [JI00aJbHUM IIpiopuTeTOM y 60pOTHO6i 3 II0-
mupeHHaM COVID-19. 3abesrieuyroyu piBHUU JOCTYII 10 TOBAapiB MeauU-
HOr0 IIpU3HAa4YeHHS 1 CTBOPIOITBHCI YMOBU IS peajisalfii mpaBa Ha
3[I0POB’d.

Pesousroniig 74/274 3akpiluioe ajJropuTM cIiBpobiTHunTBa BOO3 Ta
IHIMUX BIANIOBigHUX ycTaHOB cucreMu OOH, BK/IHOUawUM Mi>KHapomHi
$iHaHCOBI yCTaHOBY, 1100 PeKOMeH/IALlill y OllepaTUBHOMY PO3LINPEHH]
MaciITabiB BUPOOHUIITBA, 3MiITHEHHI BHUPOOHWY0-30yTOBUX JIAHIIOTIB,
Kl CIIPHUSIOTH CIIpaBeJJIMBOMY, TPaHCIIAPeHTHOMY, PIBHOMY, epeKTHB-
HOMY 1 CBO€YaCHOMY AOCTYILy 0 3ac06iB IpodilaKTHUKH, JabopaTOPHUM
IOCHiPKeHHSIM, peareHTaM i TOIIOMI>KHUM MarTepiasaM, OCHOBHUX IIpe[i-
MeTiB MeJUUHOTO IIpH3Ha4YeHHs, HOBUM 3aco6aM [iaTHOCTUKHY, JIKiB i
ManbyTHIM BaknuHaM IIpoTH COVID-19. TakoX y pesosroii 74/274
3asHaydaeThbCd, 10 JaHa MeJWYHa IIPOAYKIIisA IIOBMHHA OYTH [OCTYIIHA
IUISL BCiX, XTO Ii moTpebye, BKIHUYAIOYU [eprKaBH, 1[0 PO3BUBAIOTHCS.
Tob6To pesosrorlisi 74/274 BU3Hae i 3aK/JIMKae Jep>KaBU 0 3abe3ledeHHs
IIpaBa Ha JOCTYII [0 JiKapChKUX 3aco6iB. 3abe3rneueHHs IIpaBa JIOLUHU
Ha JOCTYI [I0 JiKapChKUX 3aco6iB € HeOoOXiTHUM B yMoBax 60poThOHU 3
nomupeHHaMm COVID-19.

OxpeMa yBara IpUCBIYYETHCS B PE30JIIOIIiI 74/274 361/bIIeHHIO 06CATY
¢iHaHCYBaHHS HayKOBUX JOCJI/PKeHb, PO3POOKU BaKIIMH Ta JIKIiB i 3Mill-
HeHHI0 MIDKHApOJHOIO0 HAayKOBOIO CIiBPOOITHUIITBA, HeOOXiZHOTO MIJId
6opoTsbu 3 COVID-19.

He oMuHY/IH yBaromw i IpUBaTHUM CEKTOP Y Pe30JII0Ilil 74/274, 30Kpema
3a3Ha4vyaeThCs, 10 3 METOX0 IMIBUAKOI pOo3p06KHU, BUPOOHUIITBA i pO3IIOBCIO-
JPKeHHs 3aco0iB [[iarHOCTHKY, IIPOTUBIPYCHUX IIpelapaTiB, 3acobiB iHAH-
BilyaJIbHOTO 3aXHCTy, BaKI[MH, IIPU IIbOMY IIOBHHHI OyTH [AOTpHMaHi
NPUHIUNN eQeKTHUBHOCTI, 6e3IleKH, CIpaBefJIUBOCTI, ¢pisWyHOI 1 I1iHOBOI
JOCTYITHOCTI JAaHOI IIPOAYKIIl.

Jep>xaBu-wieHd OOH IIOBUHHI NPUWHATH 3aX0AHU y 60pOTHOI 3i clieKy-
JIIli€r0 1 HagMipHOMY HaKOIIMYeHH] 3aIlaciB, IKi MOXKYTh IIepellIKO[KaTH
JOCTyIly o Oe3meuyHUX, eQpeKTHUBHUX 1 JOCTYIMHHUX 3a I[iHOI OCHOBHHUX
JIIKiB, BaKIIVH, 3aC00iB iIHAUBINyaJbHOTO 3aXUCTy i MeJUUHOIrO 06JIafHaH-
H4, IKi € Heo6xXigHUM 171 60poTs6u 3 COVID-19.
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OTXe, y pes3oJIrollii 74/274 MiCTUTBCS 3aKJIHUK JJIsI CTBOPEHHS I106aib-
HOTO JOCTYHy [0 JIiKiB, BaKITUH i MeJUYHOTO 06JIafHaHHS, HeoOXigHOro
1711 6opoTh6u 3 COVID-19, i 3a3HavyaeThbCcsd HeOOXiIHICTL cTBOpeHHS MiXko-
praHisanifiHoi HiJILOBOI IPYIIH, 0 CKJIaLy KOl yBike i BOO3.

KmrouoBi cioBa: I'eHepasbHa Acamb6ess OOH, BOO3, pesourrortisi, COVID-19, maHzeMmis.
KmoueBsle cjioBa: ['eHepabHast Accambitest OOH, BO3, pesosroruss, COVID-19, maHge M.
Key words: UN General Assembly, WHO, resolution, COVID-19, pandemic.
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PUBLIC ATTRIBUTION OF CYBER-ATTACKS:
TOWARDS A NEW APPROACH IN INTERNATIONAL LAW

Widespread dependence and reliance upon technological advancements
make governments, militaries and ordinary people more vulnerable in face of
cyber-attacks. Such advancements bring a lot of benefits; however a coin has
two sides and technologies are susceptible to cyber-attacks launched by non-
state actors. The latter are not homogenous and may include individual
hackers, groups, criminal organizations engaged in cyber crime, legal entities
(commercial IT services, software companies), cyber terrorists and others
[10, p. 95], whose interests may overlap with states’ ones.

It is clear that actions of cyber armies or other state actors are easily
attributable to respective states under the law of state responsibility
[10, p. 87]. However, to avoid responsibility some states act through proxies
by sponsoring and supporting the unlawful activity of non-state actors. In
this way states can bolster own interests and hide their identity. That is the
main reason why attribution of cyber-attacks committed by non-state actors
merit a special consideration.

In the 2013 Report on Developments in the Field of Information and
Telecommunications in the Context of International Security, the UN Group of
Governmental Experts recognized the applicability of international law,
mainly THRL and IHL, to cyberspace, as well as the need to establish
responsibility in case of its violation [1].However, international community
has faced a new challenge because it cannot present hard evidence tracing a
specific cyber-attack to a particular state. At the same time, many states show
their ability and willingness to adapt to changing environment by publicly
attributing cyber-attacks.

Under customary international law, conduct of non-state actors will be
attributable to the State “only if it directed or controlled the specific operation
and the conduct complained of was an integral part of that operation”
[6, p. 47]. Thus, actions of non-state cyber actors are attributable to a state if
the requirements of effective control test are satisfied. In its landmark
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