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Juceprtamiss Ha 3700yTTS HAYKOBOTO CTymeHs JokTopa (dimocodii 3a
cnemianpHicTiIO 081 «IIpaBo». HamionameHuii yHiBepcuter «Omecbka MOpUIANYHA

akazeMisi», MiHicTepcTBO OCBITH 1 Hayku Ykpainu. Oxeca, 2021.

Juceprallisi € mepmdM B YyKpaiHChKIA IOPUAMYHIA Haylll CHEIiabHUM
KOMILJIEKCHUM JIOCTI/DKCHHSIM aTpuOyIii Kibepatak MpOTH OO0 €KTIB KPUTHUYHOI
1H(QpacTpyKTypu. ¥ poOOTI NpeaCTaBICHO HU3KY aBTOPCHKUX 1JIei Ta BUCHOBKIB, K1
XapaKTepU3yIOTHCS HAYKOBOIO HOBU3HOIO.

VY nuceptamii po3KpUTO MPHUPOAY KIOEpIpOCTOpy, L0 € CEPeIOBUIIEM
peanizarlii kibepaTak Ta 3a0e3neuye HeoOX1THUMHU 3ac00aMu 1X 3/1MCHEHHS, a TaKOXK
BU3HAYECHO CYTHICHI XapaKTEepUCTUKHU KiOepaTak. Ha mijcTaBi 1bOro BCTAaHOBIIEHO, IO
Ki0epaTaku MOXKYTb 3/IICHIOBATUCS TPOTHU PI3HUX PIBHIB K10epnpocTopy ((hi3uyHoro,
JIOTIYHOTO Ta COLIAJIbHOI0) 3 METOK MNOpyUIEHHS (YHKIIIOHYBaHHS OO0 €KTIB
KPUTUYHOT IHPPACTPYKTYPH.

BcranoBneHno, mo mnepeayMoBOIO ISl 3M1MCHEHHSI aTpuOylii kibepaTak €
BU3HAYCHHS MDKHAPOIHO-TIPOTUIIPABHOI TOBEMIHKM, 1[0 BHUMAarae arpuoyiii.
BincyTHicTs lex specialis 3HauHO yCKIaIHIOE MPOIeC aTpUOYIil, TOMY KPiM MOJ0XKCHb
TaymmiHHCHKUH KEpiBHUIITB, MPOAHAII30BAaHO Pi3HOMaHITHI (opmu OpPINIO juris, ski
CBiTUaTh MPO MEBHUI PiBEHb PO3XOPKEHHS B MO3HUIIAX AepkaB. BogHodac opinio juris
JTI0O3BOJIUJIO BCTAHOBUTH, SIK1 JISIHHS JIEPKaBU PO3TIISIAIOTh B SIKOCTI Kibepartak, 110 €
NOPYUIEHHSIM HOPM MI>)KHapOJHOTO MpaBa Ta BUMAararoTh aTpuoOyIIii.

JloBezieHo, 1110 MOTPH 3arepeucHHs 3 00Ky HU3KH aepikaB, HopMu jus in bello ta
jus ad bellum B moBHil Mipi 3aCTOCOBYIOThCS 10 KidepaTak i, BiJTaK, BILTHBAIOTh Ha
mpoliec 31MCHeHHS aTpuOyIIii KibepaTak MpoTU 00’ €KTIB KPUTUIHOT IHPPACTPYKTYpHU

JIepIKaBH.



3 ypaxyBaHHSIM BIJCYTHOCTI TIOHATTS «KPUTUYHA 1H(OPACTPYKTypay,
11eHTH(PiKOBaHO, SIKI 00’€KTH Ta CEKTOPH JIEpKaBH HaM4JacTille po3rIsAaloThCs B
SAKOCTI KPUTHUYHO BaxuBUX. OOIPYHTOBAHO HEOOXIAHICTH PO3POOKH MOHSITTA
«KpUTHUYHA 1HPPACTPYKTypa» Ha MIKHAPOJHOMY PiBHI, sike O J03BOJIsIIO 30epiratu
THYYKICTh 1 BpaXyBaTH HalllOHAJbHI MPIOPUTETH OKPEMHX JAepkaB. B poOOTI Takox
HAroJIONIy€ThCS HA TOMY, IO pO3pOOKa TaKOro MOHSATTA IOBMHHA CHPUATH
CTAaHOBJICHHIO ONTUMAJIBHOTO MIAXOAY N0 KaTeropusailii 00’€KTiB K TaKux, IO €
00’ eKTamMH KpUTUYHOT iHPpacTpykTypu. Taka moTpeda BUMIUBAE 13 HASBHUX IMIIXOIB
JIEpIKaB, K1 4acTO € HEBUIIPABJAHO 1HKIIO3UBHUMU ((PAKTUYHO BC1 CEKTOPU/00’ €KTH
1IHPPACTPYKTYpH HallIOHAJIIBHUIN 3aKOHOJIaBEIlb BIJIHOCUTH /10 KPUTHYHO BAXKIIMBHUX)
a00 3aHaJTO BY3bKUM (3TaJly€ThCS IBA-4OTUPHU CEKTOPH).

3anponoHOBAaHO  BUJUIMTH B  OKpPeMY KaTeropird  TpaHCHAI[lOHAJIbHI
(MbKIepxkaBHI) OO0’€KTM KPHUTHYHOI 1HPPACTPYKTYpH, SIKI BUKOPUCTOBYIOTHCS
OJTHOYACHO [I€KUIbKOMa JepxaBaMH. Taka mpomo3uiiss poOUTbCs B CHIY iX
HiBUIICHOT B3a€EMO3AJIEKHOCTI Ta PUBMKY HACTaHHA OUIbII CEpHO3HHUX Ta
MaclITaOHUX HACTIAKIB B pe3yJIbTaTl yCHIIIHUX KiOepaTak.

B nucepTariiitnoMy gocniKeHHI BUSHAUEHO, IO MPOIlec aTpulyIii Kibeparak
NPOTU 00’ €KTIB KPUTUUHOI aTpUOyIii BUMArae 31MCHEHHS TEXHIYHOT, OJITUYHOI Ta
IOpUINYHOI aTpuOy1ii. TakuMm YrMHOM, aTpuOyIlis KibepaTak He MOKJIIUBA 0€3 OL[IHKH
TEXHIYHUX Ta TMOJITUYHUX 1HAUKATOpiB. Lleil BUCHOBOK 3HAXOMUTH MIATPUMKY B
MO3UIISAX JIEpXKaB, Kl BUCIOBUJIMCS IIOAO 3aCTOCYBaHHS MIKHApOJIHOIO IpaBa B
KibeprpocTopi, BUCHOBKaX rpymnu ekcrepTiB TaimiHHChKOro kKepiBHumTBa 2.0 Ta
['pynu ypsimoBUX €KCIEPTIB MIOAO0 3a0XOYCHHS BiJMOBITAIBHOI IMMOBEIIHKH JICPKAB B
Ki0eprpocTopi B KOHTEKCTI MI>KHAPOIHOT OE3MEKH.

JloriyHuM 3aBepIIeHHSIM OY/b-SKOTO TMpollecy aTpuOyIli KidepaTak MpOTH
00’€KTIB KPUTUYHOI IHPPACTPYKTYpHU ACp>KaBU Ma€ CTATU IOPUAMYHA aTpUOyIis
Kibeparak, 110 € €JIeMEHTOM MDKHApPOJAHO-TPOTUIIPABHOTO MHISIHHS BIJMOBIAHO 10
ctarTi 2 CTaTeil mpo BiAMOBITATBHICTE EpPKaB 3a MI>KHAPOIHO-TIPOTUTIPABHI JiSTHHS

2001 poxky.



B po6oTi po3kpuTO TEOpEeTUYHI Ta TMPAKTUYHI AacCHeKTH 3aCTOCYyBaHHS
CTaHJapTIB aTpuOYyIii 10 KibepaTak MpOTH 00’ €KTIB KPUTHUIHOI 1HPPACTPYKTYpH 32
y4acTi OpTaHiB aAepxkaBy; Pi3ndHUX a00 IOPUANIHHAX 0C10, K1 3AIHCHIOIOTH CICMEHTH
YPSA0BUX MMOBHOBA)KEHb; a00 HeAepkaBHUX Cy0’€KTIB, SIK1 MIFOTh 1]l KEPIBHUIITBOM
a0o MiJ KOHTPOJEM JIEP>KaBH.

OO60B’s30K MPOSIBISITH HEOOXIHY 00AUHICTh HE € CTaHAAPTOM I aTpHOyIil
MOBEJIIHKK JIeprKaBl, MPOTE, BPaxOBYIOUH BaXKJIWBICTh aTpuOyIii KiOepaTak IMPOTH
00’€KTiB KpUTHUYHOI 1HPpACTPyKTypH, inest nepeHecenHs o6oB’s3ky due diligence 3
OCHOBHMX JI0 TMOXIJHUX HOPM BIJIMOBIJAIBHOCTI JE€pXKaB aHATI3YeThCAd Ta HaOyBae
MOIAJIBIIOTO PO3BUTKY B POOOTI.

B nucepramiiiHoMy JOCHIIKEHH1 BIEpIIE 3A1HMCHEHO KOMIUIEKCHUM aHali3
kibepaTak MpPOTH CHUCTEM eHepromocradaHHs Ykpainu y 2015 ta 2016 pokax B
KOHTEKCTI 30pOifHOr0 KOH(UIIKTY Ha ¢X0/1 YKpainu. OO0rpyHTOBaHO, IO KiOepaTaku B
KOHTEKCTI 30poitHOT0 KOoHGUIKTY prima facie He € BunagkoBumu. B KOHKpeTHOMY
BUIIAJIKY Yac, 0OpaHuii g KidepaTak, Ta BOEHHI A11 Ha X041 YKpaiHu CBIIYATh PO
npsIMy YU OTIOCEPEKOBaHY y4dacTh KpaiHu-arpecopa. BinTak, Ha TpHKIaal JaHUX
Kibeparak JOBOAUTHLCSA HEOOX1AHICTD 3AIMCHEHHS TEXHIYHOI Ta MOJITUYHOI aTpUOYIii,
sKa O KOMIJIEKCHO BpaxoBYyBaJa BCl HasiBHI 1HIUKATOPH.

B po0oTi BU3HAYEHO OCHOBHI MPaKTU4YHI KPOKH ISl €()EeKTUBHOI aTpuOyIii
kibepaTak MpoTH 00’€KTIB KpUTUYHOI 1HGpacTpykTypu. [oBeaeHO HEOOXiTHICTH
3IACHEHHS aTpuOy1Lii B MEKax JepKaBHO-NIpUBATHOI criBnpaii. OLUIHEHO nepeBaru
Ta HEJOJIIKHA MOKIIMBUX MOJIEJICH B3a€MO/IIi Ta BUSHAYCHO HAUOLIBII ONITUMAJIbHY, SKa
0 mepenbavasia 3aqydeHHS MPEJICTABHUKIB JIEPKABU, MPUBATHOTO CEKTOPY Ta MpPH
noTpeOl 1IHIIMX 3aI[IKaBICHUX CTOPIH.

[TpoanamnizoBano HoBy Kibepctpaterito €C, sika MICTUTh IHTETpAIliiHy MOJIETTh
B3a€EMO/IIi MK JI€paBHUMH Ta MPUBATHUMHU CyO’€KTaMU Ta BBOJUTH 1HCTPYMEHTH
ki0epaumuioMarii. BusHaueHo, 1o iHCTpyMEHT K10EpCaHKI11, SKUH 3aCTOCOBYETHCS Ha
nifcrasi pimenas Pagun €C, € kxpokoMm BIiepea B MUTAaHHI aTpuOyIii KidepaTtak. Ase
3arajioM e€(GeKTUBHICTh 1HAUBIIYyaTbHUX KIOEpPCaHKIIA JOCUTh HHM3bKa. BH3HaueHO

MEePCTIIEKTUBY BUKOPUCTAHHS IHCTPYMEHTY KiO€pCaHKIIi Ha YHIBEpCabHOMY PiBHI, J10



npukiany, B Mexkax OOH. Tlpu npomy, 115 miABUIEHHS X €()eKTUBHOCTI IOPEUHIIIIE
3aMIHUTH 1HAMBITyalbHI CAaHKIIIT Ha CEKTOPAIbHI.

B nawmcepramiiiHOMy JOCHIKEHHI TaKOX pPOOUTBCS cmpoba  OIIHUTH
MEPCIIEKTUBH PO3MIILITY MDKIEPKABHOTO CIIOPY 100 aTpuOylii KibepaTak MpOTH
00’€KTIB KpUTUYHO1 1HQPACTPYKTypH JepxkaBu B Mexkax MixuHapoanoro Cyay OOH.
BusnadeHo, mo po3riisg TaKoro MiXKAEPKABHOTO CIOPY MOXKE BHUPIIMIMTH HHU3KY
TEOPETUYHUX Ta MPAKTUIHHUX MPOOIEM, 30KpeMa MO0 OCOOTMBOCTEH 3aCTOCYBaHHS

3BHUYAEBUX HOPM aTpuOyIIii 10 KibepaTax.

KirouoBi caoBa: kputuuHa 1HQpacTpykTypa; O00’€KTH  KPUTHYHOI
iHpacTpykTypu; arpuOyiis kibeparak; KiOEpHETHYHI aTaku; KiOepaTaku,

BI/IMOBIAIBHICTD JICPXKaB.



SUMMARY

Muzyka V. V. Attribution of cyberattacks against critical infrastructure
objects: identification of key problems and ways to solve them. — On the rights of
the manuscript.

The dissertation for obtaining the scientific degree of the Doctor of Philosophy in
a specialty 081 “Law”. National University “Odesa Law Academy”, The Ministry of

Education and Science of Ukraine. Odesa, 2021.

The dissertation is the first in the Ukrainian legal science special complex research
on attribution of cyberattacks against objects of critical infrastructure. This work
presents a number of author's ideas and conclusions, which do have scientific novelty.

This dissertation characterizes the nature of cyberspace, which is the environment
for the commission of cyberattacks. It also identifies the essential characteristics of
cyberattacks. Based on the above mentioned, it has been established that cyberattacks
can be carried out against different layers of cyberspace (physical, logical and social)
in order to disrupt critical infrastructure.

It was found out that defining internationally wrongful behavior in cyberspace is
the prerequisite for the attribution of cyberattacks. The lack of legally binding lex
specialis significantly complicates this task, so in addition to the provisions of the
Tallinn Manual 2.0, various forms of opinio juris were analyzed. In conjunction, they
indicate a lack of consensus between states in respect to certain issues. At the same
time, opinio juris has greatly helped to determine which acts of states are regarded
cyberattacks that violate International Law and require attribution.

It has been shown that, despite objections from a number of states, the norms of
jus in bello and jus ad bellum are fully applicable to cyberattacks and thus have an
impact on the attribution of cyberattacks against critical infrastructure of states.

The dissertation identifies what objects and sectors of states fall within the scope
of critical infrastructure concept. It insists on the need to develop such a concept of
critical infrastructure at the international level that would maintain flexibility and take

into account national priorities.



It is proposed to include transnational (inter-state) critical infrastructure objects
in a separate category due to the use of such objects by several states. This proposal is
made because of their increased interdependence and the high risk of more serious and
far-reaching consequences in the context of international security.

In the dissertation, it is also found out that the process of cyberattacks attribution
on critical infrastructure requires technical, political, and legal attribution. Thus, the
attribution of cyberattacks is not possible without the assessment of technical and
political indicators. This conclusion is supported by the position of states on the
application of International Law in cyberspace, the conclusions of the Expert Group of
the Tallinn Manual 2.0 and the Group of Governmental Experts on Advancing
responsible State behavior in cyberspace in the context of international security.

Legal attribution of cyberattacks, which is an element of international wrongful
acts of a state under Article 2 of the 2001 Articles on State Responsibility for
Internationally Wrongful Acts, should be a final step in the process of attribution of
cyberattacks against critical infrastructure of states.

The dissertation reveals the theoretical and practical aspects of the application of
norms on attribution to cyberattacks against critical infrastructure in case they are
carried out by organs of a state; persons or entities exercising elements of governmental
authority; or a person or group of persons operating under the direction or control of
the state.

The obligation to exercise due diligence is not a standard for attributing behavior
to a state. However, in light of the importance of attribution of cyberattacks against
objects of critical infrastructure, the idea of treating due diligence as a secondary rule,
not as a primary one, has being analyzed and further developed.

The dissertation research for the first time in the Ukrainian legal science provides
a comprehensive analysis of cyberattacks against Ukraine's electric grids systems in
2015 and 2016 in the context of the armed conflict in eastern Ukraine. The example of
Ukraine proves the need to assess both technical and political indicators during the

process of attribution of cyberattacks, in particular in the context of armed conflict.



It is argued that cyberattacks in the context of armed conflict are not prima facie
accidental. In this particular case, the time chosen for cyberattacks and hostilities in
eastern Ukraine indicate the direct or indirect involvement of the Russian Federation.
Therefore, the need for technical and political attribution, which would
comprehensively take into account all available indicators, is substantiated on the
example of these cyberattacks.

The work identifies the main practical steps for the effective attribution of
cyberattacks against critical infrastructure. The necessity of attribution within the
framework of public-private cooperation is proved. The advantages and disadvantages
of possible models of interaction had been assessed and the most optimal one was
identified, which foresees the involvement of state agents and private sector
representatives.

The 2020 EU Cybersecurity Strategy, which contains a model of interaction
between public and private entities on the basis of the European shield and introduces
cyber diplomacy toolbox, has been analyzed. Based on that, it was determined that the
cyber sanctions instrument imposed by the Council of the EU is a step toward legal
attribution. However, the effectiveness of individual cyber sanctions is quite low.
Prospects for the use of cyber sanctions at the universal level have been also identified,
for example, within the United Nations. At the same time, to increase their
effectiveness, it is more appropriate to use sectoral sanctions instead of individual ones.

The dissertation also attempts to assess the prospects of an interstate dispute
concerning the attribution of cyberattacks on critical infrastructure within the
framework of the UN International Court of Justice. It is concluded that the legal
consideration of such an interstate dispute can solve a number of theoretical and
practical problems regarding the application of customary norms on attribution to

cyberattacks and its peculiarities.

Key words: critical infrastructure; objects of critical infrastructure; attribution of

cyberattacks; cyberattacks; cybernetic attacks; responsibility of states.



