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KIIACUPIKAIIA BEBTPA®IKY HTTP/HTTPS-3AIIUTIB
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Anomauin. Poszenanymo 3adauy kiacugixayii  eeompagixy 00 HOPMAIbHO2O
(emanonnoeo) abo anomanvhoeo (wkioaueozo) eeompagixy HTTP/HTTPS-3anumis.
Bcmanoesneno, wo ona knacughixayii eeompaiky OOyitbHUM € BUKOPUCMAHHS MemoOie
mawunnoz2o Hasuyanus (ML-memoodig). 3anpononosano euxopucmanus 0Ona Kiacugixkayii
seompaghixy memooy K-naubnruscuux cycioie KNN ma Baiieciecbkoeo memody. Ompumani
pe3yibmamu Mo*Cyms Oymu SUKOPUCIAHUMU 6 CUCTeMAax MOHIMopuney eeompagixky ma
PAHHbO20 NONEPe0I’CEeHHSI AHOMANIL 8eOpPeCcyPCis.

CydacHuil pPO3BUTOK 1H(QOPMAIIHHUX TEXHOJOTIH CYIPOBOIKYETHCS
CTPIMKHUM 3pOCTaHHAM o00cAriB BeOTpadiky, kiacudikailis SKOTO 3a3BUYA
BUKOHYETHCS 32 THTEHCUBHICTIO TpadiKy, KOJIM BU3HAYAIOTHCA XapaKTEPUCTUKU
IHTEHCUBHOCTI ~ HOPMAaJIbHOTO Ta  aHoMaibHOro  Tpadiky. OcobauBoi
aKTyalbHOCTI Kiacu(ikauis HaOyBae B ymMOBax 3pOCTaHHS KiabkocTi DDoS-
aTak, copo0 HECAHKIIOHOBAHOTO JIOCTYIy JI0 BeOpecypciB, MNOLIMPEHHS
IIKIJIMBOTO MPOTPaMHOIo 3a0€3MEeUeHHs Ta 1HIIMX aHoMaslid. BukopucranHs
MeTOJIiB MamuHHOro HapuanHs Machine learning (ML) mns xmacudikarii
BeOTpadiky A03BOJISIE BUKOHYBATU OOPOOKY BEJIMKHUX OOCSTIB MEpPEKEBUX
JaHUX Ta THYYKO QJanTyBaTUCS JO 3MIH XapaKTepUCTUK BeOTpadiky,
3a0e3Mmeuyrour TOYHICTh Kiacudikarii Ta 31aTHICTh 10 CAMOHABYAHHS.

Ha BinMiny Bif po3rasiHyTHX B poOOTi [1-3] TpaauiiitHuX CUTHATYpHUX
migxoaiB g0 kimacudikamii  Tpadiky, KOJIM BUKOPUCTOBYIOTHCS BIIOMI
«curHatypw» Tpadiky — mabloHU JETITUMHOTO a00 MIKIIIMBOTO TpadiKy s
MOPIBHSHHS Ta BHU3HAueHHS aHomami, ML-metonu kmacudikamii 3aaTHI
BUSBJISITH aHOMaJlli BeOTpadiKy Ha OCHOBI OTPHUMAaHUX XapaKTEPUCTHK aHATIZy
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Tpadiky, M0 € KPUTUIHO BAXKIUBHUM JJISI Cy4YaCHHUX CHCTEM MOHITOPHHTY Ta
BUSIBJICHHS] BTOPTHEHb.

Buxopucranas ML-metoniB mist kinacudikaiiii Be0Tpadiky po3risiHyTO B
pobotax [4-7], aBTOpaMH BCTaHOBJICHO, III0 B YMOBax 3pOCTaHHS OOCATIB
BeOTpadiky Ta BIAMOBITHOTO 3MEHIIECHHS €(DEKTUBHOCTI TPATULIIHHUX METO/IIB,
ML-meronu maroTh nepeBary. OJHaK, pe3yjbTaTH BHKOPHUCTAHHS  TaKHX
METOJIIB HE 3aBXKIU € MPUAATHUMH JUIsl MPaKTUYHOI peaizallli, KOJu METOJ
kiacudikaiili BU3HAYA€ThCS IS 3aJaHOTO cepBicy abo J0JaTKy, TOMY B pasi
MOSIBM  HOBOTO  BeOpecypcy abo BeOCepBICY, BH3HAUCHHH  aJTOPUTM
kiacudikaili morpedye 3MIHH.

MeTtoro maHOi poOOTH € BUKOPUCTAHHS METOIB MAIIMHHOTO HaBYaHHS
s kiacudikamnii BeoTpadiky HTTP/HTTPS-3amutiB 3 MeTO0 BH3HAUCHHS
aHomMaiiit Tpagiky cnpuunHeHnx DDoS-arakamu.

Hocnimxkenns: BeOTpadiky BUKOHAHO Ha 0a3l jnaracety [8] 3 BIAKPUTOTO
pecypcey https://www.kaggle.com pesynberaTiB MOHITOpUHTY TpadikKy, 0 SKHX
BigHeceHo iHTeHcHBHOCTI HTTP/HTTPS-3anutie (GET a6o POST), cepenHiii
posmip HTTP/HTTPS-3amutiB Ta 3aranpHuii 0O0CAT TIEpeIaHUX JaHHX.
®parMeHT BUXIJTHUX JIaHUX JaTaceTy HaBeJeHo y Tadn. 1.

Tabmuus 1 — ®parmenT nanux paracery Beotpadiky HTTP/HTTPS-3anuTiB

InenTHdikaTop CepenHiit po3mip [aTeHCUBHICTE Tpadiky 3aranpHUA 00CAT TIepeTaHnX
MEpPEKEBOTO TIOTOKY HTTP/HTTPS-3amnuris PKT RATE, 6aiit/c TaHUX

FID PKT SIZE, Gaiit NUMBER OF BYTE, 6Gaiit

FID1 65535.0 1519 660 13762 400

FID 2 55.0 18 056 1770010

FID 3 7975 261 790 25 665 105

FID 4 7975 261 772 25 665 105

FID 5 1540.0 505 455 24 780 100

Jns xnacudikanii xapakTepucTuk BeOTpadiky, siki 3agaHl B Tabdm. 1,
BUKOPHCTAaHO TmporpamHe ceperosumie Weka 3.8.6 [9], pesynbraTn anamizy
XapaKTepUCTHK BeOTpadiKy HaBeAeHI Ha puc. 1. AHani3 3Ha4eHb IHTEHCUBHOCTI
tpapiky PKT RATE ta BYTE RATE ta nokaznuka UTILIZATION no3Boiisie
3pOOUTH BUCHOBKHM MPO HASBHICTh MOKA30BHX O3HAK, A0 SKUX BIIHOCSTHCS

MKOB1 3Ha4yeHHs 1HTeHcUBHOCTI (Hampukian, FID 1 ta FID 5), ctBOpeHi
HTTP/HTTPS-3anutamu.
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Kinbkicts Kinpki
HOTOKIB 1IBKICTH

MOTOKIB
FID 0To

FID

PKT_SIZE NUMBER_OF_PKT

24

0 0 1
T

55 32795
a) cepenniit po3mip nakera PKT SIZE 0) intencusnicts Tpadiky PKT_RATE

I I | -~
6553‘5 Baiit 210 8156,5 16103 Baiit/

Kinbkicts
TOTOKI

FID  |NUMBER_OF BYTE
18

____——

884675 12841638 24798600 bBadT

B) 3arayibHU 0OCST MepeIaHnX JaHuX
NUMBER_OF BYTE

Pucynox 1 — Pesynomamu ananizy eebmpaixy 3a oonomoeoro Weka 3.8.6

Jns BupimieHHsl 3aBaaHHs kiacu@ikaiii BeOTpadiky BHUKOPUCTAEMO
METOIY MAIIMHHOTO HaBYaHHs — MeTo K-Hanommkuux cycimiB KNN (k-nearest
neighbour) ta bBaiteciBchkuii metoq [10]. Mertonx K-HaMOMMKYUX CYCiIiB
BUKOHYE KJacudikamiio s JABOX KiaciB BeOTpadiky, HOPMaJIBHOTO Ta
aHOMAaJILHOTO, TOJI MHOXWHa KiaciB Mae Burisn H= {H,, H:}, ne H, —
HAJIeXKHICTh BeOTpadiky J0 KIacy HOPMAIbHOrO (€TaJOHHOTO) Tpadiky
HTTP/HTTPS-3anuriB, a H; — HaleXHICTh BeOTpadiky 10 KJIacy aHOMAaIbHOTO
(mkigmBoro) Tpadiky HTTP/HTTPS-3anurie. Koxken 3pazok BeOTpadiky
OIMUCYETHCSI BEKTOPOM XapaKTepUCTUK a = (ay, da, ..., ap), A N — KiJIBbKICTh
xapakrepuctuk HTTP/HTTPS-3amuriB. Bincrans d(U,X}) MK TecTOBHM
3pa3koM U Ta J-THUM HaBYIBHUM 3pPa3KOM Xj BU3Ha4aeThes sk [10]:

s 2
d(u,aj) = iEl(ui —aj,i) ,
1)

ne Ui = (Ugj, Ugj,..., Uyj) — I-Ta XapakTepHCTUKa TECTOBOTO 3pa3Ka, a; =
(a1, a2,..., Anj) — I-Ta XapaKTEPUCTHKA J-TOTO HABYAJIHLHOTO 3pa3Ka.

Knac, no 4Koro HaneXuTh TECTOBUM 3pa30K U, BHU3HAYAETHCS 3a
MIPaBUJIOM 3BAXKEHOT'O TOJIOCYBaHHS cepel] k-HalOImKunx CyciiB:

a(uy=argmin Y. o(j,u) d(u,xj)a (2)
ceC jENE(U)
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Cekyis 2. Komn'rorepHi Hayku

. C o ..
ne H — MHO>KHMHA KJIaciB, N, (u) — MHOKMHA K-HalOIMKYMX CYCITiB KIacy

H, o(j,u)— Barosa ¢yukuis j-ro cycina, ne o(j,u)=[j<k].

baiteciBchkuii MmeToa kiacudikarii BUKopucToBye dopmyiny baiieca, sika
JI03BOJIIE OOYMCIIMTH aIloOCTEPIOPHY HWMOBIPHICTh HAJIGKHOCTI Tpadiky 10
HOPMaJIbHOTO (€TaJloHHOTO) a00 aHoMallbHOro (IIKIAJIUBOrO) BeOTpadiky
HTTP/HTTPS-3anutiB 3a HasBHUMH XapakTepucTukamu BeOTpadiky [10]:

P(HI/A)= NP(HI)P(A/HI) ,i=1.2, ?3)
2 P(HP(ATH,)
k=1
ne Hij— rinore3a mpo HanexHicTh BeOTpadiky o i-ro kiacy, i = 1,2; N —
KIJIBKICTh XapaKTepUCTUK BeOTpadiky;, a = (ai, @, ..., ay) —  BEKTOp

xapaktepucTuk Tpadiky HTTP/HTTPS-3anutiB, sSKuii MOXXe BKJIHOYATH
iHTeHCUBHOCTI Tpadiky, cepenniii vac 3arpumku HTTP/HTTPS-3anuTis,
saranpHy Kimbkicte HTTP/HTTPS-3amuriB, Ttomo; P(H;) — anpiopHa
HMOBIpHICTh Kitacy BeOTpadiky Hj, i=1,2, ne Hy — HayuexHIicTh BeOTpadiky 10
Ki1acy HopMmaiibHOoro (erasonHoro) Tpadiky HTTP/HTTPS-3zanutiB, a
H;, — HanexHicTh BeOTpadiky A0 KjIacy aHOMaJbHOTO (IIKIJIJIMBOTO) Tpadiky
HTTP/HTTPS-3anutiB; P(A/H;) — yMOBHa WMOBIPHICTh CIIOCTEPEKEHHSI
BEKTOpa XapaKTepUCTUK Tpadiky A 3a YMOBH HOPMAIBHOTO YU aHOMAJTbHOTO
BeOTpadiKy 3a YMOBU HAJEXKHOCTI XapakTepucTtukam Tpadiky no knacy Hj;
P(H;/A) — anoctepiopHa HIMOBIPHICTh HaJIXKHOCT1 BeOTpadiky 10 kiacy H;.
Jl71st BU3HaueHHs Kiiacy Tpadiky BUKOPUCTOBYETHCS BUPA3:

arg max P(Hj/A)
i

(4)

t00TO, BeOTpadix HTTP/HTTPS-3anuTiB BiZHOCHUTBHCS 1O TOTO KIacy,
JUTSI SIKOTO anocTepiopHa MMOBIPHICTh € MaKCUMAaJIbHA.

BucnoBku. Otpumani 3HaueHHsS kiacudikamii  BeOTpadiky 10
HOPMAJIBHOTO (€TaJOHHOTr0) abo aHOMalbHOTO (IIKIIJIUBOTO) BeOTpadiky
HTTP/HTTPS-3anutiB 3 BUKOpHCTaHHAM MeToay K-HaitOmmkuux cycigie KNN
(k-nearest neighbour) Ta baiieciBcbKOro MeToy A03BOJISAIOTH BUKOHATH OI[IHKY
MOXHOOK Ta OyTH BUKOPHUCTAaHUMH B CHUCTEMax MOHITOPHHTY Ta PaHHBOTO
MOTICpe/DKEHHST  aHOMaJlid, cnpuunHeHnx DDoS-arakamMu abo MepexeBUMHU
aHOMaJIisIMU BeOpeCypCiB.
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