HauionanpHuit yHiBEpCUTET
«Opnecpka Opuanyna Axanemis»

RGO —

@aKkynbTeT NPOKYpaTypH Ta CIiACTBA
(xpuMiHAIBHOL JOCTHILIT)
e s e
Kadenpa KpuMiHaXICTMKH, CYAOBUX €KCIIEPTHU3
Ta noJirpadgoorii
U TR =
Hauiouanbﬂuu HEHTP CYIOBHUX €KCIIEPTH3
npu MiHicTepcTBi I0CTHIL]
Pecny6riku Mosnjosa
MixxHapojHa rpoMajichbKa opraHisanis
«Konrpec Kpuminauicris»
—— e OGS
Onecpkuit HAyKOBO-AOCHITHUN
JHCTUTYT CyAOBHX €KCHEPTH3
MiHiCTepCTBa xocmui'i Ykpainu

M M‘“ F PW A\H%

MIXKHAPOJIHOI
HAYKOBO-HPAKTIA”IHOT KOH®EPEHIIII

>*>

0 (O

«KPUMIHAJIICTUKA MAWBY THBOIO:
U PPOBI IHHOBAIIII
IITYYHUN IHTEJEKT,

IJIOBAJIBHI BUKJIMKU TA 3ATPO3U»

1@ ‘1

K% M. Oneca -
BN & o DGD@iQCD

T Bl




KPUMIHAJICTUKA MAUBYTHBLOI'O:
IIU®POBI IHHOBALII, HLITYYHUH IHTEJEKT,
I'JIOBAJIBHI BUKJIUKHU TA 3AT'PO3U

Marepiaan MixxHAPOIHOI HAYKOBO-IIPAKTHYHOI KOH(epeHIii

S yepBH# 2026 p.

Ooeca
2026



CRIMINALISTICS OF THE FUTURE:
DIGITAL INNOVATIONS, ARTIFICIAL INTELLIGENCE,
GLOBAL CHALLENGES AND THREATS

Proceedings of the International Scientific and Practical
Conference

S June 2026

Odesa
2026



YK 343.98:004.8(062)

K823
Pexomenoosano oo opyky piwennam xageopu
KpuMinanicmuxu, cyoogux ekchepmu3s ma noaiepaghonozii
HY»OFROA» (npomoxon Ne 20 6i0 12 uepsna 2026 poxy)
Pexomerndosaro do opyxy piwenusam Buenoi paou OH/[ICE
(npomoxon Ne4 6i0 22 yepeus 2026 poky)

Kpuminanicruka maii0yrHboro: nudposi inHoBanii, mTyuynuii iHTenekT, ri1006aiabHi BUKJIMKH Ta 3arpo3u: 30ipHUK
MarepialiiB MiXKHap. HayK.—TpakT. KoH}. (M. Oxeca, 5 geps. 2026 p.) / [opr. komiteT: C. KiBanos, M. Apakenss, , O. Katapara, /1. Kimko,
B. lemniTeko, [I. Konoxin, A. Konoxina JI. Apkyma, Ta in.]; Han. yr—T «Opecpka ropuaudHa akageMis», kadeapa KpUMiHaTICTHKH,
CYIOBHX eKcIiepTu3 Ta nomirpacdosorii; HamioHaasHMA EHTp CyIOBUX eKcrepTH3 npu MiHictepeTsi foctumnii Pecmry6uriku Momnmosa;
Opnecbknii HAYyKOBO—IOCTIHUM IHCTUTYT CyJOBHUX eKcriepTH3 MiHicTepcTBa focTrmii Ykpainu, MiXHapoaHa TpoMajachKa opraHi3amis
«Komnrpec xpuminamicriB». Oneca: HY «OHOA», 2026. 564 c.

VYV 30ipHHMKY BHKJIameHO Marepiany MDKHApOAHOI HayKOBO-TIpakTHYHOI KoH(pepeHmuii «Kpuminamictnka MaiOyTHBOTO:
mudpoBi iHHOBAI, IITYYHHH IHTENEKT, INIOOATHbHI BHKIMKH Ta 3arpo3m», nposemeHoi 5 depBHs 2026 poxy Harmionamsaum
yHiBepcuTeToM «OJiechka IOpHANYHA aKaJeMis 3a yIacTIO YKpPaiHCHKUX Ta IHO3EMHUX HAYKOBIIIB, CYIOBHX EKCIIEPTiB, TPEACTABHUKIB
MIPAaBOOXOPOHHNX OpPTaHiB, NPAKTHKIB, TNPHUBAaTHUX €KCHEepTiB 1 3700yBadiB HAYKOBHX CTyNeHiB. Marepiaqn MpUCBSIICHO
KPUMIHANTICTHYHIM 1HHOBALlisIM, IU(POBHM TEXHOJOTISAM, INTYYHOMY IHTENIEKTy, PO3CIiJTyBaHHIO 3JI0YMHIB Yy KiGeprpocTopi,
KPUMIHAIFHO-TIPAaBOBMM 1 KPHUMIHOJIOTIYHMM BHKJIMKaM I(pOBi3amii, a TaKoX KpHUMiHAJIbHO-TIPOLECYaIbHIM, OIEPAaTHBHO—
PO3IIYKOBHM Ta KPUMIHAIICTUYHUM acIeKTaM TOKyMEHTYBaHHS 3JI04YMHIB y IIM(POBHii yac.

BucnoBmoemMo BASYHICTE yCiM aBTOpaM 3a aKTHBHY Y4YacTb, SIKICHMM HAayKOBHH Marepiajl Ta JOTPHMaHHS HPHHIHUIIIB
aKaJeMIqHOT JOOPOYECHOCTI.

Mamepianu suknaderi 6 a8MopcvKil pedaxyii.

Bionogioanvricme 3a 3micm, HAYKO8Y HOBU3HY, KOPEKMHICHb YUMYSAHHSA MaA 00CMOSIPHICIb (DAKMUUHO20 MAMePIany HeCymb
asmopu.

© HY «Onecbka ropuandna akanemis», 2026
© Astopu crateid, 2026

UDC 343.98:004.8(062)

K823
Recommended for publication by the decision of the Department
of Criminalistics, Forensic Examinations and Polygraphology
NU «OLA» (Pr. 20, June, 12, 2026)
Recommended for publication by the decision of the Academic
Council of ONDISE (Pr. 4, June, 22, 2026)

Criminalistics of the Future: Digital Innovations, Artificial Intelligence, Global Challenges and Threats: Proceedings of
the International Scientific and Practical Conference (Odesa, 5 June 2026) / [Organizing Committee: S. Kivalov, M. Arakelyan,
O. Cataraga, D. Kishko, V. Shepitko, A. Kolodina, D. Kolodin, L. Arkusha, et al.]; National University «Odesa Law Academy»,
Department of Criminalistics, Forensic Examinations and Polygraphology; National Centre of Judicial Expertise of the Ministry of
Justice of the Republic of Moldova; Odesa Scientific Research Institute of Forensic Examinations of the Ministry of Justice of Ukraine;
International Public Organization «Congress of Criminalists». Odesa: NU «OLAy, 2026. 564 p.

The Proceedings contain papers presented at the International Scientific and Practical Conference «Criminalistics of the Future:
Digital Innovations, Artificial Intelligence, Global Challenges and Threatsy, held on 5 June 2026 by the National University «Odesa Law
Academy». The conference brought together Ukrainian and foreign scholars, forensic experts, representatives of law enforcement
agencies, practitioners, private experts and postgraduate researchers. The materials cover criminalistics innovations, digital technologies,
artificial intelligence, expert support for justice, investigation of crimes in cyberspace, criminal law and criminological challenges of
digitalization, as well as criminal procedure, operational-search and criminalistics aspects of documenting crimes in the digital age.

We express our sincere gratitude to all authors for their active participation, high—quality academic contributions and adherence
to academic integrity.

The materials are published in the authors’ original versions.

Authors bear responsibility for the content, scientific novelty, accuracy of citations and reliability of factual information.

© National University «Odesa Law Academy», 2026
© Authors of articles, 2026



KPUMIHAJIICTUKA MAWBY THBHOI'O:

LIM®POBI IHHOBALIIL, IITYYHUI IHTEJIEKT, TJIOBAJIBHI BUKJIMKU TA 3ATPO3U
Opeca, Ykpaina, 5 uepHs 2026 poky

HAIIIOHAJIbHU YHIBEPCUTET
«OJIECBKA IOPUJIUNYHA AKAJIEMISI»
®AKYJBTET TIPOKYPATYPH TA CJIIJICTBA
(KPUMIHAJIBHOI FOCTHIIIT)

KA®EJIPA KPUMIHAJICTHKH, CYJIOBUX EKCITEPTH3
TA TOJITPA®OJIOTTT
(M. Oneca, Ykpaina)

NATIONAL UNIVERSITY «ODESA LAW ACADEMY»
FACULTY OF PROSECUTION AND INVESTIGATION
(CRIMINAL JUSTICE)

DEPARTMENT OF CRIMINALISTICS, FORENSIC EXAMINATIONS AND
POLYGRAPHOLOGY
(Odesa, Ukraine)

HAIIIOHAJIBHUH HEHTP CYJOBUX EKCIIEPTH3
IPU MIHICTEPCTBI IOCTHIII
PECIIYBJIKHA MOJIJOBA
(M. Kumnnis, Pecrry6ika Mongosa)

NATIONAL CENTRE OF JUDICIAL EXPERTISE
MINISTRY OF JUSTICE OF THE REPUBLIC OF MOLDOVA
(Chisinau, Republic of Moldova)

OJIECHKHWH HAYKOBO-JOCJIITHUI
THCTUTYT CYJIOBUX EKCIIEPTHU3
MIHICTEPCTBA IOCTHUIIIl YKPATHH
(M. Opneca, Ykpaina)

ODESA SCIENTIFIC RESEARCH INSTITUTE
OF FORENSIC EXAMINATIONS
MINISTRY OF JUSTICE OF UKRAINE
(Odesa, Ukraine)

MIZKHAPOJHA T'POMAJACBKA OPTAHI3AIIIA
«KOHI'PEC KPUMIHAJIICTIB»
(Ykpaina)

INTERNATIONAL PUBLIC ORGANIZATION
«CONGRESS OF CRIMINALISTS»
(Ukraine)



CRIMINALISTICS OF THE FUTURE:

DIGITAL INNOVATIONS, ARTIFICIAL INTELLIGENCE, GLOBAL CHALLENGES AND THREATS

Odesa, Ukraine, 5 June 2026

OPI'AHIBAIIMHUN KOMITET KOH®EPEHIIII:

I'OJIOBA OPTKOMITETY:
Cepriii KIBAJIOB —

[Ipe3unent HamionamsHoro yHiBepcutery «Ojecbka IOpUIUYHA
aKajzeMis», 1.10.H., aKaJeMIK;

3ACTYIIHUKHU I'OJIOBA OPTKOMITETY:

Minac APAKEJISIH —

Hennc KOJIOAIH —

Jlapuca APKYIIA —

CIIIBOPT'AHI3ATOPMH:
Oabpra KATAPAT A —

Mborp HETKOBUY —

Jvutpo KIIIIKO —
AnTonina YEPEMHOBA —

Baugepiit LIEIIITBKO —

YJIEHU OPTKOMITETY:
Map’s MIHUEHKO —

Taicis IBAHIMUYK —

Cepriii CTAPOJIYBOB —

Bornan ®ACIN —

€Breu XUKHIK —

POPEKTOp 3 HaykoBoi podotu HamionansHoro yHiBepcurery «Onecbka
IOpUANYHA aKaZeMis», 1.10.H., mpodecop;

nekaH (akyJabTeTy MPOKYpaTypH Ta CifcTBa (KpUMIHAIBHOI FOCTHUIIIT)
HamionaneHoro yHiBepcuteTy «Onechka IOpUANYHA aKaaeMis», 1.10.H.,
npodecop;

3aBigyBay KadeApu KPUMIHANICTUKH, CYAOBHUX €KCIIEpPTHU3 Ta
nojirpadosorii HamionansHoro yHiBepcutery «Opechbka IOpHIUYHA
akaziemis», 1.10.H., ipodecop.

mupextop Harionansnoro LleHTpy cymoBux ekcrneptu3 MiHicTepcTBa
foctuiii PecryOmiku MonjgoBa, CyqoBHH eKCHepT BHILOi KaTeropii,
1.10.H.;

3acTYNMHUK aupekropa HarionansHoro LIeHTpy CynOBHX €KCIEpTH3
Minicrepctsa roctutlii Pecrybniku MonnoBa, cy10BHi eKcriepT BHIO]
KaTeropii;

nupextop OnecbKoro HayKOBO-IOCHIJHOTO IHCTUTYTY CYAOBUX
excrepTu3 MiHicTepcTBa I0CTULIT YKpaiHu;

BUYeHHUH cexkperap O1echKOro HayKOBO-AOCHITHOTO IHCTUTYTY CyJIOBUX
excriepTu3 MiHicTepcTBa FOCTHIIT YKpaiHu, K.10.H., TOICHT;

npe3ugeHT  MixHapoaHoi  rpomanchkoi  opranizamii - «Konrpec
KPUMIHATICTIBY, A.F0.H., Ipodecop.

HAYalbHUK  BIQAUTy  MDKHapoAHMX 3B s3kiB  HamioHanbHOTO
yHiBepcuteTy «Oechka IpuANYHA aKaJeMis», K.10.H., TOLEHT;
IUPEKTOp HayKoBoi  0i0miorexkn HamioHanmpHOTO — yHIBEPCHTETY
«OpnecpKka ropuandHa aKajaeMisy, K.0101.H.;

nekaH (axkyJabTeTy aJBOKaTypH Ta aHTHKOPYIIIHHOI isUIbHOCTI
HamionansHoro yHiBepcutery «Oecbka I0pHIMYHA aKaJAeMis», K.10.H.,
JOLICHT;

nexaH (akyJIbTeTy CyJ0BOrO Ta MDKHAapOAHOTO mpasa HamioHansHOTO
yHiBepcuteTy «OiechKka IOpUANYHA aKaJeMish», K.10.H., TOLEHT

nekaH  (akymnbTeTy  IHMBUIBHOI Ta  TOCIONAPCHKOI  FOCTHIIi
HamionansHoro yHiBepcutery «Oecbka I0pHIMYHA aKaJAeMis», K.10.H.,
JOLIEHT



KPUMIHAJIICTUKA MAWBY THBHOI'O:

LIM®POBI IHHOBALIIL, IITYYHUI IHTEJIEKT, TJIOBAJIBHI BUKJIMKU TA 3ATPO3U

Bikrop IIUTPSIK —

HOaia I'PECH —

Anna KOJIOAIHA —

Ounekcanap YEPHOB —

Opeca, Ykpaina, 5 uepHs 2026 poky

3aCTYNHUK  JekaHa  (akynbTeTy NpOKypaTypu Ta  CIIJCTBA
(xpuminanpHoi roctuilii) HarmionansHoro yHiBepcurery «Onecpka
IOPUIMYHA aKaJIeMis», K.10.H., JOLEHT;

JIOUEHT Kadeapu  KpPUMIHANICTUKH, CYAOBHUX  EKCHEpTH3  Ta
nojirpadgozorii HamionansHoro yziBepcurery «Opechbka IOpUAWYHA
aKazeMis», K.I0.H., JOLICHT;

JIOUEHT  Kadeapu  KpPUMIHANICTUKH, CYAOBHUX  E€KCHEpTH3  Ta
nojirpadosorii HamionansHoro yziBepcurery «Opechbka IOpUAWYHA
aKazeMis», K.I0.H., JOLICHT;

JIOUEHT  Kadeapu  KpPUMIHANICTUKH, CYAOBHUX  E€KCHEpTH3  Ta
nojirpadgosorii HamionansHoro yziBepcurery «Opecbka IOpUAWYHA
aKkazeMis», TOKTop ¢inocodii 3 ramysi 3Hanb 08 «IIpaBoy.

T'OJIOBA POBOYOI I'PYIIH:

Anna KOJIOAIHA —

YJEHU POBOYOI I'PYIIN:
Bikropis TPUHEBHY —

Ipnna IIMIIHEHKO —

Ounexcanapa CTAYPCBKA -

JIOUEHT KadeApu KPUMIHATIICTUKHM, CYAOBHUX EKCIEepTH3 Ta
nojirpadgosorii Harionanenoro yniBepcurety «Opecbka I0pUIUYHA
aKazeMis», K.I0.H., JOLICHT;

B.0. jaupekTopa LleHTpy momirpadoioriyHuX AOCHIPKEHb Ta
TECTYBaHHsI, aCUCTEHT KadeaApu KPUMIHANICTUKH, CYJAOBUX EKCIIEPTU3
ta mnomirpadonorii  HamionansHoro  yHiBepcutery — «Opechka
IOpUINYHA aKaJeMisny;

mpoBiMHUK  ¢axiBelb BIAMUTY JIIEH3YBaHHS, aKpeAWTamii Ta
3a0e3neueHHs] SKOCTI OCBITH, aCUCTEHT Kadeapu KpUMIHAIICTHKH,
CYJIOBHX eKcrepTH3 Ta nouirpadosorii HarlionaibHOro yHiBEpCUTETY
«OJecbka IOpUANYHA aKaZeMisD»;

3aBijgyBa4y MM ATOTOBYUM BIIIIIEHHSM, JOIIEHT kadenpu
KPUMIHAJICTUKH,  CYAOBUX  €KCHepTH3 Ta  momirpadosorii
HamionansHoro yniBepcurery «Ojecbka IOpHIMYHA aKaleMisy,
noktop ¢inocodii 3 ramysi 3Hanb 08 «IIpaBoy.

BIAITOBIJAJIBHI 3A BUITYCK / YKJIATAYI:

Jlapuca APKYIIA —

AnTonina YEPEMHOBA —

Mborp HETKOBUY —

Baugepiit LIEIIITBKO —

HOaia I'PECH —

3aBinyBay Kadeapu KPUMIHATICTHKHM, CYIOBHX €KCIEpTU3 Ta
nogirpadgosorii HarionansHnoro yniBepcureTy «Opecbka I0pUIUYHA
akazemis», 1.10.H., mpodecop;

BUeHUH cekperap OecbKOro HayKOBO-IOCHTITHOTO IHCTHTYTY
CYIIOBUX eKcriepTu3 MiHicTepcTBa IOCTHUIIT YKpaiHH, K.10.H., IOICHT;
3acTyNMHUK aupekTopa HamionampHoOro LIeHTpY cynoBHX eKCHepTH3
MinicrepctBa toctuiii PecryOiiku MongoBa, CynoBHH eKcHepT
BUIIIOT KaTeropii;

npe3ugeHT MikHapoaHOi Tpomajchkoi oprasizamii  «Konrpec
KPUMIHATICTIBY, 1.10.H., Ipodecop;

JIOUEHT KadeApu KPUMIHATICTUKH, CYAOBUX EKCIEepTH3 Ta
nojirpadgosorii Harionansnoro yniBepcurety «Opecbka I0pUITYHA
aKazeMis», K.I0.H., JOLICHT;

6



CRIMINALISTICS OF THE FUTURE:

DIGITAL INNOVATIONS, ARTIFICIAL INTELLIGENCE, GLOBAL CHALLENGES AND THREATS
Odesa, Ukraine, 5 June 2026

Anna KOJIOAIHA - JIOUEHT KadeApu KPUMIHATICTUKH, CYAOBUX EKCIEepTH3 Ta
nojirpadgosorii HarionansHoro yniBepcureTy «Ojecbka I0pUIUYHA
aKazeMis», K.I0.H., JOLICHT;

Ounekcannapa CTAYPCBKA - 3aBimyBau miArOTOBYMM BIAIUICHHSM, JOUEHT Kadenpu
KPUMIHATICTUKH,  CYJOBHX  eKCHepTH3 Ta  moiirpadomorii
HamionansHoro yHiBepcutery «Opecbka OpUAWYHA aKaaeMisy,
noktop ¢inocodii 3 ramysi 3HaHb 08 «IIpaBoy.

Ounexkcanap YEPHOB — JIOUEHT KadeApu KPUMIHATICTUKH, CYHAOBUX EKCIEepTH3 Ta
nojirpadgosorii Harionansnoro yniBepcurety «Opecbka I0pUIUYHA
akazeMis», TOKTop ¢inocodii 3 ramysi 3Hanb 08 «IIpaBoy.



KPUMIHAJIICTUKA MAWBY THBHOI'O:

LI®POBI IHHOBALIIL, IITYYHUI IHTEJIEKT, TJIOBAJIBHI BUKJIMKU TA 3ATPO3U
Opeca, Ykpaina, 5 uepHs 2026 poky

TIIEHKO Bastepiiil, BEJIK JIAPHCA. ....vvvueeeeeerrrrrrnnieeeeeerernrnnceeeeeeresnnn. 504
CJIIJTYA CUTY ALY SIK OCHOBA TAKTUYHUX I CTPATEITYHUX PILIEHD ¥V
JIOCYJIOBOMY PO3CJIIJIYBAHHI

TOPBAC OJIEKCAHIP .+t teeeerreeeeersssssststessossssssssssssssssssssssssssssssssssssssssas 509
JO ITOHATTA EJJEKTPOHHUX IOKA3IB Y KPUMIHAJIBHOMY ITPOLECI

DOETOPOB BiaguciIaB...coeveeereeeenss LT T T PP PP PP PP PP P IRPPSS PP PPTR 512
OBCTAHOBKA BYMHEHHS PO3BIMHMX HAITIANIB I3 3ACTOCYBAHHSIM
BOTI'HEITAJIBHOI 35POI Y BOEHHUU TA TIOCTBOEHHUWU ITEPIO]]

DEJOPUYYK OJIEKCAHIP vvveeerrrteeecosssssesssssssssssssssossssssssssssssssssssssssssss 516
KOPEJISILIIMHI 3AJIEXXHOCTI CTPYKTYPHUX EJIEMEHTIB 3JIOYMHHOI
JISAJIBHOCTI TIOCAJJOBUX OCIF TA BIUJIMB IX II3HAHHS HA TIPOIIEC
PO3CJIIIYBAHHA

XHIKHSK CBI@H. . ccituuuiiiiiiteennseeecersscssseccsssssssssccssssssssssssssssssssccssssssns 521
CYTHICTbh KOOPJTMHALIII TA B3AEMO/I HIJIPO3JUIIB KPUMIHAJIBHOI
MOJII 3 PIBHUMU CYB’EKTAMHU TIIIJI YAC OIIEPATHBHO-
PO3IIYKOBOI'O 3ABE3INEYEHHSA KPUMIHAJIBHOI'O ITPOBAJIKEHHA 3A
OAKTOM BUMHEHH YMUCHUX BEMBCTB

YUUTPUHA TAMHHA. . ceiitiiiiiiiiieteiiieteiiesetrsstsessstsssssccssssccssssscssssscsssces 526
KJIFOYOBI dOPMU KPUMIHAJIICTUYHOI'O CYITPOBOY
[IPABOOXOPOHHOI AISAJILHOCTI: CBITOBUU JOCBIJ JIJI1 YKPATHA

YITTKO H AT AT e et eietniereeereeeseeesseessesssesssssasssassssssssssssssssssssssssasssasssns 531
CYYACHE IIAXPAUCTBO V COEPI INIATDKHUX CUCTEM

YEPHMUII FOPIH...uviiieiiiniiiiiiiiiiieiiiiiiieiietiieeiieceisceisccssscsssccssccssccnnes 536
TUIIOBI CUTYALII HOOAJIBIIOTO  ETAILIY PO3CJIIAYBAHHA
KOHTPABAH/IA KVJIbTYPHUX IHIHHOCTEHA

b A N L O 1) 1 7 N 539
U®POBIZALILA CYAOBOI ®OTOI'PA®IT Y 3BUPAHHI JIOKA3IB

HNEPEMETOB CePIifl.cccccciieciieiiieiiiiiiiieeiieriieteieeeieecisecessccssccssccssscnns 543
KAZIPOBE 3ABESIIEYEHHS HAYCE K CKJIALOBA EKCIIEPTHOI'O
3ABE3ITEYEHHA PO3CIIAYBAHHA 3JIOYMHIB ¥V BIMCbKOBIN COEPI

HEPITEHBKOBA BiKTOPIfl...ccuuiiiiiiiiiiiiiiiiiiiiiin 555
3BIP JOKA3IB CTOCOBHO BIMCBKOBUX KPUMIHAJIbHUX
[IPABOIIOPYIIEHb B YMOBAX BOCHHOI'O CTAHY B YKPAIHI

22



CRIMINALISTICS OF THE FUTURE:
DIGITAL INNOVATIONS, ARTIFICIAL INTELLIGENCE, GLOBAL CHALLENGES AND THREATS
Odesa, Ukraine, 5 June 2026

SALUKEBHY PyCIIaAH.ccccutiiiiiiietiiiiiinetiiiieenstecssessstccssessssccsssssssscssnssssons 559
CKJIAZIOBI ITPO®ECIMHOI KOMITIETEHLIII TIPAIIIBHUKIB OITEPATHBHUX

IIJIPO3JUIIB, SKI  3ABE3IEUYYIOTH IIPOTUJIIIO OPTAHI3OBAHIN
3JIOYNMHHOCTI

23



CRIMINALISTICS OF THE FUTURE:

DIGITAL INNOVATIONS, ARTIFICIAL INTELLIGENCE, GLOBAL CHALLENGES AND THREATS
Odesa, Ukraine, 5 June 2026

Section 5. Criminal procedural, operational-search and criminalistics aspects of documenting crimes in the
digital age

DOI https://do1.org/10.32837/11300.33593 STukesuy Pycian

doxmop ¢hinocoii 3a cneyianvnicmio 081 — Ilpaso,
nepuiull 3aCMynHuK Ha4alvHuka /enapmamenmy eHympiuiHboi 6e3nexu
Hayionanvnoi noniyii Yxpainu, noikoeHuxk nouiyii,
m. Kuis, Yxpaina
ORCID: https://orcid.org/0009—-0008—9352—7077
e—mail:nuoua2025ord@onua.edu.ua

CKJIAJIOBI MPO®ECIFMHOI KOMIETEHIII IPAIIIBHUKIB
OIIEPATUBHMUX IIAPO3AIJIIB, AKI 3ABE3IIEYYIOTH ITPOTUAIIO
OPI'AHI3OBAHIHA 3JIOYMHHOCTI

AKIIGHTOBaHa YyBara Ha TMHUTAHHSAX HEOOXIJHOCTI HAyKOBOrO aHali3y Ta
JOCJIIKEHHS] OKPEMUX MMUTAHb KaJPOBOT0 3a0€3MeUeHHS ONEPAaTUBHUX MIAPO3/1IIIB, K1
3M1MCHIOIOTH MPOTU/III0 OpraHizoBaHUM (opMaM 3JI0UYMHHOI JisNIbHOCTI. BHOkpemieHa
Ta OXapakTepu30BaHA CHCTEMa KOMIICTEHIIIM, SKUMH Ma€ BOJIOJITH TIpaIliBHUK
OMEPATUBHOIO MIAPO3ALTY s e(EeKTUBHOI oprasizauii poOOTH IMIOAO0 MHPOTHALT
JUSIIBHOCTI OPraHi30BaHUX 3JI0YMHHUX YTPYTHOBaHb.

Kuarw4voBi ciaoBa: opraHi3oBaHa 3J0YHMHHICTh, OpPraHi3OBaHI 3JIOYMHHI
YIpyIOBaHHS, ONEPATUBHI MiAPO3A1IA, ONIEPATUBHUI MPaIliBHUK, KOMIETEHIII].

Yatskevich Ruslan
Doctor of Philosophy in specialty 081 — Law,
First Deputy Head of the Department of Internal Security of the National Police
of Ukraine, Police Colonel,
Kyiv, Ukraine

COMPONENTS OF PROFESSIONAL COMPETENCE OF EMPLOYEES
OF OPERATIONAL UNITS THAT PROVIDE COMBAT TO ORGANIZED
CRIME

The emphasis is on the need for scientific analysis and research of individual
issues of staffing operational units that counter organized forms of criminal activity. The
system of competencies that an employee of an operational unit must possess for the
effective organization of work on countering the activities of organized criminal groups
is identified and characterized.

Keywords: organized crime, organized criminal groups, operational units,
operational employee, competencies.

AHami3 OCTaHHIX HAYKOBUX JOCII/KEHb CBIAYUTH MPO TOKBABJICHHS IHTEPECY
BUEHUX JI0 (hOpMYyBaHHS KOMIUIEKCHOT CTpATETil MPOTH il OpraHi30BaHiil 3JI0YMHHOCTI B
VYkpaini[l; 2; 3; 4]. Y To#l ke 4Yac, aHAIITHYHE OIPAIFOBAHHS HAYKOBHUX JDKEpEN
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JOKYMEHTYBaHH;I 3I0YMHIB y HU(PPOBHIA Yac

CBIIYUTH MPO BIJACYTHICTh CUCTEMHOTO BUBUEHHS KaJpOBOTO 3a0e3MeUeHHs peanizailii
BKA3aHOTO HAalpsMy HAyKOBOI iSUTBHOCTI, 30KpeMa KOMILIEKCHOTO JOCIiIKEHHS
BIAMIOBITHOT CHCTEMU KOMIIETEHIIH, SKUMH Ma€ BOJOMITH MPAIlIBHUK ONEPATUBHOIO
MIJIPO3/LTY, SIKUM 32 CBOEI0 OCHOBHOIO (DYHKIIIOHAJIBHOIO CIPSIMOBAHICTIO 3a0e3neuye
MPOTHUAII0 OpPraHi3oBaHUM (hopMam 3710UUHHOI 1SUTBHOCTI.

BonHouac, y cydyacHMX ymoBax TpaHc(opmallii opraHi3oBaHOi 3TOYMHHOCTI, il
iHTerpamii y ¢GiHaHCOBO—€KOHOMIYHI, MOJITUYHI, 1H(QOpMaIIiiiHI Ta TpaHCHAIIOHAJIbH1
MNpoIecH OCOOJIMBOrO 3HAYeHHA HaOyBae muTaHHS ¢GopmyBaHHS MnpodeciiiHol
KOMITIETEHIII] MPaI[iBHUKIB ONEPATUBHUX IIAPO3AUTIB, JISIIBHICTh SKUX CIIPSIMOBaHa Ha
BUSIBJICHHS, JOKYMEHTYBaHHS, JIOKali3allilo Ta HeUTpali3alilo OpraHi30BaHUX
3JI0YMHHUX YrpynoBaHb. OpraHizoBaHa 3104MHHICTh Y XXI CTONITTI XapakTepu3yeThes
BHCOKMM pIBHEM aJalTUBHOCTI, KOHCIIPAaTUBHOCTI, PECypcHOi 3a0e3MeUYeHOCTI,
BUKOPUCTAHHAM CYYaCHMX TEXHOJOTIH, KOpPYIMUIMHUX MEXaHI3MIB Ta €JEMEHTIB
riOpUAHOTO BIUIMBY, M0 OOYMOBIIIOE HEOOXIJHICTh SKICHOTO IEPEOCMUCIICHHS
npodeciiiHuX BUMOT /10 Cy0’€KTIB ONEPaTUBHO—PO3IIYKOBOI A1SLIbHOCTI.

Ilepu 3a Bce, HEOOX1THO BiA3HAYUTH, 1110 MpodeciiiHa KOMIETEHIIs paliBHUKA
OMEPAaTUBHOIO MIAPO3AUTy Yy cdepi mOpoTuail OpraHizoBaHid 3J0YUHHOCTI €
0araTopiBHEBOIO IHTETPATHBHOIO CHCTEMOIO 3HAaHb, HABUYOK, aHATITHIHUX 310HOCTEH,
MOPAJTbHO—TICUXOJIOTIYHUX SKOCTEd Ta MPAKTUYHUX aJITOPUTMIB TIOBEMIHKH, IO
3a0€e3MeuyoTh 3/1aTHICTh €(HEKTUBHO peaTi30ByBaTH ONMEPATUBHO—PO3IIYKOBY (PYHKITIIO
B YMOBAaX ITiIBUIIIEHOTO PU3UKY, iIH()OpMaIiiHOT HEBU3HAYCHOCT] Ta aKTUBHOI MTPOTH/TI]
3 00Ky KPUMIHAJIBLHOTO CEPEIOBHUIIIA.

OpHiero 3 KITIOYOBUX CKIAMOBUX MPOQeciiHOl KOMMETEeHIll BHUCTYMAE
HOPMATHBHO-TIPAaBOBA  KOMIIETEHTHICTh, fAKa Tmepeadadae riauOOKe  3HAHHS
KPUMIHAJIBHOTO,  KPUMIHAJIBHOTO  MPOILIECYaTbHOTO,  OMEPATHBHO—PO3IITYKOBOTO,
AHTUKOPYIIIMHOTO Ta MDKHApPOJHOTO 3aKOHOJAaBCTBA. [IpailiBHUK OMEpaTUBHOTO
MiIPO3/AUTy TTIOBUHEH HE JIMIE OPIEHTYBAaTHUCS Y HOPMATHBHIN 0a3i, aje ¥ BOJOAITH
HAaBUYKAMHU ii MPAKTUYHOTO 3aCTOCYBaHHS B YMOBaX MIBHJKOI 3MiHM KPUMIHOTC€HHUX
npoiieciB. OcobnuBoro 3HaueHHs HaOyBa€ 37aTHICTh TMPABWIBHO IHTEPIPETYBATH
MpaBOBI MEXI OMEPATUBHOTO BTPYy4YaHHs, 3a0e3MedyyBaTH JAOMYCTUMICTh OTPUMAaHOI
iHpopMmarii Ta goTpuMaHHS OalaHCYy MiXK 1HTepecamMHu OC3IEeKH JIepKaBH 1 IpaBaMHu
MOAUHU. Y TPOTUIIl OpTraHi3oBaHId 3J0YMHHOCTI MpPaBOBa MOMHJIKA OTNEPATUBHOTO
mpaliBHUKa MOXKE MPU3BECTU HE JIMIIE J0 BTPATH JI0KA30BOI MEPCIEKTUBHU, alie U 10
pyHHYBaHHS CKJIaIHO1 OaraTopiBHEBOI ONepaTUBHOI KOMOIHAIII1.

BaxnmBe miciie y cTpykTypi npodeciiiHoi KOMIIeTeHIli 3aiiMae omnepaTuBHO—
TaKTUYHA KOMIIETEHTHICTh, SIKa OXOIUIIOE CUCTEMY CHEIllalbHUX 3HAHb 1 MPAKTUIHUX
HaBUYOK IT0JI0 OpraHizallii HerJlacHOI MisUTbHOCTI, (GOpMyBaHHS areHTYpPHOTO amapary,
MIPOBE/ICHHSI OTIEPATUBHUX KOMOIHAI[IN, ONIEPATUBHOTO MPOHUKHEHHS, TOKYMEHTYBaHHS
3JIOYMHHOI IISUTBHOCTI Ta 3a0e3nedueHHs KoHcmiparlii. Y cdepi mpoTuaii opranizoBaHii
3JIOYMHHOCTI OTIEPATUBHO—TAaKTHYHA KOMIIETEHTHICTh HaO0yBa€e OCOOJIMBOTO 3HAYCHHS
yepe3 HeOoOXIAHICTh (DYHKIIIOHYBaHHS B yMOBax BHCOKOi JIATGHTHOCT1 3JI0YMHIB Ta
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digital age

0araTopiBHEBOTO 3aXKMCTY OPTaHI30BaHUX 3JIOYMHHKX YIpyoBaHb. [IpaliiBHUK MOBHHEH
BMITH IPOrHO3YBAaTH MOBEAIHKY WIECHIB 3JIOYMHHOTO YTPYIOBAaHHS, MOJIEIIOBATH IXHI
peakilii, GopMyBaTu clieHapii pO3BUTKY ONEPATUBHOI CUTYaIlli Ta aJanTyBaTH TAKTUYHI
pILIEHHS 10 JUHAMIKHA KPUMIHAJIBHOTO CEPEeIOBHIIIA.

He menm BaxnuBow € iHQopMalliiHO—aHATITUYHA KOMIIETEHTHICTh, SIKa Y
Cy4acHUX YMOBaX (paKTUUHO NMEPETBOPIOETHCS HA QYHIAMEHT ONEPATUBHOI M1sUTBHOCTI.
OpranizoBaHi 3J0YMHHI YIPYIOBaHHS aKTUBHO BUKOPUCTOBYIOThH HU(POBI TEXHOJIOTTI,
kpunrorpadiuni 3acoou 3B 43Ky, (DIHAHCOBI CXEMHU Jeraii3alii aKTUBIB, MIXXHApPOJHI
JOTICTUYHI MaplIpyTH Ta CKJIaJHI MEXaHI3MU NPUXOBYBaHHs iH(opMalii. Y 3B’s3Ky 3
UM  TIPAI[iBHUK  OMEPATUBHOTO TIAPO3AUTY TOBUHEH BOJIOJIITH HaBUYKaAMH
KPUMIHAJBHOIO aHalli3y, aHalli3y BEJIMKUX MAaCHUBIB JaHUX, MOOYJOBU aHaITUYHUX
Mojiesiel, BCTAHOBJICHHSI IPUXOBAHUX 3B S3KIB MK CyO’€KTaMH Ta MOJIISIMH, a TaKOXK
BUKOPUCTAaHHA CyYacHUX 1H(GOPMAIIHHO-TIOIIYKOBUX cHUCTEM. [HpopmaniiHo—
aHaJITUYHA KOMIIETEHTHICTh 3a0€3Ieuye MOKIIMBICTh IEPEXOTY Bl pEaKTUBHOI MOJEN1
MPOTHU/IIT 3TIOYMHHOCTI /IO MPOAKTUBHOTO BUSIBJICHHS 3arpo3.

CamocTiitHOIO  CKJIaZoBOIO  MpOo(deciiHOI KOMIIETeHIlI € TCHUXOJIOTIYHA
KOMIIETEHTHICTb, 1110 BKJIFOYA€ 3JaTHICTh 10 MCUXOJIOTTYHOTO BIJIUBY, KOMYHIKaTUBHOT
aganTauii, npodaililiHry, po3Mi3HABaHHS MAaHINYJSATUBHUX MOJENEH MOBEIIHKU Ta
YOpaBIMiHAS KOHQIIKTHUMH CHUTyarlissMH. [IpariiBHUK OMEpPaTUBHOTO MIAPO3ALTY
(GYHKIIOHYE Yy CEpeOBUII TMOCTIHHOTO TICUXOJOTIYHOTO HAMNpPYXEHHS, PU3UKY Ta
iHdopmariiitnoro THCKy. BomHodac e(eKTHBHICTH HEINIacHOI pPOOOTH, 30KpeMa 3
rpoMajsiTHaMid 3HAYHOIO MIPOI0 3aJIeKUTh BiJ PIBHSA TCHUXOJOTIYHOT MiATOTOBKH
mparfiBHUKa. Y TPOTH[Ii OpraHi30BaHIN 3JIOYMHHOCTI MCHUXOJIOTIYHA KOMIIETCHTHICTh
TaKOX BKJIFOYAE 3/JaTHICTh BUSABIISITH 03HAKU BHYTPINIHBOI IECTPYKITIi 37I0YNHHOT TPYIIH,
KOH(DITIKTIB MIXK 11 y9aCHUKaMU Ta TOTCHIIITHIUX TOYOK OMEPaTUBHOTO BILJIUBY.

OcobnuBoro 3HaueHHS HaOyBa€ CTPATEr1YHO—IIPOTHOCTMYHA KOMIIETEHTHICTD,
sKa nepeadadae 37aTHICTh OIIHIOBATH TEHIEHIIIT PO3BUTKY OpPTraHi30BaHO1 3JIOYNHHOCTI,
MPOTHO3YBaTH TpaHCPOpMaIlif0 KPUMIHAIBHUX PUHKIB, aHATI3yBaTH PHU3UKH
KPUMIHAJILHOTO BIUTMBY Ha JIEP’KaBHI IHCTUTYTH Ta (OPMyBaTH JOBIOCTPOKOBI MOJIENI
ormepaTuBHOTO pearyBanHs. CydacHa oOpraHi3oBaHa 3JIOYMHHICTH Jenajii dacTiie
GyHKIIOHYE 32 TPUHIMIAMHA MEPEeXEBOi JeleHTpaii3aiii, M0 YCKJIaIHIOE
BUKOPHUCTAHHS TPATUIIHHUX METOAIB mpoTuaii. Came TOMy OINepaTUBHUN MPaIiBHUK
MOBMHEH MHCIWTH HE JIMIIE KAaTerOpisiIMH OKPEMOTO 3JIOYHHY, a W KaTeropisMu
KpPUMIHAJIbHOI CHCTEMHOCT1, KpUMiHAJIBHOI iHPpacTpyKTYpH Ta KPUMIHAIIBHOTO BIUIUBY
Ha CYCITUJIbHI MPOIIECH.

VY cTpykTypi npodeciiiHOi KOMITETEHIII1 TaKOK HeOOX1THO BUAUIUTA MI>KBIIOMYY
Ta KOMYHIKAIlIfHY KOMIIETEHTHICTh, OCKUIBKM CydYacHa TPOTHJIs OpraHi3oBaHid
3JIOYMHHOCTI HEMOXKJIMBA 0€3 1IHTerpallii 3yCuiIb Pi3HUX TPABOOXOPOHHUX, (PIHAHCOBHX,
MPUKOPJOHHUX, AHTHUKOPYIMIIIHHUX Ta MDKHApPOAHUX 1HCTUTYIIH. [IpamiBHHK
OTICPATUBHOI'O MiAPO3/iTy TTOBUHEH BOJIOJITH HAaBHUYKAMU MiXKB1JIOMUYOi KOOpJWHAIII],
obminy  iHdopmaliero, TOOYJOBH  CIUIBHUX  aJTOPUTMIB  pearyBaHHS  Ta
(YHKITIOHYBaHHSI Y CKJIaJli onepaTuBHUX rpyn. OcoOIUBY aKTyaJIbHICTH 11e Ma€ y cdepi
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TpaHCHAIIOHAJIBHOI 3JOYMHHOCTI, JI€ €(QEeKTHUBHICTh MJISJIBHOCTI 3aJICKUTh BiJ
IIBUJIKOCT1 MI)KHAPOJAHOI KOMYHIKAIlli Ta B3a€MOJIIi.

CyTTeBOro 3HaueHHs1 Ha0yBa€ 1 TEXHOJIOTIYHA KOMIIETEHTHICTb, 10 Nependavae
3IATHICTh BUKOPHUCTOBYBAaTH Cy4YacHI TEXHIYHI 3aco0M HEINIaCHOTO OTpPUMAHHS
iHpopMmaiii, uu@PpoBl IHCTPYMEHTH aHamizy, cucteMu TreoaHamituku, OSINT-—
TEXHOJIOT1i, 3ac00M KiOEPPO3BIIKN Ta MPOrpaMHI KOMIUIEKCH KPUMIHAIBLHOTO aHali3y.
[udposizamis opraHizoBaHOi 3JOYMHHOCTI MPHU3BOAUTH IO TOTO, IO HEAOCTATHIM
pIBEHb TEXHOJIOT1YHOI MIATOTOBKH OMNEPATUBHOIO IMpaIiBHUKA (QakTU4HO GdopMye
npodeciiiHy HECIPOMOKHICTh Y MMPOTU/IIi CY4YaCHUM KPUMIHAJIBHUM 3arpo3am.

BonHouac npodeciiiHa KOMIIETEHIIIs MTpalliBHUKA ONEPATUBHOTO MIIPO3/LITY HE €
CTaTUYHOIO KaTeropiero. Ii 3MiCT TMOCTIHHO 3MiHIOETHCS Mijl BIUIMBOM TpaHC(opMarii
3JIOUMHHOCTI, PO3BUTKY TE€XHOJOT1H, MI?KHApOJHUX OE3MEKOBHUX MPOIIECIB Ta €BOJIFOLIT
KpuMiHaabHUX TpakThuk. Came TOoMy mpodeciiiHa KOMIIETEHTHICTh IOBHHHA
po3risgaTucsa SIK JUHaAMI4Ha cucTema Oe3MmepepBHOrO MpOQeciiiHOrO PO3BUTKY, IO
BKJIIOYA€ TIOCTIHHE OHOBJICHHS 3HAaHb, YJOCKOHAJIEHHS TMPAKTUYHUX HABUYOK,
aJanTaliio /10 HOBUX OMNEPAaTUBHHUX BUKIMKIB Ta (OPMYBaHHS IHHOBAI[IMHOTO THUILY
npodeCciiHOrO0 MUCJICHHS.

Takum urnHOM, MOKHA TIJCYMYBaTH, 110 MpodeciiiHa KOMITETEHIIisl TPAIiBHUKIB
OTIEpAaTUBHHUX MiIPO3ALTIB, SIKi 3a0€3MeUyOTh TPOTHIII0 OPTaHI30BaHIN 3JIOYMHHOCTI, €
KOMITJIEKCHOIO 0araTOKOMIIOHEHTHOIO CHCTEMOIO, IO TMOEJHY€E TPaBOBi, TaKTUYHI,
aHATITWYHI, TCHXOJOTiUHi, TEXHOJOTiYHI Ta eTWYHI eJeMEHTH. li e]eKTHUBHICTH
BHU3HAYAETHCS HE JUIIE piBHEM MPO(deCciifHOT MATOTOBKYA OKPEMOT0 MpaIliBHUKA, alie i
3/IaTHICTIO OTMEPATUBHUX MIAPO3AUTIB (YHKIIOHYBATH SIK IHTEIEKTyalbHO—aHATITUIHA
cCUCTEMa JIep>KaBHOI O€3MeKu, OpPIEHTOBaHA Ha BHIEPEIKATbHE BHSIBICHHS Ta
HEUTpaTi3aIlito KpUMiHAIBHUX 3arpo3.
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