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Anomauin. B 00cniodceHHi  NPONOHYEMbCA ~— MemoO  KOMNIEKCHO20 — aHANi3y
asmenmupikayiuHux Mexamizmié IHOOPMAYitiHuX cucmem ma BUsEIEHHS epaznueocmell.
3anpononosanuii mMemoo NOEOHYE CUCMeMAmMU3ayilo 3azpo3 i3 NPAKMUYHUMU [HCMPYMEHmAamu
ioenmuikayii, wo Y3200HCYEMbCA 3 CYUACHUMU cmanoapmamu  Oeznexu. Pezynomamu
niOmMeepoHCYIOms 1020 eheKmuUHiCms ) NiOBUUIEHHT 3axXucmy iHPOPMAaYitiHux pecypcis.

st 3abe3nedeHHs 1H(opmarliiiHoi Oe3leKu OCHOBHY pOJib BUKOHYIOTh
MIPOTOKOJIM aBTeHTHdIKAIII1, a/Pke BOHA BH3HAYA€, YU MA€ KOPUCTYBAY IIPABO JIOCTYITY
no pecypciB cucremu. 3a ganumu ENISA (ArentctBo €Bpormericbkoro Corosy 3
kibepoOesmnekn), moHaa 40% iHuuaeHTIB y cdepl kibepOesneku MoB’s3aHl came 3
KOMIIpoMeTalliero aBTeHTH(diKamiiaux nporeayp [1]. Lle 3yMoBitoe HEOOXIiTHICTh
pO3pOOKM KOMIUIEKCHUX METOAIB aHajizy Ta BHUSBICHHS BPa3jIUBOCTEH, SKi
MOETHYIOTh TEOPETUYHI MOJIETIi Ta TPAKTHYHI IHCTPYMEHTH.

Cepell OCHOBHUX BPa3JIMBOCTEN MPOTOKOIIB aBTEHTU(]IKAIIT MOXHA BUAUIUTH
KUJTbKa KaTeropii, KoKHa 3 KX Ma€ BIACHI XapaKTEPUCTUKU Ta METOIU BUSBICHHS.

HailivacTime BiOyBarOTbCSl BHUMAAKK CIA0KUX YHM TOBTOPHO BUKOPACTAaHUX
NapoJjiB, 10 € HAWMOIIMPEHIIIOW MPUYUHOK KOMIIPOMEHTAIlll OOJIIKOBUX 3alMCIB.
Lleit paxt cTBOproe ymoBu 1ist atak Tuiry «brute force» Ta «credential stuffingy.

KpiMm Toro, dacro mapom 30epiraloTbCsi y BIAKPUTOMY BUIVISAL  abo0
BUKOPHCTOBYIOTHCSl 3aCTapiii aJirOpUTMH XEIIyBaHHs, SKI HE BIJAMOBIIAIOTH
CydyacHUM BHMoraM Kpumnrorpadiunoi cridkocti. Ile Hamae MOXIMBOCTI
3JIOBMUCHUKAM OTPUMATH JIOCTYN A0 0a3 MaHWX Ta BITHOBUTU aBTCHTHU(]IKaIliliHI
JlaH1 KOPUCTYBaviB.

Takox cepilo3Hy 3arpo3y CTaHOBUTH BUKOPHCTaHHS 3aCTaplIUX MPOTOKOJIIB
apreHTudikarii, Takux sk NTLM um PAP. Jlo Ttoro »x, OararodaktopHa
apreHTudikamiss (MFA), sika po3mismaeTbest sIK OUTHIN HAIIMHUN MEXaHi3M, Mae

82



Cekyis 4. Komn'rorepHa iH)XxeHepisi

BJacHi ciadki Mmicisl. Bukopucranus SMS-komiB sik pyroro ¢dakTopy Moxe OyTu
HeOe3MeUHNM Yepe3 MOXKJIMBICTh iX TMepexoruieHHs abo 3maificHeHHs aTtak «SIM
swapping», 1mo BKe HEOTHOPa30BO (IKCYBaIOCS Yy 3BiTax MiKHAPOIHUX areHTCTB
[1]. Ile cBiqunTh PO HEOOXIAHICTH MEPEXOMY A0 OIBIT 3aXUIIEHUX METOIIB, TAKUX
SIK armapaTHi TOKCHW Y1 MOOUIBbHI TOJIaTKU-TEHEPATOPH KOIB.

JlomaTKOBUM JKEpEIOM PU3UKY BHCTYIAIOTh METOIHU COIIabHOI IHXKEHepii Ta
¢GimmMHrOB1  arakv, CHOPSMOBAaHI Ha BHUKpPAJEHHS aBTECHTHU(IKAUIAHUX JTaHUX
KOPUCTYBa4iB. 3JOBMHUCHUKH aKTUBHO 3aCTOCOBYIOTH  CJIICKTPOHHY  IIOIITY,
MeCEH/DKEepH Ta MiapoOiieHi BeO-pecypcu Il BBEJCHHS KOPUCTYBaudiB B OMaHy. 3a
nanuMu ENISA (2022), bimmHr 3aIu1aeTbesl OHUM 13 HAUTIOMIMPEHIIITUX CIIOCO01B
KOMIIpOMeTallii aBTeHTU(]IKAIIHHUX MEXaHI3MIB, IO IMATBEPIKYE HEOOXITHICTH
KOMIUIEKCHOTO TIAXOAy M0 iX 3axucTy. OCHOBHI TEXHIKH COIIaJIbHOI 1HXKEHEpii Ta
(bIMIMHTOBUX aTaK OXOIUTIOIOTH (DIIIMHT, BIIITMHT, CMIIIUHT, OCHTIHT, IPITEKCTHHT Ta
1HCalIepCchKi 3arpo3u. BOHM TIPYHTYIOTbCSA Ha TICHXOJOTIYHUX MAHIMYJISIISIX,
CIPSIMOBAaHUX HA OTPUMAaHHS JOCTYNy 10 KOoHGiIeHIiiHOoI 1Hpopmaiii. ColiaibHa
1HXKEHepisl He nependadyae TEXHIYHOTO 371aMy CUCTEM, a 0a3y€eThCs HA BUKOPHUCTAHHI
moAckkoro ¢akropy. Came TOMy KIIOUOBUMH 3axOfJaMU MPOTHUJIII € HaBYaHHS
MepcoHaly, 3acToCyBaHHS OararoakTOpHOi aBTEHTU(IKAIll Ta MOHITOPUHT
MOBEIIHKOBUX MOJIEJIeN KOpUCTyBauiB [2].

KommiekcHMI MiAX1J IPYHTYETbCA Ha I1HTErpaunli pi3HUX METOJIB OLIHKHU
Oe3neku. BukopucranHs —apromatu3oBaHux —ckaHepiB  (Nessus, OpenVAS)
3a0e3neuye BUSBJICHHS HEKOPEKTHUX KOHPIrypalii cucrteMu. AHali3 MEpeKeBOro
Tpadiky  J03Bojisie  (pikCyBaTM ~ BUIAJAKM  Tepenadi  Hezamu(poBaHUX
aBTeHTU(IKaIHHUX daHuX. [IpoBeeHHs TeCTIB Ha MPOHUKHEHHS MOJICIIIOE peasIbH1
CIleHapii aTak 3 METOI0 MEPEeBIPKU CTIMKOCTI cucTeMH. J[0MaTKOBO ayauT MOJITHUK
JOCTYIly Ta KOHTPOJIb JKypPHAIIB aBTEHTU(IKAIl CHPUSIIOTH CBOEYACHOMY
BUSIBJICHHIO aHOMAJIbHUX CIIPOO BXOIY.

MonentoBaHHs arak Ta aHalli3 KaHAJIIB JOCTaBKH KOMIB y OaratodakTopHii
aBTEHTU(IKAI1 31MCHIOETBCA HE OJHMM KOHKPETHUM QJITOPUTMOM, & KOMILJIEKCOM
metonosorii 1 Texnik: STRIDE, DREAD, PASTA, LINDDUN, Attack Trees, Side-
channel analysis. Bonu 103BOJSIFOTE CMCTEMAaTH3yBaTh 3arpo3H, OLIHUTH PU3UKU Ta
NIEPEBIPUTHU CTIMKICTh KaHAIB JOCTaBKH KofiB (SMS, push-crioBimeHHsI, TOKEHN).

MogentoBaHHs atak poOJsATh sl TOTO, 00 MEPETBOPUTH MOTEHIIHHI 3arpO3U
Ha KOHTPOJIbOBAHI CIEHApIi, SIKI MOXXHA JTOCIIUTH, OIIHUTH Ta BUKOPUCTATH IS
BIOCKOHAJICHHSI CUCTEMHU 3aXUCTY.

KomrmiekcHmii MeToJ aHalizy peanizyeThes moetanno. Crepiry 311HCHIOETHCS
CUCTEMaTH3aIlig 3arpo3, IO JO03BOJIAE€ KIacu(PIKyBaTH KIIFOUOBI BPa3JIMBOCTI
aBTEHTH(IKAIIMHUX MeXaHi3MiB. Jlami TpOBOIUTHCS MOICIIOBAHHS aTak, SsKe
3a0e3rneuye CTBOPEHHS KOHTPOJHOBAHMX CIIEHAPIiB JUIA TIEPEBIPKU CTIHKOCTI
cuctemMu. HacTymaum eTanom € aHali3 KaHalliB TOCTaBKU aBTEHTU(]IKAIIHHUX KOJIIB,
I0 Ja€ 3MOTy OIIHUTH HafiiHicTh SMS-noBigoMieHb, PUSh-CIIOBIIIEHs Ta
amapaTHUX TOKCHIB. |HCTpyMEHTANbHUI ayquT BHUKOPHCTOBYETHCS IS TEPEBIPKH
KOH(Iryparii, MmoJiTUK JOCTYIy Ta BUSBJICHHS TeXHIYHUX HemomikiB. Ha ocHOBI
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OTPUMAHUX PE3yIbTATIB 3IUCHIOETHCS OIIHKA PHU3UKIB 13 BH3HAUYCHHAM 1X
NPIOPUTETHOCTI, 110 JO3BOJSE€  BUIUIMTH  HAWMOUIBII ~ KPUTHUYHI  3arpo3Hu.
3aBepmianbHUi eTan nependadae po3poOKy 3axofiB MPOTUAIl, SKI BKJIIOYAIOThH
BIIPOBA/PKEHHS CYYaCHUX KpUNTOrpaiuHUX aJIrOPUTMIB, OHOBJIEHHS MPOTOKOIIIB
aBTEHTU(IKAIIT Ta MiABUIICHHS PiBHSA 0013HAHOCTI IIEPCOHAITY.

MoxHa 3pOOMTH BUCHOBOK, [0 KOMIUIEKCHHI METOJ MO€IHYE aHAJITUYHY,
TEXHIYHY Ta OpraHizaliiiHy CKJIajoBi, IO 3a0e3rneuye MPOAKTUBHUN MIAXiJ 10
3aXMCTy aBTEHTH(IKAIMHUX MeXaHi3MiB. Moro 3acTocyBaHHS 103BONIAE HE JIAIIE
MiJBUIUTH PIBEHb KIOEP3axuCTy, aje W 3a0e3MeYuTH BiAMOBITHICTD CYYaCHUM
MDKHAPOJIHUM Ta HalllOHATbHUM BUMOTaM y cdepi iHpopmaiiiHo1 Oe3meKH.

BucnoBku. Y Ttabmuii 1 mpenctaBieHO OCHOBHI Pe3ylbTaTH 3acTOCYBAHHS
KOMITJIEKCHOTO METO/Iy aHaJIi3y aBTeHTU(DIKAIITHIX MEXaH13MiB.

3anpornoHOBaHUN KOMIUIEKCHMIA METOJ aHali3y Ta BUSBJICHHS Bpa3IUBOCTEH
aBTEHTU(IKAIITHUX MEXaHI3MIB MOEAHYE CUCTEMATH3ALII0 3arpo3 13 MPaKTUYHUMHU
IHCTpyMEHTaMH 11X BuUsABICHHA. lle /03Bosis€ MIABUIIMTH PIBEHb 3aXUCTY
1HpOpMaIITHUX CHUCTEM Ta 3a0€3MEUUTH BIAMOBIIHICTH CYYaCHHUM MIKHAPOJHHUM 1
HaI[lOHAJIBLHUM CTaHJapTaM.

Tabmui 1 - PesyapTaT eKCIEpUMEHTAIBHOI IEPEBIPKH METOTY

Ne Eran His Pesynbrar

1 Cucremarusariis Kiacudikariist O0CHOBHHX BuzHayeHO KpUTHYHI TOYKH
3arpo3 BPAa3JIMBOCTEN aBTEHTH(IKAIHNX PU3UKY IJIS1 TIOAAJIBIIIOTO

MeXaHI3MiB aHaizy
2 | MogentoBaHHS aTak CTBOpEHHS KOHTPOJIbOBAaHUX [TinTBEepKEeHO 31aTHICTh
CIICHapiiB MPOHUKHEHHS CHCTEMH MPOTHIIATH
peaJbHUM aTaKaM

3 AHai3 10CTaBKU Ouinka HagiiHocti SMS, Bussieno cnabxi Ta cuibH1

KOZIiB push-croBileHb Ta amapaTHUX CTOPOHHM PI3HUX KaHaJIiB
TOKEHIB aBTeHTHU(DIKAI1

4 Incrpymenrtansauii | IlepeBipka KoHGIryparii, MoxiTHK BusiBiieHo nomunku

ayuT JIOCTYIY Ta TEXHIYHUX KOH(]iryparii Ta He10JI1KH
HaJIAIITYBaHb HOJITHK
5 OriHKa pU3UKIB [Ipioputuzartis 3arpo3 Ha OCHOBI CdopmoBano neperik
OTPUMAaHMX JAHUX HaOIbII KPUTUYHUX PU3HKIB
6 Po3po6ka 3axo/iB BrnpoBaxeHHs cydacHUX [ligBuIIEHO PiBEHb 3aXUCTY
OpOTUIIT KpUNTOrpaiyHUX aJrOPUTMIB, iH(popMaLIHHUX pecypciB Ta
OHOBJICHHSI IPOTOKOJIIB, HABYAHHS BIJIOBIAHICTh MI>KHAPOJAHUM
epCOHATY CTaHJapTam
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