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ANALYTICAL MODELS OF DECISION-MAKING IN STATE
CYBERSECURITY SYSTEMS UNDER CONDITIONS OF UNCERTAINTY

The functioning of state-level cybersecurity systems takes place in conditions of
uncertainty, which is both objective and informational. On the one hand, cyber threats
are formed as random processes with significant variability of parameters, which makes it
impossible to accurately predict them. On the other hand, the available data on potential
attacks, their probability and the scale of consequences are fragmented, incomplete and
often contradictory, which limits the possibilities of their direct use in formalized decision-
making procedures. Under such conditions, the cybersecurity management process
acquires the features of a task with incomplete information, where not only the assessment
of threat parameters, but also the degree of trust in these assessments plays a significant role.

The use of traditional deterministic approaches in this context does not provide
an adequate level of adequacy, since such approaches assume the fixity of the input
parameters and do not consider their stochastic nature. As a result, the solutions
obtained may be optimal only for a separate, often hypothetical scenario, but lose
their effectiveness when the conditions for the functioning of the system change. This
is especially manifested in the conditions of adaptive behavior of an attacker, who
changes attack strategies in response to the implemented protection measures, which
leads to a dynamic reformatting of the risk environment.
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In this regard, it is advisable to consider the decision-making process in the field
of cybersecurity as a multivariate task, in which each managerial decision correlates
not with one, but with a multitude of possible scenarios for the development of events.
This approach involves considering not only the average values of the parameters,
but also their distributions, as well as the assessment of extreme cases that have a
low probability but high potential losses. Accordingly, the formation of an effective
protection strategy requires a transition to models that can integrate uncertainty
directly into the optimization procedure.

In this context, it is reasonable to use analytical approaches that combine elements
of probability theory, mathematical statistics and optimization modeling. Such
models allow not only to assess the expected effectiveness of management decisions,
but also to consider the risks of deviation of actual results from the predicted values.
In addition, they provide an opportunity to analyze the sensitivity of the system to
changes in key parameters, which is important for justifying investments in cyber
defense measures.

Considering the temporal dynamics of threats is of additional importance, since
cyberspace is characterized by the rapid evolution of attack tools and countermeasures.
This necessitates the use of models that can adapt to changes in the environment and
consider the accumulation of information in the process of system functioning. Thus,
analytical models of decision-making in state cybersecurity systems should be based
on a combination of stochastic and dynamic approaches, which allows increasing
the validity of management decisions in conditions of uncertainty and ensuring a
more sustainable functioning of critical infrastructure. In particular, in the work of
Zhang Y., Malacaria P, the approach to building models of decision support, in which
uncertainty is considered as a key parameter influencing the optimality of the choice of
protective measures [1], is substantiated. This approach allows formalizing a trade-off
between defense costs and expected losses, which is critical for government systems
where resources are limited and risks are systemic.

Further development of this direction is presented in stochastic optimization
models, which consider the multivariate nature of cyber threats and allow determining
the optimal investments in security under an uncertain environment. Grass E. et al.
proposeamodel in which decisions on resource allocation are made considering random
changes in attack and defense parameters, which provides a more realistic representation
of cyberspace [2]. In this context, it is advisable to consider the effectiveness function of
the cyber defense system as a random variable, the mathematical expectation of which
is maximized under resource constraints.

Of particular importance are hybrid decision support systems that combine
analytical models, expert knowledge and big data processing methods. Afrin S.
substantiates the feasibility of using such systems in critical infrastructure projects,
where cyber threats are complex and multi-layered [3]. The use of hybrid DSS allows
for the integration of qualitative and quantitative assessments, which increases the
accuracy of forecasting and the validity of management decisions.
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The analytical basis for building models of decision-making in the field of
cybersecurity is also formed based on empirical data on current threats.

The ENISA Threat Landscape 2023 report systematizes the main types of
attacks, trends in their development, and vulnerabilities, which creates a basis for
parameterization of risk models [4]. At the same time, the results of the IBM Security
Cost of a Data Breach Report 2024 allow you to quantify the economic consequences
of cyber incidents, which is necessary for building loss functions and determining
optimal strategies for investing in security [5].

Summarizing these approaches, it is advisable to formalize the task of decision-making
in the state’s cybersecurity systems as a task of stochastic optimization of the form:

ma}(x E [U(x,é)]

where - the vector of decision variables (resource allocation, selection of protection
measures), — a random vector describing the parameters of cyber threats, and - the
utility or effectiveness function of the cybersecurity system. This formulation makes it
possible to account for both risk and uncertainty, ensuring a balance between costs and
the level of protection.

An important aspect is also considering the multi-level nature of state cybersecurity
systems, where decisions are made at the strategic, tactical and operational levels. This
necessitates the use of hierarchical models in which local solutions are aligned with
global cyber resilience goals. In such conditions, analytical models should integrate
mechanisms of adaptation to changes in the external environment and consider the
temporal dynamics of threats.

Thus, the development of analytical models of decision-making in the cybersecurity
systems of the state is associated with the transition from deterministic to stochastic and
hybrid approaches, which allows adequately reflecting the uncertainty of cyberspace.
The combination of mathematical modeling, empirical data and intelligent decision
support systems creates the basis for the formation of an effective state policy in the
field of cybersecurity.
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METO]I HEJIBIIKOBOTO KOJTYBAHHS PITA-COTTOMOHA
HAJI GF(256) JUISI 3AXUICTY KPYUTUYHUX SCADA-CYICTEM
BIJ] BURST-IIOMWIOK

CucreMy AMCIIETYEPCHKOrO KOHTpoa Ta 360py manux (SCADA) e ocHOBOIO
YIpaB/iHH KPUTUIHOIO iHQPACTPYKTYPOIO: eIeKTPOMEPEKaMy, BOJOIIOCTAYaHHAM,
ra30NpoBOflaMy, TPAHCIIOPTHUMMU CUCTeMaMy. BOHM IIpalioloTh y peaTbHOMY 4aci Ta
nepefarTb KOMaHIM YIIPaB/IiHHA i TeTeMeTPUYHI JJaHi yepes3 MpOMUCIOBi TPOTOKO-
m (Modbus, DNP3, IEC 60870-5-104) xaHamamu 3 migBuineHnM piBHeM mrymis. Ha
BiIMiHY BiJj BUIIaJIKOBMX OfHOGITOBNMX ITOMWIOK, burst-riommniky (cepiitHi mOMMIKY)
BUHMKAIOTh Ipynamu: Bif 8 mo 256 6it mifpsAx BHACTILOK eTeKTPOMArHiTHUX 3aBa,
MITM-arax Ta anapataux 360is. Tunosuit BER y SCADA-kananax craHoButb 10
(1 mommika Ha 10 000 6iT), 1[0 HEIPUITYCTUMO I KOMAH/[| YIPaBIiHHA.

I. A. Kamil i M. A. Younus [1] moxasanu, 1m0 TpajuLiliHi METOM KOHTPOIIO Ma-
1oTb KputnyHi Hepormikm: CRC-32 nmumie BusiBisae moMmiku (0 Kopexiii, MOKPUTTA
68 %), xopu XemmiHra (7,4) BUIIPaB/SIIOTH /uiie 1 6iT 3 HagmmkoM 75 %, KOHBOJIIO-
LilfiHi Kogy MaroTh Hafauiok 50-100 % Ta BenuKy 3aTPUMKY JeKOlyBaHHS 3a ajro-
purMoM Bitep6i.

Memot pobotu € po3pobka MeTOAY HeBIIIKOBOrO KOJZYBAaHHS Ha OCHOBi KOZiB
Pina-ConomoHa nay nonem Tanya GF(256) mist rapanToBanoi Kopekunil burst-momu-
JIOK 10 64 6iT 3 MiHiMabHUM HagmuikoM (=7 %).

3amponoHoBaHMI MiAXix K03BossiEe 3abesmednTn HagiitHmit 3axuct SCADA-gannx
npu MikpocekyHiHiit sarpumii Ha FPGA/DSP mnardopmax, 10 € KpUTUIHAM [
CHCTEM peaibHOTO Yacy.

3aIIpornoOHOBAHO ONTMMI30BaHy cxeMy KopyBauHA RS(255,239) nHap nonem lamya
GF(256). SIx nokasano Halle JOCIPKEHHs, IS cXeMa B IIOENHAHH] 3 iHTep/IeBiHIOM
A=4 103BOJIsIE CTBOPIOBATH CUCTEMY 3aXICTY, SIKA IEMOHCTPYE BUCOKY KOPUTYBA/IbHY
3[ATHICTD IIPY MiHiMa/IbHOMY HaJINIIKY.

Ko Piga-Conomona RS(n, k) Hag nonem Tanya GF(2°) mae mapamerpum: n = 255
CUMBOJIB (JJOBXMHA KOOBOTO C/I0Ba), k = 239 cumBoriB (iHpopmauiitti gaHi), 2t = 16
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