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CYYACHI ITPIOPUTETHU TIPABOBOI'O PEI'YJIIOBAHHSA
KIBEPBE3NEKH €BPONENCHKOI'O COIO3Y

3abapa .M.
KaHOUOam puoudHUx HayxK, OOYeHm,
ooyenm Kagheopu MidkCHAPOOHO20 Npasa
Incmumym midicnapoonux 8i0HOCUH
Kuiscvkoeo nayionanvnozo ynieepcumemy imeni Tapaca [lleguenka

TenepimiHiil epioa po3BUTKY MPABOBOTO PETYIIOBaHHS 1H(GOPMAIHOI Oe3mexn
€poneiicekoro Coro3y € TOCIIJOBHUM MPOJOBXKEHHIM TMOMEPEIHIX YOTHPHOX
nepioniB  (3okpema  1980-1998 pp., 1999-2004 pp., 2005-2008 pp. i
2009-2013 pp.). Bia € mocaigoBHUM 1 JIOTIYHUM MPOJOBKEHHSIM 1 €BPONEHCHKOI
NOJIITUKK B Tady3l BIOPOBAPKEHHS 1 PO3BUTKY HOBITHIX 1 HEPCIEKTUBHUX
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indopMarifiHo-KOMyHIKaLiffHNX TexHooriil. Moro po3BHTOK, IO PO3HOYABCS 3
2014 p., moB’sA3aHuUi 13 KUUIBKOMa YUHHUKAMHU 1 XapaKTePU3yEThCS HACTYITHUM.

CyuacHuii niepios — 3 2014 p. 10 2017 p. BUPI3HAETHCS BiJI MONEPEIHIX 3HAYHUMU
3MiHaAMU, BHECEHUMH lH(I)OpMaHII/IHO KoMyHikamiitHumMu Texaosoriamu (nani — IKT),
Kl BXKE CTalld HEBIJ €EMHUM €IIEMEHTOM SIK €BPOMEHChKOI EKOHOMIKH, TaK 1
MOBCSIKJICHHOTO KUTTs. Peanizariis iHHOBamiiHNX crmoco6iB Bukopuctanusa IKT crae
ChOT'OJICHHOIO PEAIBHICTIO 1 OUYIKY€ HA MOJANbIINNA MACIITAOHUI PO3BUTOK.

Cepen iHIIMX, 3MiHH, IO HECYTh HOBI sBHWIIAa — XMapHi TexHojorii (Cloud
Technology), Intepuer peueii (Internet of Things), «Benuki nani» (Big Data), Social
networking service, Mobile device — € ogH¥MH 13 pI3HOMAHITHUX 1 MACIITaAOHUX.

HakonuuyeHHss BeTUMKHMX MAacuBIB 1H(oOpMalii 1 ONepyBaHHS HHUMH, HaJaHHS
€JIEKTPOHHUX IMOCIYT, 1 MOYAaTKOBE MIiJKIIOUYEeHHS B €Bpomneiicbkomy Coro3i, siK
OYIKYEThCSA, Y HAWOMMK4Yl POKH, OUIbIIE MUIbsp/Aa MPUCTPOIB JO EIECKTPOHHUX
MepeX Hajae 3HauyHI MepeBard 1 3py4HOCTI. Y TOM ke yac, Ie 3I1MCHIOE 1 3HAaUHUHN
HETaTUBHUI BIUIMB — 3pOCTAa€ KUIBKICTh, 0OCST, po3Max 1 pPi3HOMAHITHICTh
KIOEpHETHYHHX 3arpo3.

Posymiroun cyTh 3arpo3 1 BpaxoBYIOUM CHTyaIlil0, €Bpomeichka KOMICis Yy
2017 p. 3amporoHyBaja CBOE€ OadeHHS HOBOI, BUKJIMKAHOI YacoM, apXiTEKTypH
€BPOTICHCHKOT KibepOe3neku Ta i mpaBoOBOTO 3a0€3MCUCHHS.

MacmTabuuii 32 3agyMOM 1 JOBOJII 3HAaYHUM, 3alpPONOHOBAHUI MPOEKT
CIUpPAEThCSl Ha ICHYHOYl MpaBOBI 3acaad 1, pa3oM 3 THUM, 3alpoOBaIKy€ HOBI
IHILIATUBHM, CHOPSAMOBaHI HA HACTYNHI LUI, II0 BJOCKOHAIIOIOTH CHUCTEMY
kibepOesneku €pporneiicbkoro Coro3y, 30KpeMa:

— CTBOpEHHS CTiiikocTI €Bponeiicbkoro Coro3y 10 KibepaTak Ta MOCUICHHS HOTO
3arajbHOI CIIPOMOXKHOCTI JI0 KibepOe3neKu;

— CTBOPEHHS J1I€BOT KPUMIHAIBHOT BIIITOB1TAJIbHOCTI;

— 3MiIHeHHs Tra00anbHOl KiOepHEeTHYHOi CTaOUIBHOCTI Yepe3 MIKHApOIHE
CIIBPOOITHHIITBO.

[Mupoxe 1 3aranpHe (HOPMYITIOBAHHS IUICH 3HAWIIUIO JTOBOJII YiTKI MOJOKCHHS
moAO0 iX peanizalii B CydyaCHHX YyMOBax, a TaKOX y MOXJIUBIA OMU3BKIN 1
CEPEAHBLOCTPOKOBIH IMEPCIICKTUBAX.

3anms peanizalii Mux Miie €BPONeCchKOI0 KOMICIEI0 3aTPOIIOHOBAHO:

JlocsiTHEHHsI MepIIoi METU — CTBOpPEHHS CTiiikocTi €Bponeiickkoro Coro3y 10
kibepatak Ta TOCWJICHHS MWOro 3arajJibHoi CIPOMOXKHOCTI N0 KibepOe3neku
nependayae HACTYIHI 3aXO/H.

a) ymeopenns Aeenyii €sponeticokoco Cor3y 3 Kibepbe3nexu;

YTBOpeHHsT ATeHIli IJIaHyeTbCs 3IMCHUTH Ha 0a3l 4YMHHOI E€BpOINENnCchKOi
acoriaiii Mepexx Ta iHpopmariiiaoi Oesneku (ENISA), manmat skoi cruiuBae y
2020 p. €Bpormeiicbka KOMICisl TPONIOHY€E HAATH OUIBIIMX MMOBHOBaXKE€Hb ATEHIIIT 3
kibepOe3nekn, 3a0e3MeUMBIIM  HOTO  TOCTIMHMM  MaHJAaTOM,  3HAYHHMHU
oTepalifHIMH pecypcaMu Ta CTa0lIbHOIO (DIHAHCOBOIO OCHOBOIO.

["'0710BHOIO METOIO JisTIBHOCTI AreHTCcTBa OyJl€ HaJaHHS JIONOMOTH Jep’KaBam-
yieHaM. ['0MoBHMMH HampsiMamMu pPOOOTHM BHU3HAYEHI OMNEpaTUBHA CHIBOpaUs 1
ceprudikamis 6e3nexkn [KT. Mannmar, moBHOBaXEHHSI Ta 3aBJaHHS HOBOi ATEHIIi{
[1UISITaTUMYTh TOCTITHOMY NEPErysiay 1 pO3LIUPEHHIO.
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b) sanposadorcenns 3acarvrnoceponeiicokoi cucmemu cepmuixayii Kibepbesnexu
ons npooykmis ma nocaye IKT;

€Bporneicbka KOMICisI MPOMOHYE CTBOPUTH CUCTEMY 5IKa, SIK OUYIKYETbCs, OyJe
BH3HAYaTH 1 HaJaBaTH YHCICHHI 1HIWBIIyajbHI €BPOIEHCHKI cXeMu ceprudikamii
kibepoOesnekn IKT 30kpema, y Gopmi 4iTKO BHU3HAYEHUX OMHCIB BUMOT OE3IEKH,
SKAM TIOBHHHI OyAyTh BIAMOBIAaTH NpoayKmiss, cucremu um mnociyru IKT.
Otpumani ceprudikatu Oe3neku IKT, mo mNiaATBEp/KYIOTh BIAMNOBIAHICTH LM
BUMOI'aM, BUBHABATUMYThCS B yCiX AepkaBax-wieHax €C.

Buxopucranss cxeM cepTudikaiii OyJae Ha JOOPOBUIbHIN OCHOBI JUIsl YYaCHUKIB
puHky. Bucoki cranpaptu ki6epOesneku IKT, migTBepmkeHi 1 3acBiagyeHi 3a
JOTIOMOT'OF0 TaKOi CXeMH cepTu(ikallii, MOXyTh NMEPETBOPUTHUCS Ha KOHKYPEHTHI
nepeBaru JJisg KOMIIaHiM, ki 0axaroTh 3a0€3MEeUUTH CIOKUBAYIB MPOIYKTaMH Ta
MOCIyTraMH, 110 MalOTh TIEBHHUM piBEHb KiOEP3axHUCTY.

Ceptudikaris 6esnexku KT BigirpaBatriMe BakJIMBY pOJIb y IMiABUIIEHHI JIOBIpU
ta 0e3neku a0 npoaykTiB Ta nocayr IKT, mo e koyoBumu st 6€3MepenkoHOTO
(GyYHKITIOHYBaHHS €IMHOTO PUHKY ITU(DPOBUX TEXHOJIOTIH.

C) nputinsimmsi akmy wooo CRIBNpayi y peazysanHi Ha MacumaobHi inyuoenmu ma
Kpuzosi cumyayii 6 2any3i kibepoesnexu €C;

3anponoHOBaHO TPUUHATH «KepiBHUIITBO MIOJ0 pearyBaHHS Ha MaciiTaOHI
THIUJICHTH Ta KPU30B1 CUTYyaIlii B raiay3i KioepOe3neKkuy.

AKT BH3HA4ae Il Ta CcHOocoOM cCHiBOpaml MDK JepKaBaMU-WICHaMH Ta
iHcTUTYyHisiMu €C y BIANOBIAL Ha MacIITaOHI IHIMACHTH Ta KPU30B1 CUTyalli Ta
MOSICHIOE, SIK ICHYIOYl MEXaHI3MM BPETyJIIOBaHHS KPU3U MOXYTh B3a€EMOJISATU 3
IcCHyr0OUMMU opraHamu kidepoesmneku Ha piBHI €C. Takox NponoHyeThCs JepKaBam-
yjieHaM Ta IHCTUTYLIsIM €C cTBOpUTH PamKkosy npoecpamy KpumuiHo20 peazy8aHHs
6 eanysi kibepoesnexku ¢ €C, 3a1Jd IIEBOCTI IILOTO MPOEKTY. 3alUIaHOBAHO, 110 BiH
Oyne peryisipHO TMPOXOJUTU TECTYBAaHHS B KiOep-Ta IHIIHUX MpOTrpaMax KpHU30BOTO
MEHE[KMEHTY.

d) cmeopenns mepeosici 3 kibepbesneku 3 yYeHmMpomM OOCHIONCEHb YV 2aly3i
Kibepbe3nexu,

Ha aymxy €Bpormeiicbkoi komicii, mpotumis kibepzarpo3am 3 6oxy €C moTpedye
MacImTabOHUX IHBECTHIIH y TexXHOJOril KiOepOe3meku, MPOAYKTH, IMPOIECH Ta
€KCIIEPTU3Y ISl JOCSTHEHHSI TEXHOJOTIYHOI aBTOHOMIi KiOepOe3leKku Ta 3axXUCTy
cBO€T 1U(POBOI EKOHOMIKH, CYCIHUILCTBA Ta JeMokpatii. 1[I MOXKIMBOCTI € Takoxk
BOKJIMBUMHU JJISI CIIPUSHHS TJIOOQAIBHUM 3YCHJUISIM, CIIPSMOBAHMM Ha CTBOPCHHS
oesneuyHoro kideprnpoctopy i Bcix. Ha ocHOBI poOoTH JepikaB-ujIeHIB Ta
Jep>KaBHO-TIPUBATHOTO TApTHEPCTBa, 3amouyarkoBaHoro B 2016 pomi, Kowmicis
MPOIMOHY€E CTBOPEHHS Mepexi 3 KidepOe3nmeku 3 LEHTPOM JOCHIKEeHb y Traiysi
kibepOesrexku B €Bporii.

Llenmp eeponeiicokux 0ocniodcenb ma KomnemeHyii 3 Kibepoesnexu TOTIOMOMKE
pPO3pOOUTH Ta BIPOBAAUTH IHCTPYMEHTH Ta TEXHOJOTIi, HEOOXITHI JUIsl YCYHEHHS
NOCTITHO 3MIHIOBaHUX 3arpo3. BiH Oyne IONOBHIOBaTH 3yCWJUIS 3 HApOIIYBAaHHS
noTeHIiany B Uil chepi Ha piBHI €C Ta Ha HALIOHAJLHOMY PIBHI.

JlocSITHEHHs JIpyroi METH — CTBOPEHHS [II€BOI CHCTEMH KPUMIHAJIbHOL
BIJIIIOBIJIAJIBHOCTI OB’ A3Y€ThCA 13 BIOCKOHAJIIEHHSIM 3akoHoAaBcTBa €C.
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OaHUM 3 KPOKIB Ha NUISXY BJAOCKOHAJIEHHS KPUMIHAIBHOTO 3aKOHOAABCTBA 11010
pearyBaHHsI Ha Kibepartaku Oyso npuiHarts y 2013 poui Jupexkmusu npo nanaou na
iHhopmayitini cucmemu, SKa BCTAaHOBWJIA MIHIMaJbHI MpaBWja 00 BU3HAYCHHS
KpUMIHAJIBHUX 3JI0OYMHIB Ta CaHKIINA y cdepl HamaaiB Ha iHQOpMAIlIHI CUCTEMU Ta
3abe3reunsia orepaTUBHI 3aX0/IH.

Pazom 3 1mum, Kowmicis mpomoHye HOAAaTKOBO MOCHUIUTH KiOEp3axXUCT ILITXOM
OPUUHATTS HOBOL Jlupekmueu 3 Oopomvbu 3 waxpaiucmeom ma niopoOKo
bezeomiskosux 3acobie niamedicy. BignoBimno no Crparterii kibepOesneku €C, a
Takox CTparerii €IMHOro HU(PPOBOro pUHKY, HOBA JIMpEeKTUBA MOCUIIUTh 3AaTHICTh
JIEp’KaB-uiIeHIB MPOBOJUTH KpUMIHAJIbHE MepeciigyBaHHS 3a IIaxpaicTBO 3
0€3roTIBKOBUMH IIATEKAMMU.

JlocSITHEHHSI TPEThOi METU — 3MILIHEHHS I100a1bHOI KIOEpHETUYHOI CTa0lIbHOCTI
yepe3 MIKHApOJHE CHIBPOOITHUIITBO TMPOMOHYETHCA MLUISIXOM CTBOPEHHS Ta
HNiATpUMKa HAIIHHUX ajbSHCIB Ta MApTHEPCHKUX BIAHOCHH 3 TPETIMH KpaiHamu
3a1J14 3a100iraHHs Ta CTPUMYBaHHS KiOepaTtax.

€C Bxe criBnparrtoe 3 CIIA, SAnoniero, [uaiero, ITiBnernoro Kopeero Ta Kuraem.
Tako) mifOTh TICHI KOHCYJBTAIlli 3 MDKHApOAHUMH OpTraHi3allisiM{, TaKUMH SK
HATO, perionansuuit popym ACEAH, ObCE, Paga €Bponu Ta OECP.

VY numai 2017 p. y €C Bu3HauEHI paMKU IS CIIUTBHOT AUIUIOMATHYHOL TTPOTHTIT
3JI0BMUCHI1I KiOep-akTuBHOCTI (“Toolbox™ mis kibep-aumiomMarii).

Bnepme y 2017 Tta 2018 poxax HATO ta €C mnpoBenyTs napajeibHl Ta
CKOOPJIMHOBAaHI HABYaHHSA y BIANOBIb HA MOKJIMBUN TOPUIHUN CLEHAPIN.

B ymoBax po3poOku VYkpaiHOW HaIllOHAJLHOTO 3aKOHOJIaBCTBa Yy cdepi
ki0epOe3neKku T1€BUM MOKE BUCTYNUTU BpaxyBaHHsS JNocBiay €C, mepcrneKTUBHUX
MalOyTHIX MJIaHiB, TPOrpaM 1 MPOEKTIB, & TAKOXK YYaCTh Y CHUIBHUX €BPOINEUCHKUX
IPOEKTax 13 3a0e3reyeHHs KibepOe3neK.
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