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COMPARATIVE ANALYSIS OF HOMOMORPHIC PROPERTIES
OF ASYMMETRIC CRYPTOSYSTEMS RSA AND PAILLIER

Abstract. This study conducts a comparative analysis of homomorphic properties in RSA and
Paillier cryptosystems. With growing demands for secure cloud computing and 10T applications,
homomorphic encryption enables operations on encrypted data without decryption. The research
implements both systems in Python, analyzing their mathematical foundations and performance.
Results show RSA multiplicative homomorphism poses security risks, while Paillier additive
homomorphism, though computationally heavier, provides secure privacy-preserving operations.
Paillier excels in electronic voting and secure data analytics, whereas RSA remains optimal for
traditional encryption. The findings guide cryptosystem selection based on specific security and
functionality requirements in modern applications.

Modern requirements for data processing, particularly in cloud computing schemes, Internet
of Things, and secure voting systems, highlight the problem of information confidentiality. Classical
cryptosystems require data decryption to perform any operations on them, which creates risks of data
leakage. The solution to this problem is homomorphic encryption — a class of cryptographic schemes
that allows performing mathematical operations on ciphertexts, obtaining a result that, after
decryption, corresponds to the result of the same operations performed on plaintexts. The RSA
cryptosystem, although not designed as fully homomorphic, demonstrates homomorphic properties
regarding the multiplication operation. In contrast, the Paillier cryptosystem was specifically
designed with powerful homomorphic properties regarding addition, making it a key tool for many
practical applications. Thus, the relevance of the research lies in comparing the classical RSA
cryptosystem and the homomorphic Paillier cryptosystem to determine their advantages,
disadvantages, and possible directions of practical application. To conduct a comparative analysis of
the functioning algorithms and implementation features of RSA and Paillier cryptosystems,
mathematical foundations, areas of effective application and computational complexity, as well as
comparing their characteristics from the perspective of security, efficiency, and homomorphic
encryption capabilities.
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The RSA cryptosystem was developed in 1977 by R. Rivest, A. Shamir, and L. Adleman [1,
2]. It is based on a one-way function — the product of two large prime numbers, whose factorization

is a computationally complex task. For the RSA algorithm | E (m, ) E(m, ) |mod n=E (mm,)mod n,

which demonstrates multiplicative homomorphism, where E(m,)and E(m,) — ciphertexts of two

messages.

The Paillier cryptosystem, proposed by Pascal Paillier in 1999 [3, 4], is based on the
complexity of computing the n-residue function modulo n?. It is distinguished by a unique property —
additive homomorphism, which means the ability to perform addition operations on encrypted data
without their decryption. For the Paillier algorithm

[E(m,)E(m,)] mod n2=E (m, +m,)mod nz, E (m,) mod n2=E (km, ) mod nz,

which demonstrates additive homomorphism.

The research used methods of theoretical analysis and mathematical modeling. To practically
confirm the properties of RSA and Paillier algorithms, tools of the Python programming environment
were applied, particularly the SymPy library (a library for symbolic mathematical computations in
Python). Models of key generation, message encryption and decryption processes were implemented,
and the homomorphism of RSA and Paillier cryptosystems was verified. The comparison was carried
out according to the following criteria: length of cryptographic keys; execution time of
encryption/decryption operations; support of homomorphic properties. RSA and Paillier algorithms
include three main stages: key generation, encryption, and decryption [1, 2].

The result of executing the program code is shown in Fig. 1 —5.

Choose input data type (1 - numbers, 2 - text): 1
Enter first number: 23

Enter second number: &1

Enter key length (bits) [512]: 188

2. KEY GENERATION:

RSA Keys:
Public key (e, n): (65537, 27@141420562326153308055492211717256650415926024188864756229)
Private key (d, n): (834283923200959435316049606349977884338697148229512245143873,
2781414285623261533008855402211717256650415026024188664756220)

Private key (hex): d=D4A2588B1F02347E1386DACA1967A68090376814E1C2EQE941

Paillier Keys:
Public key (n, g):(3967156560505367880616027600322402644508116760595721384773,

39671565685053670580616927680322482644508116769595721384774)

Private key (lambda, mu, n): (3967156568585367682616927668202305707301328802025355674880,
32231433857467734186211388309279919357566716634598373752376,
3967156568565367089616927689322482644598116769595721364773)

Private key (hex): lambda=A1CEECBDESBO6908F37RCIBEG2B350E6386843A0522EDA2E

mu=83732FECA134A47E67E2C02160412F7A3CDFV1BABCI42E38

Figure 1 — Data input. Key generation for RSA and Paillier cryptosystems



3. ENCRYPTIOM:

RSA Encryption (numbers):
23 -» 235286B45381326045587779728562376310127766622302343177430463
23 (hex) -» 257BB4EEDF531559E6@EASDO9CEDB4AB3DCACEDEA4TBA3EESEF
61 -> 6811828@456905581787621741566285336529404368764732344074376
61 (hex) -> 993D8226BACDS36BFG1EE93319EBOEE2CDCIAEBEDATED3C28
Encryption time: @.98 ms, ©.36 ms
Paillier Encryption (numbers):
23 -» 6B053827188500400864080189647423253757300790510938533780512452678482970840870842951287350529805311579681874159134829
Random r for 23: 3666395583763633882557884908635023281439576145978173842488
Random r (hex): EF3E54866E4753B8265ABCSB7F180A254CDADESCD3AAFT@
61 -> 143668845079468638845534122884041640848237776602422963238660624438838224265325779609322828308553036891457107183687513600
Random r for 61: 138196148423@442794843787597685887034151145034511385388681
Random r (hex): SA2DSCOE@1A20451474195F7ER4D96B5CFCEBBFES2C27ABY

Encryption time: 34.65 ms, 34.38 ms

Figure 2 — Encryption for RSA and Paillier cryptosystems

4. DECRYPTION:

RSA Decryption (numbers):
235286@8453813260945587779728562376310127760622362343177438463 -» 23
257BB4EEDF531559E6BEASDOACE6DB483DC4CEDEA4TBA3BESBF ~-> 23
68118288458985581787621741586285336529484368764732344974376 -» 61
993D8226BACDS36BFA1EES3310EEOEG2CDC3AERED4YBD3C28 > 6l
Decryption time: 18.96 ms, 18.77 ms

Paillier Decryptien (numbers):
6395382718350942856400189647423253757308790851093853378951245267848207084887098420951268735852988531157981874159134829 -> 23
1436688459704686388455341228848416404823777660824220032386662443883822426532577960322828305539368914571871836875136%0 -> 61
Decryption time: 33.88 ms, 33.49 ms

Figure 3 — Decryption for RSA and Paillier cryptosystems

5. HOMOMORPHIC OPERATIONS:

RSA Homomorphic Multiplication:
Enc{23) * Enc(6l) = Enc(l4e3)
Result ciphertext: 119573316753451332455208372760368064532230047974136371409570
Result ciphertext (hex): 136C93AD498CES8BFE8BD11C52B5FE1BG4610ABAS7DFD52C5232
Decrypted result: 1483
Expected result: 1483
Validation:

Paillier Homomorphic Addition:
Enc(23) + Enc(61) = Enc(84)
Result ciphertext: 65457696833185098337378087147521346743818411759184166656334679114253531653294747416251886753884754766577877792274608
Decrypted result: 84
Expected result: 84
Validation:

Paillier Homomorphic Multiplication by Constant (3):
3 * Enc(23) = Enc(69)
Result ciphertext: 1796182187249475354188524867686439719223446094768509138707766383410856247473209971850866462086223761716114292076470834
Decrypted result: &9
Expected result: 69
validation:

6. BENCHMARKING (188 iterations):

RSA Encryption: ©.80 ms
RSA Decryption: 19.93 ms
Paillier Encryption: 49.77 ms
Paillier Decryption: 33.74 ms

Fastest operation: RSA Encryption (©.88 ms)

Speed ratio: Paillier = 62.8 times slower than RSA

Figure 4 — Homomorphic operations for RSA and Paillier cryptosystems
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7. VERIFICATION AMD CONCLUSIONS:

RSA encryption/decryption correctness:

Paillier encryption/decryption correctness:

RSA homomorphic multiplication:

Paillier homomorphic addition:

Paillier homomcrphic multiplication by constant:

CONCLUSIONS:
RSA: CORRECT
Paillier: CORRECT
RSA homomorphic multiplication: WORKS
Paillier homomorphic addition: WORKS
Paillier multiplication by constant: WORKS
Paillier is approximately 62.8 times slower than RSA

Figure 5 — Verification and conclusions for RSA and Paillier cryptosystems

Homomorphic  properties. The RSA  cryptosystem  demonstrates  multiplicative
homomorphism. However, this property makes it vulnerable to chosen-ciphertext attacks, which
requires special padding schemes (for example, OAEP — Optimal Asymmetric Encryption Padding)
for practical use, which, in turn, destroy homomorphism. Thus, it is not suitable for performing
operations on encrypted data. The Paillier cryptosystem possesses additive homomorphism, which is
secure and intentionally built into the system design, but requires more memory and time to perform
operations.

Mathematical foundations. RSA security is based on the complexity of solving the
factorization problem of large numbers. Paillier security is based on the complexity of solving the
decisional composite residuosity problem modulo n2?, which is considered more complex.

Computational complexity. Encryption and decryption operations in Paillier are more
computationally complex due to working with modulus n2, while RSA uses modulus n.

Areas of application. Due to its additive homomorphism, the Paillier system has found wide
application in:

— electronic voting (vote counting without decryption);

—secure cloud computing (finding data sums);

— machine learning with privacy preservation (calculating averages, sums of squares, etc.);

— secure medical research;

— electronic payment order systems.

The multiplicative homomorphism of RSA has more limited applications, for example, for
building blind signature protocols.

Conclusions. The conducted comparative analysis leads to the conclusion that although both
RSA and Paillier, have homomorphic properties, they are fundamentally different in their nature and
practical value. The RSA cryptosystem, being the first widely known asymmetric system, has limited
and potentially dangerous multiplicative homomorphism. The RSA cryptosystem remains one of the
most reliable and widespread asymmetric encryption algorithms, which is effectively used for data
protection and implementation of digital signatures. In contrast, the Paillier cryptosystem is a
specialized and secure tool that implements additive homomorphism, making it indispensable for
modern applications where operations need to be performed on encrypted data without their
disclosure. Consequently, the selection of an appropriate cryptosystem is contingent upon the specific
requirements of the intended application: RSA remains the standard for ensuring confidentiality and
authentication, while Paillier is the optimal choice for implementing homomorphic computations,
particularly for addition, which is important in tasks of analyzing confidential data in cloud
environments, electronic voting, financial services, and user privacy protection. Further research
should be directed towards optimizing homomorphic algorithms, reducing their computational
complexity and integration with post-quantum protection methods, opening new opportunities for
creating secure, efficient, and confidential information technologies of the future.
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Jloyenm kageopu Komn tomepnoi inscenepii ma iHHO8AYIUIHUX MEXHOI02TI
Miscuapoonoeo ynieepcumemy m. Odeca, Yxpaina

COHLIAJIBHA THZKEHEPIS SIK CKJIAJOBA I'IBPUTHAX KIBEPOITEPAIIIN:
CYYACHI TEHAEHIII TA BUKJIMKH BE3IIEKH

Anomauia. Y mezax po32nanymo coyianbHy iHXHCEHepito K 0OUH i3 KIIOYOBUX IHCIMPYMEHMIE
2ibpudHux Kibeponepayi, wo NOEOHYE MeXHIYHI ma Ncuxonociyni 3acoou enausy. Ilpoananizoearo
Cy4acHi meHOeHYil pPO36UMKY COYIANIbHO-IHMHCEHepHUX Memodis, ix poav y Oecmabinizayii
iHghopmayitinoco npocmopy ma niopusi 008ipu 00 yugposux cucmem. BusHaueno 0CHOBHI KaHAIU
NOWUPEHHS MAKUX amax, a makodic GUKIUKU, WO NOCMAlomsv nepeo cucmemamu Kibepbesnexu
oepoicasu, OisHecy ma CyChnilbCcmed. 3anponoHo8aHo HANPAMU NIOBUWEHHA DIGHA Kibepcmilikocmi
ma coyianbHoi 8i0N06I0AILHOCMI KOPUCT)BAUIE.

Beryn

CyuacHi TiOpuIHI KOH(JIIKTH XapaKTepU3YIOThCS TO€JAHAHHAM TPAJAULIAHUX Ta
K10epIHCTPYMEHTIB BIUIUBY, CEpE/ IKUX COIllaJIbHA 1HXKEHepis mocifae ocodbnuse Mmicue. Ha BinMiny
BiJl KJIACHYHUX TEXHIYHUX aTakK, COLlaJbHO-1H)KEHEpH1 omepalii cpsMOBaHI Ha MaHIMyIIOBaHHS
JIIOJICHKOFO TTOBE/IIHKOI0, EMOIIISIMH Ta KOTHITUBHUMHU 0COOMMBOCTAMH. [{e poObuTth iXx Ham3BUYatHO
e(eKTUBHUMH, /K€ HaBiTh Hal3axXMIIEHINI 1HQOpPMAaLIHHI CUCTEMH 3aUIIAIOTHCS BPa3IUBUMHU
4yepe3 «JIIICHKUN (hakTop.

B ymoBax BiiiHH, sy Bene Pociiicbka @enepanis nmpoTu YKpaiHM, colliajibHA 1HXKEHepis
BUKOPUCTOBYETHCSI HE JIMIINE JJII BUKPAJCHHS AaHWX 4M (IHAHCOBHX PECypciB, aje W K 3acid
1H(pOpMaIifHO-TICUXOJIOTIYHOTO TUCKY Ha HACeNIeHHsI, AeMopatizalii Ta ae3indopmartii. 3 orsiay Ha
e, JOCHIJKeHHsS COI[laIbHOT 1H)XKEHepil fK CKIaAoBoi TiOpuaHux Kibeponepaniii HaOyBae
CTpPATETIYHOr0 3HAYCHHS JJIs1 HalllOHAJIbHOI O€3MeKH.



