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COMPARATIVE ANALYSIS OF HOMOMORPHIC PROPERTIES  

OF ASYMMETRIC CRYPTOSYSTEMS RSA AND PAILLIER 

 

 

Abstract. This study conducts a comparative analysis of homomorphic properties in RSA and 

Paillier cryptosystems. With growing demands for secure cloud computing and IoT applications, 

homomorphic encryption enables operations on encrypted data without decryption. The research 

implements both systems in Python, analyzing their mathematical foundations and performance. 

Results show RSA multiplicative homomorphism poses security risks, while Paillier additive 

homomorphism, though computationally heavier, provides secure privacy-preserving operations. 

Paillier excels in electronic voting and secure data analytics, whereas RSA remains optimal for 

traditional encryption. The findings guide cryptosystem selection based on specific security and 

functionality requirements in modern applications. 

 

Modern requirements for data processing, particularly in cloud computing schemes, Internet 

of Things, and secure voting systems, highlight the problem of information confidentiality. Classical 

cryptosystems require data decryption to perform any operations on them, which creates risks of data 

leakage. The solution to this problem is homomorphic encryption – a class of cryptographic schemes 

that allows performing mathematical operations on ciphertexts, obtaining a result that, after 

decryption, corresponds to the result of the same operations performed on plaintexts. The RSA 

cryptosystem, although not designed as fully homomorphic, demonstrates homomorphic properties 

regarding the multiplication operation. In contrast, the Paillier cryptosystem was specifically 

designed with powerful homomorphic properties regarding addition, making it a key tool for many 

practical applications. Thus, the relevance of the research lies in comparing the classical RSA 

cryptosystem and the homomorphic Paillier cryptosystem to determine their advantages, 

disadvantages, and possible directions of practical application. To conduct a comparative analysis of 

the functioning algorithms and implementation features of RSA and Paillier cryptosystems, 

mathematical foundations, areas of effective application and computational complexity, as well as 

comparing their characteristics from the perspective of security, efficiency, and homomorphic 

encryption capabilities. 

https://www.ukr.net/news/details/economics/109008745.html
https://academy-vision.org/index.php/av/article/download/1799/1666/1706
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The RSA cryptosystem was developed in 1977 by R. Rivest, A. Shamir, and L. Adleman [1, 

2]. It is based on a one-way function – the product of two large prime numbers, whose factorization 

is a computationally complex task. For the RSA algorithm ( ) ( ) ( )1 2 1 2  mod     mod E m E m n E m m n=   , 

which demonstrates multiplicative homomorphism, where ( )1E m and ( )2E m  – ciphertexts of two 

messages. 

The Paillier cryptosystem, proposed by Pascal Paillier in 1999 [3, 4], is based on the 

complexity of computing the n-residue function modulo n². It is distinguished by a unique property – 

additive homomorphism, which means the ability to perform addition operations on encrypted data 

without their decryption. For the Paillier algorithm  

( ) ( ) ( )1 2 1 2   mod ²    mod ²E m E m n E m m n= +   , ( ) ( )1 1mod ²      mod ²
k

E m n E k m n= , 

which demonstrates additive homomorphism. 

The research used methods of theoretical analysis and mathematical modeling. To practically 

confirm the properties of RSA and Paillier algorithms, tools of the Python programming environment 

were applied, particularly the SymPy library (a library for symbolic mathematical computations in 

Python). Models of key generation, message encryption and decryption processes were implemented, 

and the homomorphism of RSA and Paillier cryptosystems was verified. The comparison was carried 

out according to the following criteria: length of cryptographic keys; execution time of 

encryption/decryption operations; support of homomorphic properties. RSA and Paillier algorithms 

include three main stages: key generation, encryption, and decryption [1, 2]. 

The result of executing the program code is shown in Fig. 1 – 5. 

 

 
Figure 1 – Data input. Key generation for RSA and Paillier cryptosystems 
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Figure 2 – Encryption for RSA and Paillier cryptosystems 

 
Figure 3 – Decryption for RSA and Paillier cryptosystems 

 

 
Figure 4 – Homomorphic operations for RSA and Paillier cryptosystems 
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Figure 5 – Verification and conclusions for RSA and Paillier cryptosystems 

 

Homomorphic properties. The RSA cryptosystem demonstrates multiplicative 

homomorphism. However, this property makes it vulnerable to chosen-ciphertext attacks, which 

requires special padding schemes (for example, OAEP – Optimal Asymmetric Encryption Padding) 

for practical use, which, in turn, destroy homomorphism. Thus, it is not suitable for performing 

operations on encrypted data. The Paillier cryptosystem possesses additive homomorphism, which is 

secure and intentionally built into the system design, but requires more memory and time to perform 

operations. 

Mathematical foundations. RSA security is based on the complexity of solving the 

factorization problem of large numbers. Paillier security is based on the complexity of solving the 

decisional composite residuosity problem modulo n², which is considered more complex. 

Computational complexity. Encryption and decryption operations in Paillier are more 

computationally complex due to working with modulus n², while RSA uses modulus n. 

Areas of application. Due to its additive homomorphism, the Paillier system has found wide 

application in: 

– electronic voting (vote counting without decryption); 

– secure cloud computing (finding data sums); 

– machine learning with privacy preservation (calculating averages, sums of squares, etc.); 

 – secure medical research; 

– electronic payment order systems. 

The multiplicative homomorphism of RSA has more limited applications, for example, for 

building blind signature protocols. 

Conclusions. The conducted comparative analysis leads to the conclusion that although both 

RSA and Paillier, have homomorphic properties, they are fundamentally different in their nature and 

practical value. The RSA cryptosystem, being the first widely known asymmetric system, has limited 

and potentially dangerous multiplicative homomorphism. The RSA cryptosystem remains one of the 

most reliable and widespread asymmetric encryption algorithms, which is effectively used for data 

protection and implementation of digital signatures. In contrast, the Paillier cryptosystem is a 

specialized and secure tool that implements additive homomorphism, making it indispensable for 

modern applications where operations need to be performed on encrypted data without their 

disclosure. Consequently, the selection of an appropriate cryptosystem is contingent upon the specific 

requirements of the intended application: RSA remains the standard for ensuring confidentiality and 

authentication, while Paillier is the optimal choice for implementing homomorphic computations, 

particularly for addition, which is important in tasks of analyzing confidential data in cloud 

environments, electronic voting, financial services, and user privacy protection. Further research 

should be directed towards optimizing homomorphic algorithms, reducing their computational 

complexity and integration with post-quantum protection methods, opening new opportunities for 

creating secure, efficient, and confidential information technologies of the future. 



72 

 

 

 

 

References:  

1. Онацький О. В., Йона Л. Г. Белова Ю. В. Криптографічний захист інформації: 

навчальний посібник з дисципліни «Криптографічний захист інформації». Держ. ун-т 

інтелект. технологій і зв’язку. – Одеса: Астропринт, 2023.  252 с.  

2. Горбенко І. Д., Горбенко Ю. I. Прикладна криптологія. Теорія. Практика: 

монографія. – Харків: Видавництво «Форт», 2012. 880 с. 

3. Paillier P. Public-Key Cryptosystems Based on Composite Degree Residuosity Classes // 

Int. Conf. Theory Appl. Cryptograph. Techn. Adv. Cryptol. (EUROCRYPT), Prague. Czech 

Republic, May 1999, Рр. 223-238. 

4. The Paillier’s Cryptosystem and Some Variants. [Electronic resource] – Mode of access: 

https://scispace.com/pdf/the-paillier-s-cryptosystem-and-some-variants-revisited-186lebbhcg.pdf 

 

 

 

Ковальчук Д. А. 

здобувач вищої освіти третього (освітньо-наукового рівня)  

спеціальності 125 Кібербезпека 

denys.kovalchuk1@gmail.com 

Науковий керівник: Йона Л. Г. 

Кандидат технічних наук, 

Доцент кафедри Комп’ютерної інженерії та інноваційних технологій  

Міжнародного університету м. Одеса, Україна 

 

 

СОЦІАЛЬНА ІНЖЕНЕРІЯ ЯК СКЛАДОВА ГІБРИДНИХ КІБЕРОПЕРАЦІЙ: 

СУЧАСНІ ТЕНДЕНЦІЇ ТА ВИКЛИКИ БЕЗПЕКИ 

 

 

Анотація. У тезах розглянуто соціальну інженерію як один із ключових інструментів 

гібридних кібероперацій, що поєднує технічні та психологічні засоби впливу. Проаналізовано 

сучасні тенденції розвитку соціально-інженерних методів, їх роль у дестабілізації 

інформаційного простору та підриві довіри до цифрових систем. Визначено основні канали 

поширення таких атак, а також виклики, що постають перед системами кібербезпеки 

держави, бізнесу та суспільства. Запропоновано напрями підвищення рівня кіберстійкості 

та соціальної відповідальності користувачів. 

 

Вступ 

Сучасні гібридні конфлікти характеризуються поєднанням традиційних та 

кіберінструментів впливу, серед яких соціальна інженерія посідає особливе місце. На відміну 

від класичних технічних атак, соціально-інженерні операції спрямовані на маніпулювання 

людською поведінкою, емоціями та когнітивними особливостями. Це робить їх надзвичайно 

ефективними, адже навіть найзахищеніші інформаційні системи залишаються вразливими 

через «людський фактор». 

В умовах війни, яку веде Російська Федерація проти України, соціальна інженерія 

використовується не лише для викрадення даних чи фінансових ресурсів, але й як засіб 

інформаційно-психологічного тиску на населення, деморалізації та дезінформації. З огляду на 

це, дослідження соціальної інженерії як складової гібридних кібероперацій набуває 

стратегічного значення для національної безпеки. 


