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Cognitive warfare as a new challenge for strategic planning of the national 

security system 

 

In the 21st century, in the era of globalization and the rapid development of 

information technologies, the world is faced with new forms of conflict that go 

beyond traditional military actions. One of these phenomena is cognitive warfare, 

which is a targeted influence on the consciousness and perception of people in order 

to achieve political, economic or social goals. These wars are waged in the 

information space, using tools such as disinformation, propaganda, manipulation of 

public opinion and cyberattacks. 

The relevance of the study of cognitive wars is due to their growing impact on 

the national security system. As G. Pocheptsov notes, “...modern conflicts are 

increasingly moving into the sphere of consciousness, where the struggle is waged for 

control over information and the perception of reality” [4]. Indeed, cognitive wars can 

undermine trust in state institutions, split society, destabilize the political situation 

and even lead to real armed conflicts. 

This problem is particularly acute in hybrid warfare, where cognitive 

operations are used as part of a broader strategy. Russia’s invasion of Ukraine is a 

prime example of how disinformation and propaganda can be used to justify 

aggression, demoralize the enemy, and manipulate international public opinion. 

In this regard, there is a need to develop effective strategies to counter 

cognitive wars that take into account their specificities and potential threats. This 

requires a comprehensive approach that includes the development of information 

security, increasing the level of media literacy of the population, improving strategic 

planning, and interaction with international partners. 
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Cognitive warfare, which is a comprehensive strategy aimed at changing the 

perception, thinking and behavior of the target audience, is becoming increasingly 

relevant in the conditions of the modern information space. Unlike traditional wars, 

where the goal is physical destruction, cognitive wars seek to change the 

consciousness of the enemy, influencing his values, beliefs and decisions. The main 

characteristic of this type of conflict is the focus on consciousness, which is achieved 

through the use of information technologies, such as social networks, artificial 

intelligence and big data. These technologies allow you to quickly and effectively 

disseminate information, manipulate the audience and create virtual communities. 

The hybridity of cognitive wars is manifested in their combination with other forms 

of conflict, such as cyberattacks, economic pressure or diplomatic manipulation, 

which creates a complex and multifaceted impact. An important feature is the 

blurring of boundaries, which makes it difficult to detect and counteract (4). 

Cognitive warfare methods and tools include disinformation and fake news, 

which are spread with the aim of misleading and manipulating public opinion. 

Modern technologies allow the creation of extremely realistic fake videos and audio, 

which makes them difficult to detect. Social networks and bots are used to spread 

propaganda, create artificial trends and manipulate public opinion. Psychological 

operations are aimed at influencing the emotional state of the audience, causing fear, 

anger or hatred. They can include spreading rumors, creating provocative materials or 

using psychological techniques to manipulate behavior. Cyberattacks are used to steal 

information, spread viruses or block access to important resources, as well as to 

disrupt critical infrastructure, causing panic and destabilization. Manipulation of 

public opinion is achieved by creating certain narratives, using propaganda and 

manipulating emotions (1). 

It is important to understand that cognitive warfare is an ever-evolving 

phenomenon. As technology advances, new methods and tools emerge, requiring 

constant improvement of countermeasure strategies. 

The impact of cognitive wars on the national security system is multifaceted 

and potentially destructive. These wars, aimed at manipulating consciousness, can 



201 
 

undermine the fundamental foundations of state governance, in particular, by 

undermining trust in state institutions. The division of society provoked by 

information manipulation can lead to internal destabilization and political conflicts. 

In addition, cognitive wars are used to interfere in elections, which endangers 

democratic processes, as well as to incite social conflicts, which can lead to violence 

and chaos. No less important is the undermining of the international authority of the 

state, which complicates its diplomatic relations and international cooperation (1, 

p. 223). 

To effectively counter cognitive wars, a comprehensive approach is needed that 

encompasses strategic aspects of national security. The primary task is to develop an 

information security system that includes the creation of effective mechanisms for 

detecting and countering disinformation, as well as protecting information systems 

from cyberattacks (3). Increasing the level of media literacy of the population is a key 

factor in building resilience to information manipulation. Teaching critical thinking 

and skills in recognizing fake news allows citizens to effectively filter information 

and resist propaganda. In the context of globalization, interaction with international 

partners is becoming a necessary condition for exchanging experience and 

coordinating actions in the field of countering cognitive wars. Finally, improving 

strategic planning involves integrating issues of countering cognitive wars into 

strategic documents on national security, which provides a comprehensive and 

systematic approach to this challenge (2). 

Therefore, cognitive warfare is a new and complex challenge for the national 

security system. Effective counteraction to it requires a comprehensive approach, 

including the development of information security, increasing the media literacy of 

the population, and interaction with international partners. 
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