ACTUAL PROBLEMS OF IDENTIFICATION OF A CITIZEN THROUGH
A MOBILE APPLICATION DIIA

Volodymyr Katsevych,

2nd year student, group 20D of Krywyi Rih Faculty
of National University «Odesa Law Academy»
Scientific supervisor:

Alla Drobchak

According to the Law of Ukraine «On Amendments to the Law of Ukraine»
On the Unified State Demographic Register and documents confirming the citi-
zenship of Ukraine, identity or special status» » adopted on March 30, 2021 -
Ukraine became the first country in the world, which by legal force compared a
physical passport with an electronic one (DIIA mobile application).

Ukraine again became a world-class innovator, as it was with one of the
very first constitutions in the world (the constitution of Pylyp Orlik of 1710), or
did we rush with this reform and ran forward dad into the scorching heat?

The countries of the European Union are considered to be the standard
of reforming legislation for modern realities, but as we can see, they put such
a complex issue into a distant box, in contrast to Ukraine.

Today Ukraine has faced such problems as:

e Storing passport information in a single register, which, in the event
of a hack, gives attackers access to information about all citizens

e |n the case of gaining access to a person's phone, an attacker is able
to pretend to be another person, because the photograph is now not given
due attention, taking into account only the fact that the person has an ap-
plication.

o The equipment and software for identification via QR code have a
negligible number of companies, which makes the overwhelming majority of
companies believe in word in the authenticity of the information on the first
page of a mobile application DIA, although even people without programming
skills can and often counterfeit such an application. The most striking exam-
ple is the screenshots on the phone that are outwardly indistinguishabte from
the DIIA, in which minors use a photo editor to draw up years for themselves
to purchase alcoholic beverages.

Drawing conclusions from the problems listed above, | believe that the
introduction of an electronic passport should have been delayed. Ukraine is
not yet ready for such technology, but since the law is already in force, | see
the following solutions to problems:

e Using a database in the form of a cluster on blockchain technology,
instead of the currently available method of storing information.
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e Adding the function of checking the authenticity of another passport
by QR code to the DIIA application.

e Adding multiple layers of security (two-factor authentication in DIiA).

e Raising the reward for providing the authorities with information
about vulnerabilities found in the code from UAH 1,000,000 to at least
5,000,000.
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3aBAAKK CTPIMKOMY PO3BUTKY iHOOPMaUIMHUX TEXHOAOrIH AOCTYN AO pi3-
HOMaHITHUX KaHaAIB KOMYHiKauit OTPUMAAU He AMLLIE OpraHi3auii Ta kopnopadii,
ane i okpeMi 0cobuU. Y CydacHuil Nepioa KOXHA AIOAMHE MAE MOXAMBICTb CTBO-
ploBaTU CBOI BAACHI NOBIAOMAEHHA Ta NOWMpOBaTM iHGOPMaUilo, Axa Gyae
AOCTYNHa HeoBMEeXeHi KIAbKOCTI KOPUCTYBauie. Y peayAbTaTi MacoBoro i He-
KOHTPOABOBAHOIO AOCTYMy YCiX UYAEHIB CyCRiAbLCTBA AO iHPOPMAUIMHO-KOMY-
HiKaUiMHUX TEXHOAOFM NPUBATHA «3aBicar, AKA We AOHEAaBHA AO3BOAAAA «XO-
BaTW» 3HAUHUIN MacuB 0CoBUCTOl iHPOPMaLl BIA CTOPOHHIX, ByAa ckuHyTa. FK
HaCcAiAOK, BiAByAacA HU3Kka iHGOPMALIHKX CKaHAAAIB, AKI NpUBEpPHYAU yBary
CYCMiAbCTBA A0 MPOBGAEMU 3aXUCTY NEPCOHAABHOT IHPOPMAL|i Ta CNIPUUUHUAM
wupokomacLrTabHe o6rosopeHHA wuiei npobaemu. Mepwoo «AacTiBkow» Y
2010 poui ctaB ckaHaan 3 Wikilieaks, Aka Haaana A0CTyn y BececBiTHin Mepexi
AO TAEMHOI iIHPOPMaLT LLOAO AMNAOMATUUHOTO AUMCTYBaHHA CLUA. Y peayabrarti
CkaHaany ¥y 2013 pouj, NOB'A3AHOMG 3 KOAULLHIM CniBpoBITHUKOM AreHTcTBa
HauioHaasHOi 6e3nekn CLUA Eapapaom CHOYAEHOM, CBIT Ai3HaBcs npo cre-
XEHHA 33 KOpUCTYBayamu iHTEPHETY uepe3 NPOCAYXOBYBAHHA TEAEHOHHUX PO-
3MOB Ta KOHTPOAIOBAGHHA AWUCTYBAHHA aMEpPUKaHCbKUMW Ta OpUTaHCHKUMMU
cneucayxb6amu.

Y 2016 poui BiabyBcA 4eprosuii BUTOK iHOpMaLl, AK1iA OTpUMaB Ha3sy
«Panama Papers», BiH NPOAMB CBITAO Ha NPUXOBYBAHHA AOXOAIB Ta yXUAEHHSA
BiA CNAATK NOAATKIB BIAOMWUMMU CBITOBUMM AipepamMu Ta BisHecMeHamu. 3HauHy
yBary CycniAbCTBa NPUBEPHYAA OCTAHHS MOAIA - OHAAMH-KaMNaHiA GpUTaHCLKOI
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