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OmopHuil  KOHCIEKT 3 Kypcy «lHbopmamiiftHO-KOMYHIKAI[IHHI ~ TEXHOJOT1i»
PO3pO0OJICHO BIATIOBIAHO JO HABYAJIBLHOTO TUIAHY, BOHH CKJIAJal0ThCS 3 HaBYAIBHOT
IPOrpaMH Kypcy, METOJUYHUX PEKOMEHJIAIIN 3 TIPOBECHHS MPAKTHYHUX 3aHATH i
3aBIaHb JUISI  CaMOCTIHHOI pPoOOTHM 3/100yBadiB, CIHUCKY PEKOMEHIOBAHO1
miTepaTypu. Matepiaau npusHadeHo s 3400yBadiB APYroro (MaricTepchbKoro)
piBH# BHIO1 OcBITH crierianbHOCTI 014.09 — «Cepennst ocita (Indopmartnka)y.

Buuenns muctumutiaun «IHbopMaIiifHO-KOMYHIKAIIHHI TEXHOJOT1» CHpUITUME
3JIy4eHHI0 3700yBadiB /10 HAYKOBO-AOCJIIHMIILKOI MISJIBHOCTI Ta MIATOTOBKHU

HUMU TyOJTiKarii, kBamiikaiiHuX i 1HIINX HAYKOBUX POOIT.
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1.  ONUC HABYAJILHOI JUCLMILJIITHA

VY nucuumnidi «[HpopMaliifHO-KOMYHIKAI[IHI TEXHOJIOT11» BUBYAIOTHCS MUTAHHS
pO3pOOJIEHHsT CTpareriii 30epiraHHs, apxiByBaHHA Ta PE3EPBHOTO KOMIIOBaHHS
nanux [oT A AOBrocTpoKOBOTO aHalli3y Ta 3BITHOCTI. Bu3HaueHHs cTparteriii
MacmTabyBaHHs Ta po3mupeHHs loT-iHppacTpykTypu 715 BIANOBIA1 HA 3pOCTAHHS
o0csry naHux Ta nmoTped KopucTyBauiB. Baxkiusi 1j1s po3risiay € Taki acriekTu [oT,
aK 1HQpacTpyKTypu st 300py, 30epiraHHs, OOpOOKM Ta aHami3y AaHUX, SKi
HAAXOAATH BiJ ceHcopiB Ta mpuctpois loT. L iHppacTpykTypa MOXKe BKIIOYATH B
cebe xMapHi maTopMu, IEHTpaTi30BaHi1 cepBepH, 0a3u JaHUX Ta 1HIIT TEXHOJIOTi.
Meta pucuumiaian «lHdopmaniiHO-KOMYHIKAI[IHHI TEXHOJIOT1» — (popMyBaHHS
KOMIIETEHTHOCTEM 1110710 3aCTOCYBaHHS OCHOB IMOOYI0BY 1HIYCTpiaJIbHUX PIllIEHb 32
metononorisiMu [oT, mornubiaeHHs 3HaHb 3 MEPEKHUX TEXHOJIOTTH 3 TOUKHU 30pY iX
3acTocyBaHHs B 00yacTi [HTepHETY pedeil Ta BUKOPUCTAHHS HIMPOKOTO CIEKTPY
amapaTHO- MPOTrPaMHUX 3ac001B 30UpaHHs, TIepeIaBaHHs Ta aHAJI3Y JaHUX.

3AIIVIAHOBAHI PE3YJIbTATU HABUYUAHHSA 3A HABYAJIBHOIO
JANCHUIIJITHOIO
3HaHHA:
— KOHIIENITyaJIbHI Ta TEOPETUYHI 3HaHHS y cdepi iHkKeHepii MporpaMHOro
3a0€e3MeUeHHs;
— METOJIOJIOT1YH1 3HAaHHA B TUTaH1 3aCTOCYBAHHS CYy9acHUX METOJIIB Ta TEXHOJIOT11
JUTISL PO3POOKH TIPOrPaMHOTO 3a0€3MEeUeHHS;
— MepexHi TeXHoJorii 1 «IHTepHeT Peueiin;
— TporpamHe 3a0e3neueHHs s peanizaiii anroputmis [0T;
— BHUMOTH 10 0()OPMJICHHIO pe3yIbTaTiB HAYKOBUX JOCIIIKEHbD;
— METOAM HAYKOBOT'O JTOCIIIJKEHHS;
— METOJH MOJICIIOBAHHS, MATEMATHYHE MOJICITIOBAHHS;
— aHaji3 Ta CHHTE3 B MPOIIEAypax MOJACITIOBAHHS.
Bminns:
— PO3pOOIISITH TpoTrpamMHe 3a0e3MeUYCHHS;
— BHUKOPHCTOBYBATH MiAXOIW aJaIlTalii mporpaMHOTo 3a0€3IeUYeHHS 10 3MiH;
— 3aCTOCOBYBATH Cy4YacCHI IHCTPYMEHTH JIJIsl TECTYBAHHS TIPOTPAMHOTO
3a0€e31neUeHHS;
— e(eKTHUBHO B3aEMOJISTU 3 KOMAHJIOI0 MIPU IPYIIOBii po3poOIli MPOrpaMHOTO
3a0e3NeUeHHS;
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— BHUKOHYBATH 1H(QOpMaLIiHUI MONTYK, HAKOMUYYBaHHS Ta 00pOOJIATH HAYKOBY
1HpopMaIlito;

— 3aCTOCOBYBATH Ha MPAKTHUI[l Cy4yacHI MIPUHOMH Ta METOAU HAYKOBHUX
JIOCJTIIKEHB;

— 3HAXOJIUTH TOYHHUN a00 HAOIMKEHUN PO3B’SI30K MaTeMaTUYHOT 3a/1aui;

— JIOCIIJKYBaTH HECTaHAApPTHI 3adadi kiacu@ikauii, aHami3y CKJIAJHUX CUCTEM
MIPOIIECIB;

— BHUKOpPHUCTOBYBAaTHM MaTEMaTU4HI METOJU Y HAYKOBHUX JOCIIKCHHSX;

— HamnucaTH HAyKOBY CTaTTIO, TE3U JIOMOBIIeH KOH(EpeHIlil, HAYKOBUH 3BIT.

2. IPOI'PAMA HABYAJIBHOI IUCIUILJIIHUA

Tema 1. Betyn g0 nucuumiinm

[atepuety peueir (IoT): ocHoBHiI Tepminu 1 mousATTA. [0T y cyuacHOMy CBITI.
3aranpHi npuHIun nodymoBu Ta apxitektypa loT. Knacudikamis cucrem IoT.
Ckiraziosi 0oku cuctemu [oT.

Tema 2. IIponrecu B KepoBaHMX CHCTEMAX

Cxman 1 cTpykTypa cucteMd KepyBaHHA. OCHOBHI €JEMEHTH Ta TMOPSJIOK
dbyHKITIOHYBaHHS cucTeMH KepyBaHHA. Mojeni komyHikarii B [oT. Komynikartii B
pizaux cucremax loT. FEramonna wmomens IoT. IHCTpyMeHTanbHI 3aco0u
MozemoBaHHS cucteM «lHTepHery Peueit». MopentoBanHs pimeHs I[HTEepHETY
pedelt B pamkax crieHapiiB LHudporizamii. [ncrpymenTtapiit mogatky Cisco Packet
Tracer nna iHTEpHETY pedeil. CTBOPEHHS «pO3yMHUX peuei» 3acobamu Packet
Tracer.

Tema 3. Mepexni Texnouorii i «InTepuer Peuein»

Ornsa OCHOBHUX CTaHAAPTHUX MPOTOKOMIB [HTEpHETY, 110 3acTOCOBYIOThCS B [0T.
[Ipuctpoi mepexeBoro 3'emHanHs Ta wmapmpyrtusamis. [Iporokomn IoT.
[TinkmroueHHs pedel 10 Mepexi. XmapHi ooumciieHHs B [oT. 3B'130k maHuMx Ta
MepexeBi 3'emHaHHS, 3'eqHaHHSA gojatkiB. TexHiuni 3acobm B IoT. 3arampHi
BiZoMocTi mpo jgardyukd. OCHOBHI XapaKTepHUCTHKH JaartdukiB. Kiacudikaris
natyukiB. Texnomnoris MEMS (MicroElectro- Mechanical Systems). AkTyaTopw.
Mikpokontposuiepu. CrnocoOu TIAKIIOYEHHS JaTYMKIB 1 akKTyaTOpiB 10
MIKPOKOHTpPOJIEPiB. Pi3HUIIST MIX MIKpONpPOIECOpaMu, MIKPOKOHTpOJepamMu 1
MIKPOKOMIT'FOTEPAMHU.
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Tema 4. IIporpamue 3a0e3nedyeHHs AJad peasizanii anropurmis loT

OcHoBHI koHuenuii nporpamyBanHsa. Cucremue 113, npukiagHi nporpaMu, MOBH
nporpamyBaHHs. ba3oBi cTpykrypu nporpam. OxpnormatHuii komm totep (SBC)
Raspberry Pi. Bukopucrtanus omnepauiiiHoi cuctemu Linux. IIporpamyBanHs 3a
nonomoroto Pyton. besznporosi texnonorii B [oT. be3aporosi texnomnorii WiFi,
ZigBee, Bluetooth, 4G/5G, ta LoRaWAN. be3neka 0e31poTOBUX MeEpex.
Po3po0neHHs IHCTPYMEHTIB ISl MOHITOPUHTY Ta aHaNi3y MPOJYKTUBHOCTI Ta CTaHy
l0T-nipucTpOiB A NIATPUMKH iXHBOT €(DEKTUBHOCTI Ta MOKpaALIEHHS poOOTH. SIK BU
30epiraeTe Ta apxiByetre AaHi [oT s moaanblioro BUKOPUCTAHHS Ta aHami3y?
Po3poOnennst crtpareriii 30epiraHss, apxiByBaHHS Ta PE3€pBHOrO KOIIIOBAHHS
nanux loT pang noOBrocTpokoBOro aHamizy Ta 3BITHOCTI. SIK BU IulaHyeTe
po31IMproBaTH Ta MacTadyBaru Bamy [0T-cucremy B MmaitOyTHboMy? BuznaueHHs
cTparteriii MacimtabyBanHs Ta po3tupenss loT-iHppacTpykTypu A BiANIOBIAl HA

3pOCTaHHS 00CATY JAHUX Ta MOTPeO KOPUCTYBAUiB.

TeMaTuka Ta NUTAHHS 0 CAMOCTIHHOI MIATOTOBKHU TA iHAUBIAyaJIbLHUX
3apaanb Tema 1. BeTyn 10 AMCHUAILIiHA

Iatepuety peueir (IoT): ocHoBHI TepmiHu 1 moHATTs. loT y cydacHomy CBITI.
3aranbHi npuHIUI 1nMoOymoBu Ta apxitektypa loT. Kmacudikamis cuctem IoT.
Ckitaziosi 0oku cuctemu [oT.

Tema 2. IIponiecu B KepoBaHMX CHCTEMAX

Sk BU3HAUMUTH LLIH Ta 3aBJAHHS KEpOBaHOI cUcTeMH? SIKi MaT4YMKU Ta CEHCOpPHU
BUKOPHUCTOBYIOTHCS JIJII MOHITOPUHTY cUcTeMH? SIK 3MIMCHIOETHCS MOHITOPUHT Ta
aHaji3 JaHUX JJIS BUSABJIICHHS aHOMATId Ta TPUUHATTS pimeHb? Sk MokHa
ONTUMI3yBaTH pPOOOTYy CHUCTEMHU ISl JOCATHEHHS Kpamioi MpPOAYKTHBHOCTI Ta
pecypcoormaaHocTi? SIK 3aIHCHIOETBCS aHalli3 €(EeKTHBHOCTI Ta BJIOCKOHAJICHHS
cuctemMu 3 yacoMm? SIK B3a€EMOJIIOTH Pi3HI KOMIIOHEHTH CHUCTEMU MK C0O0010?
MopnemtoBanHs pimeHs [HTepHETY pededt B pamkax crieHapiiB [{udposizarii.
[actpymenTapiit nomatky Cisco Packet Tracer mmst intepHeTy peueii. CTBOpEHHS
«po3ymMHUX pedeit» 3acobamu Packet Tracer.

Tema 3. Mepexni Texnouorii i «InTepuer Peuein»

ki MepexHI TEXHOJIOTil BHUKOPHUCTOBYIOTBHCS IS 3a0€3MeUeHHs 3B'I3KYy B
"IntepHeti Peueit"?5k 3a0e3neuntu Oe3nexy B mepexax [0T? Sk 3maiicHIOETHCS
30ip, 00poOKka Ta aHami3 AaHux, 3i0panux Big npuctpoiB [0T? Ornsa ocHOBHHX
CTaHJApPTHUX MPOTOKOIIB [HTEpHETY, 110 3acTocoBytoThes B 10T. IIpoTokonu IoT.
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Xmaphi oouncnenns B [oT. Sk Bu 30upaeTe Ta aHami3yeTe JaHi PO NPOAYKTHUBHICTb
1 pobory loT-npuctpois?

Tema 4. IIporpamue 3a0e3neyeHHst AJd peadizauii anropurMmis loT
BceranoBnenHss MexaHi3MiB - KoMyHikamii 3 loT-mpuctposiMu, BKJIIOYaKOUYU
BUKOPUCTaHHS TPOTOKONiB 3B'si3ky (Hampukian, MQTT, CoAP), nigrpumky
MepekeBUx craHaaprtiB (Hampukian, Wi-Fi, Bluetooth, LoRa), a Takox 3axomau
3a0e3nedeHHs 0e3MneKu KOMyHIKallii. SIKi anroputMu 1 Jiorika BU xoueTe BOyyBaTH
B Baull loT-npuctpoi? Bu3HaueHHs KOHKPETHUX 3aBJaHb Ta AaJFOPUTMIB, Kl
NOBUHHI OyTH peanizoBaHi Ha npucTposx loT, Taki sk 30ip nanux, oOpoOka, aHai3
Ta TPUUHATTS pimieHb. fKi JaHl 30UparOThCs 1 MEPENaloThCsl Bl CEHCOPIB [0
LEHTPaJbHO1 cucTeMu? Bu3HaueHHs TUMIB JAaHUX, sIKI 30MpalOThCs BiJl CEHCOPIB
(TemmnepaTypa, BOJIOTICTh, PYX TOIO) Ta MEXaHI3MIB iX mepenayi. Sk 3a0e3neunTu
Oe3rneky Ta KoHQiaeHIHHICTh faHux [0T? Po3pobnenns

cTpaterii mudpyBaHHsA, aBTEHTHU(IKAIIl Ta 3aXUCTy BIJ HECAHKI[IOHOBAHOTO
JOCTYITY J10 JaHUX, nepenanux npuctposimu loT. Ak 3a1iicHIOETRCS 301p 1 aHAII3
nanux [0T? Po3poOneHHs anroputMiB Ta iHPpacTpykTypu s 300py, 30epiranas i
aHaJi3y BEJIMKUX 00cCATIB MaHuX, 310paHux Bin loT-nmpuctpois. Sk 3abe3neuntu
BIIMOBOCTIMKICTh 1 HaAIHHICTh [0T-cuctemu? Po3pobieHHs cTpaTeriii pe3epBHOTO
KOITIFOBaHHS, BITHOBJIEHHS Ta MOHITOPHHTY JUIsl MIATPUMKH HQJIIHHOCTI Ta
noctymHocTi loT-mipuctpois.

3. OIIOPHUM KOHCIEKT JEKIIIA

[arepuer peueii (IoT). OcHOBHI TepMIHM 1 TOHATTS
[arepuer peueit (IoT) — e mepexa Gi3uyHUX MPUCTPOIB (peueii), Mo OCHaIeHa
JaTYUKaM¥u, TPOTPAaMHHUM 3a0€3MEeUeHHsSM Ta IHIIUMU TEXHOJOTIAMH IS
MIAKITIOYEHHS Ta OOMIHY NaHMMHU 3 IHINUMH TPUCTPOSIMU 1 CHCTEMaMH dYepes
[HTEpHET.
Mera l0T — 3abe3neuynTH aBTOMATH3AIlI0, MOHITOPHHT 1 YIOpaBIIHHS
0e3mepebIfHIME CHCTEMaMH B PealIbHOMY Yaci.
Peui (Things) — e gi3uuHi 00’ €KTH, AKi MOXKHA MITKIIOYATH 10 MEPEXI1 11t 300Dy,
nepemadi abo npuitomy gaHux. lle MoXyTh OyTHM MaT4WKu, MPUCTPOi, MAIIWHH,
TPAHCIOPTHI 3aco0U, MOOYTOBa TEXHIKA TOIIO.
Mepexa (Network) — indpactpykTypa aist nepenadi gaHux Mix npuctposmu [oT.
neski TexnoJorii rexnosorii Wi-Fi, Bluetooth, 4G/5G, LoRa, ZigBee Tomo.
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Hani (Data) — indopmartiisi, 310paHa 3 TPUCTPOIB, 110 HAAXOAATh 10 XMapHUX a00
JIOKANbHUX CUCTEM JUIsl OOPOOKH, aHaJ3y Ta NPUUHATTS PILICHb.
Xwmapa (Cloud) — ue iHdpacTpykTypa nis 30epirands Ta OOpOOKH JaHUX, sIKa
J03BOJIIE 00’ €IHYBATH 1 aHANII3yBaTH 1HQOPMALIIIO 3 PI3HUX IPUCTPOIB.
[Into3 (Gateway) — 11€ IPUCTPIH, IKUI BUCTYIIAE TOCEPETHUKOM MK JIOKATIbHUMU
npuctposimu [oT Ta [HTepHeToM, 3a0e3meuytoun 3B’ 130K Ta OOMIH JaHUMHU.
[Iporokon nepenayi gaHMX — HaO1p MpPaBWII, AKI BUKOPUCTOBYIOThH JUIsl Iepenayl
iHpopmarlii Mk npuctposMu. Haitouibi nomynspui npotokonu B loT — MQTT,
CoAP, HTTP.
[oT B cydyacHOMY CBITI

[oT cTae KIIOYOBOIO TEXHOJIOTIEIO B 0ararbox rajayssx, Takux sK:
- Po3ymHui 6ynunku (Smart Homes): ABromartuzaitis Ta yrnpaBiiHHS
noOyTOBUMU NPUIIAZIaMH, OCBITIIEHHAM, 0€3MEeKO0I0, KJIIMAaT-KOHTPOJIEM.
- [anyctpis 4.0 (Smart Manufacturing): BupoOHHUIITBO 3 MiIKJIIOUEHUMHU
MaIllliHAMH, 1110 CTIPUSE ONTHUMI3allii II€0 MPOIECIB Ta MiABUIICHHIO
e(hEeKTUBHOCTI.
- Posymue wmicro (Smart Cities): IuTenmekryanbHe yIpaBIiHHS

TPAHCTIOPTOM, €HEPrOCIIOKMUBAHHSAM, 0€3MEKOI0 Ta €KOJIOTI€I0.
- Oxopona 3n0poB's (Healthcare 10T): [Ipuctpoi ajist MOHITOPUHTY
3JI0pOB'S HACENIEHHsI, HOCIiB MIPUCTPOIB, TEIEMEAUITIMHHU.
3arajbpH1 NpUHIMIH 100Y10BU Ta apxiTekTypu loT Apxitektypa loT cknagaerbes
3 KITbKOX OCHOBHUX PIBHIB:
1. ®izuunwmii pieHb (puctpoi). Lle cencopwu, akropu (MpUcTpoi, sAKi
BUKOPHUCTOBYIOTH JI110), 00aAHAHHS JIJIs1 300pY JaHUX.
2. Mepexesuii piBeH. Leli piBeHb BiAIIOBiIA€ Mepenadi JaHUX 13 MPUCTPOIB 10
XMapHHX CepBEPiB a00 JoKaNbHUX 0a3 qaHuX. Britouae B cebe mumo3u Ta
MepeKeB1 IPOTOKOIIH.
3. PiBenn ympasninas Ta 00poOku ganux. Brmiowae cuctemu 300py, oOpoOkw,
30epiraHHs Ta aHali3y MaHUX. BUKOPUCTOBYIOTHCS XMapHiI OOUYMCIEHHS a0o
JIOKaJIbHI CEPBEPH.
4. PiBenb momatkiB. Lle mocimyru Ta moaaTKH, sSIKi BAKOPHUCTOBYIOTHCS 310paHUMU
JaHUMU IS yrpaBiiHHg abo aHamitTuky. Hampukiazn, mporpamu A ynpaBiTiHHS
PO3yMHHUM OYAMHKOM a00 CHUCTEMHU yIPABIIIHHSI BUPOOHHUIITBOM.

Knacudikanisa cuctem loT
3a TUIIOM CEPEeNOBUILA:
- IIpomucnosi [oT. BUukopucToByIOThCSI B MPOMUCIOBUX JOAATKAX, TAKUX K
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KOHTpPOJIb BUPOOHHUIITBA, MOHITOPUHI MAallIMHU, O€3neKa.
- Cnoxwusui loT. 3acToCOBYIOThCSI B TOOYTOBUX MPUCTPOAX, TAKUX SIK PO3YMHI
OyAMHKH, HOCSITHCS TIPUCTPOT.
- Miceki 10T. BUKOpPUCTOBYIOTBCS [UJIsi IHTEJIEKTYaJIbHOTO YIPABIIHHS

MICBHKOIO 1HPPACTPYKTYPOIO.
3a macirabom:
- JlokanwHi cuctemu loT. [parroroTs y Mexkax oaHiel 0yniBii abo 06'exTa.
- I'moGanpHi cuctemu [0T. OXOIIIOIOTH BENHUKI PET10HU 200 HABITH LIIBOBY
KpaiHy. 3a mpu3HauYCHHSIM:
- Ilpomucnosi loT. opieHTOBaH1 Ha aBTOMAaTH3aLl1I0 BAPOOHUYHX MTPOLIECIB.
- Cnoxwusui loT. Po3ymHi npunaau, npucTpoi Juist 10My Ta 0COOUCTOTO
KOPUCTYBaHHS.

[Iporecu B KEpOBaHUX CHCTEMAX

Cucrema KepyBaHHS — 1€ CYKYITHICTh B3aEMOJIIFOUMX €IIEMEHTIB, TPU3HAUYCHUX JIJISI
KepyBaHHS CTaHaMu 1HIIOI cucTeMu (00’€kTa) Ha OCHOBI 310paHUX JaHUX 1
NPUHHITUX PIIICHb.
VY kontekcti [oT kepoBaHi cucTeMu 3a6€31eUy0Th aBTOMATH3AIII0 MPOIECiB
IIUISIXOM OOMIHY JaHUMH MK «PO3YMHHUMMY 3aCO0aMHU.
Ckuag 1 CTpyKTypa CUCTeMH KepyBaHHs TUIOBa cucTeMa KEpyBaHHS BKIIIOYAE
HACTYIIHI €JIEMEHTH:
1. Hatuuku (cencopu). BumiproroTh nmapaMmeTpu HaBKOJIHIIIHBOTO
cepenoBuila abo crany 00'ekTa (TeMIieparypa, TUCK, PIBEeHb CBITJIa TOIIIO).
2. KonTtponepu. OOpoOsitoTh CUTHANH 3 IaTYUKIB, MPUAMAIOTH PIICHHS Ha
OCHOBI 3aMpPOrPaMOBaHUX aJTOPUTMIB.
3. Axktyaropu (mpuBoau). BUKOHYIOTH Jii Ha OCHOBI CHTHAJB BiJ
KOHTPOJEPIB (BIAKPUTTS ABEPEH, YBIMKHEHHS OCBITICHHS TOIIO).
4. [aTepdeiicu 3B's13Ky. 3a0e3neuytoTh Nepeaady J1aHuX MK €e)eKTHBHUMU
eJIeMEHTaMH CHCTEMU (HaIrpuKIiIa, 3a mporokoiaamu Wi-Fi, Bluetooth, ZigBee).
d. [apopmarmiitna cucrema (oOuucnroBanbHa TUIaTQopMma). Bukonye
0o0poOKy Ta aHami3 3i0paHUX JaHUX, SAKI MOXYTh OyTH peai3oBaHi y BUTJISAI1
XMapHHX CEPBICIB a00 JIOKATLHUX CEPBEPIB.

OCHOBHI €JIEMEHTH Ta MOPSAOK (PYHKI[IOHYBAaHHS CUCTEMHU KEPyBaHHS:

1. JlaTuuku 30MparoTh JaHi 3 00’ €kTa a00 CepeIOBHIIA.

2. KonTtponepu 06po0isitoTs AaH1 i MpUWMAIOTh PIICHHS PO MOABIIII
.

3. AKTyatopu 3a0€31euyIoTh Jlii, BHOCSIYM 3MI1HU B CTaH 00'ekTa abo

CHCTCMU.
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4. [lepenava gaHuX MK AaTYUKaMU, KOHTPOJIEPAMH Ta TPABISIMH BUKOHYE
MepeKEeB1 MPOTOKOJIH, 3a0e3Meuyroun Oe3nepepBHY KOMYHIKAIIIIO.

S. MOHITOPUHTI Ta KOHTPOJb BUBYAIOTHCS 3a JOMOMOIOK MPOrPaMHOIO
3abe3reueHHs abo iHTepdeiciB KopucTyBaya.

Mopeni komyHikamii B [oT
Komynikaii B [0T po3rasaatoTbes yepe3 Moiesi B3aEMO1l MIXK TPUCTPOSIMU:
1. Mogpens "mpuctpii-npuctpiit”" (D2D). Ilpuctpoi 0OMiHy 0OMIHIOIOTHCS
JaHUMU pa3oM, Hanpukiaj, yepe3 Bluetooth abo ZigBee.
2. Mogens "mpuctpiii-xmapa" (Device-t0-Cloud). Ilpuctpoi HancunamTh
JaH1 10 XMApHUX CEPBEPIB, JI€ 11 JaH1 00pOOISIOTHCS Ta aHATI3YIOThCS.
3. Mogens "npuctpiii-uno3" (Device-to-Gateway). [Ipuctpoi nepenaroTh
JlaH1 yepe3 HuIo3 (HampHuKiaa, JOKaIbHUN cepBep) A iX MoAaibIIoi rnepeaadi B

XxMapy abo 1HITy 00UYHCITIOBAIIBHY CUCTEMY.

Komynikarii B pizaux cucremax loT

1. IMIpomucnoi [oT (IIoT). BuKOpHUCTOBYIOTHCS BHCOKOHAJIMHI Ta
eneproedexruBHi mepexi (LoRa, NB-10T), 1106 3a6e3neuntu 30ip JaHUX 3 BEJIUKOT
KUTBKOCT1 JaTYMKIB HA BUPOOHUIITBI.

2. Po3ymHi OyIuHKH. BUKOPUCTAHHS MEPEXki JToKanbHux Mepex (Wi-Fi, Z-
Wave, ZigBee) miis oOMiHy iHpopMaIli€ro Mixk TOOYTOBUMH TIPUCTPOSIMHU.

3. Menuuni cuctemu I[oT. BUKOPHUCTOBYIOTBCS Mepexi 3 HHU3BKHM
E€HEProCIIOKMBAHHSAM 1 BHCOKOI HajiHIcTIO, Hampukiaa Bluetooth LE, mo6

MMIKJIF0YaTH HOCIT IPUCTPOIB JUII MOHITOPUHTY 310POB'S.
bl PHUCTPOI1B I PpHUHTY 310D

Eranonna moxaens [oT
Eranonna moaens IoT onucye Bei 1omaTkoBi piBHI Ta (DyHKITIOHATBHI KOMIIOHEHTH
cuctemu [oT. CTpykTypa CKIagaeThCs 3 TAKUX PiBHIB:
1. ®izuynuii pisensb ([Ipuctpoi). Jatuuku, akTyatopu Ta iHIII MPUCTPOI,
SK1 30UparOTh JAaHi.
2. MepesxeBuii piBeHb. Bignmosigae 3a KOMyHIKaIlii MiXk MPUCTPOSIMH Ta
CEPBEPOM.
3. PiBerr 00poOkm maHux. MIiCTUTH aaTOpPUTMHU I OOpOOKM Ta aHAII3y
JAHUX y peaJbHOMY Yacl.
4, PiBenb ympamninusa. KoHTpostoe poOOTy BCi€i cUCTEMH, MpUHMarO4u
pIIIEHHS HAa OCHOB1 OOPOOJICHUX JTaHUX.
d. PiBenp nopatkiB. BinmoBinae 3a peainizaiil0 KOHKpETHHX (DYHKIIM Ta
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iHTepPeiCciB 11l B3a€MO/IT 3 KOPUCTYBaUYaMH.

[HCTpyMeHTaNbH1 3aco0u MoJieNtoBaHHs cucteMu «IHTepHET Peueit»
Cisco Packet Tracer: BUkopucToByeThCS 1711 MOJICIIIOBAHHS Ta CUMYJISIT CUCTEMU
[oT. Ile mporpamue 3abe3MeUeHHs 103BOJISIE CTBOPIOBATU Ta aHAJII3yBaTH MEPEKI,
MIAKII0YATH 1HII OPUCTPOI, a TAKOXK BUKOHYBATU CUMYJIALIIO POOOTH «PO3YMHMX)

IIPUCTPOIB.

Mepexni Texnosorii 1 «[atepuer Peueir» (IoT)
[atepueT Peueii (IoT) — 1e mepexa Gpi3udHUX NPUCTPOIB, K1 00'€AHAHT MK COOO0IO
ta 3 IHTepHeToM s oOMiHy manmmmu. loT mo3Bojisie aBTOMaTHM3yBaTH Ta
ONTUMI3yBaTH PI3HI MPOIECH B TMPOMHUCIOBOCTI, CUIBCBKOMY T'OCIOJApPCTRI,
MEIUIMHI, TPAHCIIOPTI Ta 1HILIUX TaTy35X.
Ornsii OCHOBHHMX CTaHJIAPTHUX MPOTOKOIIB [HTEpHETY, 110 3acTocoByOThCS B [0T:
1. [P (Internet Protocol). OcHoBHUY TPOTOKOI AJIs TIepeaayl JaHUX Y MEPexKi
[HTepHET. BUKOPUCTOBYETBCS JIJIsi MapIIPyTH3aIlii JaHUX MK IPUCTPOSIMH.
2. [Pv6. Hoga Bepcis [P-npoTtokoiny, sika 3abe3neuye OUTbly KiabKicTh [P-
aapec, Aesskux A MutbsipaiB loT-ipuctpois.
3. TCP (Transmission Control Protocol). IIpoTokou, sikuii 3a06e3neuye HaaiitHy
nepenayy JaHuX MK IPUCTPOSIMH.
4. UDP (mportokon aewitarpam kopucTyBaya). Jlerkuii, aje MeHII HaTiHUN
IPOTOKOJI TIEpeiayl TaHUX, KU 4aCTO BUKOPUCTOBYETHCA IS IIBUAKOI Mepeaayi
iH(pOopMaIIii 3 MEHIIIOI0 3aTPUMKOI0, ajie 6€3 MepeBIpKU Ha JOCTABKY (KOPHUCHO IS
nesikux [oT- 3acTOCyHKIB, HANPUKIIA, JIJIs1 CEHCOPIB).
5. CoAP (Constrained Application Protocol). ITIpoTokOa IPHUKIATHOTO PiBHS
JUISL TIPUCTPOIB 3 0OMEXEHUMH pecypcamu, sskuii BukopuctoBye loT. Ilpairoe Ha
ocroBi UDP 1 BuKopucTOBYy€ThCS NJ1s1 KOMYyHiKallii Mixk mpuctposmu [oT.
6. MQTT (Message Queuing Telemetry Transport). Jlerkuii mpoTokon as
00OMiHY ITOB1IOMJICHHSIMH, SIKHH TTPAIIOE HA OCHOBI MOJICII «BUABEIb-ITiIMTICHUK.
[Momynspuuit B loT s oOMiIHY JaHUMH MDK CEHCOpaMU Ta XMapHUMHU
maTGpopMamHu.
7. HTTP/HTTPS. Tpagunifinuii mpoTOKON ISl Tiepeaadi faHux B [HTepHeTI.
BuxkopucroByeTbcss mnga  migkimodeHHs loT-mpuctpoiB a0 BeO-cepBepiB  ado
XMapHUX CEPBICIB.
[TpucTpoi mepexeBoro 3'eqHaHHs Ta Mapuipytusamis [oT-mpucTpoi MoxXyTh
MIJKTI0YATUCS 10 MEPEXK] Yepes:
- Inro3u. 3abe3neuyroTh 3B’ 130K M npucTposimMu [oT Ta 30BHIIIHIMU

MepexaMu, TAKUMU K [HTepHeT abo JT0KalbH1 MEPEXi.
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- Mapupytuzaropu. 3ale3nedyroTb MapLIpyTHU3alilo Tpapiky MDK
LIIMPOKUMH MEPEKAMH Ta IPUCTPOSAMHU.

- Komyrtaropu. BUKoprCTOBYIOTBCS AJIs JOKAIBHOIO MIIKJIFOUEHHS IPUCTPOIB

[oT, cTBOpIOIOYM BHYTPILIHIO MEPEKY.

[Iporokonu [oT

1. ZigBee. IlpoTokon 3 HU3bKUM €HEProCHOXUBAHHSIM, BUKOPUCTAHHS IS
MIAKITIOYEHHST CEHCOpIB 1 MPUCTPOIB Yy «PO3YMHHX OyAMHKax» Ta IHIIUX
MaJIONOTYKHUX MEPEKax.
2. Bluetooth Low Energy (BLE). 3a6e3neuye HU3bKY MOTYXXHICTh 1 00MEXEHY
JTAIBHICTD i1, MAXOAUTH JJIsl HOCIiB MPUCTPOIB 1 MAIIMX CEHCOPHUX MEPEK.
3. LoRaWAN. BukopucToByeTbCs M1 MeEpeXl HIMPOKOIO OXOIUICHHS
(LPWAN), ne mnotpiOHO mnepegaBaTd JaHl Ha BENUKIM BiACTaHI 3 HU3BKUM
€HEProCIOKMBAHHIM, HAMIPUKIIAJI, Y CUTBCBKOMY TOCTIOaPCTBI.
4, NB-IoT (By3bkocmyroBuii 1oT). CranmapT, 110 BUKOPUCTOBYE MEPEKEB1
pIlIEHHS 3 HU3bKOIO MIBUJIKICTIO Mepeayl JaHUX Ta eHeproeeKTUBHICTIO B cdepi
loT.

[TigkmroueHHs peuen 10 Mepexi
Peui B IoT migkimrodaroThest 10 MEpeKi 4epe3 pi3HiI crloco0r KOMYHIKaIlii, Taki K
Wi- Fi, Ethernet, ZigBee, LoRa abo mo0insHi Mepexi 4G/5G. Bubip 3a1eKuTh Bij
BHUMOT JI0 MIOTYKHOCTI, JAJIBHOCT1 Ta MIBUIKOCTI Mepeaayl JaHuX.

XmapHi o6uucienss B [oT

XMapHi 009YHrCIeHHs 3a0e3MeuyoTh 00pOOKY 1 30epiraHHs BETUKHX 0OCSTIB JaHUX,
aki reHepytotbes loT-mpuctposimu. OcHoBHI xMmapHi 1iatdopmu (AWS IoT,
Microsoft Azure IoT, Google Cloud IoT) 3a6e3neuyroTs:
- 30ip maHuX BiJ IPUCTPOIB.
- 30epiraHHsa Ta 0OpOOKY /TaHUX.
- AmamiTvKa i1 Bi3yauri3allis JaHUX.
- MOXNUBICTh yNpaBIIiHHS TPUCTPOSIMH HA BiJCTaHI.

3B'A30K JaHUX Ta MEPEKEB1 3'€THAHHS, 3'€THAHHS JOJATKIB
Hani Bin loT-mpucTpoiB nepenaroThes yepe3 pizHI Mepexeni npotokomn (CoAP,
MQTT, HTTP) no xmapHuX cepBiciB ad0 IHITUX BI3UTIB JJI TOAATBIIOT 0OpOOKHU
Ta ajarTarii.

Texniuni 3acobu B [oT

loT-mnarpopmu BuOIp pi3HOMAHITHUX TEXHIYHUX 3aC001B, BKIIIOYAIOUH:
- Haruuku. [Ipuctpoi, siki BUMIpIOIOTH (P13UUHI TapameTpu (Temreparypa,
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BOJIOTICTb, THCK).

- Axrtyaropu. IIpuctpoi, sxi 3a0e3ne4yroTs Qpi3uyH1 Aii HAa OCHOBI KOMaH]IU BiJl
KOHTpoJiepa (HalpuKiaj, BIAKPUTTS ABEPEH).

- MikpokoHnTponepu. Maii o00OUYHCTIOBaIBHI TPUCTPOi, SIKI KEPYIOTh
CEHCOpaMH 1 aKTyaTOPaMHU.

3arajbH1 BIJOMOCTI PO TaTYUKU
JlaT4uKu — 11€ IPUCTPOI, SIKI BUMIPIOIOTH (DI3MYHI MapaMeTpH 1 IEPETBOPIOIOTH 1X
y CUTHAJIU, K1 Mepeiani aaji s o0poOKu.
OCHOBHI XapaKTEePUCTUKH TATUUKIB:
- UyTnuBicTh. 31aTHICTh HaTUUKA BUSIBIISTA 3MIHH BUMIPIOBAJILHOTO
napamerpa.
- TounicTte. CTyniHb KUTBKOCTI PE3YNbTATY BUMIPIOBAHHS 1O ICTUHHOTO
3HAYCHHS.
- Jliarma3oH BUMIipIOBaHb. [HTEpBa 3HAYCHbD, B IKOMY JIATYUK MOXKE MPAIFOBATH.
- IBuakicts pearyBanHs. Yac, HEOOXIIHMM 715 peakili JaTunKa Ha 3MIHY
napameTpis.
Kiacudikaris natuvkis
- Jlatyuku TemmepaTypu (TepMOCTaTH, apHu).
- JlaTYuKH TUCKY.
- OnruuHi natuuku (poTomionu, GOTOTPaH3UCTOPI).
- MaruitHi 1aTYuKH (MAarHETOMETPH).
- AkcenepoMeTpu Ta ripOCKOIH .
Texuonoris MEMS (MicroElectro-Mechanical Systems)
MEMS — 1e TexHOJoTis MIKPOCIEKTPOMEXaHIYHUX CHCTEM, IO JIO3BOJISE
CTBOPIOBAaTH MIKPOCKOIIIUHI JAaTYMKA Ta AaKTyaTOpd Ha OCHOBI KpPEMHIIO, SKi
BUKOPUCTOBYIOTHCS B MOOLTEHUX MIPUCTPOSX, ABTOMOOITBHUX CHCTEMAX, MEIUIHUX
npucTposix Ta iHmux loT-3acTocyHKax.
AKTyaTOpu — 1I€ TIPUCTPOT, IO IEPETBOPIOIOTH ENEKTPUUHY €HEPTi0 Ha (DI3UUHY
nito (pyx, HarpiBaHHs, BIAKPUTTS a00 3aKpUTTs). BOoHN MiATPpUMYIOTh KOMaHIH BiJ
KOHTpOJIEPiB 1 3a0€3Meuyr0Th MEXaHIvHi Jii.
MIKpOKOHTpOJIEpH — 1€ HEBENWKi OOYMCITIOBaIbHI MPUCTPOi, SAKI KEPYIOTh
JaTYUKaMU Ta akKTyaTopamMu. BOHM MICTATH MpoIecop, Mam'sTh 1 MOPTH IS
MAKITIOYEHHS 30BHINTHIX TPUCTPOiB. [Ipukiman momyasipHOTO MiKpOKOHTpOJIepa —
Arduino, sikuii mpoko BUKopucToByeThes B loT-npoekrax.
Cnoco0u MigKIIYeHHs TaTYUKIB 1 aKTyaTOpIB J10 MIKPOKOHTPOJIEPIB
JIaT4MKHU 1 aKTyaTOPU MOKYTb OyTH MIJKIIOYEH] 10 MIKPOKOHTPOJIEPIB 32
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JOTIOMOT OO

- IludpoBux BX011B/BUXO/IB.

- AHanoroBuX BXO/I1B/BUXO/IIB.

- Kowmynikamiiiaux mus (12C, SPI, UART).

[Iporpamue 3abe3rneueHHs s peanizaiii anroputMmiB [oT oxormmoe muUpokuit
CIIEKTp TEXHOJIOT1H Ta 1HCTPYMEHTIB, sIKI 3a0e3leuyloTh ePeKTUBHY poOOTYy Ta
0e3MeKy MPUCTPOiB, a TAKOK MOKIIUBICTh 1HTErpalii 3 XMapHUMHU PIILIEHHAMH IS

AHAJIITUKU.
Temu 1onoBigen

1. OcuHoBu nporpamyBanHs s [0T: orysq MOB Ta iIHCTPYMEHTIB

Ornan HanmomyssIpHIIIMX MOB mporpamyBaHHs s Iatepuer peueit (Python,
C/C++, Java. Bubip MOBU nporpaMyBaHHs B 3aJI€KHOCTI1 B/l TUITY PUCTPOIO 1 HOTO
obepTanbHUX

2. Cucremue nporpamue 3abe3neuenss ais [oT: FreeRTOS, Contiki ta inmri
OcobnuBocTi onepamiiaux cuctem aisa npuctpoiB loT. [lopiBHSHHS mOMyasspHUX
cucteM: FreeRTOS, Contiki OS, Zephyr

3. Raspberry Pi sx mardopma nis peanizaiii loT-npoekTtiB

MO>XITMBOCTI OTHOIUTATHUX KOMIT'1IOTepiB. [Ipuknanu Bukopucranusa Raspberry Pi
B CHCTEMax

4. Linux musa [oT: MOXIMBOCTI, IepeBary Ta HaJlallTyBaHHS

Buxopucranns Linux B po3po6ii loT-p. HanamryBanHs Ta yrpaBiiHHS
ceHcopaMmu 1 akTyatopaMu Ha 06a3i Linux.

5. Tlporpamysanns mis loT Ha Python: npuknamu 1 peanizartis

[Tporpamysanns npuctpoi [oT. Ormsia 6i6mioTek 1715 poOOTH 3 CEHCOpaMH,
aKTyaTOpaMu Ta MEPEKEIO.

6. besapotosi rexnounorii mis [oT: WiFi, ZigBee, Bluetooth, LoORaWAN
Oco0OnuBOCTI Ta MOPIBHAHHS PI3HUX 0€3IPOTOBUX TEXHOJOTIH.

7. LoRaWAN sk edexktuBHa TexHonoris mis [oT: mepeBaru i Heomiku

ITepeBaru Bukopuctanuss LoORaWAN. [lpuknanu 3acTtocyBaHHS.

8. 4G/5G B IoT: poab MOOUTEHUX MEPEXK Y MIAKITIOYCHUX MPUCTPOSX
Buxopucranas  MoOUThHHX Mepex i miakmodeHHs  10T.  Tlepesarn
5G ny1s BUCOKOMIBUAKICHOTO 00MiHYy manumu B [oT.

9. MogemoBanns ta cumyisamnis loT-cuctemu 3a qonmomororo Packet Tracer
Bukopuctoyiite Cisco Packet Tracer ns monentoBanus loT-iadpacTpykTypw.
[Mpuknanu cumynsauii [oT-cuenapiiB 1 HaBYanbHUX 1 PO ECITHUX 1.
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10. Ornsiqn OCHOBHMX CTaHAAPTHUX MPOTOKOIIB [HTEpHETY, 1110 3aCTOCOBYIOTHCS B

[oT HTTP, MQTT, CoAP: nopiBHsIHHS TPOTOKOJIIB nepenayi gaHux B [oT.

Oco0nuBOCTI BUKOPUCTAHHS TPOTOKOJMIB.

11. Ilpuctpoi MepexkeBoro 3'elHaHHA Ta MapuipyTu3aiis B cuctemax loT

OCHOBHI MapuIpyTU3aTOPHU Ta NUTIO3M JJIs MiAKI0ueHHsS TpucTpoiB [oT.

Oco6nmBOCT1 MapHpyTU3aiii fanux y Beaukux loT-mepexax.

12. Tlpotoxonu [oT: Bix HTTP no LoRaWAN

Ormsg momynsipHux TpoTokodiiB  10T: 0coOGMMBOCTI BUKOPHUCTAHHS Ta
npuKiIaad BUKopuctanHs. [IopiBHSHHSA HU3bKOEHEPT€TUYHUX MPOTOKOJIIB

nepeaayi T1aHuX.

13. TliaxkatoYeHHs «peyei» 10 MEPEki: 0OCOOIUBOCTI Ta BUKIUKH

[Ipo6nemu niakatodeHHs Benukoi kibkocTi loT-npuctpois. Texnomnorii

MAKTIOYEHHS 3 HU3bKUM €HEPIrOCIIOKUBAHHSIIM.

14. Xmapni o6uncienus B [oT: apxiTektypa Ta repeBaru

Sk xmapHi o6uncneHHs iHTerpytoThes B [oT-cuctemy. Bukopucranusi.

15. Texuiuyni 3acodu [oT: ceHcopu, akTyaTopu Ta MIKPOKOHTPOJIEPH

OcnoBH1 kom1ioHeHTH [oT-cuctemu: ceHcopu, akTyaTopu, MIKPOKOHTPOJIEPH.

[Tpuknaau iX BUKOPUCTAHHA B PI3HUX rany3sx (PO3yMHH 1M, TPOMHUCIIOBICTD,

MEJTUIINHA).

16. 3aranbHi BITOMOCTI TIPO aTYUKH B cuctemax [oT

Bunu naTdukis, 110 BUKOPUCTOBYIOTH B [0T: Temneparypy, BOJIOTICTh, TUCK TOIIO.

Oco6mmBocTi BUOOPY matunka aiisg KoHKpeTHUX loT-mipoekTis.

17. OcHOBHI XapaKTEPUCTUKH AaTYUKIB i o T-ipo€eKTiB

KirodoBi  mapameTpu  JaTYMKIB: YYyTIMBICTh, PO3AUIBHICTH, TOYHICTb.

Sk i XapakTEepUCTUKHU BILTUBAIOTH Ha epeKTUBHICTH loT-cuctemu.

18. Knacudikaris ratuukiB y cuctremax [HTepHeTy peueit

MexaHi4Hi, eTeKTPUYHI, ONTUYHI Ta 1HIII TUMH JaT4MKiB. [Ipukiianu 3acTrocyBaHHS
JATYUKIB Y PI3HUX TaIy3sX MPOMHCIOBOCTI (JIOTICTHKA, CUTBCHKE TOCIIOAApPCTBO,
MEIUIMHA).

19. Texnomoris MEMS (MicroElectro-Mechanical Systems) B [oT

[Tpunaunu po6otn MEMS-natunkis. [Ipuknanu sukopucranas MEMS B cydacanx
npuctposix [oT.

20. 3B'130K maHmMX Ta Mepexeni 3'eqnanns B [oT: Big ceHCOpPIB 70 XMapu

Ak orpumatu oOMiH maHuMU MK loT-mpuctposiMu 1 XMapHUMHU MIaTHOPMaMH.
[IpoTokonu Ta TEXHOIOT1I, 1110 3a0€3MeUy0Th HalIMHUI 3B'SI30K.

21. besneka mepexi [oT: mpobnemu i pirmeHHs



16

OcHoBHI 3arpo3u s 6e3neku loT-mepex. Meronu 3axucry.
4. IIuTaHHA AJ151 NiACYMKOBOI0 KOHTPOJII0

1. Intepuery peueit (IoT) y cyyacHoMy cBITI. 3arajabHl IPUHIMI MOOYI0BU Ta
apxitektypa loT.

. Knnacudixanis cucrem IoT. Cxnanosi 610ku cuctemu IoT.

. Cknaz 1 CTpyKTypa CUCTEMU KEpyBaHHS.

. OCHOBHI €JIeMEHTH Ta NOPAIOK (YHKIIOHYBAHHS CUCTEMU KEpYyBaHHS.

. Mopeni komyHikarii B [oT.

. Komynikarii B pizaux cucremax loT. Etanonna mozgens [oT.

. [HcTpy™MenTanbH1 3aco6u MoentoBanHs cucteM «IHTepHety Peueity

. MopenmtoBaHHs pimieHb [HTEpHETY pedeil B paMkax clieHapiiB nudposizairii

O© 00 N O O b W DN

. InctpymenTapiit nogatky Cisco Packet Tracer nis iHTepHeTy peueit

10. CtBopenHs «po3yMHUX pedeit» 3acobamu Packet Tracer

11. MepesxHi TexHonorii 1 «[HTrepuer Peueit»

Orunsal OCHOBHHUX CTaHAApPTHUX MPOTOKOMIB [HTEpHeTy, 110 3acTocoBytoThCs B [0T

12. Tlpuctpoi MepekeBoro 3'€IHaHHS Ta MAPUIPYTU3ALL1s

13. IIpotokonu IoT

14. TlingknroyeHHs peueit 10 Mepexi. XmapHi oouncienss B [oT.

15. 3B'130K maHUX Ta MEPEXKEBI 3'€HAHHSA, 3'€THAHHS JOAATKIB.

16. Texuiuni 3acob6u B IoT. 3aranbHi  BiIOMOCTI TPO  JATYHKH.
OcHoBHI xapakTepucTuku natuukiB. Knacudikamis gataukis. TexHomoris

MEMS (MicroElectro-Mechanical Systems).

12. Axtyaropu. MikpokoHnTposiepu. Criocoou MiAKIIOYeHHs TaTYUKIB 1

aKTyaTOpiB 10 MIKPOKOHTPOJIEPIB.

13. Pi3HuIsg Mixk MiKpoIpoiiecopamMmu, MiKpOKOHTPOJIEpaMH 1

MIKPOKOMIT'FOTepaMu

14. Tlporpamue 3abe3nedeHHs njs peamizaiii anroputmis [oT

15. OcHnoBHi koHnemnii nporpamyBanns. Cuctemue [13, mpukinagHi mporpamu,

MOBH TIporpaMmyBaHHs. ba3oBi cTpyKTypu mporpam

16. Onnommarauii komm ' 1otep (SBC) Raspberry Pi

17. BuxopwuctanHs onepariiiHoi cuctemu Linux

18. IlIporpamyBanHs 3a monomororw Pyton

19. Bbesnporosi Texnoorii B [0T. bezaporosi Texnomorii WiFi, ZigBee,

Bluetooth, 4G/5G, Ta LoORaWAN.

20. be3smeka 0e3IpOTOBUX MEPEK
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21. Meroau 1 moneni po3poOJieHHs, BIPOBAIKEHHS, CYIPOBOIY MPOTrPaMHOI0O
3a0€3MeueHHsI Ta yIpaBJlHHS BIANOBIIHUMU MPOLIECAMU Ha BCIX €Tanax >KUTTEBOTO
LUKITY.

22. Mogeni iHpopMaLiifHUX MPOLECIB y NPUKIAIHINA 007aCTi.

23. Iudopmaniiini noTpedH 1 AaHi 1Jisl IPOEKTYBAHHS MIPOrPAMHOTO 3a0€31EUYEeHHS.
24, AHami3 1 CHHTE3 MpU 3aCTOCOBYBAHHI HAa CHCTEMHOMY pIBHI CY4YacCHUX
MIPOrpaMHUX Ta anapaTHIUX MIATGOPM AJi pO3B’sI3aHHS CKIIAIHUX 3a]a4 1HXKeHepii
MIPOTrPaMHOI0 3a0e3MeYCHHS.

25. Po3pobOka apxiTeKTypu NpOrpaMHOTO 3a0e3MedyeHHs Jisg peaizalii BUMOT
3aMOBHHKA.

26. Mopaudikaiis ICHyIOYMX Ta pO3pOOKa HOBUX QJITOPUTMIYHUX PIIICHb

ACTAJIbHOI'O MMPOEKTYBAHHA IIPOTPAMHOTO 3a0e3neueHHs.
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