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Today we can say with great certainty that the phrase «Who owns the in-
formation, owns the world» was not only prophetic, but also determines the
external and internal policy of the leading states of the world in the field of reg-
ulation of information flows circulating in all spheres of life in modern society.

Any citizen, who owns reliable information, has a great advantage in terms
of making the right decisions, often contrary to the policies pursued by ruling
elites States. It is this fact makes formal control over the regulation of the flow
of information important priority for any country that wants to keep its in-
formation sovereignty and pursue an independent policy (Information sover-
eignty of the state and the modern reality. — [Electronic resource]. — Mode of
access: http://www.zadereyko.info/vliyanie_ interneta_na_cheloveka/infor-
macionnuy_suverenitet.htm). Modern global trends of steady demand growth
cause the user to reliable information in various fields. According to experts,
95 % of such information can be obtained from public sources, placed in a
virtual environment of the Internet (No sense spy — 95 % of the information
available on the Internet. — [Electronic resource]. — Mode of access: http://
www.rbcdaily.ru/world/ 562949985512696). Because of it, there is a need for
detailed consideration of the following questions:

— What kind of information can be a threat to the state and its citizens;

— Which organizations are involved in the regulation of information flows
on the Internet;

— What regulatory trends in the field of information developed in countries
with a developed network infrastructure.

Analysis of current trends in this field shows that bans on the distribution of
information in the virtual environment of the Internet, there are many states
of the Eurasian and Latin American continents. These prohibitions are di-
vided into households, corporate and government. Household prohibitions set
by users to protect their inner circle (usually children) from online resources
on the following subjects:

1. Internet resources, spreading viruses;

2. Advertising and banners;

3. Rudeness, immorality, indecency;

4. Aggression, racism, terrorism,;

5. Proxies and anonymizers;

6. Adult Sites;

7. Alcoholic beverages and tobacco;
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8. Casinos, lotteries, betting;

9. Phishing and fraud;

10. Torrents and P2P-networks;

11. Pornography and sex;

12. Troops and weapons;

13. Extremism;

14. Narcotic drugs;

15. Parking domains for all of the above resources.

Practical implementation of domestic bans performed through the
using of specialized software that allows the user to regulate the flow of
information.

Corporate bans are the prerogative of the employer establishing the rules
of access to Internet resources, based on their security requirements of the
network infrastructure, as well as to the fence of its staff from unwanted in-
formation during business hours (Corporate prohibitions. — [Electronic re-
source]. — Mode of access: http://www.profmedia.by/pub/kadrovik/art/de-
tail.php?ID=71001).

Certainly considered species bans access to Internet resources should be
the fundamental basis of state policy in the sphere of regulation of informa-
tion flow the virtual environment of the Internet, despite the large number of
contradictions.

Among the measures taken by the governments in regulating the dissemi-
nation of information in the Internet, include:

1. Influencing sources hosted content (media companies, bloggers, owners
of information resources);

2. Implementation of selective content filtering internet resources or lock
access to them;

3. Monitoring of customer traffic and its subsequent filtering, according to
established standards to ensure the sovereignty of the state information.

However, according to the International Covenant on Civil and Political
Rights, everyone has the right to freely express and distribute his opinion
orally, in writing or in print (International Covenant on Civil and Political
Rights. — [Electronic resource]. — Mode of access: http://www.un.org/ru/
documents/decl_conv/conventions/ pactpol.shtml). This right is also men-
tioned in the European Convention on Human Rights and the constitutions
of many countries, including Ukraine (European Convention on Human
Rights. — [Electronic resource]. — Mode of access: http://www.echr.coe.int/
Documents/Convention_ RUS.pdf). If in the state, there are restrictions on
freedom of speech, they must strictly comply with its legal framework with the
obligatory account of international law. At the legislative level should be fixed:
the protection of reputation, dignity, national security, public order, copyright,
health and morals. Thus, if the state imposes similar restrictions on the distri-
bution of information in order to ensure its information sovereignty, it is fit the
international law.
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Nevertheless, we must always remember that the control and regulation
of the flow of information from the state society can be interpreted not as an
instrument of domination of the information interests of the state, and as the
setting of information censorship. In this case, whatever the level of declared
freedom of speech in the country, considered regulatory trends information
flows in the virtual environment of the Internet, there are embedded in the
legislative base states. In these processes, of course, there are positive and
negative sides.

YAHDBIIIIEB P. H.

HanmonanbHbiil yHuBepcuTeT «Onecckast Iopuamueckast akaneMusi»,
JOLEHT Kadenpbl UHGOPMALIMOHHBIX TEXHOJIOTH, KAHAUAAT IOPUAMYECKUX HayK

ITPOBJIEMA KOHTPOJIAA
HAJI TNIOBAJIBHOU CETBbIO UHTEPHET

Cetb MHTEpHET, MepBOHAYAILHO BO3HUKINAS KaK YMCTO TEXHUYECKUIA
MPOEKT, B CBOEM JAajibHElIleM Pa3BUTUM CTaBIIMI OCHOBOW COBpPEMEH-
HOTro OOUIECTBA, B HACTOSIILIEE BPEMSI TIEPEXKUBACT CEPbE3HBINA CUCTEMHBbII
KpU3uC.

B nokname rinaBHOro aHTUBMpYCHOro akcmepra «Jlabopatopun
Kacnepckoro» Anekcanapa [octeBa oTMeuaeTcsi, UTO B HACTOSIILEE BpeMsi
MHTepHeT BCTYIMWI B CTaAUIO pa3neeHus] eTMHON CETU Ha JECATKU OTIEb-
HBIX HallMOHAIbHBIX ceTeil. [lomoGHOoe TpobeHre MOXET IMPUBECTU K TOMY,
YTO YK€ CYILIeCTBYIO1IAasl TEHEeBasi KOMIbIOTEPHAas CeTh (TaK Ha3biBaeMasi CETh
Darknet, ocHoBaHHas1 Ha TexHoJorusix Tor n 12P) BbliieT U3 HBIHEITHETO
MapruHajJbHOTO COCTOSIHMSI M CTaHeT eAMHON HaaHaI[MOHAJbHOM CeTbio
(Kaspersky Security Bulletin 2013. I[IporHo3sl [DaeKTpoHHBI pecypc|: —
Pexxum noctyna: http://clck.ru/9ApjJ] HazBanue ¢ skpaHa).

[TepBBbIM TOCYIapCTBOM, MPUCTYMUBIIMM K CO3IaHUIO CBOETO COOCTBEH-
HOro cerMeHTa cetu MHTepHert, ctana Kuralickass HapomgHasi pecrnyOsuka.
B Hacrosiiee Bpems1 yxe LesIblil psili TOCYIapCTB MpeanpuHUMaeT 1Iar, Ha-
MpaBJIeHHbIE K YCTAHOBJIEHUIO KOHTPOJISI HAJl HALIMOHATbHBIMU CETMEHTAaMU
cetu. B ux uucne u Poccuiickas Penepaiusa. B yacTHOCTH, TIaHUpPYyeTCs
3amnpelieHue UCIOIb30BaHUsI TOCYIapCTBEHHBIMU YUPEXACHUSIMU U Opra-
HU3aLMsAMU XOCTUHIOB Ha TEPPUTOPUU APYTrOro roCyAapcTBa, BBOAUTCS 3a-
KOHOJATeJIbHOE PeryJupoBaHue A0CTYIA K caiiTam.

AHaJIOTUYHBIE AENCTBUS cobupaeTcs mnpeanpuHsaTh u demepaTuBHas
Pecniyonuka Iepmanusi. B HossOpe 2013 roma ObUIO 3asIBIGHO O HAMEPEHUU
MOJHOCTBIO 3aMKHYTh BCE KOMMYHUKAIIMKA MEXIY TFepMaHCKHMM BEIOM-
ctBamu BHYTpU cTpaHbl. DeneparnBHas Pecrybiauka bpasunus coobiumna o
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