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BAIIYK O. 11.

HauionanbHuii yHiBepcuteT «OnecbKa 0puaMyHa akaaeMisi»,
JOLIEHT Kadeapu KpUMiHATICTUKY, KaHAUAAT IOPUANYHUX HAyK

moa0 BUOKPEMJIEHHA HAIIPAMIB
JOCIIAXKEHHA TAKTUKUA BUKOPUCTAHHS
HEBEPBAJIBHOI IHOOPMAIIII B KPUMIHAJIICTHUIII

ITponoBxyoun po3poOKy BUEHHS Mpo HeBepOaabHY iH(opmMallilo Mu 30-
ceperyiM CBOI HACTYIHI KPOKM Ha OIHOMY 3 PO3MIiIIB KPUMiHATICTUKH, SIK
KpUMiHaicTUYHa TakTuka. Ha 1pomy erami, cTajia BaXJIMBOIO ajariTallis Ta
BUOKpEMJIEHHSI MicCllsl HeBepOasibHOI iH(opMallii 1100 HAayKO3HABUMX OC-
HOB Ta MPAaKTUYHUX AAHUX KpUMiHaJicTUYHOI TakTUKU. [IpoBiBIIM aHamiTH-
YHUN aHajli3 Cy4acHMX HAyKOBUX IIpaillb, MU BUJJIM TaKUX aBTOPiB, 5K
10.I1. Anenin, B.A. Xypasenn, 1.I. Koryrnu, B.B. Timenko, B.}O. Illermi-
TbK0, b.B. llyp Ta iHmMX, npaili AKKUX B MOJAJIbILIOMY OyIeMO 3aCTOCYBaTH
SIK OCHOBHI, BM3HaHi Ta MepeBipeHi Ha MpakTulli. B cBoro 4epry, mig HeBep-
OanbHOIO iH(OpPMAILIi€ID, ¥ By3bKOMY 3Ha4Y€HHi, CJIill PO3yMiTH CUCTEMY ja-
HUX OCOOMCTOrO XapakTepy IpO ColiajbHi, ICUXOJOTiuHi, ¢isionoriuni i
iHIIII BJACTMBOCTI YYaCHUKIB KPHMMiHAJIbLHOIO MPOBAIKEHHS, ofepXKaHi 0e3-
MOCEPEAHBO 3a TOIIOMOI0I0 HEMOBHMX 3aCO0iB CITLJIKyBaHHSI.

3 MeTo BUOKPEMJICHHSI CaMOCTIMHUX KJIIOUOBUX HAIPsIMIB JTOCiIKEH-
HS TaKTUKM BUKOPUCTAaHHSI HeBepOaJibHOiI iH(opMallii B KpuUMiHaTICTUI
PO3KPHMBAEMO OKPEMi HAWBAXJIMBIillli CKIAAOBI KPMMiHAJICTUYHOI TAKTHKMU,
1l TOHATTS, CUCTEMY, 3aBHaHHS, (PYHKIIII.

KpuMinanmictTnyHa TakThka, B IIMPOKOMY PO3YMiHHI, 1€ HAyKOBi ITOJIO-
>KEHHSI O[O MisUIBHOCTI YYaCHUKIB KpUMiHAJbHOTO MPOBAIKEHHS Ha J0CY-
JIOBOMY pO3CJIiIyBaHHi i cymoBoMy mnpoBa/keHHi. KarteropiasbHuii amapar
KPUMIiHAJIICTUYHOI TAaKTMKM BKJIIOYAE pEeKOMEHMallii, orepalii, KoMOiHaIlii,
npuiiomu. CTpyKTypa KPUMIHAIICTUYHOI TaKTUKM IIPEICTABISIE COOOI0 CHC-
TeMy, 1110 CKJIAIa€ThCS 3:
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1. 3aragpHUX TIOJOXEHb (TTOHSTTSI, 00’€KT, TpeaMeT, (PyHKIIii, 3aBIaH-
Hs1, JKepesa, MPUHIMIMY, BJaCHUIN KaTeropiaJbHUI amapaT, Miclle Ta B3ae-
MO3B’SI30K Cepell iHIIMX PO3MAiJiB KPUMIHAJICTUKM Ta OKpeMi BUEHHS i Teo-
pii KpMMiHAIICTUYHOI TAKTUKHU TOILO);

2. TakTvKM TIpOBENEHHS Iiii Ta 3aXO/iB Ha TOCYIOBOMY PO3CIiAyBaHHi (Tak-
THKa Cimunx (TJIaCHUX Ta HEIJIaCHUX) Miil, TAKTUKA BUKOPUCTAHHS CIIelliaib-
HUX 3HaHb, TAKTMKA B3aEMOIil Ha TOCYJI0BOMY PO3CJIiyBaHHi Ta iH.);

3. TakTUKM TpPOBeNeHHs [iil Ta 3aXO[iB Y CyIOBOMY NMPOBAIKEHHi (Tak-
TUKa CyJOBOTO MPOBAIKEHHS Yy MeplIiid IHCTaHLil, TAKTUKA CydOBOTrO MpoO-
BAaKEHHS 3 TEperisiiy CyAOBUX DillleHb, TAKTUKA B OCOOJIMBMX MOPSIKax
KPUMiHaJIbHOTO TPOBA/KeHHS Ta iH.).

IToHATTS Ta cucTeMa KpUMIiHAJICTUYHOI TaKTUKU (OPMYIOTH il 3aBOaH-
Ha. Lli 3aBmaHHA KpUMiHAJiCTMYHOI TaKTUKM IIOAUISIEMO Ha TPU BeJIUKi
rpylnu Ha MiACTaBi:

1. 3aranbHOI O3HaKM (CIPUSIHHS MisSTBHOCTI Ha JOCYIOBOMY PO3CIiLy-
BaHHI i CyZIOBOMY MPOBAIIKEHHI);

2. Okpemoi o3Haku (po3pobKa peKOMeHHalliil 10a0 MisUIbHOCTI Ha J0-
CyIOBOMY PO3CIiIyBaHHi i CyqOBOMY IPOBaIKEHHI);

3. CrneuianbHOi 03HaKu (po3poOKa IMpUIIOMIB, omepalliii Ta KOMOiHaLIii
Ha JOCYJIOBOMY PO3CJIiIyBaHHI i CyIOBOMY MPOBAIKEHHI).

ITnardopmoro BuoKpeMJIeHHSI (DYHKIII KPUMiHAIICTUUHOI TaKTUKKU BU-
CTynae Moro MoHSITTS, cUcTeMa, 3aBAaHHsa. OTpuMaHe JOIJIBHO BUOKPEMU-
TU Y HACTYIIHi IpyIu:

1. 3aranbHi (mi3HaBajibHa, KOMYHiKaTMBHa, iHdopMalliliHa, opraHiza-
1iiiHa, peryJsiTuBHA, J1iarHOCTUYHA);

2. OkpeMmi (B 3aJIexKHOCTI Bill KOHKPETHUX [iii a00 3aX0iB B MeXax H0-
CYIIOBOT'O PO3CJIidyBaHHS i CyIOBOTO IIPOBAIKEHHSI);

3. CneuianbHi (IPOrHOCTUYHA, MpodiJakKTUYHA Ta iH.).

Otxe, Ha MiACTaBi BUILEO3HAYeHOI iH(opmMalii Mu hopMyeEMO HampsIMU
JOCHTIIKEHHSI TAKTMKW BUKOPUCTaHHSI HeBepOajbHOI iH(bopMalii B KpUMi-
HAJiCTUYHIN TaKTULi Y HACTYITHOMY BUIJISIII:

1. 3aranpHe (Ha MiACTaBi CUCTEMU KPHMMiHATICTUYHOI TAKTUKU):

*  TaKTUKM BUKOPUCTaHHS HeBepOaibHOI iH(opmalii mpyu mpoBeneHHi
IIii1 Ta 3aXOMiB Ha JIOCYJIOBOMY PO3CIIiIyBaHHi;

*  TaKTUKM BUKOPUCTaHHS HeBepOanbHOI iH(opmalii mpu mpoBeneHHi
i1 Ta 3aXOMiB y CyIOBOMY IPOBAIXKEHHI.

2. OkpeMe (Ha IiACTaBi CKJIANOBUX KPUMIiHATICTUYHOI TAKTUKM):

*  BYEHHS MPO TAaKTUYHE PillIeHHS;

*  BYEHHS IPO CJIiYy CUTYyaIlilo;

*  BYEHHS IIPO TaKTUYHUI IpUiioM (olepaliro, KoMOiHallil0);

*  BYEHHS IIPO TEXHOJIOTIIO CIITIMX Iilf;

*  BYEHHS IIPO IJIJAaHYBaHHS Ha JOCYAOBOMY PO3CJIiAyBaHHI Ta iH.

Maroui 11i BUOKpEeMJIEHI HampsIMU JOCJIKEHHSI TAKTUKA BUKOPUCTAHHS
HeBepOaIbHOI iH(opMallii B KPUMiHATICTUYHIA TakTULi MU B MOJAIbLIOMY
MPOAOBXUMO JOCHII)KEHHSI TEOPEeTUYHUX 3acajl TaKTMKU BUKOPUCTAHHS
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HeBepOabHOI iH(opMallii B KpUMiHATICTHUIII Ta TPAKTUKHU i1 BUKOPUCTAHHS,
OTMPAIOYMCh HAa BXE€ iCHYIOUi MOCATHEHHSI B KPUMIiHAJTICTUYHINA TaKTHUILi Ta
PO3KpHBAIOYM OCOOJMBOCTI TaKTWKM BUKOPUCTAHHS HeBepOaibHOI iHGOP-
Mallil B KpMMiHaJIiCTHII].

DYNTU V. A.

National University «Odessa Academy of Law»,
Associate Professor of the Department of Forensic Science
PhD in Juridical Sciences

FORENSIC ANALYSIS OF THE DARKNET

It is obvious that information technologies are implemented to all spheres
of life, from online food ordering to flying into space. However, in spite of
all the advantages, which were established by technologies nowadays, they
can be used for criminally oriented activity.

Currently the most famous IT-tool is the Internet or the Web — the
global system of interconnected computer networks that use
the Internet protocol suite (TCP/IP) to link devices worldwide [1]. It should
be noticed that the Web can be conditionally divided into two groups: the
Surface Web and the Deep Web. The Surface Web is the portion of the Web
that has been crawled and indexed (and thus searchable) by standard search
engines such as Google or Bing via a regular web browser [2]. The Deep
Web is a part of the Internet, which is not accessible to link-crawling search
engines like Google, etc. The only way a user can access this portion of the
Internet is by typing a directed query into a web search form, thereby
retrieving content within a database that is not linked [3]. As well for today
there are alternative search engines which were designed to track different
portions of the Deep Web. However, aforementioned search engines have
low scale of index in the Deep Web which causes necessity to use particular
address of a webpage.

Also, a very small proportion of websites in the Deep Web use
sophisticated anonymity systems, which allow their operators to conceal their
identity if they wish to. This part of the Deep Web is commonly referred to
as the DarkNet [4].

It should be emphasized that the DarkNet can be considered as an amount
of anonymous web pages and as virtual private networks, which often require
additional software to access and exist within the public Internet [3].

The most famous encryption tool which is used to access to the DarkNet
is called The Onion Router (TOR).
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