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6.	 Розвиток медицини: Штучний інтелект може бути викорис-
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танням інтелектуальних систем, важливо звернути увагу на етичні та 
соціальні наслідки впровадження цих технологій у суспільство. 
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METHODS OF INFORMATION HYGIENE OF CITIZENS OF UKRAINE 
FOR THE PURPOSE OF PREVENTING CYBERCRIME ACTIVITIES

Cyber security is an important element of ensuring national security, as 
virtual space is becoming an increasingly important element of influence on 
public sentiment and encroachment on the imbalance of situations in the 
country. The article examines the problem of cyber security in the context of 
the individual, society and the state. 

Today, virtual space has become a very important battlefield. Cybercrime, 
cyber terrorism and cyber war have become an integral part of the modern 
world. According to the Ukrainian Cyber Security Center of the Ministry of 
Internal Affairs of Ukraine, criminal groups use cyber attacks to commit 
crimes such as fraud, theft, distribution of malicious software, export 
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(ransom) and much more. In addition, cybercriminals use virtual space for 
espionage, reconnaissance and cyber attacks on the country’s infrastructure. 
Thus, cyber security is an important element of ensuring the national 
security of Ukraine.

Personal cyber security is the protection of personal information stored 
on various electronic devices, such as computers, smart phones, tablets, 
and others. Cybercriminals can gain access to these devices and use the 
information stored on them for their own benefit. For example, they can 
use passwords stored on devices to access bank accounts or steal personal 
information that can be used for fraud and other crimes. Since today most 
people have access to the Internet and use various electronic devices, 
personal cyber security has become one of the most pressing issues.

To protect your personal information from cybercriminals, you need to 
follow a few simple rules:

1.	 Use complex passwords that contain letters, numbers, and symbols. Do 
not use the same password for different services.

2.	 Update the software on your electronic devices. Many software 
vulnerabilities that can be exploited by cybercriminals are fixed in new 
versions of programs.

3.	 Do not open links and files from unknown or suspicious senders. They 
may contain malware.

4.	 Use antivirus software to help protect your electronic devices from 
malware and other threats.

5.	 Do not send your personal information through untrusted 
communication channels such as e-mail or social media messages. It is better 
to use secure communication channels, for example, encrypted e-mail or 
messengers with end-to-end encryption.

6.	 Follow the principles of “principle of least permission” and “principle 
of necessity”. Do not give access to your personal information and electronic 
devices to anyone except those who need it. Don’t store too much information 
on your electronic devices to reduce the risk of theft.

7.	 Use two-factor authentication to access important information such as 
bank accounts or email inboxes. This will help increase the level of security 
and protect your data from unauthorized access.

In addition, it is worth remembering that cyber security does not depend 
only on the actions of individuals, but also on the actions of organizations 
and government institutions. For example, companies must ensure the 
security of their databases and other electronic systems that contain personal 
customer information. Government institutions should adopt cyber security 
laws and policies that ensure the security of citizens’ personal data.

In addition to threats to personal information, cybercriminals can also 
use electronic devices to attack infrastructure and critical systems. For 
example, hackers can use the assembly of botnets to overload websites, hijack 
surveillance cameras, intercept critical information, and even block critical 
communications systems.

To prevent such attacks, it is important to ensure the cyber security 
of critical infrastructures and systems such as energy networks, financial 
institutions, medical systems and others. This can be achieved through the 
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development and implementation of cyber security standards, the use of 
modern encryption and authentication methods, and increased control and 
oversight of network connections.

In addition, cyber security should be considered when using smart 
devices and the Internet of Things (IoT). These devices may contain 
vulnerabilities that can be used to attack networks and other devices. For 
example, cybercriminals can exploit vulnerabilities in home automation 
systems to gain access to doors and windows, or use unsecured network 
cameras to spy.

To ensure the cyber security of smart devices and IoT, users must 
ensure Wi-Fi network security and use strong passwords to access devices. 
In addition, it is important to install software updates that fix detected 
vulnerabilities and to limit access to devices by setting individual access rules 
and firewalls.

Even with all measures to ensure cyber security, it cannot be guaranteed 
that an attack will not happen. That’s why it’s important to have a disaster 
recovery plan in place to quickly restore systems and networks after an 
attack. This can be achieved by backing up data, developing recovery plans, 
and running regular disaster recovery tests.

In addition, public cyber security is important to keep in mind, as 
cybercriminals can use widespread social media and other online resources 
to launch attacks. This can be done through phishing attacks, sending emails 
with malicious attachments or links to fake websites that require personal 
information. Such attacks can lead to leakage of personal information, theft 
of money and other negative consequences.

Therefore, users should be careful when opening e-mail and 
communicating on social networks. It’s important to check the 
sender’s address and not open attachments that look suspicious. In addition, 
it is important to use anti-virus software and ad-blocking programs to 
prevent network attacks.

In solving cyber security problems, it is important to pay attention 
to technical and organizational measures that ensure the security of 
electronic systems and networks. One of such organizational measures is the 
establishment of rules for access to information and files, which ensures the 
protection of confidential information from unauthorized access.

Organizations must develop strict access policies to ensure that only 
authorized users have access to sensitive information and systems. It is 
advisable to set different levels of access for different users to limit access to 
information only at the required level.

It is also important to use firewalls, which allow you to monitor network 
traffic and block dangerous connections. Firewalls can be configured to block 
certain types of traffic, set rules for network access, and check login requests.

There are also various types of encryption that ensure the security of 
information during its transmission. The most common types of encryption 
are SSL (Secure Sockets Layer) and TLS (Transport Layer Security). These 
protocols encrypt the data transmitted between computers, thereby 
ensuring the confidentiality of information and protection against 
unauthorized access.



636

Organizations can also use different types of software to protect against 
malware and viruses. Antivirus programs allow you to detect and block 
malicious programs that can cause damage to systems and data.

To provide more effective protection, organizations can use monitoring 
and intrusion detection systems (IDS / IPS). These systems allow you to detect 
and block attempts at unauthorized access to the network and systems.

However, despite all security measures, there is a risk of an internal 
threat, that is, the possibility of abuse of trust by employees of the 
organization. Therefore, it is important to conduct regular security audits to 
identify potential problems and vulnerabilities in an organization’s systems 
and networks.

Ensuring information security is an ongoing process as threats become 
more sophisticated and inventive. Therefore, organizations must constantly 
improve their methods and approaches to protect against malicious attacks 
and ensure the security of their systems and data.

In a world where information is becoming increasingly important and 
valuable, protecting information and systems is an integral part of any 
organization’s operations. The right security strategy and the use of modern 
technologies help protect against malicious attacks and preserve data privacy.

Organizations must understand that not having an appropriate security 
strategy can lead to serious consequences, such as data loss, privacy 
breaches, financial losses and reduced customer trust. It is therefore 
important that organizations take information security seriously and invest 
in the security of their systems and data.

In addition, training employees about security rules and the risks 
associated with careless use of information is also an important element of 
a security strategy. Every employee needs to know how to protect their data 
and the information they receive in the course of their work, and how to 
respond accordingly to potential security threats.

Therefore, ensuring information security is an important component 
of the activity of any organization, because data security is a necessary 
condition for successful work and development. Understanding the threats 
and taking the necessary steps to prevent them will help organizations 
protect their systems and data from malicious attacks and other threats.

The article draws attention to the importance of information security 
for any organization. The lack of an appropriate strategy can lead to serious 
consequences, such as data loss, privacy violations, financial losses and 
reduced customer trust. However, investing in the security of your systems 
and data, as well as training employees about security rules and the risks 
associated with careless use of information, can prevent such negative 
consequences. Therefore, ensuring information security is an important 
component of any organization’s activities, and organizations must take it 
seriously and take the necessary measures to prevent threats.
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software, vulnerabilities, malware, antivirus software, secure communication channels.
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