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INTERNATIONAL PROTECTION OF HUMAN RIGHTS
IN THE INFORMATION SOCIETY

In their development, human rights and freedoms have come a long way. They
required both definition, recognition, consolidation, mechanisms for protection,
and direction of further development. The problem of protecting human rights and
freedoms in new, modern conditions was no exception — in the conditions of the
formation and development of both individual national information societies and the
global information society. The problem of protecting human rights in the information
society is complicated by several factors, among which the most important, in our
opinion, are the following: first, the complexity of defining the information society
(there are six concepts of its development) and the presence, along with its positive
aspects, of negative ones, such as those that may pose threats to existing human rights;
second, the uncertainty of the large-scale impact of information technologies on both
the person himself and, accordingly, on his rights and freedoms; third, the absence
in the science and practice of international law of a generally accepted definition of
“human information rights”; fourthly, the need to implement one of the basic principles
of international law - the principle of respect for human rights and fundamental
freedoms.

Uncertainty leads to the search for answers to a number of fundamental questions.
In particular, what rights require protection in the information society; what
understanding and attitude should be towards existing rights in the information
society; how to take into account the ambiguous understanding and interpretation
of the category (group) of new “information rights” related to the use of information
technologies.

When considering the problem of protecting human rights in the information
society, it is worth noting its broad formulation and complexity of perception. This
is likely due to the fact that there is no unity of opinion on the problem of protecting
human rights in the information society. Therefore, the question arises of getting
acquainted with the most widespread scientific approaches and views in the doctrine
of international law. First of all, this concerns the answer to the following question:
which rights, together with those already defined and enshrined in international
law, are subject to protection in the information society [1]. The answer to this
question leads to the consideration of several conceptual approaches and scientific
views grouped according to certain similar features. In our opinion, the basis for the
classification of these approaches and views should be the criterion of the influence
of modern information technologies on the implementation of human rights and
freedoms.
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It should be noted that the proposed classification is conditional and takes into
account the need for its further scientific understanding and development. In
summary, we note that there are several approaches. Four principal approaches can be
distinguished: 1) “general approach”: the entire list of existing human rights defined
by international legal acts is subject to protection; 2) “selective approach” only those
rights and freedoms that are defined as the basis for forming a group of “information
rights” of a person are subject to protection; the remaining rights are considered in
relation to them; 3) “special approach” only those rights that are defined and enshrined
in international law are subject to protection, the implementation of these rights is
related to information with limited access, unauthorized dissemination of such
information and violation of the access regime harms the owner of the information;
4) “thematic approach” only categories of rights related to the modern development
of information technologies in the conditions of the development of the information
society are subject to protection - “digital rights and freedoms”.

It is necessary to briefly describe each of these approaches. The essence of the first,
“general’, approach is to indicate the list of rights and freedoms defined in international
legal acts, which, under the conditions of the development of the information society
and the diverse impact of information technologies, will require protection. The basis
for such a list of human rights are the following sources: the Universal Declaration of
Human Rights of 1948, the International Covenant on Civil and Political Rights of 1966
and the International Covenant on Economic, Social and Cultural Rights of 1966. As
one of the options, the probable and diverse impact of information technologies on
human rights can be considered by groups of rights (civil, political, economic, social,
cultural), as well as taking into account the generations of development of human rights
(I I, IIT and possibly IV generations) [2]. Taking into account the legal nature of rights,
the authors draw appropriate conclusions regarding the implementation and possible
protection of each of the rights in the information society. Attention, as a rule, is focused
on the specifics of the implementation of each of the rights (groups of rights) in the
information society and its corresponding protection. It is noted that almost all rights,
to one degree or another, are manifested in the information society. According to this
approach, attention is also focused on the issue of guarantees of human and citizen rights
and freedoms (institutional guarantees, procedural guarantees, material guarantees).
The opinion is expressed about the need to improve human rights protection systems
in the information society at the universal, regional and national levels, respectively. It
is clear that according to this approach, the scope of argumentation regarding each of
the rights (groups of rights) varies, or may be absent altogether.

The essence of the second, “selective”, approach is to define as key elements
several categories of rights and freedoms and to build on their basis a certain group
of information rights that will be protected. Three categories were chosen as key ones:
“freedom of information”, “right to information”, “right to communication”. The basis
for defining “freedom of information” (freedom to seek, receive and disseminate
information) is the relevant provisions of universal and regional international legal
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acts as sources. The basis for defining the “right to information” (“right to access
information’, “right to access public information”) are doctrinal views and international
legal acts. The basis for defining the “right to communication” (“right to access means
of communication’, “right to access the Internet”) is doctrinal views), the Statute of
the International Telecommunication Union 1992. Opinions on the composition
of the group of “information rights” differ. Some limit themselves to including
the aforementioned “freedom of information”, “right to information” and “right
to communication” [3]. Others believe that this group of information rights can be
expanded due to the emergence of new rights and freedoms, in the conditions of their
implementation in the information society and under the influence or with the use of
information technologies. It is precisely such a group of rights that their authors define
as a separate group, that is, a group of “information rights” of a person. It is emphasized
that such a group of information rights will be distinguished by its own characteristics.
At the same time, the list of rights that are (will be) included in such a group remains
debatable. At the same time, its inclusion in a number of other groups of human rights
(along with civil, political, economic, social, cultural) is assumed.

The essence of the third, “special’, approach is to define as basic categories subject
to protection only those rights that collectively meet the following conditions: (a)
are defined and enshrined in international law, (b) their implementation is related to
information with limited access (confidential information; secret information), (c)
unauthorized dissemination of such information and violation of the relevant access
regime causes harm to the owner of the information. According to this approach, the
following are subject to protection: personal data of a person, genetic information
of a person, medical secrecy, professional secrecy of judges, lawyer secrecy, notarial
secrecy, journalistic secrecy. At the same time, it is emphasized that special attention
should be paid to the protection of these rights in the context of the development of the
information society and the large-scale use of information technologies [4].

The essence of the fourth, “thematic”, approach is to consider and define, for the
purpose of legal protection, the set of only those rights that are related to the modern
development of information technologies in the conditions of the development of the
information society - the so-called “digital rights and freedoms”, “Internet rights”, etc.
In the opinion of the authors, it is these rights that are directly related to the category of
information and communication or to the “modern information and communication
spheres” in the conditions of the development of the information society. The basis of
this approach are the views on “digital rights and human freedoms” enshrined in the
Charter of the Global Information Society of 2000. According to this approach, the
category of information rights includes the entire possible set of rights, linking their
implementation and protection exclusively with the conditions of the development of
digital information technologies.

Thus, summarizing the above, we note the following conclusions: the analyzed
conceptual approaches are not exhaustive and cover only principled views on the issues
of human rights protection in the context of the development of the information society;
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the considered approaches emphasize the importance of human rights protection
in the context of the large-scale use of information technologies; the absence of a
generally accepted definition of “human information rights” in the science and practice
of international law complicates their unified understanding, however, does not stop
the search for a mutually acceptable solution to determine their list and appropriate
protection.
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ITnomnixoe Onexciii Bikmoposuu
Ipomadcvka opeanizayis «/ecame Keimms»,
CAapWiUil 10pUcm, KaHOUOAm WPUOUUHUX HAYK

YXBAJIEHHSA KOHBEHIIIL ITIPO OEAKI BUIV 3BUYAVIHOI 35POI
K BUSHAYAJIBHII KPOK B ®OPMYBAHHI MIDKHAPOHO-
IIPABOBOTI'O PEXXVMMY OBMEXEHHSA 3ACTOCYBAHHS JTEAKNX
BUIIB O3BPOEHD B FOMOBUX OISX

KonBeH1ist mpo 3a60poHy a60 06Me>KeHHsI 3aCTOCYBaHH KOHKPETHIUX BUIB 3BU-
JaiftHoi 36poi, AKi MOXYTb BBOKATUCA TAKUMI, IO 3aBJAIOTh HA/[MiPHUX YIIKOKEHb
ab0 MaroTh HeBUOIpKOBY Ao [1], o BizoMa Takox sik KoHBeHIis mpo feski Buu
3BMYAITHOI 36poi, Oy/a yxBaneHa MbkHaponHowo Kondepenuiero B XKenesi B 1980 poui
pasoM 3 TppoMa nepummu IIpotokonamu o Hei. IIpoTokon I cTocyBaBcA OCKONKIB,
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