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3AT'AJIBHI NIOJIOKEHHSA

Crporoani rio0ajibHa BCECBITHS MEpeka, 1Mo 00’ €HY€E MIJTLHOHU KOMIT FOTEPiB
y TpaHCHAIIOHAJIbHY €IUHY cucTeMy [HTepHET, BIIKpUBA€E MIUPOKI MOKIUBOCTI IS
CIIJIKyBaHHS Ta oOOMIHY iH(opMaliero Oyap-skoro xapakrtepy. lle 3ymoBuio
BUHUKHEHHSI HOBOTO THINY CYCHIJBHHUX BIJIHOCHMH — BITHOCHH Yy KiOepmpocTopi, 110
MITHOCSTh Ha SAKICHO HOBHMM PiBEHb PO3BUTKY BCl1 C(hepH KUTTEIISUIBHOCTI, 30KpeMa
C€KOHOMIKY, JIep»KaBHE yIPaBJIiHHs, MUCTEIITBO, HAyKy, OCBITY Toilo. BTiMm, HapiBHi 3
MO3UTHUBHUMH 3700yTKamMu [HTEepHET-cepeoBUIIE XapaKTEePHU3Y€EThCS MOOIYHUMH,
HETaTUBHUMU SIBUIIAMH KPUMIHOTEHHOTO XapaKTepy, 10 SKUX BIIHOCATH MOPYIIECHHS
ABTOPCHKUX TPAB, PO3IOBCIO/UKEHHS Ta 30yT TBOpIB, M0 NPOMArylTh KYJIbT
HACHJILCTBA 1 JKOPCTOKOCTI, MOPHOTPA(PIYHUX MPEAMETIB, HAPKOTUIHUX 3aco0iB,
BUMaraHHs, aXpalcTBO yepe3 [HTepHeT Ta iHI BUAM SIK TPAJAHUIIIMHUX, TaK 1 BJIacHE
KOMIT FOTEPHUX 3J104MHIB. TeXHONOrIsl BUMHEHHS TAKUX 3JI0YMHIB 13 BUKOPUCTAHHAM
IT-rexnosoriit Ta Mepexi [HTepHET HaA3BUYANHO YCKIIAIHIOE MPOIIEC PO3CIIITyBaHHS
MOPIBHSHO 3 PO3CIIyBaHHSIM TaKOi KaTeropii 3JI0YMHIB, YYUHIOBAHUX Y 3BUYANHUX
yMOBaxX. 3a3HAYCHUM CJijl MOSCHIOBATH HEOOXITHICTh BUBYEHHS METOJUYHUX Ta
MPaKTUYHUX TUTaHb PO3CIIAYyBaHHS KIOEp3JMOUMHIB. XoOdYa CIiI4l € THUMH
cy0’eKTaMu, KOTP1 BUKOPUCTOBYIOTh KPUMIHAJIICTUYHI PEKOMEH/IAIlli 3 BUSBJICHHS Ta
po3chmigyBaHHs ~ KiOep3nouwHiB, cam  kypc  «lIpotuais  KiOep3iouynMHAM:
KPUMIHAJICTUYHUN acCleKT» MOKe OyTH KOPUCHHM U CyIIsaM, MPOKypopam,
MpaliBHUKAM OINEpPaTUBHUX MIAPO3JUIIB, 3aXMCHUKaM (aJBOKaTaM) Ta 1HIIUM
(baxiBUAM IOPUAUYHOTO TPODUIIO.

Hapuaneha auctumunina «IIpotumis  kiOep3nmouynHam:  KpUMIHAJIICTHYHUN
acCmeKT» BKJIIOYaE B ceOe TEOpeTWYHI 1 METOMWYHI TIOJOKCHHS PO3CIIiTyBaHHS
KiOep3/ounHIB  Ta KPUMIHAJIICTUYHY TaKTUKy 1 METOAMKY pO3CIiayBaHHS
KiOep3J0YMHIB OKPEMHUX pI3HOBHIIB, MIO0 pPO3pOOJIEHO HA TIiACTaBi 3arailbHO-
TEOPETUYHUX TMOJIOXKEHb KPUMIHATICTUKU. J[MCIUIUTIHA Ma€ sIK TEOPETHUYHE, TaK 1
MPaKTUYHE 3HAYCHHS JJIs1 PO3POOKH HAYKOBO OOTPYHTOBAHOI mporpamu 00poThOu 31
3JIOYMHHICTIO, @ TAaKOX IHIIUMH TMPOTUIPABHUMHU TPOSBAMHU Yy KUTTEMISUTBHOCTI
CycHiabCcTBa 1 JaepkaBu. [l JOCATHEHHS 1€l METH HEOOXiJHO MaTh BMITH
ODIEHTYBAaTUCA y TEOPETUYHHX TMOJIOKEHHSX  IHIIMX  OPUIUYHUX  HAyK
(iHbopmaIiitHOMy, ITUBUIBHOMY, TOCIIOAAPCHKOMY, MIXKHAPOJIHOMY-KPUMIHAIEHOMY
mpaBi), y CY4acHUX JIOCSATHEHHSX Ta MEPCIEKTHUBAX PO3BUTKY MPHUPOJO3HABUUX Ta
TEXHIYHMX HayK, BUKOPHUCTOBYBATH pE3yJIbTaTH aHAJI3y Ta y3araJlbHCHHS CIia4oi i
CYZOBO1 ITPAKTUKHU

[Tix yac miArOTOBKM HAaBUAJIbHO-METOJUYHOTO MOCIOHWKA BUKOPHUCTOBYBAIHUCS
HOPMH  JIIIOYOTO  BITUM3HSHOTO Ta  MDKHApPOJHOTO  3aKOHOJABCTBA, IO
permaMeHTyIoTh TpOoIeC 3AIMCHEHHS OCYAOBOTO pO3CHiAyBaHHS, OMNEPAaTHBHO-
PO3LIYKOBY AISUIBHICTh, MaTepialid CIII40i NPAKTUKH, a TaKOXX HAYKOB1 Mpari
aBTOPIB, IO JOCIIHKYBaIH MpodieMu 60poTsou 13 Kibep3nounnamu: I1. /1. binenuyxk,
A. C. binoycos, B. M. byty3oB, A. ®. Bonobyes, B. Jl. I'anoBcbkuii, B. O. I'omy6es,
M. B. I'ynamok, M. B. KapueBcbkuii,  O. I. Kotnspescbkuii, M. O. Kpasioga,
O. M. Jlenexa, M. 1O. Jliteino, O. B. Mamxkaii, A. I Mapymak, O. L. Mommsx,
I. M. Ocuxa, JI IL IMamamapuyk, JI. B. IlammeB, A. B. Peympkuii, C. M. Porosim,
b. B. Pomanrok, M. B. CanreBcekmii, C. B. Camotinos, €. JI. Ckymum, K. B. Titynina,
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1. M. Ilexan, B. C. Ilumbamiox, [. ®. Xapabepror, B. I'. XaxaHOBCBKUIA,
B. I1. lenomenues, B. B. Uepweit, C. C. UepHsIBCbKUH, a TAaKOk 1HO3EMHUX HAYKOBIIIB
(B. b. Bexos, P.I Jlpimmora, . A. lumrommms, B. €. Ko3nos, C. B. Kpurin,
B. B. Kpunos, O. M. Jlenexin, A. JI. OcuneHko Ta iHiiii).

Meta BUBYEHHS HABYAJIBbHOI JUCIMIUIIHU TOJISTa€ Yy BUPOOJIEHHI 3AaTHOCTI
BUKOPHUCTaHHS B PO eCiMHIN IOPUINYHIN AISILHOCTI MPAIIHUKIB TPABOOXOPOHHUX
OpraHiB TOJIOKEHb KPUMIHAJICTUKH BIAMOBIAHOTO BUIY 1 piBHA c(opMOBaHOCTI
BMiHb, a caMe: MiJ4ac pO3CHiAyBaHHSA KiOEp3JI0UMHIB, BpPaXxOBYIOUM TOJIOBHI
TeopeTHqu MOJIO)KEHHS HAyKU KpI/IMiHaJ'IiCTI/IKI/I BUKOPHUCTOBYBATH OCHOBHI TE€XHIKO-
KpUMIHATICTUYHI 3ac00U, TPUIOMHU 1 METOIU, TAKTHYHO MPABUIHHO 6yI[YBaTI/I Bepcn
IUTAHYBAaTH  pO3CHiAyBaHHS, MPOBOAUTH  CHiA4Yl  Ail, TaKTU4YHI  oOmepamii,
BUKOPHCTOBYBATH CIEIiabHI 3HAHHA, B3a€EMOISATH 3 MpaliBHUKAMHU OMEPATHBHUX
MNIIPO3JALIIB  Ta  IHIIUMU  Cy0’€KTamMu, BHUXOJAYM 13  KPUMIHATICTUYHOT
XapaKTEepPUCTUKU 3JIOYMHIB, TPOBAIUTH iX PO3CIIAYBaHHS Ha IIOYaTKOBOMY Ta
HACTYITHOMY €Tarli.

3aBIaHHS BUBYEHHS HABYAJBHOI TMCHMILIIHMA:

— BUJIBHO OPIEHTYBATHUCS B KPUMIHATICTUYHUX 3HAHHSAX 3 METOIO BUKOPUCTAHHS
iX y po3CiiyBaHHI KI0€p3JI0UYHMHIB;

— OLIIHIOBATH MEPBUHHY 1H(POPMAIII0 PO KiOEp3JIOUMH Ta BU3HAYATH CIIAUY
CUTYyallilo, OOMpaTh MNpPOrpaMu pO3CIiAyBaHHS, PO3POOIATH BIAMOBIJIHI IUIAHU;
MIPOBONUTHU PO3CIiAYBaHHS 3JI0UYMHY, KEPYIOUHCh BUCYHYTHMHU BEPCIsIMU 1 IJTaHAMU;

—BHM3HAYaTH HEOOXIJIHICTh 3aCTOCYBaHHS B KOHKPETHIM CII4ii cuTyarlii Ta
BUKOPUCTOBYBATH HAJICKHI TEXHIKO-KPUMIHAIICTUYHI 3aCO0M, MPUMOMU 1 METOIH,
MpU3HayYeH! [JIs BUSIBICHHS, (ikcallli, BWIy4eHHS, 3a0e3MedYeHHs] CXOPOHHOCTI
JIOKa3iB y eJEeKTpoHHIM (opmi B iHTEpecax pO3KPUTTA 1 PO3CIITyBaHHS
Ki0€p3JI0UHHIB;

—BHU3HAYaTU HEOOXITHICTh 1 MOXKJIMBICTh MPU3HAYEHHS B KOHKPETHIN CIiauiit
CUTYyallll KPUMIHATICTUYHOI €KCHEepTU3H, (POPMYINIIOBATH MUTAHHSA, SIKI HAJIECKUTh
BUPILIUTH €KCIIEPTOBl, FOTYBATH MaTepiaiu, L0 HAJCUIIAIOTHCA Ha EKCIEepTU3y 3
ypaxyBaHHSM BUMOT, SIKi CTaBJIATHCS 10 HUX Ta iX oPOpMIICHHS;

—pO3po0sIATH 3 BUKOPUCTAHHSIM KPUMIHATICTUYHUX PEKOMEHIAIi TIJIaH
MIJTOTOBKM 1 TIPOBEACHHS CIiAYOi Mii, TAKTHYHOI oOIeparii, BUKOPHUCTAHHS
CHelliaIbHUX 3HaHb, MPOBOAMTH BIAMOBIAHY CIIA4Y [ii0, MPU3HAYaTH CYIOBY
EKCIIePTU3y, OPraHi30BYBAaTH B3a€MOJII0 CIIAYOrO 3 TPAIiBHUKAMHU OIEPATHBHHUX
HIAPO3AUIIB M IHIIMMH CyO’€KTaMHu IiJI 4Yac PO3CHiyBaHHA KiOEp3JIOYMHIB 3
BUKOPUCTAHHSAM PEKOMEHIOBAHUX KPUMIHATICTUKOIO TAKTUYHHUX TPUHOMIB.

ABTOpYM BHUCIOBJIIOE BISYHICTH PEICH3CHTaM HaBYAIbHO-METOJAUYHOTO
MOCIOHMKA 32 MPOMO3UIIIi, CIIYIIHI 3ayBaXXKEHHS Ta peKOMeHAallii. ABTOp TaKOXK ASKYE
npe3uaeHTy HamionanbsHoro yHiBepcuTeTy «Oiechka IOpUINdHa aKaaeMisn, TOKTOPY
IOpUIMYHUX Hayk, mpodecopy, akaaemiky HAIIpH VYkpainu Cepriro BacumboBuuy
KiBanoBy 3a HajaHy MOJIMBICTH BIPOBAKEHHS Ili€l HABYAIHHOI TUCIUIUIIHU Yy
HaBYaibHUN mporec HamionampHoro yHiBepcurery «Omecbkoi — IOPUAWYHOL
akazgeMin.



CTPYKTYPA HABUAJILHOI IUCIUIIJIIHUA
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TEMATHYHUM IVIAH
Ne Tema Jlexuii | Ilpaktuuni | CamocrtiiiHa
TeMH 3aHATTA poborta
CTYJICHTIB
oI |3 |4 3 i 3
Tema 1 | MeTonuuHi OCHOBH pO3CHiAyBaHHs |2 |- |2 - 7 -
Ki0ep3JI0unHIB
Tema 2 | Opranizamiiiai Ta mpaBoBi OCHOBH |2 |- |2 - 7 -
TISITBHOCT1 0C10 y Mepexi [HTepHeT
B YKpaiHi Ta 3a il MexXxamu
Tema 3 | Oprani3aitiiii 3acajy BUSBICHHS 2 |- |4 - 7 -
Ta MOYaTKy KPUMIHAIBHOTO
MIPOBAKEHHS 1010 KiIOEep3I0YnHIB
Tema 4 | BukopucranHs cieliajibHuX 3HaHb |2 |- |2 . 7 -
M1JT 9ac PO3CIiAyBaHHS
K10ep3JI0UnHIB
Tema 5 | Oprani3aiifHO-TaKTUYHI OCHOBH 4 |- |4 - 7 -
pO3CIIiTyBaHHs KiOep3JI0UrHIB
Tema 6 | Po3cnigyBaHHs KIO€p3IOUHHIB, 2 |- |2 - 7 -
BUYMHEHUX 3 KOPUCIIMBUX MOTHUBIB,
110 MOB’s13aHi 3 ()IHaHCOBO-
€KOHOMIYHOIO C(heporo BIIHOCHH Y
Kki0eprpocTopi
Tema 7 | Po3ciigyBaHHs KiOep3JI0YHHIB, 2 |- 2 - 7 -
BUMHEHI 3 aHTUJICP>KABHO-
ITOJIITHYHMX MOTHUBIB, ITOB’sI3aHi 3




JepKaBHO-TIOTITHIHOIO C(heporo
BIJIHOCHH CYO’€KTIB y
KibeprnpocTopi

Tema 8 | PoscnigyBanns kiOep3i104YuHIB,
BUMHEHUX 3 COIlIaJIbHO-
€KOHOMIYHHMX MOTHBIB, II[O

OB’ 513aH1 3 COIiaIbHOIO cheporo
BiJTHOCHH CY0’€KTIB y
KiGeprpocTopi

Tema 9 | Po3ciityBaHHs KiO€p3JI0UKHIB,
BYMHCHMX 3 1JICHHUX MOTHBIB, IO
OB’ s13aH1 31 CBITOIISAHOIO c(Peporo
XKUTTS Cy0’€KTIB BIJTHOCHH Y

kibeprpocTopi

Bcporo 3a cemectp/kypc:

18

22

65




HABYAJIBHUN KOHTEHT

JEKIII

Jlexyia No |
(Oenna ¢hopma HasuauHs)

Tema 1. MeToan4Hi 0CHOBH Po3CJaifyBaHHS Ki0ep3/I04YMHIB
Mera BUBYEHHS

Hanatu yaBnenss Ta cpopMyBaTi CUCTEMY 3HAHB PO CY4aCHI METOJIOJIOTIUHI
OCHOBH pPO3CIiAyBaHHs KiO€p3JI0UHHIB, BU3BHAYUTH OCHOBHI MPOOJIeMH
IPaBO3aCTOCOBHOI MPAKTUKH B 111 cdepi, a TAKOXK NUISIXU iX TOI0JIaHHS.

Pe3yabTaTH HaBYaHHSA

[Ticns nexuii 3100yBay BUIIOI OCBITU OyJ1€ (CLIPOMOKHHUI):

1) anamizyBaTH 1 CMHTE3YBAaTH JOCATHEHHS KPUMIHAJIICTUYHOI HAyKH Yy cdepi
PO3p00JICHHS METOAUK 00POTHOU 3 KiOEep3I0UNHAMU;

2) 3acTocyBaTH CydacHi 1H(OpMaIiiiHI TEXHOJIOTII Ta 1H(POpMAaLliiiHI pecypcu 3
JUISL  pO3B’SI3aHHA TMPAaKTHMYHUX 3aJad 3 aHaji3y 3JIOYMHHOX JISUIBHOCTI Y
kibeprpocTopi;

3) opieHTyBaTHCA B TEPMIHOJOTIYHOMY KOHTEHTI B cdepi MpoTHii
Ki0€p3JI0YMHHOCTI Ta 3JI0YHMHIB, BANHEHHUX y K10EPIPOCTOPI;

4) BHUKOPHCTOBYBAaTH B IPABO3aCTOCOBHINA MiSTILHOCTI HOPMATHBHO-TIPABOBI
aKTH, 10 PEryjllTh BIAHOCHHHU, 10 BHHMKAIOTh IIiYac BUSBJICHHS Ta
po3ciiayBaHHs (paKkTiB BUMHEHHS 3JI0YMHIB Y KIOEpIpOCTOPi.

Il1aun

1. CytHiCTh TOHATTS «KiOepmpocTip». OcoOaMBOCTI KibepmpocTopy, 0
IPUBEPTAIOTh YBary 3JIOYMHIIIB J0 BHUKOPUCTaHHS HOTO CEpeloBUIIA 3 METOI0
JOCSITHEHHSI 3JI0Y4MHHOTO PE3YJIbTaTy.

2. Bu3HavYeHHS OCHOBHUX TE€XHIYHMX TEPMIHIB, MTOB’SI3aHUX 13 KIOEPIPOCTOPOM:
TEJEKOMYHIKallliiHa Mepeka, KOMIT'I0OTepHa Mepexa, 1H(opMmaliiHi TEeXHOJIOrIi,
EJIEKTPUYHUI 3B 30K, MEpeXka 3B’ SI3Ky, Mepeka [HTepHeT.

3. CyTtHicTb KiOEp3JI0UHHIB.

4. Knacudikariist kibep3I0UHHIB.



OcHoBHMI 3MiCT
1. Cymnuicmo nonamms «kivepnpocmip». Ocoonueocmi Kidepnpocmopy, wio
npueepmaroms yeazy 3104UHYIE 00 GUKOPUCHAHHA 1020 CEPEOOSUA 3 MEMOoIo
00CAZHEHHA 37104 UHHO20 PE3YIbIanty

3 ypaxyBaHHSIM KOMIT IOTEPHOI CKJIaJ0BOi €JIEKTPOHHOI0 OOMiHY 1H(OpMAIII€TO,
KIOEpIpOoCTip YTBOPIOIOTH YC1 TEJIEKOMYHIKAIIHI MEPeXi, KOMIT FOTepHI CUCTEMHU
npuUcTpoi, O0OMiH 1Hq)0pMauleIo B SKMX 3JIHCHIOEThCS Ha 0a3l €IMHOI CHCTEMHU
CTaHJAPTIB 1 MPOTOKOIIB, IO 3a0e3MeuylioTh MpPOLEC MEePETBOPEHHS BHUXITHOT
iHpopMmarii Ha 1HGOPMALIMHUNA TPOAYKT IJs 1HIIOrO KopuctyBada. KibGempocTip
ChOTOJIHI CTBOPIOE CHEIU(IUHY OOCTAHOBKY BUMHEHHS 3JI0YHHIB PI3HUX BUJIB,

Kibeprpoctip cmigy po3ymiTH K 1HQOPMAUIMHUA MPOCTIP B3AEMOIIL MK
JIOJIbMU 32 JIONIOMOTOI0 1H(QPACTPYKTYPH €JIEKTPOHHUX 1HPOPMALIMHUX TEXHOJOTIH,
o BMilIye [HTepHeT, 1HII TeJeKOMYHIKAI[IHHI MepeXi, KOMII IOTepHI CUCTEMHU Ta
npucTpoi, oOMiH 1H(pOpPMALI€0 B AKUX 3IIMCHIOETHCS Ha 0a3l €IMHOI CHUCTEMHU
CTaHJApTIB 1 MPOTOKONIB, IO 3a0e3MeuyloThb NPOLEC MEPETBOPEHHS BUXIAHOI
iHopmanii Ha 1HGOpMAIIMHUN NPOAYKT JUIsl 1HIIOTO KOpPUCTyBada. AHami3
BUKOPUCTAHHS KIOEpHpOCTOpY 31 3JIOYMHHOIO METOI0, y3arajibHEHHS MarTepialiiB
CYJOBO-CIIIYOi ~ MPAKTUKK  JO3BOJSIOTH  BU3HAUUTU  TE€BHI  0coOausocmi
Kibepnpocmopy, sK1 3J0YMHELb BUKOPHUCTOBYE 3 METOIO JIOCSTHEHHS 3JI0UMHHOTO
pesyibrary: 1) BigmaieHicTh (IMCTaHLIWHICTD) JHOCTYIY 0 TpPEAMETa MOCSITaHHS 3
BUKOPHUCTAHHAM KibeprpocTopy, 1o 3abe3mneuye TpPaHCKOPJOHHY CKIAaIOBY TaKoOi
3JIOYMHHOI JISUIBHOCTI, SIKA BHUKJIMKA€ HEOOXIJAHICTh BHUPIMIEHHS CIITYUM IMHTAHb
TEPUTOPIATBHOI IOPUCAMKIIIT;2) ONEPATUBHICTH CTBOPEHHS, MOIIMPEHHS, MOAUPIKALII]
ab0 3HMILEHHsS 1HpopMalii B KIOEpOpOCTOpl, IO € NPEIMETOM 3JIOYUHHOIO
nocsraHHs abo CIOM 3JI0YHMHY — 1€ CTPHUs€ 3HAYHOMY MPUCKOPEHHIO Ta SKICHOMY
MPUXOBAHHIO 3JIOYMHHOI JISUTBHOCTI; 3) BIPTYyasbHICTh, IO 3a0e3nedye BIIHOCHY
KOH(D1IeHIIHHICTh 1H(OpMAIli PO 0CcO0y 3JOYUHIL Ta MOXJIHMBICTh YIUIMBATH Ha
CBIIOMICTh TEBHOI Kareropii o0ci0;4) KOMYHIKAaTHBHICTh, $Ka YMOKJIUBIIOE
CTBOPEHHSI 3JIOUMHHUX TPyN Ta €DEeKTUBHY MISUIbHICTh YK€ HAsBHOI OpraHi30BaHOi
3JIOYMHHOCTI; 5) HEJOCKOHATICTh 3a0e3meueHHs iHhOopMaIliitHOT Oe3neKu Ta MPaBoOBO1
OXOPOHM BITHOCHH Y KiOEpIpocTopi, M0 HAJAE€ 3JIOYMHINI0 MOXKIHUBICTh YHUKATH
KPUMIHAJILHOI BIATIOBIJATFHOCTI 32 BUNHEHHIA 37I0YHH.

2. Busnauenna  OCHOGHUX  MEXHIYHUX  MEPMIHIG, NO8’A3AHUX I3
Kibepnpocmopom: menaeKOMyHIKayillna mepexca, KOMn’iomepHa mepeiica,
IHhopmayiiini mexHo102ii, eNeKMPUYHUIL 38’°A30K, Mepexca 36°A3Ky, mepeirca
Inmepnem

3acoOu KOMIT'IOTEPHOI TEXHIKM 3a CBOIM (DYHKI[IOHAJbHUM TMPHU3HAYCHHSIM
MOAUISIOTHCS HA JIBI OCHOBHI TPyIU: amapatHi Ta mporpamHi. Ilig amapatHumu
PO3YMIIOTh TEXHIYHI 3aCO0HU, SIKI BUKOPHUCTOBYIOTHCS JJI1 OOpPOOKH 1 MepecusiaHHs
nanux. Jlo Takux Hanexats: [IK — xommieke TeXHIYHUX 3ac00iB, IPU3HAUCHUX IS
aBTOMAaTHYHOI OOpoOKu iH(opmaIli B mporeci po3B’si3aHHS OOYMCIIOBATBHUX Ta



iHopmamiiHux 3aBAaHb; nepudepiiine OOJIaTHAHHS — Take, 110 Ma€ IIiJIeTIIHMI
kiOepHeTHYHUI cTaTryc B 1HGOpMaIiiHIi cuctemMi (OyIb-aKuUW TpHIIal, SKHUMA
3a0e3nedyye OOMIH JaHMMHM 1 KOMaHJaMU MDK MPOIECOPOM 1 KOPUCTYBAdeM);
KOMILJIEKC 30BHIIIHIX npwiaaie EOM, ski He mnepeOyBaroTh Mmij Oe3nocepeHiM
KepYBaHHSM IIEHTPaJIbHOTO Tpoliecopa; ¢Gi3udyHi Hocii MarHiTHOi iH$opmariii. Ilig
MPOTPaMHUMU 3ac00aMH PO3yMitOTh 00 €KTUBHI ()OPMHU TIPEACTABICHHS CYKYITHOCTI
JAHUX 1 KOMaH/I, TPU3HAUYCHHUX IS (PYHKIIIOHYBaHHS KOMII IOTE€PIB 1 KOMIT IOTEPHUX
OPUCTPOIB 3 METOI0 OJIep’KaHHS BH3HAYEHOTO pe3yJbTaTy; MiATOTOBICHI W
3apikcoBaHi Ha (i3UYHOMY HOCIT MaTepiand, OTpUMaHi MiJ 4Yac iX pO3pPOOJICHHS;
ayJioBi3yalibHI B11I0OpaxXeHHsI, MOPO/PKyBaHi HUMU. Jl0 TaKUX HaJeKaTh: IPOrpaMHe
3a0e3MeYeHHs], [0 CKIAJA€TbCcd 3 CHUCTEMHHUX IMPOrpaM, NPHUKIATHUX MPOorpam
(KOMILJIEKC CHEeIiadi30BaHUX MporpaM) Ta IHCTPYMEHTAJIBHUX MpOrpaM (CHUCTEM
porpamMmyBaHH:); MaIllnHHA 1H(popMaris BJIACHUKA-KOPHUCTYBaya.
TenexkomyHikaliiiHa Mepeka 1€ CHCTEMOYTBOPIOBAJILHUNA KOMIUIEKC 3aco0iB
TEJCKOMYHIKallli, 110 Ha/la€ TEPUTOPIATBLHO PO3TATYKEHUM 00’ €KTaM MOXIJIHUBICTh
1H(popmaIiiiHoT B3aeMOIl NIITXOM OOMIHY CUTHallaMu (pajio-, eJIEKTPUYHUMHU a0o
ontuuyHuMu) (3a 3Y mpo TereKOMyHiKallii Ha3WBarOTh, MPU3HAYEHUX TUISt
MapuipyTH3aiii, KoMyTallli, MepeaaBaHHs Ta/abo NpUAMaHHS 3HAKIB,
CUTHAJIIB,TUICBMOBOTO TEKCTY, 300pa’K€Hb Ta 3BYKIB a00 MOBIJOMIJIEHb OY/b-SIKOTO
poay MO pajiio, MPOBOJOBUX, ONTUYHUX YW IHIIUX EJIEKTPOMArHITHUX CHCTEMax
MDK KIHUEBUM OOJaJHAHHSIM.). Y TEXHIYHOMY CEHCi Mepexa [HTepHEeT CTaHOBHTH
rJ1I00aJIbHY CYKYMHICTh 1H(QOPMAIIHHUX PECYPCIB 1 CUCTEM, 3’ €JHAHUX 32 JOIMIOMOIOI0
€JIEKTPO3B 513Ky, 0OMIH 1H(QOpMAIIi€I0 B AKUX 31MCHIOETHCA Ha 0a3l €IMHOI CUCTEMHU
CTaHJAPTIB 1 MPOTOKOJIB.

O1iHKK 3arpo3 KiOEp3JIOUMHHOCTI HaIllOHAJBHIN Oe3mell OKpeMHuX Jep’KaB Ta
MDKHApOAHOMY TMOpAAKY:1) HeOe3neyHa TEHIEHIIA, MOB’si3aHa 31 30UIbIIEHHAM
TEXHIYHOI 1 TEXHOJIOTIYHOI 3aJIeKHOCTI Jep>KaBU BiJl TPAHCKOPJOHHUX TPOSBIB
KIOEpTEpPOPHCTIB, 2) KOMIT'FOTEPHI aTakd MPAKTHYHO HEMOMIIMBO MPOTHO3yBaTdH ado
MPOCTIIUTH B peasIbHOMY Yaci.

3. Cymmnicmbo Kibep3nouunie

TpMiH «KOMIT'IOTEPHUIN 3JI0YMH» Ma€ pPO3MIMPEHE TiaymMadeHHs. Hum
MO3HAYAIOTh [ISIHHS, B SIKMX KOMIT'IOTEp € MPEeIMETOM, 3HapsaasM ado 3aco0oMm
CKO€HHS 37I0uMHY. H BiJIMIHY BiJl KpUMIHQJIBHOTO MpaBa, y KPUMIHAIICTUI BH]
3JIOYMHY HA3MBAIOTh HaBITh HE 3a 3aCO00M (3HApSAASAM) BUMHEHHS 3JIOUHMHY, a 3a
BUJIOM 3j7104nHHOI AisuibHOCTI. Ha ctuky XX # XXI cTomiTh omyOJiKOBaHO LTy
HU3KY Tpalb 0J0 «KOMIT IOTEPHOIO 3JI0YUHY» B TAKOMY TPAaKTyBaHHI. Y OUIBLIOCTI
JUKEpeJl YITKO BU3HAYAIOTh JIBl KaTEropii 3JI0YMHIB, 30KpeMa: 1) KoJId KOMIT I0Tep
abo 1H(opmallisi B HbOMY BUCTYMA€ MPEIMETOM MOCATaHHs (Aii, 10 KBamPiKyOThCs
3a crartamu Pozminy XVI KK Vkpainu); 2) ko KoM’ roTep € 3aco00M BUMHEHHS
3nouuny (TpaguiiitHo ct. 185, 190, 191 KK Vkpaiun).

TepMiHOCTIONYYEHHS «3JIOUMHU Y cepi KOMIT I0TepHOT 1HPOopMaIlii» 3yMOBICHO
BOKJIMBICTIO Ta 3HAYCHHSM O0’€KTa TOCSTaHHS — KOMIT IoTepHOi iHpopmarii. J{o
TaKuX BIAHOCATH 370unHHU, nepeadadeni Po3gimom XVI KK Vkpainu, a takox 4. 3
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ct. 190 KK (mmaxpaiicTBo, BUMHEHE IIJISTXOM HE3aKOHHUX OMNEpalliid 3 BUKOPUCTAHHSIM
eIIEKTPOHHO-00unCIIOBaIBHOT TexHikH) Ta ¢T. 200 KK (BukopucTaHHS MiaApOOICHUX
CICKTPOHHUX 3aco0iB  JOCTymy JO OaHKIBCBKMX paxyHkiB). Kracudikarris
«KOMIT'IOTEPHUX 3JI0UYMHIB», «3JI0OYMHIB y cdepl KoMIl'roTepHOi iH(opmarlii» Ta
«iHpOpMaLIMHUX 3JIOYMHIB», SK MPaBUIO, 3/1MCHIOBaIach 3a KpPUMIHAJIBHO-
MPAaBOBUMH O3HAKaMHU BIJATIOBITHOI I'PYITH 3JI0YHHIB.

TpuBana HaykoBa Ta 3aKOHOJIaBYa HEBHM3HAYEHICTh HABEJEHOTO COIaJIbHO-
npaBoBOro sBuia mpu3Bena B kpainax CHJI go 3amo3uueHHs 3 MDKHapOIHOL
NPAKTHUKH OOpOTHOM 31 3JI0YMHAMH TEpPMiHA «KIOEP3JIOUHH» («cybercrimer). AHAII3
CydyaCHUX TMyOJKaIid, TeM JUCEPTAIMHUX JOCHIPKEHh Ta IHIIMX JDKEpen
iH(pOpMaIlii J03BOJISIE TOBOJI BIEBHEHO CTBEP/KYBAaTH IMPO BCe3arajibHE BU3HAHHS
YKpAaiHChKOIO HAyKOBOIO CIIUIBHOTOIO IhOTO TepmiHa. Ilpu mpomy mpobiemy
HEJIOCTATHbOI ApTyMEHTOBAHOCTI M XaOTHUYHOTO TMOJAHHS MOHSATTS «KIOEp3JI0UUH,
0 BJIACTUBO PO3pOOKaM 3aKOPJOHHUX JOCIIIHHUKIB Ta 3apyODKHUM MPaBOBHUM
aKTaM, €KCTparojbOBaHO B HaIllOHAIBbHY HayKy. Ha octanubomy ¢opymi Konrpecy
OOn 3 mpobmem mnpotuaii  kibep3mounnam (2015 p.) 1m0  kareropii
«K10€p37I0YMHHICTEY» BITHECEHO TaKl JIITHHS, 00’ €KTOM 3JIOUUHY SIKMX € KOMIT FOTEpPHI
naHl ab0 CHUCTEMH, a TAaKOX JISHHS, 3a SIKHX BUKOPHUCTaHHS KOMII IOTEpHUX abo
1H(OpMaIIHHUX CUCTEM € HEB1I €EMHOIO CKJIaJ0BOIO CIIOCO0Y BUMHEHHS 35104uHY. [0
nepiioi KiacuikaiiHoi Tpynu BITHOCSATh OTPUMAHHS HE3aKOHHOTO JOCTYMY J0
KOMIT'FOTEpPHUX JaHUX abo cucrteM (iHOAI 1X HA3MBAIOTh «OCHOBHUMI
kiOep3nounHamu). o Apyroi — BUKOPUCTaHHS KOMIT IOTEPHUX JAaHUX a00 CHCTEM
JUTSL MaXpaicTBa, PO3KPAJAAHHS YU CIPUYUHEHHS IIKOIM 1HIIUM 0Cc00aM; 3JI0YMHH,
MOB’SI3aHI 3 BHUKOPHUCTAHHSM KOMII IOTEPIB Ta I1HTEPHET-KOHTEHTY, BKIIIOUAIOUH
[poMaraHjly HEHaBUCTI, JUTAYY MopHOrpadiro, 3JOYMHH 3 BHUKOPUCTAHHAM
O0COOMCTHX JAaHMX 1 IpoJax 3a00poHeHux ToBapiB. CyTHICTH Kibep3nounHiB ado IT-
3JI0YMHIB, TIOJIATA€ B TOMY, IO 1€ MPOTUIPABHI CyCHUILHO HEOE3MeUH1 JiTHHSA TOOTO
3JIOYMHHM, TiJ] Yac SKUX BUKOPHUCTOBYETHCS 1HGOPMAIIMHUI MPOCTIp B3aEMOIT Mixk
JIIOJIEMU 32 JIOTIOMOTOI0 1HQPACTPYKTYPHU €NEKTPOHHUX 1H(QOPMAIIHHUX TEXHOJIOTIH,
o BMilIye [HTepHeT, 1HII TEeJIeKOMYHIKAI[IHHI MepeXi, KOMII IOTepHI CUCTEMHU Ta
MPUCTPOi, OOMIH 1H(POpPMAIIIEI0 B SKUX 3MIMCHIOETHCS Ha 0a3l €IMHOI CHUCTEMH
CTaHJApTIB 1 TPOTOKOJIB, IO 3a0€3MeUyloTh NPOIEeC TMEPEeTBOPEHHS BUXIIHOI
iH(popmarrii Ha iHGOpPMAIIIHHUN TPOTYKT AJIS 1HIIIOTO KOPUCTYyBayva.

4. Knacudgikauia kivep3nouunie

Jlnst misield OCHOBHO1 KPUMIHATICTUYHOI Kiacu(ikaii 37J0YMHIB, BUNHEHUX Y
kibeprpocTopi, Ha Tpynu TMOTPIOHO BHUXOAUTH camMe 3 TpamUIHHUX cdep
CYCIIUJIBHOTO JKHUTTA CYO’€KTIB KiOepmpocTopy, KiIacu(piKyloud MOTUBU BUWHEHHS
3JI0YMHIB Ha TaKl TPYIIHU:

1) KOpUCIHMBI MOTHBH, TOB’sI3aH1 3 (PIHAHCOBO-CKOHOMIYHOIO CEPOIO BITHOCHH
cy0’eKTiB y KiOepIpocTopi;

2) colliaJbHO-€KOHOMIYHI MOTHBH, TOB’s13aH1 3 COLIAIIBHOK CPeporo BIAHOCHH
cy0’eKTiB y KiOepIpocTopi;

3) aHTHAEP)KaBHO-TIOJITUYHI MOTHUBH, IIOB’s3aHI 3 JIEP>KaBHO-TIOJITHYHOIO
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cdeporo BiTHOCHH Cy0’€KTIB y KibepmpocTopi;

4) 1iaeiiHl MOTHBH, IOB’S3aHI 31 CBITOTJIJHOIO ChEpOr0 KHUTTIA CYyO €KTIB
BIJIHOCHH Y KiOepmpocTopi.

Tox, Ha miAcTaBi kiacudikaili MOTHUBIB MOXKHAa KJacu(iKyBaTH 3J0YHUHH,
BUMHEH1 y KI0epIpoCcTOopl, HA BIAMOBIAHI YOTUPHU TPYIIH:

1) 3/104MHU, BUYMHEHI 3 KOPHMCJIMBHUX MOTHBIB, IO TMOB’sA3aHl 3 (DiIHAHCOBO-
€KOHOMIYHOIO c(heporo BITHOCHH y KiOepIpocTopi;

2) 3IOYMHM, BYUHEHI 3 COIaJIbHO-CKOHOMIYHHUX MOTHUBIB, IO IIOB’S3aHi 3
COLIIaTIbHOIO c(Peporo BIAHOCHH CY0’ €KTIB y KiOepmpocTopi;

3) 3I0YMHU, BYMHEHI 3 aHTUICPKABHO-TIONITUYHUX MOTHBIB, TOB’S3aHi 3
JIeP’KaBHO-TIOITUYHOIO c(Peporo BITHOCHH Cy0’ €KTIB y KibepmpocTopi;

4) 3704YMHU, BYMHEHI 3 1JIEWHUX MOTHUBIB, MOB’s3aH1 31 CBITOIVISIIHOIO CEporo
XKUTTS CyO’€KTIB BIIHOCHUH Y KiOEpIPOCTOPI.

3BUYAiHO 11 TPyNH 3J0YMHIB XapaKTEPU3YIOThCS PIZBHOMAHITHICTIO 1X
KPUMIHAJILHO-TIPABOBUX O3HAK, TOMY BUHHMKA€ MTUTAHHS MOALTY Ha MIATPYNH B MEXax
BUJIIJICHUX TPYyN 3JI0OYMHIB, SIKI TPAJAUIIMHO YTBOPIOIOTh BU3HAUYEHY MHOXKHUHY
3JIOYMHIB B OJTHOMY aKTi pO3CIiyBaHHSA. B 1IbOMy CEHC1 BaXXJIUBUM € Oe33anepeydHe
BU3HAHHS B IOPUAMYHINA JIITEpaTypl HAABHOCTI Y Cy0’€KTa BUMHEHHS 3JI0YMHY, KPIM
OCHOBHOT'O MOTHBY, TaKOX ¥ JTOJIATKOBUX MOTHBIB. 3 KPUMIHAJIICTUYHOT TOYKH 30Dy
11l MOTUBU MalOTh CUCTEMOYTBOPIOIOYE 3HAUCHHS B TEXHOJIOT1SIX BUMHEHHS 3JI0YHHIB,
3a0e3Meuyoun JOCSIT€HHS KIHIEBOI 3J0YMHHOI METH, BIANOBIAHO 3YMOBIIOIOTH
CyO’€KTHUI CKJIaJ OpraHi30BaHOi I'PyIH, BIAMOBIIHUIA KOMILJIEKC 3JI0YMHIB, OOpaHHS
MEBHOTO MpeAMETY nocsiraHHs. OpraHi3oBaHi 3JI0YMHHI TPYNU BUYMHSAIOTH HE OKpEMI
3JI0OYMHU, & IX KOMIUIEKCH, PO3POOJISIOUH L1JII TEXHOJIOTIT 3JI0YMHHOT A1SIbHOCTI, SIKi
3a0e3MevyI0Th iM CHCTEMAaTHUHE OJIeP>KaHHS KPUMIHAIBHOTO T0XOY.

KoHTpoJIbHI 3aIMTaAHHSA U1l IEPEeBiPKU JOCATHEHHS Pe3yJIbTATIB
HABYAHHS

1. SIxi ocoGauBOCTI KiOepmpocTopy, IO MPUBEPTAIOTH yBary 3JIOYUHIIIB J0O
BUKOPHCTaHHS HOTO CEPEIOBHIIA 3 METOIO JOCSITHEHHSI 3JI0UNHHOTO PE3yJIbTaTy?

2. llopiBHsiTE  3MICT TOHSTH «KOMIT FOTEPHUN 3JI0YHHY», «KIOEp3I0UnHY,
«3NOYMHU 'y cdepl BUCOKHX TEXHOJOTIH» Ta «3JI0YMHH Yy cdepl KOMIT I0TepHOI
iH(popmarrii». TeopeTnuHi Ta HOPMATHUBHI MO3UIIIT BKa3aHUX TEPMIHIB B YKpaiHi Ta 3a
KOPJIOHOM.

3. Busnauenns cytHocti KiOep3iouuHiB. Kracudikariis kibep3odnHIB
(KOMIUIEKC 3JI0YMHIB).

4. Knacudikamis kibep3nounHiB B €BpOMEHChKOT KOHBEHIlI MO 0OpoTHOI 3
Ki0Ep3IIOUMHHICTIO.
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Jlekyisi No 2
(Oenna ¢hopma HasuauHs)

Tema 2. Opranizauiiini Ta npaBoBi 0CHOBH AiJILHOCTI 0Ci0 y Mepexi
InTepHer B YKpaiHi Ta 3a ii MexxamMu

MeTa BUBUYEHHSA

HanaTtu ysBieHHS Ta copMyBaTH CUCTEMY 3HAHB I0JI0 OCOOIMBOCTEH peaizallii Ta
3aCTOCYBaHHS HOPM MaTepiajIbHOTO 1 IPOIIECYaTbHOTO MpaBa CTOCOBHO BIIHOCHH Y
TPagUIIMHUX cepaxX CYCIUIBHOTO XUTTS Cy0’ €KTIB KiOepIpocTopy,

Pe3y.111>TaTn HaBYaHHA

[Ticns nexuii 3100yBay BUIOI OCBITH Oy/1€ (CIIPOMOXKHUI):

1) BU3HAYATH HAJICKHI Ta MPUAHATHI JUIS IOPUIMYHOTO aHami3y (akTh o]0
chepu 60poTHOU 3 KIOEP3JI0UNHAMY;

2) 3acTocyBaTu cydacH1 iH(popMmalliiiHi TexHoJIorii Ta iH(opMalliitHl pecypcu 3a
JUTSL PO3B’SI3aHHS IPAKTUYHUX 33724 3 aHaJi3y MPaBOBOi 0a3u MisUIBHOCTI CYO’ €KTIB Y
kibeprpocTopi;

3) BHKOPHCTOBYBATH B IPABO3aCTOCOBHIN [isSIBHOCTI HOPMAaTHBHO-TIPABOBI
aKTH, W0 PEryJIlolTh BIJHOCHHH, 10 BHUHUKAIOTh Ii4ac BUSBICHHS Ta
po3ciiayBaHHs (akTiB BAMHEHHS 3JI0YMHIB Y KiOepIpoCTOopi;

4) po3BHBATH 3/IaTHICTh 0 KPUTUYHOTO Ta CUCTEMHOTO aHAI3y IPABOBUX SIBUII]
y K10epmpocTopi 1 3aCTOCYBaHHS Ha0yTHX 3HaHb Y TpodeciitHIi AISUTBHOCTI IOPUCTA;

5) po3ymiTH MDKHapoAHI CTaHAAPTH TpaB JIOAMHU SK KOPUCTyBaya
K10eprpocTopy, NEPCIEKTUBH PO3BUTKY KiOEPIIPOCTOPY.

Il1aun

1. MixuHapoaHi opraHizamii, 0 3[IACHIOIOTh peryoBaHHS [HTepHET Ta
0COOJIMBOCTI 1X JISUILHOCTI.

2. Oco0nMBoCTI Opratizaiii HallloHAJILHOTO CETMEHTY KiOepIpocTopy, KIHUOBI
Cy0’€KTU PUHKY TEJIEKOMYHIKAIIMHUX MOCIYT B YKpaiHi.

3. OCHOBM MpPaBOBOI0 PETYJIIOBAHHS BIJHOCHH B KIOEPHPOCTOPI.

4. KpumiHanbHO-TIpaBOBa OXOpOHA CYCIHUJIBHUX BIAHOCHH Yy KiOeprpocTopl B
VYkpainu. Konseniist Pagu €Bponu npo ki0ep3104UHHICTb.

5. XapakTepucTuKa IHIIUX MDKHAPOJHUX MPABOBUX AaKTIB, AKI € YaCTUHOIO
HAI[IOHAJILHOTO 3aKOHOJABCTBAa YKpaiHW, IIO PEryJIOITh NpaBHia Ta MPUHIIMIN
OXOpPOHHM Cy0’€KTIB BIIHOCHH Y KiO€pIIPOCTOPI.
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OCHOBHH 3MiCT

1. Mincnapooni opzanizauyii, wio 30iiicnioroms pezynioeanna Inmepnem ma
0cooueocmi ix OisayibHOCHI.

VYrpaBiiHHs ri100adbHOI0 Mepeketo [HTepHeT He 3MIMCHIOETBCS OJHOOCIOHO
TIEBHOIO OPTaHI3aIli€l0 YU IeP>KaBoIo.

KitouoBuMu perynstopaMu Mepexi [HTepHET B CBITI BHCTYNYIOTh HACTYIHI
oprauizamii. Mixcuapoonuii corws enekmposs’sizky (MCE) (aurn. International
Telecommunication Union, ITU) mi>xkHapoaHa opraHi3allis, 110 BU3HAYA€ CTAHIAPTH
(Tounime, 3a Tepminoiorielo MCE — Pexomenmarii, anri. Recommendations) B
rajry3i TelekoMyHikaiii Ta pamio. Internet Society (ISOC) — InuTtepHeT opranizaiis
(poc. ObmectBo IHTEpHETA) — HEmepx)aBHA IrpoMajicbka opraHizaiis, (hPiHAHCOBOIO
M1JJOCHOBOIO JIISUTBHOCTI SIKOT € BHECKM YYaCHHUKIB 1 TOXKEpPTBU croHcopiB. Ll
oprasizailisi BUCTYIIa€ OCHOBOIO /I 0araThOX KOHCYJIbTAIIIWHUX Ta JOCIITHUIIBKUX
rpyn, $Kl 3aiiMaloTbCsl PO3BUTKOM I[HTepHETa Ta TMO-CyTl YTBOPIOIOTH TEXHIYHI
KOMITE€TH, IO  PO3POOJSIOTh Ta MIATPUMYIOTH CHCTEMH CTaHJAPTIB, Ha SKUX
O0asyeTbcss Bcs Mepexa, 30kpema: Internet Activities Board (IAB) — Panma 3
apxiTekTypu IHTepHeTy, ska TO-CyTl 3HIMCHIOE Harjisl 3a MPOTOKOJIAMH Ta
NOB’sA3aHUMHU 3 IIUM TIpoliecoM mporeaypamu; Internet Engineering Task Force
(IETF) — Kowmicis 3 TexHonorii [HTepHET po3po0Isie MPOTOKOIM EXHIuHI
cnenudikaiii Ta CcTaHAapTH, IO 3aCcTOCOBYIOThCA y IHTepHeT «Request for
Commentsy, komiTeT Mae TepBUHHOE TpaBo myoOumikamii cranmiptie; WWW
xoucopuiym (World Wide Web Consortium) pospo6nse crangaptu WWW (World
Wide Web), uepes siki 3aiiicHIO€TBCSI OOMIH MiK KOMIT FOTEpaMH 3aBISIKH TIPOTOKOITY
HTTP (Hypertext Transfer Protocol). IntepueT-kopmopaliiss Mo po3mnoiily aapec Ta
HomepiB (ICANN (Internet Corporation of Assigned Names and Numbers) takox
BUTPAaE BAXJIMBY POJb B opranizamii JisuibHOCTI Mepexi IHtepuer. [lo ii 3aBmanb
HaJeXaTh KOOPAHMHAIIS CHUCTEM YHIKAIbHUX 1MEHTU(IKATOPIB MEPEkKi, MPUCBOECHHS
nomennux imen (DNS, Domain Name System — JlomMeHHa cucTeMa iMEH) IO SIBJISIE
co0010 1€papxiyHy PO3MOJUIEHY CHCTEMY IMEPETBOPEHHs IMEHI XOCTa (KOMIT I0Tepa
abo 1iHImOTro MepexeBoro mpuctporo) B IP-ampecy). Ilpote 3a3Buyait iHTEpHET-
KOPUCTYBadl pPEECTPYIOTh HOBI IMEHAa CaWTIB dYepe3 perioHaJbHUX IHTEpPHET-
peecTparopiB abo yepe3 MpoBaiiIepiB.

[Tposaiinepu (ISP — Internet Service provider) — e opranizariii, ki HagaKOTh
JIOCTyn 110 Mepexki IHTepHeT (sk O€3KOIITOBHO, Tak 1 Ha IUIaTHIA OCHOBI).
[TocTayanbHUK TOCTYT XOCTUHTY — 0c00a, sika HaJla€ BJaCHUKaM BeO-CalTiB MOCIYTH
1 (a00) pecypcu [J1s1 po3MillieHHs BeO-caiTiB abo X yacTUH y Mepexi [HTepHeT Ta 13
3a0e3MedeHHs JOCTyny A0 HUX uepe3 mepexy [ntepHer. BrnacHuk BeO-caiiTa, sKuii
po3Mmilye cBiif BeO-caliT ab0 HOro 4acTuHy B Mepexi [HTepHeT Ha BIacHUX pecypcax
1 (a00) camocTiifHO 3a0e3Mmeuye TOCTYIl A0 HbOTO 3 BUKOPUCTAaHHIM Mepexi [HTepHeT,
OJHOYACHO € TOCTaYaJbHUKOM TMOCIYyr XocTuHry. KopucryBadi IIHPOKO
BUKOPUCTOBYIOTh TIOCIYTH MDKHApPOJIHUX TPOBAWIEPIB, TaKUX, HANPHUKIAN, SK
Google, Yahoo Ta iH.
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[ndopmanis, nocrtynHa B Mepexi [HTepHET, y ToMy uucil i Ta, 0 Ha BeO-
caitax, (I3MYHO PO3MIIIEHAa Ha KOMIT IOTEpHOMY oOOJagHaHHI, 00’ €IHaHOMY
KaHajaMH 3B’SI3Ky 3 III€I0 MEpekero, Ta Mae cBid imeHTudikatop — IP-aapecy.
VHikanbHICTh |P-aapec 3abe3nedyeTbesi MEHTPaTI30BaHUM PO3MOJIIOM Jiara3oHiB
anpec Aaminictpariiero aapecnoro npoctopy Iurepuer (Internet Assigned Numbers
Authority — IANA) wMix pecionanvuumu inmeprnem-peccmpamopam (Regional
Internet Registries — RIR). Crnix Haronocurty, 1mo Oy/1b-sKUH TPUCTPIH, MiTKITFOUCHUI
JI0 Mepexi, TaKOK Ma€ CBOIO YHIKaJbHY amapaTHy ajpecy — AJApecy YIpaBIiHHS
nocryrnioM o cepenopuia (Media Access Control address, MAC-address) To6To —
MAC-anpecy. MAC-anpeca . Beb-caiiti MatoTh CBOi BiacHi BeO-aapecu andasiTHO-
upoBOro Mo3HaUYeHHs — €auHni mokakuuk pecypey (Uniform Resource Locator,
URL), mo € 3py4HuM s 3amaMm’sITOBYBaHHS KOPUCTYBayaMH, HANPUKIAL,
http://www.naiau.kiev.ua (caiit HarmioHaibHOT akajgeMmii BHYTpIIIHIX CIpaB).
[lepeBenennst andaBiTHO-IM(GPOBUX HA3B CAMTIB Ta €IEKTPOHHUX aJpec (BKIOYHO
HamucaHux kupwimier) 1o [P-agpec 3mpiiicHIOeThCS 3a AonoMororo cucremMu DNS —
Domain Name System.

2. Ocobiusocmi opzanizayii HAUIOHAILHOZ20 Ce2MeHmY Kibepnpocmopy, Kio4oe6i
Cy0’eKmu pUHKY me1eKOMYHIKAUIliHUX nocaye 6 YKpaini

Oco0aMBOCTI Oprasizailii HallioOHAILHOTO CETMEHTY KiOepIIpoCTopy.

[lo-mepme, B ommgay Ha reorpadiyHe po3TallyBaHHS  YKpaiHM, ii
TEJEKOMYHIKaIlliHI MEpeXKl € TOYKaMu TPaH3UTy Tpadika 100 Mepedadl JaHuX
€Bponu, Pocii Ta A3zii. Came ToMy CaMOCTIHHY pOJib HA PUHKY TE€IEKOMYHIKAIIITHIX
NOCJIyT B YKpaiHi BUKOHYIOTh OpraHi3allii, [0 HaJatoTh MOCIYTH 3 OOMIHY TpadiKoM
(3a3BM4ail BUKOPHUCTOBYIOTH TEPMIH «IIPUHI» (BIJ aHIJL. peering — CYyCiACTBO) —
yrojia mpo oOMiH Tpagikom).

[To-npyre, y TEXHIYHOMY acMeKTI MaricTpajibHa Mepeka [HTepHeT oropTae BCIO
IUTAHETY, MOEAHYIOYM KOHTUHEHTH, KpaiHu il okpemi MicTa. Benuki onepamopu ma
nposaiidepu MarOTh [HTEpHET-BY3/IM i MaricTpasbH1 JiHIT B YKpaiHi Ta 3a ii MeXaMu;
pecioHanvHi onepamopu ma nposalidepy OXOIUTIOIOTh CBOEID MEPEKEI0 PErioH,
Jekiibka abo oaHy o0nacTh (mpuuomy OUIBIIICTE 3 HUX HE MalwTh CBOEQ
MaricTpajbHOI MEPEeXKi); JIOKAIbHI onepamopu ma nposatioepu — OAWNH a0dO0 KiJIbKa
HACEJICHUX MYyHKTIB.

[To-TpeTe, CyO0’€KT TOCHOJApPIOBAHHS TPaAUIIIAHO OTpPUMYy€E TMpPaBo Ha
3IMCHEHHSI NISUIBHOCTI y cdepl TelIeKOMYHIKAIl| Mmicis BKIoYeHHs HarioHanbHOO
KOMICIi€F0, 1110 3A1MCHIOE JIep)KaBHE perysifoBaHHs y cdepi 3B’ 13Ky Ta iHpopmaTH3aiii
(mam — HKP3I), 31 cratycom «mpoBaiiaep» abo «omeparop» A0 BIAMOBIIHOTO
peecTpy omepaTtopiB, NpoOBaliepiB TeJEKOMYHIKAWiN . /isnvHicms nposatidepa
obmedxcyemovca  2eocpaghiunolo  mepumopicto  0ii  KOHKpemHo2o  onepamopa
(haxmuunoi disnbHOCMI AK 3apeecmposanozo cyb’ekma abo miei, wo nepedbayeHa
JIIYEH3IEI0 HA 00C1Y208Y8AHHSA MEIEKOMYHIKAYITL).

[To-yeTBepTe, HA PUHKY TEIEKOMYHIKAIMHUX (1HGOPMAIIHHUX) MOCIYT TaKOXK

! Peectp oIepaTopiB, NpoBaiiiepiB TEJICKOMYHIKaIliH. URL:
https://nkrzi.gov.ua/index.php?r=site/index&pg=55&language=uk.
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npucyTHI W BosoAaunbll iHGopMalii B cucremax. Bomoninens indopmarii — 1e
¢bi3nyna abo puaudHa oco0a, sKiM HajgexaTh MpaBa Ha iHdOpMaliO B
iHpopMmarriitHii  cucrtemi. Y 3HadeHHl 1Hdopmalili BoHa HaOyBae Qopmu
iH(opMaltiitHoro TPOAYKTY abo 1H(opMaIiiiHOro pecypcy (CyKYyIHOCTI MPOIYKTIB,
00’ € THAaHUX TEXHOJIOTiE€r 30epiranHsa abo nmepeaadi 1aHux). TakuMm pecypcoM € BeO-
CalT Ta eJIeKTPOHHO-1H(pOpMAIliiHI CHUCTEMU pPI3HOTO TMpHU3HAYCHHS (TJIATIKHI
CHUCTEMHM, aBTOMATH30BaHI CHUCTEMH TEXHOJIOTIYHOI'O BUPOOHMIITBA, 1H(OpMAIIHHO-
MOIIYKOB1, poOOYl aBTOMAaTU30BaH1 MiICLS TOIIIO).

OcobOnmuBocTi  opranizamii  HAIIOHAJILHOTO  CErMEHTY  KibeprpocTopy
3YMOBIIIOIOTh CY0’€KTIB B3a€MOJIIi 31 CIIIYMM B TMPOIIECI PO3CIITyBaHHS 3JI0UHHIB,
BUMHEHHX Y KiOepmpocTopis. B3aemomis cinigdoro i3 onepaTUBHUMH IMiIPO3ALTAMHU,
BJIACHUKaMH (PO3MOPSIHUKAMH) TEICKOMYHIKAIIMHUX CHUCTEM,  BOJIOJUIBISMHU
iH(popMallli B cUCTEMax Ta IHIIMMHU Cy0’€KTaMH Ha PUHKY TEJIEKOMYHIKalIHUX
HOCITYT € HEB1JI'EMHOIO CKJIaJIOBOIO IPOLECY BUSBJICHHS Ta PO3CIiyBaHHS 3JI0UYHHIB,
BUMHEHHUX Y KiOepmpocTopi.

3. OcHo6u npasoeozo pezynr08aHHs 6IOHOCUH 8 Kibepnpocmopi

IcHyBanHst pi3HUX cdep KUTTA CYCHUIbCTBA y KiOempocTopl 3adesneuye
JIIOJICBKA JISUTBHICTD, SIKa 3IMCHIOETHCS 3 MPUBOJY TOTO YW IHIIOTO MaTepiajabHOTro
ab0 TyXOBHOIO 00’€KTa UIsl 3aJI0BOJICHHS COLAJIbBHUX MOTpeO Ta iHTepeciB. Takum
YUHOM BHMHUKAIOTh CYCHUJIbHI BIAHOCHHHU (3 IPHUBOAY TOTO YW 1HIIOrO 00’€KTa) abo
COLIlJIbHI BIIHOCUHU (K OCOOJMBHM BUJ CYCIUIBHUX, IO BIOOpa)xarwTh CTaTyC
0COOU 1 COIIAJIbHUX TPYI y CyCHuIbCTB1). OCHOBHMM 3aCO00M PETYJIIOBAaHHS TUX YU
IHIIMX CYCHUIBHUX BIJHOCHMH Yy KIOEpOpoCTOpl  MOCTa€ BIANOBIAHE MPaBO:
1H(popMaIliiiHl BIJHOCHUHM MIAJATAIOTh PETYIIOBAHHIO 1HPOPMALIMHUM TMPaBOM;
BIJIHOCUHU 3 TPHUBOJY IHTEJIEKTYaJbHOI BJIACHOCTI — IHTENEKTyaJIbHUM IIPABOM;
MaiHOBI Ta OCOOMCTI HEMAaWHOBI BIAHOCHMHHU — IIUBUIBHUM, TOCIIOJIAPCHKUM MPABOM;
BIJIHOCHHH, III0 BHHHUKAIOTh YyHACIIJOK YYMHEHHS 3JIOYMHY Ta BIJKPHUTTS
BIJIMOBITHOTO KPUMIHAJIBHOTO MPOBAPKEHHS — KPUMIHAJIBHUM Ta KPUMIHAJIBHUM
poLECyaTbHIM MPABOM.

OxpeMo akIeTyeEMO yBary Ha eJIEKTPOHHOMY IIAMKCY — 1€ a1 B €JICKTPOHHIM
dbopmi, K1 TOJAIOTHCS JI0 IHIIHUX €JICKTPOHHUX JaHUX a0o0 JIOTIYHO 3 HUMH ITOB’sI3aHi
Ta MpU3HAYEHI I 1AeHTU(IKalli  porpaMMHO  IUX JAaHMX; EJIEKTPOHHUUI
nupoBUil MANKUC — 1€ BUJ E€JICKTPOHHOTO MIAMUCY, OTPUMAHOTO 3a Pe3yJIbTaTOM
KpUINITOTpadiuHOTO MEPETBOPEHHSI HAOOPY ENEKTPOHHUX JAHMX, KU JOJAETHCS 10
1bOro Habopy abo JIOT1YHO 3 HUM TOEIHYETHCS 1 Ja€ 3MOTYy MIATBEPAUTH HOTO
IUTICHICTh Ta 11eHTU(IKYyBaTU. EJEKTpoHHUM HUQPPOBUN MiANUC HAKIIAIA€ThCS 3a
JIOTIOMOTOF0 OCOOMCTOTO KJTI0Ya Ta MePeBIpsIEThCS 3a JOMOMOTOI0 BIAKPUTOTO KITIOYa,;
3aci0 eJNeKTPOHHOTro IM(POBOrO MIANMUCY — MNPOrpaMHUN 3acid, POrpaMMHO-
anapaTHuil a00 amapaTHUl NPUCTPIA, NpPHU3HAYEHI Ui TeHepaulii KIIIoUiB,
HaKJIaJIeHHA Ta/a00 MepeBipKU eEKTPOHHOTO HU(POBOTO MIAMUCY; OCOOUCTHI KITHOY
— mapaMeTp KpUntorpadiyHoro anroputMmy (HOpMyBaHHS €JIEKTPOHHOTO HHU(POBOTO
HiANUCY, JOCTYIHHUHA TUTBKH MiATHCYBady)

['ocriogapcbke MpaBO TAKOXK PETYJIIOE€ BITHOCHMHHU CYO’ €KTIB KiOEpmpoCTopy,
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30KpemMa uyepe3 TMOoJIoKeHHS 3akoHiB Ykpainu: «[Ipo nepkaBHy peecTpariito
IOpUIMYHUX 0C10 Ta PizmuHMX 0ci0 — mianpueMiiB» Bix 15 tpaBus 2003 p. (oo
KoMepItiitHoTo ((hipMOBOr0) HailMEHYBaHHS Ta TOProBeabHOT Mapku), «IIpo muatixHi
CUCTEMHU Ta TMepeka3d KolTiB B YkpaiHi», 3akoH Ykpainu «IIpo enexTpoHHi
JOKYMEHTH Ta EJeKTPOHHUHA JOKYMEHTo00ir», «IIpo enekTpoHHy KOMEpIioy,
OctanHili HEe oOMexye CyO0’»KThIB y BHUOOpPI MpaBOBUX (OpM BeJeHHs e-0i3Hecy,
TOMY JIOITYCTUME 3I1MCHEHHsI TISUIBHOCTI K Y (OopMI IOpUINYHOI 0cOOH, Tak 1 6e3
CTBOpeHHS Takoi (pizuuyHa ocola-miANpueEMeIb). Y HiBepcallbHOT peKOMEH AT 100
ONTUMAIBHOI MOJEN poboTu HeMae. OHIIAWH TOPTIBIS HIYMM HE BIAPI3HAETHCS Bl
3BHYAWHOI TOPTiBI, Ky KOXEH 3BUK Oa4UTH IOJACHHO, «B PEATbHOMY JKUTTI», a
TOMY OTPUMAaHHS JO3BUIBHMX JIOKYMEHTIB y BHIAJAKaxX, HependadeHux
3aKOHOJaBCTBOM — HEOOX1IHICTb.

4. KpuminanvHo-npasosa 0XopoHa CyCRiibHUX 6IOHOCUH Y KIOepnpocmopi 6

Ykpainu. Koneenuia Paou €eponu npo Kibep3nouuHHicmb

CyuacHuil cTaH MPaBOBOIO PETYJIOBAHHS OOPOTHOM 31 3JI0UMHAMH, BUMHEHUMHU
y KiOepIpocTopi, XapaKTepU3y€eThCs: BIIHOCHOIO ITUTICHICTIO CUCTEMH aKTiB Y LIbOMY
HaIpsIMKY Ha HaIllOHAIBHAILHOMY PIBHI; J€30pPTraHi30BaHOCTI CUCTEMU HOPMATHUBHO-
MIPaBOBUX AaKTIB HAa MIDXKHAPOJAHOMY DpiBHI peryntoBaHHs. lleHTpanpHe Miclie Ha
HaI[lOHATHLHOMY PIBHI B MEXaHI3Mi MPAaBOBOTO PETYJIIOBaHHA OOpOTHOM 3 TaKUMU
3I04MHAMK 3aiimatoTh HopMu: KouBeHuii Pagu €Bponu npo kiOep3/0UMHHICTh Bij
23 auctomany 2001 poky, Kouenmii Opranizamii O0’eqnanux Hamiit npotu
TpaHCHAI[IOHAJIIbHOI OpraHi3oBaHoi 3704MHHOCTI Bl 15 mucromaga 2000 poky,
3arainbHl Ta cnewianbHi Hopmu KK Vkpainm, saki nepenbdavaroTh 4YHMCIIECHHI
KOHBEHIIIITH1 Ta abTepHaTUBHI KOHBEHIIIM CKJIald KpUMIHAJIBHUX MTPaBONOPYILIEHbD,
10 BUMHSIIOTHCSA B 00CTaHOBII KiOeprpocTtopy. CKIIaJloBUMHU HaI[IOHAJIBHOI CUCTEMU
IPABOBOI'0 PETYJIOBAHHS OOPOTHOU 3 TAKUMHU 3JI0UMHAMHU BHUCTYHAIOTh TAK0X HOPMHU
rajiy3eBOro 3aKOHOJAaBCTBa, 30kpemMa Yy cdepi 3abe3neueHHs HaIlOHAIBHOI,
E€KOHOMIYHOI Ta KiOepHETHYHOI Oe3MeKu, 3aXUCTy CyCHUIbCTBA, MiTeH, 1H(opmarrii,
aBTOPCHKUX Ta CyMDKHUX TpaB. Kouneenuin Paou €eponu npo kidep3nouunnicmo
(npuitHsiTa €BponerWcbkuMH JepxkaBamu B M. bynanemr 23 mucromana 2001 poky;
VYkpaina npuemaHanacs i3 3acCTEpEeKCHHsIMH muisixoMm paTtudikaiii 7 BepecHs 2005
poKy; patudikoBaHa 58 nep:kaBamu, cepen SKUX ycli aepkaBu-wieHn Paam €Bpornu
(3a BunHsaTKOM Pociiicbkoi ®enepaitii) # Taki, M0 HE BXOIATH 10 €BPONEHCHKOI
cnibHOTH, 30Kkpema Kanana, [3pains, CIHA, AnoHis Ta kpaiHU NMiBIEHHOT AMEpPUKH)
— 1I€ JOTOBIp, 3TIHO 3 SKUM JEpKaBH, 110 10 HEl MPUETHATUCS, Y3s7Id Ha cede
3000B’s13aHHS BIJIHOCHO 30JIMKEHHSI Mk COOOI0 BHYTPIIIHBOAEPKABHUX MOJIOKEHb
KPUMIHAJIBHOTO TMpaBa MIOA0 KiOEp3JOUYMHIB Ta CTBOPEHHS MOKJIMBOCTEH JUIs
3aCTOCYBaHHA €()EKTUBHUX 3ac001B PO3CIITyBaHHSA TaKUX MPaBOMOPYIIEHb. Tomy
KonBenmiero mpsiMo mnepen0adeHoO 3axo[d, IO MAaioTh 3JIHCHIOBaTHCA Ha
HAI[IOHAJILHOMY pIBHI B MaTepiaJbHOMY KpUMiHanIbHOMY mpaBi (4.l po3min 2) i
KPUMIHAJIBHO-TIPOIIECYATbHOMY (TaK 3BAHOMY «IIPOIEAYPHOMY») TIpaBi (4. 2 po3mii
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2), a TakoX CHCTEMY MDKHApOAHOTO CHIBpOOITHUITBA (po3ain 3) Ta MHUTAHHA
FOPHCAMKIIHOTO XapaxTepy (4. 3 poszin 2)°.

[TpoGnemu 60poTHOU 3 KIOEPTEPOPU3MOM Y MIKHAPOJIHOMY 3aKOHOJABYOMY IO
BITOOp@)XEHO JIMIIIE Y BUIVIAJI IPOEKTIB akTiB ab0 JOKaJIbHUX, JBOCTOPOHHIX
MDKHAPOJHUX JOTOBOPIB 3 MUTAaHb MpoleaypHoro mpasa. Kpainu €Bponenchbkoro
Coro3y 00roBoproroTh MixkperioHanbHuit mpoekt Clean [T, MeTor0 sIKOTO € Oprasizaiis
ONEPATUBHOTO pearyBaHHS y pa3l BUHUKHEHHS 3arpo3d akTy KiOEpHETHYHOIrO
TepopusMy°. B VkpaiHi 1o cdepy 60poTsOH 3 TEPOPH3MOM 3adilarOTh FaTy3eBi aKTH Y
cdepi kibepOesnekn Ta IBOCTOpoHHI moroBopw, ykmaneHi 3 CIIA, Pecmy6iikoro
Crogenis, Yoproropiero, KopomictBoM benprisi, KoponicrBom Hinepnanmm.

OnHiero 13 3arpo3 HalllOHaIbHIN Oe3mell € came KibepHeTuYHa 3arpo3a. Y OepesHi
2016 poky VYkazom Ilpesunmenta VYkpainu Oysno BBeneHo B fito Pimenns Panu
HaI[lOHaIBHOI Oe3reku 1 00oponu Ykpainu «IIpo Crparerito kibepOe3nekn YKpaiHmy. 5
xoBTHs 2017 poky BepxoBna Pana Ykpainu npuiinsina 3akon «IIpo ocHOBHI 3acaau
3a0e3nedeHHs kibepoOesnekn Ykpainu». He nuBnsuuch Ha Te, 10 Y HbOMY JIMIIIE
YaCTKOBO BpaxoOBaHO BHUCJIOBJICHI paHimie 3ayBakeHHs Komitery BepxoBnoi Paau
VYkpainn 3 mnutads 1HQoOpMaTuzamii Ta 3B’sA3Ky Ta [OJOBHOTO IOPUIUYHOTO
yIOpaBIiHHS, [IeH 3aKOH CTaB BIAMPABHOIO TOYKOIO JIJIS MPOTHUIIT KibepaTakaM, akTam
KiOepTepopU3My Ta 1HIIUM 3JI0YMHHUM IPOSIBAM Y Kyi0epIipocTpi.

OkpemMa dacTka TMpaBOINOpyIIeHb, Bu3HadeHUX Yy KouBeHi, HaOyia
3aKpIMJICHHS] B CHeEIialbHUX HOpMax, siki 00’eanaHo B Pozmimi XVI «3nounnu y
chepi BukopuctaHHs EOM (Komm’roTepiB), CUCTEM Ta KOMII IOTEPHUX MEpex 1
MEpEeX EJNEKTPO3B’sI3Ky». [HIIy X KUIBKICTh KOHBEHUIMHUX MPaBOMOPYILIEHb
3adikcoBano B ctarTsx KK Ykpainu, SKMMH pEriaMeHTOBAHO BUKOPUCTAHHA IS
BUMHEHHSI 3JI0YMHY €JIEKTPOHHO-O0UYHMCIIOBAILHOI TEXHIKH, MEpPEeX, CUCTEM, 1HIIUX
anapaTHux Ta nporpamHux 3aco0iB. KK VkpaiHu TakoX MICTUTh KpUMIHAJIbHI
IOPABOMOPYIIECHHS, 10 € aQIbINEPHAMUBHUMU  NPABONOPYULEHHAM,  BU3HAHUM
Komnesenyiero npo xibepsnouunnicms, TOOTO BUMHIOBaH1 y KiOEpIIPOCTOPI, ajie B IIbOMY
MDKHApOJIHOMY aKTi IPO HUX B3arajii He UIeThCs.

5. Xapakmepucmuxa iHuwiux MiXcHapoOHUX npagoeux akmie, AKi € YaCMUHOI0
HAUIOHAIbLHOZ0 3AKOHO0aécmea YKpainu, uio pezyarwms npasuia ma RPUHYUnU
0XOpOHU CyO’€Kmie IOHOCUH Y KiDepnpocmopi.

[Ipouec immuemenTanii nojokeHb KOHBEHILII y KpHMiHaJIbHE 3aKOHO/ABCTBO
VYkpaiHu CynpoBOJDKYETbCS NPUEAHAHHAM YKpaiHM 10 I1HIIMX O0araToOCTOPOHHIX
MDKHAPOJHUX Yrofl B LiM cdepi. YKpaiHOO BHU3HAHO OOOB’SI3KOBICTH HOPM HE JIMIIE
KouBeH111i nmpo KiGep3I0UMHHICTD, a ¥ 1HIIMX 0araToCTOPOHHIX MIKHAPOIHUX YTO/I, 110
CTOCYIOThCSI IUTaHHS OOPOTHOU 31 37T0UMHAMH, BUMHEHUMH y KiOepIIpoCTOopi.

CrangapTu OKpeMHX 3 TaKUX JOTOBOpIB Oe3nocepeaHbo BU3HaHI KoHBEHIIi€0
npo KiOep310YMHHICTh. 30KpeMa, B TekcTi KoHBeHIIIi MICTUThCS MOCHIIaHHS Ha Psif

? KoHBeHILis npo KiOEp3JI0UMHHICTS : MDXKHap. JIOK. BiJ 23 nucomnrt. 2001 p. URL:
http://zakon3.rada.qov.ua/laws/show/994 575?nreq=994 575&find= 1&text=%F7%E0%F1&x=0&y=4#w11.

% Clean IT — Leak shows plans for large-scale, undemocratic surveillance of all communications. 2012. 21 sep.
URL: https://edri.org/cleanit.
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MDKHApOJHUX aKTiB, paTU(ikoBaHUX YKpaiHow. 12 rpyaus 2003 poky Ha m’aToMy
IJIEHApHOMY 3acilaHHi BcecBiTHBOI 3yCcTpidi Ha BHIIOMY piBHI 3 IIUTaHb
iH(opMalliitHOTO CycHiabCTBa, 1m0 BigOyBanacs B XKenesi (IlIBeiiniapis), Ha mijacTaBi
pimenHst Paqu MixknapoaHoro coro3y enektpo3s’s3ky (MCE) i pe3zomromiit 56/183 1
57/238 I'enepanbHoi Acam6iei OOH, BnoBHOBaxkeHuMH Bij 103 aeprkaB, BKIFOYHO i
Ykpainu, ogHOTOJIOCHO OyJsio mpuiiHATO [lekimapaliiito MpUHIUIIB., B SKiM IMiIHITO
0arato nUTaHb HE KOHBEHIIMHUX 3JIOYMHIB.

KoHTpo/bHI 3anIMTAHHSA JIS TIepeBipKHU T0CATHEHHS pe3yJbTaTIB
HABYAHHA

1. SIki OCHOBHI Taily31 IIpaBa PEryJIOTh BITHOCUHU CYO’€KTIB y KiOepmpocTpi

B YKpaiHi?

2. Oxapaktepu3yiiTe O0COOJIMBOCTI OpraHizaiii HaIllOHaJbHOO CETMEHTY
KibeprpocTopy.

3. Sxi Bu 3HaeTe MIDKHApPOAHI OpraHizaiii, 10 3IIHCHIOIOTH PEryJItOBaHHS
[arepuer?

4. Jlxepena HalllOHAJIBLHOTO 3aKOHOJABCTBAa YKpaiHu B cdepl KpUMIHAIBLHO-
PaBOBOI OXOPOHU CYCIUIBHUX BITHOCHH Y KibeprpocTopi Ykpainu?

5. Illo Take IP-aapeca Ta MAC-agpeca? UuM BUCTYNarOTh Il BiJOMOCTI migdac
PO3CIIiTyBaHHS 3JI0YUHIB?

6. Sxi Bumm kibepamounmHiB Bu3HadeHi 3a KouBeHmiero Pagm €Bpomm «IIpo
Ki0ep310unHHICTEY BiJ 23 nuctomnana 2001 poky?

7. OxapakTepu3ylTe Mpolec Ta CTyHiHb IMIUIeMeHTalli HopM KonBeHIlii B
HalllOHAJIbHE KPUMIHAJIBLHE 3aKOHO/IaBCTBO.

8. OxapakTepu3yTe MeXaHi3M MPaBOBOIO PETyIIOBaHHSA OOpoTHOM 3
Ki0ep3I0YnHAMH.
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Jlexyiss No 3
(Oenna gpopma Hasuanms)

Tema 3. Opranizaniiidi 3acaan BUSIBJICHHS Ta MOYATKY KPUMiHAJIBLHOIO
NPOBAJIKEHHS 0A0 Ki0ep3J104uHiB

MeTa BUBUYCHHSA

Hanatu ysaBneHHst Ta cpopMyBaTi CUCTEMY 3HAHB II0JI0 OpraHi3aliitHuX 3acaj
BUSIBJIICHHSI KIO€P3JI0YMHIB Ta BIIKPUTTS KPUMIHAIBHOTO MPOBAIXKEHHS IIOA0 TAKOi
KaTeropii 3J10YMHIB.

Pe3yabTaTH HaBYaHHSA

[Ticns nexuii 3100yBay BUIIOI OCBITH Oy/1€ (CTIPOMOKHHUI):

1) BU3HAYATH HAJCKHI Ta NMPUHHATHI JUIS OPUIUYHOTO aHAi3y (aKkTH 00
chepu 60poTHOU 3 KiOEp3I0UNHAMH;

2) 3acTocyBaTu Cy4acHI 1H(popMaliliHI TeXHOJOr1i Ta 1H(hopMalliiiHi pecypcu 3a
JUTSL pO3B’sI3aHHS MPAKTUYHMX 3a]ad 100 OpraHi3alii BUSBICHHS KIOEp3JI0YUHIB Ta
MOYaTKy KPUMIHALHOTO MPOBAKEHHS,

3) BHUKOPUCTOBYBATH B IPABO3aCTOCOBHIM [isSUTBHOCTI HOPMATHBHO-IIPABOBI
aKTH, [0 PETYJIOITh BiIHOCHHHM, 10 BUHHUKAIOTH MiA4ac OMEpPaTHBHO-PO3ITYKOBOI
JISUTIBHOCT1 10J1I0 (PakTiB BUMHEHHS 3JI0YMHIB Yy KiOEpHmpoCTOpl, a TaKOX IMiayac
BIJIKPUTTS KPUMIHAJIBHOTO MPOBAHKEHHS 32 TAKUMH (paKTaMu;

4) po3BHBATH 3/IaTHICTb 0 KPUTUYHOTO Ta CUCTEMHOTO aHAII3y IPABOBUX SIBUII]
y KI0epmIpocCTopi 1 3aCTOCYBaHHS HaOyTHX 3HaHb Y TPOQECIiHIN AiSITLHOCTI IOPUCTA;

5) amamizyBaTM MpaBOBI Ta MPaBO3acTOCOBYI MpoOieMHu, (GOpMyBaTH Ta
OOTPYHTOBYBATH BJIACHY MIPABO 3aCTOCOBHY TMO3HUIIII0 B MEXaX MUTAHb BUSBICHHS Ta
pO3CIIiTyBaHHs KiOEP3JI0UHHIB.

Ila1an

1. BusiBieHHsi KiOEp3JI0YMHIB SK HAOpsIMOK TPABOOXOPOHHOI AiSUIBHOCTI.
Ixepena iHdopmarlii npo KiOep3710UUH.

2. Opranizauiiai  ¢GopMH MOYaTKy KPUMIHAJIBHOTO MPOBAIKEHHS OO0
Ki0ep3JI0UMHIB Ta JKEpesia 00CTaBUH, 0 MOXKYTh CBIIUYUTH PO BUMHEHHS EBHOTO
BUJy KiO€p37104YHHIB.

3. OcoOnuBocTi mepeBipku 1H(pOpMalLii Mpo KiOep3T0UMHHU, L0 BUMHEH1 abo
TOTYIOTBCSI.

4. OcoOnuBOCTI BIAKPUTTS KPUMIHAIBHOTO TMPOBAKEHHS 3a 3adBOI0 Ta
NOBIIOMJICHHAM ocobu mpo KiGep3nounH. OprasizaiiiiiHi 3axoad CIiAYOTo Jis
NEePEeBIPKH OTPUMaHOI MEPBUHHOI 1H(OpMAaIIii.
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OCHOBHHH 3MiCT

1. Buaenennsa kibep3nouunie aK HANPAMOK RNPABOOXOPOHHOI OiAIbHOCHII,
JIcepena ingpopmauii npo Kivep3nouun.

BusiBneHHs sK BHI AisUTBHOCTI mepeaye posciigyBanHio (3rimHo 3Y «llpo
OIepPaTHBHO-PO3MIYKOBY HisUTbHICTEY (CcT.7 4.3)). OCHOBHI 3acO0M Ta IIOIIYKOBI
MPOIIETyPH, SIKI 3aCTOCOBYIOTHh y TIPOIIECi BHUSBICHHSI KiOEp3JIOYMHIB, BUBYAIOTH Y
Kypci OmepaTUBHO-PO3IIYKOBOI MisIbHOCTI. ChOTO/IHI MOKHA BU3HAYUTH HACTYITHUX
cyb’exmis onepamusHo-po3ULyKo80i OIsIbHOCMI, KOMPI NPAMO ab0 0NnocepeoKO08aHo
30ILICHIOIOMb BUABNEHHS KIOEeP3I0UUHIS.

1. Hamionanena mnomimiss Yxkpaimm (HII), BimmoBimno mo § 3 Crparerii
kibepOesnekn YKpaiHu, HaJexXuTh J0 HarioHanbHOI cucTeMu KibepOesneku sk
opras, 1o 3abe3nevyye 3axXuCT NpaB 1 CBOOOJ JIOJUHU Ta TPOMAJITHUHA, IHTEPECIB
CYCIUIbCTBA W JEep>KaBU BiJ 3JOYMHHUX IMOCATaHb y KiOEpmpocTopi Ta 3I1HCHIOE
3aX0JIU 13 3aro0iraHHs, BUSBICHHS, IPUIMHEHHS Ta PO3KPUTTS TaKUX 3JI04YMHIB. SK
Cy0’€KTIB BUSIBJICHHS KIOEp3JIOYMHIB MOKHA CTpyKTypH1 migpo3aum HII mosxHa
MOAIIUTH Ha JBI TPYIIH.

1.1. IMligpo3nimu lenmapramenty kioepromiuii (JIKII), saxi 3rigo 3 m. 2.1.
[Tonoxxennst po AKII HIT Ykpainu, ynoBHOBaXeH1 1I0A0 MPOTHUII KPUMIHATIBHUM
NPaBOMOPYIICHHSM, MEXaHi3M TMiATOTOBKM, BYMHEHHS a00 TPUXOBYBAHHS SKUX
nepeadavae BI/IKOpI/ICTaHHH €JIEKTPOHHO-O0UYUCITIOBAILHUX MalllMH (KOMIT IOTEPIB),
CHCTEM Ta KOMII IOTEPHUX MEpEeX 1 Mepex eneKkTpo3B’s3Ky. Llg cdepa mismmbHOCTI
iMeHyeThcsl B [1os10KeHH1 «IIpoTUAis KiOep310unHHOCTI». B YKpaiHi mpaBoBi OCHOBH
00poTHOM 3 Kibep3nounHaMu BHU3HA4alOThes mepenayciMm Konpeniiero Pagu €Bporu
npo kiGep3nounHHICTE. Tomy omeparuBni migposaimn JKII mpsimo 3000B’s3aHi
3MIIACHIOBATH ONEPATUBHO-PO3IIYKOBY AISUTbHICTh BIACTUBUMHU iM METOJAMH 3 METOIO
MPOTHIIT KOHBEHIIMHUM 3JI0YMHaM (BIIMOBIIAIBHICTD 32 K1 (DAKTUYHO TepeadoadcHa
ct. 163, 176, 185, 190, 200, 301, 361-363-1 KK Ykpaiun).

JKII € MixperioHaTbHUM TEPUTOPIAIBHUM OPTaHOM , FOPUIUIHOIO 0COOO0
nyOmniuHoro npasa. [lo ckiany JlemapTamMeHTy BXOISATh CTPYKTYPHI IMiJIPO3JALTH, SIKI
JIII0Th 332 MDKPETriOHAaJbHUM MPUHIUIIOM Ta Oe3MmocepeHb0 MiANopsAIKOBaHI
HayanbHUKOBI Jlemapramenty ([onenpke, Kapmnarceke, KwuiBcbke, Iloainbcebke,
[Tomiceke, [IpuaHinpoBchKe, [TpuuopHOMOpCHKE Ta CnoboxaHChKe
yOpaBIiHHSA KIOEPHOJiLii, a TaKoX YIpaBiIiHHA 1HPOPMaLIMHUX TEXHOJOTIH Ta
porpamMyBaHHS B 3aX1JTHOMY, MIBJACHHOMY Ta CX1THOMY PEriOHaXx).

1.2. T omeparuBHi migpo3ainu HIT (enaptameHT kapHOro po3miyky, abo
JlemapTaMeHTy ~ 3aXHCTy  €KOHOMIKH , abo JlemaptameHTy  NpOTUMIl
HApKO3JIOYMHHOCTI TOMIO), LI0 3AIMCHIOIOTh MPOTHAII0 I1HIIWM, albTePHATHBHUM

* 3rigno ITocranosi Kabimery Minictpis Ykpainm Bim 2 Bepecus 2019 p. Ne 841 «IIpo mixBimamiro
TepuTopianpHOro oprany HarioHansHoi mominii» JlemapTaMeHT 3XMCTY SKOHOMIKH JIIKBIIOBAHO SIK MIXKPETIOHATBHUI
TepuTopianbHui opran HarioHansHol nominii; B cTafii po3poOkn HopMaTUBHA 0a3a Uil CTBOPEHHS IHIIOTO OpraHy —
Cury:x01 (piHaHCOBHMX PO3CITiyBaHb.
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KonBenuii, 3mounnam, 1mo BYMHSIOTECS y Kibeprpoctopi Ta miacmiani caiauum HIT
Vkpainu. JKII cTOCOBHO TakuxX 3J0YMHIB MOXKYThb TUIBKHA CHPUSITH B TOPSIKY,
nepea0ayeHOMY YMHHUM 3aKOHOJABCTBOM, 1HIMM migposzauviaMm HIT Vkpainu y
MOMNEPE/KEHH], BUSABJICHHI Ta NPUNUHEHH! KPUMIHAJIBHUX MPaBOMOPYIIEHb —
3abe3reuye CBOE€YacHE OTpUMaHHS 1HQopMalii npo 3JI0YMHHU, IO BYMHEHI B
KibeprpocTopi, a00 BIAMOBIAHI 3IOYMHHI HAMIPH. .

2. Tigpo3 a1 KOHTPPO3BIYBAIBLHOIO 3aXUCTY IHTEPECIB JepkaBu y cdepi
iHpopMarlliiiHoi Oe3MeKu, 3aXHCTy HaIlloHambHOI Jep)kaBHOCTI CiykO0m Oe3nexu
(IKIb Cb Vkpainm). Jlo 3aBmans Cb VYkpaiHu TakoX BXOAUTH MOIMEPEKECHHS,
BUSIBJICHHS, IPUIMMHEHHS Ta PO3KPUTTS 3JI0YMHIB MTPOTU MUPY 1 O€3MeKu JIOACTBA,
TEpOpHU3My, KOPYIIlil Ta OpraHi30BaHOi 3T0YUHHOI AISUTBHOCTI y cepl yrnpaBiaiHHS 1
€KOHOMIKM Ta IHIIMX MPOTUIPABHUX i, £AKI O€3M0CEpPEeHbO CTBOPIOIOTH
3arpo3y JKUTTEBO BAXKIWMBUM I1HTEpecaM YKpaiHu.

Tunosumu Odicepenramu onepamuenoi iHgopmayii npo Kibep3louuHu .
1) eJeKTPOHHI Ta MMCbMOBI TIOBITOMJICHHS PO 3JI0YHMH; 2) 3alUTax 1 MOBIJOMJICHHSIX
MIPAaBOOXOPOHHUX OpraHiB IHIIUX JIepKaB, MDKHAPOJAHUX IPABOOXOPOHHUX
opranizamiii (B pesynbTari nepeBipku 1€l 1Hdopmarlii croiBpoOitHukamu JIKII
ckianaeTscsi panopt (cT.6 3akoHy VYkpainu «lIpo omnepaTUBHO-PO3IIYKOBY
TUSTTBHICTBY); 3) Marepiaiu, CKIaJeHl B pe3ysbTaTi MEepeBIpKH 3asiB 1 MOBIJOMIICHb
rpOMaJisiH, 3 SIKUMU BCTAHOBJIEHO HEIJVIACHE CIIBPOOITHUITBO (B pe3yJbTarTi
nepeBipku i€l iHpopmanii criBpodbiTHUKaMu [IKII cknanaerbesa panoprt (cT.6 3akoHy
Vkpainu «IIpo onepaTUBHO-pO3IIYKOBY MISTIBHICTBY»); 4) MMCbMOBI JTOPYYEHHS,
MOCTAaHOBHM CJIIAYOTO; 5) MaTepiaid I1HIIMX MPAaBOOXOPOHHHUX OpraHiB; 6) 1HII
BIJIOMOCT1, OTPMMaHI YHACIIJIOK ONEepPaTUBHO-PO3IIYKOBOI AISUIBHOCTI (B PE3yNbTarTi
onepatuBHoro mnomyky). Caigui HII Vkpainu, Cb VYkpainu migdac 371dCHEHHS
JIOCY/IOBOTO PO3CIiTyBaHHS B YK€ JOPYYCHOMY Ui 3IIACHEHHS PO3CIIiTyBaHHS
KPUMIHAJIbHOMY MPOBAKEHH]1 TAKOX MOXKYTh BUSBUTH K1OEP3JI0UYHH.

2. Opeanizauinni opmu nouamky KpumiHaibHO20 NPOBAOHCEHHA UWI000
KiOep3i1o04yunie ma O0xcepena 0OCMAGUH, WO MOMNCYMb CEIOYUMU NPO 6UUHEHHA
neeHo20 6uody Kidep3iouuHie

3 mo3umii  CAIAY0T  MPAKTHUKKA  TPOLECYAIbHHM  MOPSAOK  MOYaTKy
KPUMIHAJIBHOTO TMPOBA/KEHHSI TPUBAE 3 MOMEHTY, KOJIU CYyO’ €KTY PO3CIiIyBaHHS
CTaJI0 BIZIOMO TPO JKEpesio OOCTaBUH, 10 MOXYTh CBIAYUTH MPO KPUMIHAJIbHE
MPaBOMNOPYILIECHHS, 10 MOMEHTY BHeceHHA HUM iHpopmanii 1o €PJIP. BuyTpimms
opraHizailisi CIiJ4iUM MOYaTKy KPUMIHAJIBLHOTO MPOBAKCHHS 3ajekKaTUME BiJl JBOX
YMHHUKIB: TMPaBOBOTO Ta HEMpPaBOBOro (opraxizauiiHoro) xapakrtepy. IIpaBoBi
YHHHUKH, 10 3yMOBIIOIOTh (OPMH TMOYATKy KPUMIHAIBHOTO MPOBAKEHHS,
MOB’sI3aH1 3 XapakTepoM JKepenaa OOCTaBHH, IIO0 MOXYTh CBITYUTH MPO BUMHEHHS
NEBHOTO BHUAY KPUMIHAJIBHOTO TpaBonopymeHHs. OcoOIMBOCTI BUKOPHCTAHHS
GyHKIIOHATY  OMEPAaTUBHO-PO3IIYKOBOI  JISTBHOCTI 3  METOI0  BHUSBIICHHS
KPUMIHAIBHOTO MPABOMOPYLIECHHS € Op2aHi3ayiiHuUMU YUHHUKAMU, WO 3YMOBII0I0Mb
ocobaueocmi popmu nOUAMKY KPUMIHATILHO2O NPOBAONCEHHS W00 OKPEMO20 GUOY
310YUHIE.
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[cHyIOTh YOTHPH Oprasizamiiiii GopMu MO4YaTKy KPUMIHAJIBLHOTO MPOBAIKEHHS:
1) KpuMiHAJIbHE MPOBAHKCHHS PO3MOYATO 3a 3asABOI0 IOTEPIILIOr0/IIOBIIOMIICHHS
ocoOM mMpo KpUMIHAIBHE TIpaBoOIOpyIIeHHS  (Oe3aibTepHaTUBHA  opma);
2) KpUMIHAJIBHE  TPOBA/PKEHHS  PO3MOYaToO 3a  MarepiajlaMd  ONEPaTUBHUX
MIPO31TIB, OTPUMAHMMH B PeE3yJbTaTl IEPEeBIPKU oOlepaTuBHOI 1H(opmarri
(apTepHaTHBHA (hopMa) — BHU3HAHO CKJIAJHICTh peaiizailii MarepialliB IepeBIpKU
010 HETSHKKMX 1 CepeHbOi TSDKKOCTI 3JI0YMHIB, YHUM 1 TIOSCHIOETHCS
dbopMaizoBaHICTh 3aCTOCYBaHHs Oe3aIbTepHATUBHOI (POPMU OYATKY MPOBAIKEHHS;
3) KpuMiHABHE TPOBA/DKEHHS PO3IOYAaTO B Mexax peamizaimii marepiamie OPC
(OesinimiaTiBHA (hopMa) — KOHCTATOBAHO ii MOMIUPEHICTH MO0 3JI0YNHIB, BAMHCHHIX
y kibepmpoctopi 3 momitudHEX MOTUBIB (90%), 3/1M04YMHIB, [0 TOPYIIYIOTH
BCTAHOBJICHUH MOPSIOK 00iry meBHuX peuerd (40%); 4) KpuMiHAIbHE MPOBAKCHHS
PO3MOYATO YHACIHIOK BUSBJICHHS CIITYUM 3J0YMHY, BUMHEHOIO Yy KiOeprpocTopi, Mij
4yac PO3CIIAyBaHHS 1HIIOTO KPUMIHAJILHOTO MpOBa/pKeHHA (iHimiaTuBHA ¢opma) —
BU3HAHO ii HETUTIOBICTh, CIITYUI BUSBIISIE TaKl 37I0YMHH, SIK TIPABUIIO, BUTIAJKOBO.

3. Ocobueocmi nepegipku iHghopmauii npo Kivep3niouunu, wio 64UHeHi avo
20myiomuca

daktuuni jganHi, orpuMani mja vac OPJl, moBuMHHI MaTH 3HAYEHHS JOKazy B
KPUMIHAJIbBHOMY MpoBajukeHHl. g Toro, mo6 iHdopmallis npo BYMHEHHS abo
rOTYBaHHA KiOEp3JI0UMHY Majla MEePCIEeKTUBY JIOCYIOBOIO CIIJCTBA, BOHA MMOBHUHHA
OyTH MATBEpIKEHA JOCTOBIPHUMHU ISl CIIAYOTrO JKEpeaaMu, SKI 3aKOHOMIPHO
MOB’513aH1 3 TOKYMEHTaJbHICTIO (DaKTy ii MepeBIpKU ONEpaTUBHUM MHiApo3aiiom. Jlis
LbOTO BapTO XapaKTepHU3yBaTH MPO JIBA HAMPSIMU POOOTH ONEPATHUBHUX MIIPO3ALIIB,
a came: 1) odopmiieHHs OTpUMaHOiI iHGOpMAILl y BUIISAI MarepiaiiB MEPBUHHOI
NepeBIpKY, 110 MJIATal0Th Mepeaadi KepIBHUKY OpPTaHy JI0CYIO0BOTO PO3CIIiTyBaHHS
st BHeceHHst 10 €PJIP; 2) mokyMeHTyBaHHsI 3JIOYMHHOI MISUIBHOCTI (B paMKax
OIEepaTUBHO-PO3LIYKOBOI CIIPABH).

Martepianu TEpBUHHOI TMEPEBIPKH, SKI MIJJISATAIOTh TMepenadi KepiBHUKOBI
opraHy JOCYAOBOTO poO3CiiAyBaHHS nsi BHeceHHs a0 €PJIP, TumoBo MOXyTb
MICTUTH: ParopT MpaIliBHUKA OMEPATUBHOTO TMIAPO3AUIY PO BHUSBJICHHS O3HAK
3JIOYMHY; MOXJIUBI O(DIIMiiiHI MaTepiayii  PeBi3iil, MOKyMEHTAJIbHUX 1 IHIIUX
TEXHIYHUX TMepeBIipoK (1HIMIKOBAaHUX OCO00I0, IO TOBIAOMMIIA MPO 3JIOYUH);
MaTtepiajid ONUTYBAHHS OYEBHU/IIIIB, CBIJIKIB, MOTEPILIOTO TOIIO (MOKJIMBI MOSICHEHHS
ci1y’k00BHX 0cC10, ¢axiBiiB OaHKIB, MIAMPUMCTB, YCTAHOB); MaTepiaiu MEepeBIpKU 3a
OMEpPATUBHUMHM, KPUMIHATICTUUHUMH W IHIIUMH OOJIKaMU (B TOMY YHMCIl CHUCTEMa
Iarepniony 1-24/7, 3axumienmii kaHan 3B 3Ky €Bpomnoay «SIENA»); mpotokon
OrJIsiAy Micus MOJli, B TOMY YHMCHI K JOJATKI MarepoBi po3apykH iH(opmarii 3
BWJIYYCHHX MAIIMHHUX HOCIiB 1H(opmamii 1 iHdopmamii, 1m0 3HaxXomuiacs Ha
AKOPCTKOMY JMCKY MEPEHOCHOTO KOMIT I0Tepa MiJI03pIOBaHOr0; O(iliiiHI MaTepiaiu
pI3HUX CyO’€KTIB PUHKY TEJIEKOMYHIKaliHHUX mocayr (auB. Tema 2), Hanpuknaja Big
OTIepaTOpiB 1 MPOBAWEPIB TEICKOMYHIKAIIIHHUX TOCIYT TPO 3B 30K, aOOHEHTA,
HAJAHHA TEJEKOMYHIKAlIMHUX TOCIYT, OTPUMAHHS MOCIYT, iX TPUBAJICTh, 3MICT,
MapUIpyTH TMEpeAaBaHHs TOILO; 1HCTPYKINI, JOBIAKH, IHII TEXHIYHI JOKYMEHTH 1
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Matepianu. HefgomisbHO mepcoHami3yBaTH B MaTepiaiax mepeBipku iHGpopMaIliro mpo
KOpHUCTYBayda (MOKIIMBOTO 3JIOUMHIIS) 3 IJIACHOTO JpKepena. AJKe JeleHTpaIi30BaHi
TeXHOJIOoT1i 00MiHY ¥ 30epiranHs iHdopMallii, TeXHOJOTIi aHOHIMI3aIlll AOCTYIY J10
pecypciB Mepexi IHTepHeT (MpOKCi-cepBICiB (KOMIUIEKCH IIporpam), BIPTYallbHHX
npuBatHUX Mepex (VPN-TexHooriit) iHmMX 3aco0iB-aHOHIMAaNW3ePiB) YCKIQHIOIOTh
MOMJIMBICTh TMIJTBEP/KEHHS MEPCOHAIBHUX JAHUX KOPHUCTyBadya-3JI0YMHLS —
BOJIOAUIBIN 1H(GOpMAIIIHHUX cUCTeM Ta iH(opMallii yacTo GizudHO nepedyBaroTh 3a
MeXaMH JepxaBu a0o K HaJaayTh Taky 1H(OpMAIlIO JUIIe Ha MiACTaBl yXBaJd
CJIITYOTO CYJIII.

Illooo O0okymenmysanHusa 3104UHHOT OiATbHOCMI (8 pPAMKAX ONEPAMUBHO-
PO3UWYK060I cnpasu, mo iCHy€e negHa npoodaema — HEY3TOHKEeHICTh a03. 1,2 m. 1 4. 1
cT. 6 3akony Ykpainu «IIpo onepaTuBHO-pO3LIYKOBY AisUIbHICTHY 3 4. 1 cT. 214 KIIK
Ykpaian. 3 ogHOTO OOKYy, IIiJICTABOI0 TPOBEIACHHS ONEPATHBHO-PO3ITYKOBOT
JUSTTBHOCT1 € HAsBHICTH JIOCTaTHBOI 1H(OpMaIlii MPo 3JI0YMHH, IO TOTYIOTHCS, a0
0ci0, sIKI TOTYIOTh WOT0 BYMHEHHS, a 3 1HIIIOTO — O3HaKa KapaHOCTI XapaKTEPHU3ye
rOTYBaHHA SIK CaMOCTIMHUW BHUJA 3704MHY (TOTYBaHHS 10 3JI04MHY a00 3amax
BinoBiHO 70 cT. 13 KK Vkpainum). Tomy cuigumii Oyne 3000B’s3aHUN BHECTH
iH(popmarito moao0 roryBanHs 3nounHy no €PJIP. 3a takux o6ctaBun 3a OPC He
MO>KHA 3/IIACHIOBATH ONEPATHUBHO-PO3IIYKOBY AISUTBHICT. MeTa JOKYMEHTYBaHHS
MOJIATa€ B OTPUMAHHI (DaKTUYHHUX JIaHUX TMPO CIpoOy OKpeMoi ocoOu/rpyrnu ocid
BUYMHUTU  KOHKPETHI  [li, 1[0 JalTh 3MOry JIUTH  BUCHOBKY  IIpO
HasIBHICTB/BIJICYTHICTh O3HAK CKJIAly KOHKPETHOT'O TSHKKOTO 3JI0UKHY.

4. Ocoobnueocmi iOKpummsa KpuMiHaIbHO20 NPOGAONHCEHHA 3a 3AA6010 MdA
NOGIOOMIIEHHAM 0C00U npo Kibdep3nouun. Opanizauinini 3axo0u caiouo20 01
nepesipKu ompumanoi nepeunnoi ingpopmauii

VY3aranbHeHHS BIJKPUTUX IyOJIKaIliid, J03BOJII€E BU3HAYUTH TaKi MOYATKOBI
yMOBH (OOCTaBMHM) BHSIBJICHHS KiOEP3JIOUMHIB 3afBHUKOM (SIK KOPHCTyBadeM):
1) caMOCTIiHO 3amiJ03pUB BYMHEHHS HE3aKOHHUX Jil y KiOepmpocTopi Ta oapasy
3BEPHYBCSI JI0 BIJMOBIJHOTO OMEPATUBHOTO MIAPO3JLTY KiOemodimii, caiadoro abo
NPOKypopa, TaKOX caM JiarHOCTyBaB Cligu (3MiHH y (aiIoBiii cucTteMi, B 3aaaHii
panie KoH]irypariii KoM’ roTepa, HEeCTaHJapTHI MPOSBU B HWOTrO poOOTI TOIIO B
3aJIeKHOCT1 BIJ] CHUTyallii); 2) y pe3yibTari MPOBEJACHHS MEPEBIPOYHUX 3axXO/liB
CHiBpOOITHUKAMU CIIykO0u Oe3neku abo (axiBISAMHU 13 3aXUCTy 1H(pOpMaLii, 110
3HAXOAATHCS B IITATI KOPUCTyBaua abo MpoBaiifepa (HampukiIaa, IpH MEPEBIPKU
CilIyk0010  Oe3rneku OaHKa BHBIIOTBCA  CHIIM  BYMHEHHS  KIOEP3JOYUHY).
Bcmanoenenns nanesicnocmi caiimy. 3a gomnomororo cepicy Whois BHU3Ha4YaeThCs
npoBaiiep, SIKUM HaJae MOCIYry XOCTHUHTY. Jlami aJis BCTaHOBJICHHS HaJIEKHOCTI
caiiTa 3BEpTAIOThCS JI0 MpOBaiijepa i3 3amuToM TMpo: peectpariiai nani (logs) Ta
a0OHEHTCHbKY 1H(OpMAII0 TPO 0COo0y, SKIH HATAIOTHCA TMOCIYTH XOCTHHTY IS
caifta; aapecu, Tene(OHHI HOMEpH Ta IHIII PEKBI3UTH BIAacHUKa caifta; IP-ampecu,
BUKOPHCTaHI JIJIsl CTBOPEHHS caiiTa; |P-anpecu, BuKkopucTaHi AJis MONOBHEHHS CaiTa;
iHpopMaLlis Tpo 3MICT caiTta; 1HpOpMAIS NpPO KOPUCTYBAaHHS  CaWTOM.
Bcemanosenenns nanescnocmi enekmponnoi nowmogoi adpecu. JIns BCTaHOBIEHHS
0co0H, siIka KOPUCTYETHCS BIJOMOIO aIpecoro, HEOOXITHO 3a JOTIOMOTOK CEpBICY
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Whois Bu3HauuTH mpoBaiinepa, KW HAga€ MOCTYTHM BUKOPHCTAHHS E€JIEKTPOHHOI
TMIOIITH, 1 3BEPHYTHUCS IO HBOTO 13 3aITUTOM (YITKHU MO3UITIT 3aUTYy.

Jns inenTudikaiii ocodu MpaBoONMOPYIIHMKA HEOOX1JHO BCTAHOBUTH: KOJIO
0ci0, SKI KOPHCTYIOTHCS II€BHUM TEpPMIHAJIOM, a TaKOXX METy Ta Mexl IiX
KOPUCTYBaHHS; TEXHIYHY TIArOTOBKY Ta HAaBUYKM KOPUCTYBAaHHA TI€BHUMHU
MPOTPAaMHUMHU Ta TEXHIYHUMHU 3ac00aMu; OC10, SKI KOPUCTYBAIUCS TEPMiHAIOM ITiJl
yac BYMHEHHS MPOTUIIPABHUX MAiH; XTO Mae€ JOCTYI 0 Mepexi [HTepHeT, aki mpu
[[bOMY BHKOPHCTOBYIOTHCA JIOTIHM Ta MapoJii, Yyepe3 SKOro MpoBaifjiepa; 3 SKUX IIe
[P-anpec BUKOPUCTOBYBAJIMCh JaHI PEKBI3UTH MPH JOCTYIl A0 MEPEXl  TOIIO.
OTtpuManHs iHQOpMAIll y BIIKpUTUX JKepenax Mmepexi [nrepuer. Jlo BiaKpuTuX
JOKEpEeIT BITHOCATHCS: COIIaIbHI MEpexi, TeaedOoHHI TOBITHUKHA, MOOLTBHI TOJATKH,
JIEp’KaBHI PEECTPHU, CEPBICU fAKI MOTPeOyIOTh pEeCcTpalii Ta Ha SKUX MNOTPIOHO
BKa3yBaTU JOCTOBIPHI IEPCOHAJIbHI JIaHI.

KoHTpoJIbHI 3aIUTAHHSA VIl IEPEeBIPKU JOCATHECHHS Pe3yJIbTATIB
HABYAHHS

1. Ha3BiTh cy0’€KTiB ONEpPaTUBHO-PO3IIYKOBOI AISUIBHOCTI, KOTP1 MPAMO abo
OTIOCEPEKOBAHO 3A1MCHIOIOTH BUSBIICHHS KIOEP3I0UMHIB?

2. Ha3BiTh TUIOBI Jkepena onepaTUBHOI iH(popMarii mpo kibep3nounHu?

3. OkpeciuTh YMHHUKH, IO 3yMOBIIOIOTH (JOPMH TMOYATKy KPHUMiHAJIHHOTO
IPOBAHKCHHSL.

4. OxapaxkrepusyiiTe oprasizauiiiHi (QopMH TOYaTKy KpPUMIHAJIBHOTO
MIPOBAKEHHS 11010 KiOep3I0UnHIB?

5. Skuil TUNIOBUI mepesik MarepiaiiB MEepeBIpPKH, IO € JHKEPEIOM 0O0CTaBUH
PO KpUMIHAJIbHE MTPABOMOPYIICHHS, BAMHEHE 13 BUKOPUCTAHHSAM KibeprpocTopy?

6. OxapakTepusylTe TNpoleC BUIBJICHHSA KIOCP3JIIOUMHIB 3asIBHUKOM (SIK
KOPUCTYBAUEM).

7. SIK 3MIMCHIOETHCS BCTAHOBJICHHS HAJICKHOCTI CalTy?
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Jlexyis Ne 4
(Oenna gpopma Hasuanms)

Tema 4. BUKOpUCTAHHA cHIeNiaJIbLHUX 3HAHD i YaC PO3CJIiIyBAHHSA
Kki0ep3/10unHIB

MeTa BUBUYCHHSA

Hanatu ysaBneHHst Ta cpopMyBaTi cCUCTEMY 3HaHb I0JI0 OpraHi3aliitHuX 3acaj
BUSIBJIICHHSI Ta PO3CIIAYBaHHS KIOE€P3JIOUMHIB.

Pe3yabTaTH HaBYaHHSA

[Ticns nexuii 3100yBay BUIIOI OCBITH Oy/1e (CIIPOMOKHHUI):

1) BU3HAYATH HAJCKHI Ta NMPUHHATHI JUIS IOPUIUYHOTO aHAi3y (aKTH 00
chepu 60poTHOHU 3 KiOEP3II0UYNHAMH;

2) 3acTocyBaTu CydacHi 1H(popMaIiiHi TeXHOJOT1i Ta iHhopMaIliiiHi pecypcH 3a
JUIsL  pO3B’S3aHHS  MPAKTHMYHUX  3aJad IIOJ0  OpraHizamii  po3CiiayBaHHS
K10€p3JI04HHIB,;

3) BHUKOPUCTOBYBATH B IPABO3aCTOCOBHIM [isSUTBHOCTI HOPMATHBHO-IIPABOBI
aKTH, 10 pEeTYyJIOITh BIJHOCHHHM, IO BHUHUKAIOTH Tig9ac BUKOPHCTAHHS
CHeIiaIbHUX 3HaHb Ta MPU3HAYEHHS CYIOBHX EKCIEPTH3 B MPOIEC] PO3CITyIBAHHS
3JIOYMHIB Yy KIOEpMpOCTOpi, a TakoX Migdac 30uUpaHHS MaTepiaiiB MonepeaHbol
NepeBIpKU 32 TAKUMU (aKTamH,

4) po3BHBATH 3/IaTHICTD JI0 KPUTUYHOTO Ta CUCTEMHOTO aHAII3y IPABOBUX SIBUII]
y K10epmpocTopi 1 3aCTOCYBaHHS Ha0yTHX 3HaHb Y TpodeciitHii AISUTBHOCTI IOPUCTA,

5) amamizyBaTM MpaBOBI Ta MPaBO3acTOCOBYI MpoOieMHu, (GOpMyBaTH Ta
OOTPYHTOBYBAaTH BJIACHY MPABO 3aCTOCOBHY TO3HUIII0 B MEXaX MUTAHb 3aTy4CHHS
CHeIfiajicTa Ta eKCIepar B MPOoIeC pO3CiiyBaHHs KIOEP3JIOUHHIB.

Ila1an

1. CnemianbHi 3HaHHSA Ta crenudika 3aJlydeHHs CrHemiajicta T 4ac
pO3cCIliyBaHHS KiOEp3JI0UHHIB.

2. 3anydeHHs eKkcmepTa JJIs TPOBEACHHS CYAOBOI KOMIT IOTE€PHO-TEXHIUHOI
EKCIIePTHU3H 1] Yac po3CciiayBaHHs KiOep3IOUHHIB.

3. 3anydeHHs eKcIepTa JJis MPOBENCHHS IHINIUX CYJOBUX EKCIEPTH3 Tiadac
pO3CHiIyBaHHs KIOEP3JI0UYMHIB: €KChepTh3a y cdepl IHTEIeKTyalbHOI BIIACHOCTI,
EKCIIepTU3a TEJICKOMYHIKAIIMHNX cucTeM (0OnamHaHHsS) Ta 3ac00iB; KOMILUIEKCHI
except3u (KTE Tta ekcreprusum Bineo 3Byko3anucy; KTE i TEN).
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OCHOBHHH 3MiCT

1. Cneuianvni 3nannsa ma cneyughika 3anyueHns cnewianicma nio uac
PO3Cidy8anHsa Kioep3nouunie

[ToHATTS «cmemianabHI 3HAHHS» TAyMmMadaTh SK HAyKOBi, TeXHI4YHI abo 1HIII 3
MO3UIIIl KPUMIHAJILHOTO MPOILIECYATIbHOTO 3aKOHY HEIOPUAMYHI 3HAHHS, OTPUMaHI
BHACJI/IOK CHENiaibHOI MIATOTOBKHU Ta MPAKTUKU CyO’€KTOM, MPOLIECyalIbHUIN CTaTyC
SIKOTO BU3HAYAETHCA SIK €KCIEepT ab0 MPUPIBHIOETHCS JI0 crierianicra. 'oBopumo npo
TpH TpolecyaibHl (OPMH BUKOPUCTAHHS CIIELIaIbHUX 3HAHB i Yac JOCYIO0BOTO
po3ciiayBaHHs: 1) 3adydeHHs crerianicTa JJjisl HaJlaHHS MUChMOBOI KOHCYJIbTAIII;
2) 3aJydeHHS CHerjamicra JUIsl HaJaHHS Oe3MOCEepPEeIHbOI TEXHIYHOT JOIMOMOTH ITiJ
Yyac MpolecyalbHUX Jii; 3) 3amydyeHHs eKkcrepTa JJs NPOBEICHHS CYJOBOI
eKCIEepPTU3M I BUKOHAHHS OOOB’SI3KIB CYyJOBOro ekcnepra. BuUCOKMM piBHEM
arpoOOBaHOCTI CIITYOTO0 MPAKTHUKOIO JIOBEJIEHA e(heKTHUBHICTb TaKUX
HETpoIecyadbHUX (OPM BHKOPHCTaHHS  CICHIATbHUX 3HaHb, SK: 1) ycHe
KOHCYJIbTYBAaHHSI CJIITYOTO 31 CIEHIaiCTOM; 2) 3aJlydeHHs CIeuiajicTa MiJ dYac
MepeBIpKA ONEPATUBHOI 1H(OpMAaIi MPO 3JIOYUHHU, IO BUMHEHI a00 TOTYIOTHCS.
[loBcskaeHHa MpakTUKa PO3CIIAYBaHHS 3J0YMHIB, BYMHEHHX Y KiOeprpocTopi,
3acBIAUY€E HASBHICTH O€3J1Yl OpraHizalliHUX 1 TAKTUYHUX MUTaHb BUKOPUCTAHHS
TakuX (QOpM cCHeliaIbHUX 3HaHb. Y CHpaBax IMOAO KIOEp3JI0YMHIB MHChbMOBI
MOSICHEHHST  CIIeialicTa € JOJAaTKOBMM CIIOCOOOM MIATBEPKEHHS JiKepesa
(GOopMyBaHHS TAKOTO JI0Ka3y, K JIOKYMEHT — €JIEeKTpOHHUHN Hociid iH(opmanii. B
aOCOJIFOTHINA OUIBIIOCTI MPOBA/KEHb IMOSICHEHHS HAAAlOTh INTATHI MpalliBHUKU
kiOepromniiii, skl € QaxiBUIMUA 3 1HPOPMALINHUX TEXHOJOTIH ab0 EJIEKTPOHIKU U
TeJIEKOMYHIKallii, 1 B MpoIleCyalbHOMY CTaTyCl crieniainicta Oyau 3aiydeHi i gac
MPOBEJCHHS OTJISAAy MicHs Toaii. Y MHChbMOBOMY MOSICHCHHI TaKHH CIIEIiamicT
ONKCYyE METOJU TaK 3BaHOTO €KcIpec-aHali3y (IpoLec BCTAHOBJIEHHS (DaKTUYHHUX
JaHUX, 10 MAaKTh 3HAUEHHS JJII KOHKPETHOro (pakTy NMpaBOMOPYLICHHS); METOAU
BUJTyUYCHHS (KOIMIOBAaHHS) Ta 30€pexeHHs HeTpaaumiiHuxX (mudpoBux) CIiaiB
3nounHy. Cneuu@ika OCHOBHOTO 3J0YMHY B 3JIOYMHHIM CYKYIDHOCTI 3pigKa €
1JICTABOIO TSI 3TYYEHHS CIIEIIANICTIB BYXKYOT0 Mpodiito, 30KpeMa: Creriarcra B
po0OTI 3 OaHKIBCHKUM KOMIT FOTEPHUM OOJaJHAHHSAM, CUCTEMHOTO aJIMIHICTpaTOopa,
CUCTEMHOT0 OIeparopa; creuiaiicra y cgepi MepekeBUX TEXHOJOTrIH Ta CHUCTEM
3B’s3Ky (32 YMOBH BHUKOPHCTAHHS [JIsl JAMCTAHIIHHOTO TEPENaHHS aHWUX KaHAaIliB
€JIEKTPO3B’sI3KY); 1HIIOI KaTeropii creuianicTiB (OyXraiarep, €KOHOMICT, 1HXKEHep-
CJIEKTPUK, CHELIAJICT CYMYTHUKOBUX CHCTEM 3B’S3KYy, OIEpaTop CTUIbHUKOBHX,
NENUHDKUHIOBUX, 1HTEPHET-MEPEXK TOWIO). 3 Memor mMexXHIKO-KPUMIHANICIMUYHO20
3abesnevennss NposedenHs CHIAYMX OrJSAAIB, OTJISAMIB MicHd MOjli, OOMmyKiB 1
TUMYACOBUX JOCTYIIIB J0 peueil Ta JOKYMEHTIB MMEPEBAKHO 3Ty9ar0Th 1HCTIEKTOPIB-
KPUMIHAJIICTIB, CTapIIMX I1HCIEKTOPIB-KPUMIHANICTIB, TEXHIKIB-KpUMIHAIICTIB a0o0
KEpIBHUKA CEKTOPY TEXHIKO-KpUMIHAIICTUYHOTO 3a0€3MedYeHHs CIiA90ro BiILTY.
3anyuenns cneyianicma nio yac HC(P)/[ € npaBoM CliI40T0, MPOKYpOpa, a HE IXHIM
000B’s13k0M. TOMY 3 TOTPUMaHHSM PEXHUMY CEKPETHOCTI (CHelialiCT MOBUHEH MaTH
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JOMYCK 10 JIep>KaBHOT TaEMHUIN BiAmoBinHO1 Gopmu) mig wac nposenenus HC(P)/I
Ta BUAMOBIIHO /10 CrelM(pIKK MUTaHb il MPOBEICHHS, CKIAIHOCTI Ta il 3MICTy, IO
MOTPEOYIOTh 3allydeHHS CHEIIaIbHUX 3HaHb, CHITYUNA 1 MPOKYpPOp CaMOCTIHHO
OpUiiMaloTh pilieHHs Tpo MoxuBicTh 3anydeHHs a0 HC(P)I cnemianmicra
BIIMOBIAHOTO (haxy Ta KBamidikarltii.

2. 3anyuenHns excnepma 011 RPOBEOCHHA CY0080i KOMN ' IOMEPHO-MEXHIUHOT
excnepmu3u nio uac po3ciioy8anns Kioep3nouuHis.

CyTHICTh €KCMEPTU3H TOJSATa€ B TOMY, IO €KCIIEPT CaMOCTIHHO Ha MiJCTaBl
CHeIiaJbHuX 3HaHb y Taly3l HayKH, TEXHIKH, MUCTCIITBA, pEMECia TOIIO JOCITIIKYE
HaJlaHl oMy 00’ €KTH, SIBUIIA U MPOIECHU 3 METOIO HAJaHHS BUCHOBKY 3 IMUTaHb, IO €
ab0 OylyTh MPEIMETOM CYJIOBOTO PO3IIISLY.

VYHacoiok BYMHEHHS KiOEp3JIOYMHIB YTBOPIOIOTHCS SIK  TPAAUIiAHI B
KPUMIHAJTICTUYHOMY CEHCI, TaK 1 HETPaJUIIiHI a00 «IU(POBI» CIIiIH, IO MOTpedye
MPOBEICHHS B TAaKUX CIPaBax IIUPOKOTO CIEKTPY CYJOBUX EKCIIEPTU3, a CaMe:
EKCIIePTU3U KOMIT'IOTEPHOI TEXHIKM 1 TMPOTrpaMHUX MPOJYKTIB; EKCIEPTU3H
TEJIEKOMYHIKALIMHUX cucTeM (oOnagHaHHA) Ta 3aco0iB; TEXHIYHOI EKCIEPTU3U
JIOKYMEHTIB; €KCIIEPTU3H BIJICO3BYKO3AIUCY; EKCHEPTH3U Yy cdepl THTEIEKTYaTbHOT
BJIACHOCTI; IHIIUX BUJIB E€KCIEpPTH3, 0€3 MPOBENEHHS SIKUX HEMOXJIMBO OTPUMATH
HEOOX1/IH1 B1JIOMOCTI, 110 CBII4aTh MPO O3HAKHU CKJIAy OJHOIO 31 3JIOUMHIB 3JIOUMHHOT
CYKYIHOCTI (HaNpHuKiIaJ, €KOHOMIYHUX E€KCHEepTH3 IMiJ 4Yac pO3CIiAyBaHHS 3JIOYHMHIB,
MOB’S13aHUX 13 (PIHAHCOBO-€KOHOMIYHOIO C(Epor0 BIJHOCHMH Yy KIOEpIpocTopi;
MICUXOJIOTIYHOI, MMCTEITBO3HABYOI EKCIEepTU3W abo BIAMOBIIHOI KOMIUIEKCHOI
eKCIEPTU3U — 3JIOYMHIB, MOB’S3aHUX 13 COLIAIBHOIO C(EpOor0 BIAHOCHH CYO’€KTIB Y
Ki0epIpoCTOpi; TPACOJOTIYHUX E€KCHEPTU3 — 3JI0YMHIB, 110 BUMHEHI 3 aHTUACPKABHO-
MOJTUYHUX a00 KOPUCIMBUX MOTHBIB, JIHTBICTUYHOI EKCIEPTHU3U MOBJIICHHS
(ceMaHTHKO-TEKCTyaJIbHUN aHall3 MHCEMHOTO ¥ YCHOTO MOBIIEHHS) — 3JI0YMHIB, IO
BUMHEHI 3 aHTHUJICP’KaBHO-TIOJIITUYHUX MOTHBIB; CY/I0BO-OATICTHUHHUX, CYI0BO-XIMIYHUX
EKCIIePTU3 TOIIO — 3JIOYMHIB, 10 MOPYIIYIOTh BCTAHOBJICHUN TOPSIOK OOITY MEBHUX
pedeii).

[lin wac poscmimyBaHHS BCIX KilacH(IKAMHUX Tpym 1 MATPYN 3J0YHHIB,
BUMHECHUX Yy KiOEpIpoCcTOpi, TUIOBO TPHU3HAYAETHCS eKCnepmu3a KOMN’iomepHoi
mexHiKu i npozpamuux npodykmie. B mpakTuill JUis MO3HAYCHHS II€T €KCIEPTU3U
BUKOPUCTOBYIOTh TEPMIH «KOMII t0TepHO-TexHIUHa excneptu3a» (KTE). 3anexHo Big
3aBllaHHs, CHEIU(IKA TOCIIHKEHHS Ta BHJIB 00 €KTIB, SIKI JOCTIKYIOTh, y TeOpii
BUOKPEMJIIOIOTh Pi3HI I BHOM, a CcaMe: arapaTrHO-KOMITI'IOTEPHY EKCIEepPTH3Y,
NPOrpaMHO-KOMIT IOTEPHY ~ €KCIIEpPTU3y;  eKchepTu3y  AaHux  (iHdopMaliitHo-
KOMIT FOTEpPHY); KOMIT IOTEPHO-MEPEKEBY EKCIEePTH3Y; KOMIUIEKC IMX EKCIIEPTH3.
O0’exTaMu CyJOBOi €KCIIEPTH3U € KOMI'IoTepu 3 Hocisimu 1H(opmauii (Oyab-sKi
HaKomu4uyBaul i1HQoOpMaIii — AUCKETH, XKOpPCTKlI Aucku, CD-nucku, ¢ruem-kapTu
TOIO), MPOTPaMHI MPOAYKTH ¥ 1HIIA KOMIT IOTepHA TEeXHIKa (HAMPUKIad, MOOUIbHI
teneoHu, OaHKOMATH, TpalibHI aBTOMATH, KapT-PUAEPH, E€JIEKTPOHHI 3amHCHI
KHIDKKH, TICUDKEPH, TMPUHTEPU TOIIO), a TaKOXK TOKyMEHTAIlis A0 oOJIagHaHHS.
ba3oBuM MOKyMEHTOM 3 TMUTaHb BU3HAUEHHS OPIEHTOBHOTO MEPENIKy MUTaHb IS
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npoBeneHHs:s KTE e IucTpykuis mnpo mpu3HaueHHS Ta MPOBEAEHHS CYIOBHX
EKCIIePTU3 Ta EKCINEepPTHUX MNOCHiKeHb Ta HaykoBo-MeToauuHi pexoMeHAaarii 3
MUTaHb M1ITOTOBKU Ta MPU3HAYEHHS CYJOBUX €KCIIEPTU3 Ta €KCIIEPTHUX JOCITIIKEHb
(m. 13 pozminy II Pexomennariiit). BakauBoro 3HaueHHs MalOTh BHUMOTH IIIOJIO
dbopMyIIOBaHHS MUTaHb HA EKCHETU3Y. 3 METOI0 OINTHUMI3AIli MpoIecy MPOBEICHHS
KTE npornoHyroTbcs aaropuT™Mu 3ax0/IiB.

3. 3anyuennsa excnepma 011 NPOBEOCHHA THUWUX CYOOBUX eKchepmu3 nioyac
PO3CNi0OYy6aHHA Kibep3104unie

Komnnexcna KTE i TE/] — ue nOCTIDKEHHS, IO MPOBOIATH ISl BUPIIICHHS
CHuUIbHUX (IHTErpallifHMX) TUTaHb CTOCOBHO JOKYMEHTIB, BHUIOTOBJICHMX 3a
JIOTIOMOTO0 KOMIT TOTEPHOI TEXHIKH. Y Cy4aCHHX YMOBaXxX 3JIOYHMHIII MAlOTh JAOCTYI JI0
PI3HOMAHITHUX TPHUHTEPIB, BUTPATHUX MaTepiayiiB Ta OaratoyHKIIOHAIHLHOTO
noJirpagpiqHOro OO0JIaHAHHS, sIKI Yepe3 MOPIBHSIHO HEBUCOKY IIHY Ta MOXKIIUBICTb
aHOHIMHOTO TpUAOaHHS (CTOCOBHO MOMIrpadiyHOrO OOJIAAHAHHS MJIS IMiIPOOJICHHS
0aHKIBCHKMX KapT) HaJal0Th MOKJIMBICTb BHUTOTOBUTHM BHCOKOi $IKOCTI MigpoOJieHi
JOKYMEHTH SIK 3HApSIS 17151 BYMHEHHS 3JI0YMHIB Hajaml. JIOKyMEHTH Ha IJIaCTUKOBIN
OCHOBI HayKOBIIl KJIACU(IKYIOTh 32 PI3HUMHU KPUTEPISIMH Ta PO3IIISIAI0Th CTOCOBHO HUX
o3Haku miipooku. Kommnekcny KTE 1 TEJl npoBoasiTh njsi: BCTAaHOBJICHHS TUIY |
11eHTudiKalli  KOMITIOTEPHOI Ta  KOMNIIOBaJIbHO-PO3MHOXYBAJIBHOI ~ TEXHIKM  3a
BUTOTOBJICHMHU 3a 1X JIOTIOMOTOI0 MaTepialbHUIMH JOKYMEHTaMH; TOIIYKY JaHUX 3
HAJAHOTO Ha eKCIepTu3y JOoKyMeHTa ((akTiB 1 CrIOCOOIB CTBOPEHHS Ta BHECEHHS 3MiH
0 JOKYMEHTIB, BHSBJIECHHS IX TIEPBUHHOIO 3MICTY); 1JeHTH]IKAIl 3HaWIEHO1
KOMIT FOTEpHOiI 1H(opMallli 3 JaHUMH Ha MarnepoBoMy HocieBi. CucTeMaTH30BaH1
00OB’13KOBI BUMOTH JI0 00 €KTIB, IO HA/IAIOTh TaKy €KCIEPTY.

Komnnexc KTE it excnepmu3u 6i0e038yKo3anucy € TaKOX THUIIOBUM IIiJ Yac
pO3CHIIyBaHHs 3JI0YMHIB, BUYMHEHUX Y KiOEpIpocTopi, a/Ke 3JI0YUHII aKTHUBHO
BUKOPUCTOBYIOTh MYJIBTUMEAIIHI TEXHOJOTIi, 0 IPYHTYIOTbCS Ha MPEICTaBICHUX
JaHux y mudpoBomy (opmarti Bigeo300pakeHHs 13 3aCTOCYBaHHSAM aHIMaIli Ta
3BYKOBOTO CYIPOBOJy. Y IIiff €KCIEepPTU31 CIUIbHI (1IHTErpalliiiHi) MUTaHHS OB’ s3aHi
31 BCTaHOBJICHHSIM iX OPWTIHAJBLHOCTI Ta HE3MIHHOCTI (BIJICYTHICTIO MOHTaXYy)
3aMuCy 3a JIOMOMOTO KOMIT I0TepHOI TeXxHIKU. OCHOBHUM 00’ €KTOM JTOCIIJKEHHS €
daiinn 31 3BykoBMMHM, BimeodopmaTaMu. IX HOCIAMH, IO BiJNPAaBIAIOTH HA
JOCIIIJIKEHHS, IEPEBAXKHO € MOOUIbHI Tenedonu, cMmapT@onu. Lls TexHika CTAHOBUTH
PI3HOBUJI TE€PMIHAIY CTUIBHMKOBOTO 3B’s3Ky, SIM-kaptu 10 Hei € HeoOXigHuUM
KOMITIOHEHTOM Ji1 (DYHKIIOHYBaHHSI TAKOTO TEpPMiHANY $K TEIEKOMYHIKallliHOIrO
3aco0y. Tomy pmocmimkeHHs iX € 3aBJaHHSAM EKCHEPTU3M TEJICKOMYHIKaIliiHUX
cucteM (oOnamHanHs) Ta 3acoOiB. IIporte, BukoHyrouM GyHKLID HHUPPOBOrO
opranaiizepa abo TEPCOHAIBHOTO KOMIT'IOTepa (CHeliaii3oBaHOTO KOMIT IOTEpa 3
BIMOBIIHUM TPOTpaMHUM 3a0e3meueHHsIM JJs poOOTH 3 EJEKTPOHHOIO MOIITOIO,
HEePersily TEKCTOBUX a0 MyJIbTUMEIINHUX (ailsliB TOLIO), LS TEXHIKAa OJHOYACHO €
00’extoM KTE. Mo06inbH1 TenepoHn OCHAIIEHI CIIOTOM sl KapTH Mam’ATi, Ta/abo ix
MOXHA TMIJKIIOYATA JO KOMITIOTepa SK 3BUYAWHUN 30BHINIHIA HAKOMUYIyBad
1H(popMmallii 3 PailIoBOIO CUCTEMOIO.
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Excnepmu3zy menekomyHikauittnux cucmem (o01aonannsa) ma 3acoodie
dakTruHo poBouH Juiie B 10 % npoBakeHs 1010 KidepsnouuHiB. [IpoTe Takuii
MOKa3HUK MIT OyTH 3HAYHO BUIIMM, OCHOBHI IPUYUHU IILOTO — BUCOKA BapTICTh TAKO1
eKCIepTH3u, mnoTpedba B  IOCTIMHOMY OHOBJICHHI  MaTepialbHO-TEXHIYHOTO
3a0€3MEeUYCeHHs] EKCIEPTHUX CIyX O mjig 11 IMpOBEIECHHs Ta HecTada BIJMOBIIHUX
eKCIIepTHUX KaapiB y cuctemi EkcneptHoi ciayx0Ou MBC  Vkpainu.
ExcnepTtusa TenekomyHikamiiHux  cucreM  (oOjagHaHHS) Ta  3aco0iB—  1Ie
JOCIIKEHHST TEJICKOMYHIKAIIHHAX CUCTEM 1 3aco0iB, MEpeX, iXHIX CKIAJOBHX Ta
iHpopMmarllii, SKy BOHM TMEpenalTb, NPUUMAIOTh Ta OOPOONSIOTh, 3 METOIO
BCTAQHOBJICHHS TEXHIYHMX TMapaMeTpiB 1 CTaHy O00’€KTa, BH3HAuUCHHS IX
¢dbyHKkIioHansHOTO TIpU3HaueHHdA. Llel Bua gociimkeHb NMoTpeOye OKpEeMHUX 3HaHb,
MOB’SI3aHUX 13 PO3YMIHHAM 1H()OpPMALIAHUX MPOLECIB Y KOMII IOTEPHUX MEPEKaX,
Mepexax 3B’S3Ky, CHEHIaJi30BaHUX TEJIECKOMYHIKAIMHUX MPUCTPOSIX, YUM 1
3YMOBJICHE BHOKPEMJICHHS BIANOBIIHOI eKcIepTHOi cremianpHocTi.  Ilim yac
po3cIilyBaHHS KiOep3/70UnHIB, 00’€KTaMU IIi€i eKcnepTh3d Yacto €: I[HTepHer
IP By31m, BeO-cTOpiHKM, NpuiiMayl paaioCUTHANIB, BY3JIM KOMYTallll; IEpPBUHHI
Mepexi 3B’S13Ky, HA3eMH1 CTaHIlli CyMyTHUKOBOTO 3B’si3Ky, 0OCTaBUHM (ajpecailii B
Mepexi [HTepHeT; nepenadi paaioCUrHaNIB; BUKOPUCTAHHS JOMEHHHUX IMEH y MEPExKi
Intepuer Ttomo). Taky ekcrnepTudy MpU3HAYAIOTH  3EOUIBIIOrO  MiJl  Yac
pO3CHiAyBaHHsS 3JI0YMHIB, BYUMHEHUX Yy KIOEPHpPOCTOpI, 32 YMOBH, SIKIIO CIOCOOOM
BUMHEHHS (IPUXOBYBaHHS a00 MIATOTOBKH) 3JI0YMHY €: BTPYYaHHSI B pOOOTY MEpex
olepaTopiB 3B 53Ky, 3amiHa, CIIOTBOPEHHS, BHTIKaHHs, BTpata Tpadiky 1
CIIOTBOPEHHS TMPOIECYy WOro oOpOOKH; TMOPYIICHHS BCTAHOBIECHOTO IMOPSIKY
MapuIpyTusanii Tpadiky.

Excnepmusza y cehepi inmenexmyanvnoi enacnocmi. CydaCHE HAyKOBO-
METOJMYHE 3a0C3MECUEHHS TMPOBEICHHS TAaKUX EKCIIEPTHU3 CTOCYEThCSA PI3HUX 32
IOXOKEHHSIM 00’€KTiB iHTENEKTyalnbHOI TBOpUYOCTI®. VYV MeXax pO3CIiLyBaHHS
3JI0YMHIB, BUMHEHHUX Yy KiOEpIpocTopi, TPaJAMIIIHO 3IHCHIOIOTH JBa BUIM TaKUX
JOCIIJIKEHb:  JOCHI/PKEHHS, TOB’A3aHl 3 KOMITIOTEPHUMHU TporpaMamu i
KOMIUIAIIAMH ~ 1aHuX (0a3amMu  JaHuMX), Ta/a00 JOCHIJDKCHHS, IIOB’s3aHl 3
BUKOHAHHIM, (hOHOTpamMaMu, BiJleorpaMamMu, IporpamamMu (TiepenavyaMu) opraHizaiii
MOBJIeHHSI. EKCriepTH BHKOPHCTOBYIOTH 1 BIJAMOBIJIHI METOJWKH Ta METOJAMYHI
peKOMEeHaIli MO0: TPOBEICHHSI CYIOBUX €KCIIEPTH3 ONTUYHUX HOCIIB, K1 MICTSTh
00’€KTH  aBTOPCHKOTO TMpaBa W CYMDKHMX MpaB; JOCHIJKEHHS  O3HaK
KOHTpa(paKTHOCT1 JIa3epHUX KOMIIAKT-IAUCKIB, ayaio- 1 BIJEOKAceT, MpPOBEACHHS
CYJIOBO-€KCIIEPTHUX JOCJIIPKEHb BEO-CaUTy SIK 00’€KTa 1HTEIEKTYyaIbHOI BJIACHOCTI.
Excneptuza y cdepi 1HTEIEKTyaldbHOI BJACHOCTI € OOOB’SI3KOBOIO MiJ dac
pO3CIiAyBaHHS THTEIEKTYaJIbHOTO MIPaTCTBA.

4 Peectp MeTomuk npoBeneHHS CYAOBUX eKkcnepTus. Minicmepcmeo rocmuyii Vipainu @ [caiit]. URL:
http://rmpse.minjust.gov.ua/search.
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KoHTposbHI 3anIMTAaHHSA UIS TIepeBipKHU T0CATHEHHS pe3yJIbTaTIB
HABYAHHA

1. Ha3BiTh opranizaiiiiiHi i TaKTHYHI OCOOJMBOCTI 3aJIydeHHsI CIeIiaigicTa s
HaJIlaHHS MHCHMOBOI Ta YCHOT KOHCYJIbTAIIIT i T9ac po3CiIiAyBaHHs KiOEP3I0UHHIB.

2. Ha3BiTh opranizaiiiifHi 1 TaKTUYHI OCOOJMBOCTI 3aJydeHHS CHeIiagicTa sl
HaJaHHs 0e3MocCepeIHbOT TEXHIUYHOI JOTTOMOTH.

3. Ha3BiTh opranizaiiiiHi i TakTH4HI OCOOJHMBOCTI 3aJly4€HHS CIeliajicTa 3
METOI0 TEXHIKO-KPUMIHAJIICTUYHOTO 3a0e3MeYeHHs] CIiTInXx (PO3UIYKOBHX) Ta
HETJIACHUX CITTUUX (PO3IIYKOBUX) JIH.

4. SIxi BUMOTH 10 TUTaHb Ha KOMIT IOTEpHO-TexHIYHY excriepTusy (KTE)?

5. Oxapaktepu3yiTe Ta Ha3BITh OCOOIMBOCTI 3aIyYEHHS MMiI4ac PO3CIiAyBaHHS
K10€p3JI0UMHIB eKcrepTa JUisl IPOBEICHHS €KCIIEPTU3a TEIEKOMYHIKAIIHUX CHCTEM
(oOGnamHaHHS) Ta 3ac001B

6. Oxapakrepusyiite 00’ ektu Ta 3aBaanHs komruiekcHoi KTE Ta ekcneptusu
B1JI€O 3BYKO3AIHCYy.
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Jlexyisa Ne 5, Ne 6
(Oenna ¢hopma HasuauHs)

Tema 5. OpranizaniiiHo-TAKTHYHI OCHOBH PO3CJIiyBaHHs Ki0ep3/104UHIB
Mera BUBYEHHS

Hanatu ysBnenss Ta cpopMyBaTi CUCTEMY 3HAHB 1010 OPraHi3alifHO-TaKTHYHI
3acaji PO3CIIiIyBaHHS KiOCP3IOUMHIB.

Pe3y.111>TaTn HaBYaHHA

[Ticis nekii 3q100yBay BUIOT OCBITH Oy/1e (CIIPOMOXKHUI):

1) BU3HAYATH HAJCKHI Ta MPUHHATHI JUIS OPUIUYHOTO aHai3y (aKkTH 00
chepu 60poThHOU 3 KiOEp3I0UNHAMH;

2) 3acTocyBaTu CydyacHi 1H(popMaIliiiHi TeXHOJOTIi Ta iHdopMaIliiiHl pecypcH 3a
JUISL  pO3B’SI3aHHS  MPAKTMYHUX  3a/Jad  IMOJ0 OpraHizaimii  po3cCIiiayBaHHS
Ki0€p3JI0UHHIB;

3) BHUKOPUCTOBYBATH B IPABO3aCTOCOBHIM iSUTBHOCTI HOPMATHBHO-IIPABOBI
aKTH, 10 PETyJIOITh BITHOCUHH, III0 BUHUKAIOThH B MPOIIEC] pO3CITyABAHHS 3JI0UMHIB
y K10epnpocTopi;

4) BUKOPUCTOBYBATH B MPO(ECiiiHii IOPUIUYHIN iSIIBHOCTI OCHOBHI TEXHIKO-
KPUMIHAJIICTUYHI 3ac001B, IPUIOMIB 1 METO/IIB PO3CIITyBaHHS,

5) npoBoauTH chigui (PO3MIYKOBi) Ali, TaKTUYHI omeparii, B3a€MOMISATH 3
MpariBHUKaMHU OTIEPATUBHUX IT1IPO3/ILIIIB;

6) aHaji3yBaTH MpaBOBI Ta MPaBO3acTOCOBYI MpoOsieMu, (opMyBaTH Ta
OOTPYHTOBYBATH BJIACHY MPABO3aCTOCOBHY IiI4ac 3/1MCHEHHs a00 y4acTi B CJIITUUX
(pO31IyKOBUX) JISX B XOJI1 PO3CIIITyBaHHS 3JI0YMHIB, BUNHEHUX Y KiOEpIIPOCTOPI.

Il1aun

1. TumoBi cmigui cuTyamii Ta 3aBAaHHA [OYATKOBOI'O Ta HACTYIHOTO €TalliB
PO3CITiyBaHHS KiOEP3JIOUYHHIB.

2. XapakTepuCThKa TaKTHYHHUX OIEpaIliii PO3CIiayBaHHS KiOEp3JIOUMHIB: iX
MOCJTIIOBHICTD, Crielr(dika iX BHYTPINILOT CTPYKTYPH.

3. OcoOaMBOCTI TAKTUKHU MPOBAHKCHHS OKPEMUX CIIIUUX (PO3IIYKOBUX) A1 y
CIpaBax Mmpo KiOep37104YHH.

3.1. TligroToBKa 10 MPOBEAEHHS CHIAYUX i, COPSIMOBAaHMX Ha 30UpaHHS
iH(opMallii B e1eKTpOHHIM Gopmi.

3.2. TakTuyH1 NMpaBWiia Ta PEKOMEH AIlll, CIIPSMOBaH1 Ha MoIyK iHdopMalii B
€JIEKTPOHHIN opMi miggac CJIauoro orsiay, OOmyKy.

3.3. TakTuyHi mnpaBwiIa Ta pPEKOMEHMAIll, CHOpsAMOBaHI Ha QiKcali Ta
BWIyYEHHS 1HPOpMaIlii B €JIEKTPOHHIN (PopMi Mmigyac Ciaiadoro orjisgy, oomyky ado
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TUMYaCOBOTO JIOCTYIY JI0 peYeil Ta TOKYMEHTIB.

3.4. TaktnuHi pekoMmeHAallli, CHpsAMOBaHI Ha BWIyYeHHS I1HdopMalii B
CJICKTPOHHIN (opMi MiaYac Cai9oro orisay, o0myKy abo THMYacOBOTO JOCTYMY 0
pedeil Ta TIOKyMEHTIB.

3.5. Oco6aMBOCTI JOMUTY CBIiJIKa, MOTEPIILIOTO, MiI03PIOBAHOTO Y CIpaBax IMpo
KiO€ep3JI0UHH.

4. 3arajibHI TaKTHYHI OCOOJIMBOCTI NMPOBEJICHHS OKPEMUX HETJIACHUX CJIITUUX
(pO31IyKOBHUX) Aiii: 3HATTS 1H(OpMaIii 3 TPAHCTIOPTHUX TEICKOMYHIKALIMHUX MEpex
(ct. 263 KIIK); 3usTTa 1HMDOpMaIii 3 eIeKTpOHHUX 1H(OpMaIIHHUX cucTeM (CT. 264
KIIK); ycTaHOBIIGHHS MICII€3HAXOKEHHS PaIdioeIeKTpOHHOTO 3aco0y (cT. 268
KIIK), koHTpob 32 BuHEHHAM 37104nHY (cT. 271 KIIK).

OCHOBHMH 3MiCT

1. Tunoei cnioui cumyauii ma 3a60aHHA NOYAMKOB020 MA HACMYNHO20 €MANie
PO3Cidyeanns Kidep3nouunie

[IpoGnemaTuka OIIHIOBAHHS MPOKYPOPOM TMPABWIBHOCTI KBamiQikaii i
M1JI03pIOBaHOI OCOOM TMpHU BYMHEHHI KIOEP3JOYMHY Ta JOCTATHOCTI JOKa3iB IS
CKJaJaHHs OOIPYHTOBAaHOTO TOBIIOMJIEHHA NP0 Mi03pYy HOPU3BOAUTH /10
pPO3IIMPEHHs] TEPeNiky OCHOBHHX 3aBJaHb IMOYAaTKOBOTO €Tally pPO3CIiTyBaHHS
ki0ep3nounHiB. ToMy IOYaTKOBOMY €Tally HAJA€TbCs OCOOIMBE 3HAYEHHS B
METOJIMIIl PO3CIIITyBaHHS TAKUX 3JI0UMHIB. OCHO6HI 3A60AHHA NOYAMKOB020 emany
poscnioyeanns Kioeps3iouunie. 1) BCTAaHOBIICHHS BiJCYTHOCTI/HAIBHOCTI TMOMIIT
KPUMIHAJIBHOTO MPABOMOPYLIEHHS (Yac, Micle, crnoci0 Ta 1HII 00CTaBUHU BUMHEHHS
KPUMIHAJIBHOTO  IMPABOIMOPYIICHHS);  2) BCTAHOBICHHS  CKJIaQy  BU3HAYECHOTO
KPUMIHAJILHOTO TPaBOIMOpPYIIEHHs (Yac, Mmicie, crnocid, MeTa/MOTHB, MOBTOPHICTH,
BUMHEHHS TPYIOI0 OCI0/0OpraHi3oBaHOI0 TPYIOI, HACTIAKK W 1HIN OOCTaBUHU
BUMHEHHSI KPUMIHAJIbHOIO MPABONOPYIIEHHS); 3) BCTAHOBJICHHS (PaKTUYHUX JAHUX,
Kl BKa3ylOTb Ha KOHKpPETHY 0co0y, 1[0 MOIJIa BYMHUTH KPHUMIHAIbHE
npaBornopymieHHss (popMa BHHM, MOTUB 1 MeTa BUYMHEHHS KPUMIHAJIHHOTO
IIPABOIOPYILIEHHS 0CO00I0, CTOCOBHO SIKO1 BUPIIIYIOTh MUTaHHS IIOJO0 BPYYEHHs i
NOBIIOMJICHHS TIpO  Migo3py); 4) 3abe3neueHHS 3OIHCHEHHS KPHUMIiHAJIBHOTO
MPOBA/PKEHHS; 5) BCTAHOBJIEHHSA 3JIOYMHHOI JISUIBHOCTI B TMOBHOMY 00cCs31; 6)
BCTAHOBJICHHS XapakTepy W TSHKKOCTI OOBHHYBAUY€HHS WHIOJO KOXKHOTO Cy0’€KTa
3M0uMHy. YWMHHMKAMHM  THUMI3alii  CIIIUYMX  CHUTyallii  MOYaTKOBOTO  €Tamy
posciinyBaHHs €: 1) xapaktep (oOcsr) iHpopmarlii npo ocoly 3mo4uHIs; 2) popma
MOYaTKy KPUMIHAIBHOTO MpoBamkeHHs. OcTaHHIN BioOpaxae crenudiky TUIOBUX
CIIYUX CHUTyalld KiIacu(ikamiMiHUX TPyN/MIArpYyH  3J0YMHIB, BUMHEHHUX Y
kiOeprnpoctopi. PosrmsinaeTtscsi maxka cucmemamuszauyia caioyux cumyauyii.
1. Cutyariii, 1m0 XapaKTepU3yIOThCS HASBHICTIO MEPCOHATI30BAaHMX BIJOMOCTEH MPO
KOPHUCTYBaya K iIMOBIPHOTO 3JIOYHHIISA (PO3TOPHYTI aHKETHI JaHi ocobu). 2. Cutyarii,
IO XapaKTEepU3YIOThCS HASBHICTIO HENEPCOHATI30BAHMX BIIOMOCTEW MPO KOPHUCTyBaya
K IMOBIpHOTO 3704MHIIL.3. CuTyallii, 110 XapaKTepU3yIThCs BIACYTHICTIO Oy Ib-SKHUX
BITOMOCTEH PO 0co0y 3MOUMHI. Y MeXKax KOXKHOI 3 TPYI TaKUX CIITYUX CUTYallli
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CXapaKTEepU30BaHO TPU PIZHOBUAM: 1) cHTyallis, KOJIM KpUMIHAIbHE MPOBAHKEHHSA
pO3IMOYaToO Ha MIJACTaBl OTPUMAHHS 3asBH/IOBIIOMJICHHS OCOOM TPO KpHUMIHAJIbHE
MPaBOMOPYIICHHS; 2) CHUTYyallid, KOJMU KpUMIHAJIbHE IMPOBAIKEHHS PO3M0YATO
BHACJIJIOK TEpEeBIpKU ornepaTtuBHOI 1HGopmMarlii; 3) cuTyallis, KOJd KpUMIHAJIbHE
MPOBA/PKEHHA pO3MoyYaTo B Mexax peanizauii marepianis OPC. Po3rsin cutyaiiit y
KOMILJIEKCI 3 OCHOBHUMHU TAaKTUYHUMH 3aBJAHHSIMU Ta KOMIUIEKCOM CIIIUUX
(pO3IIYKOBHUX) MM Ta 1HIIMX 3aX0JiB Ii3HAHHS BU3HAYa€ crenudiky po3ciiTyBaHHS
KiIacudikauifHuX TPYI/IIATPYI 3I0YMHIB, BUMHEHHUX Y KiOepHpocTopi.

OcHo6HUMU 3A60AHHAMU HACMYRHO20 emany po3ciidy8aHHs KOep3i10YUHIE:
BCTAHOBJICHHS XapaKTEPUCTUK 0COOM/0Ci0, IKUX 0OOBUHYBA4yIOTh, 30KpEMa, CTYTCHS
Ta XapakTepy CHPHUSHHSA  IMiJ03pPIOBAHOT0/O0OBHMHYBAYE€HOTO B  IPOBEACHHI
KPUMIHAJIBLHOTO MPOBAJKEHHS 100 HHOTO ab0 IHIIKUX OCI0; BCTAHOBJICHHS IHIIUX
00CTaBHH, $IKI BpPaxOBY€ MPOKYpOp MijJ Yac BUPIMICHHS MHUTAHHS MPO YKIAACHHS
YTrOJ¥ MPO BU3HAHHS BUHYBATOCTI (CYCHIIBHOTO 1IHTEPECY B 3amo0iraHHi, BUSBJICHHI
Y MPUITMHEHH] OUTBIIOT KIJTBKOCTI KpUMIHAJIBHUX TIPABOMOPYIIEHb a00 1HIIUX OLIbII
TSOKKUX KPUMIHAIBHUX TPABONOPYIICHb, Y 3a0€3MEUYEeHH] IIBUIMIOTO JOCYI0BOTO
po3CHiAyBaHHs, BUKPUTTI OUIBIIOI KUIBKOCTI KPUMIHAJIBHUX MPABOMOPYIIEHB).
Curtyarii HaCTYIMHOTO €Taly PO3CJiyBaHHS 3JIOUYMHIB, BUMHEHHUX Y KiOEpHpocTopi,
MOKHA PO3TJIAJATH JIMIIE SIK OPIEHTUPH JUISl CIIYOr0, aJKe CIIAYy CUTYyallilo B
KOHKPETHOMY  KPUMIHQJIBHOMY  TPOBAPKEHHI  3yYMOBIIIOE  3MICT  OOCTaBHH,
BUKJIAQJICHUX B aKTl MOBIJOMJICHHSI KOHKPETHIN 0c001 npo mifao3py. Tunoei cumyayii
HACMYNHO20 eman po3caidyeanHsa Kioep3nouunie. 1) cnpusmiusea cumyayis
Hacmynuozo emany po3cinioyséanns (MpuTaMaHHa TOBHOTA BUKOHAHHS TAaKTHUYHUX
3aB/IaHb MMOYATKOBOT'O €Taly PO3CHiAYBaHHS Ta KOHKPETHU3allld 3aiHATUX KOKHUM 13
NIJO3PIOBAHUX Y KPUMIHAJBHOMY MPOBAXKEHHI TMO3ULIN); 2) Hecnpuamiusa
cumyayis po3ciioy8aHHs.

2. Xapakmepucmuka maKmuuHUux Onepauiil po3ciioyeaHHs KiOep3i1ouuHie: ix
nocnidoeHicmo, cneyugika ix 6Hympiuboi cmpykmypu

Icuyroms maxi munogi makmuuHi onepayii noYamKo8020 emany po3ciioy8aHHs
Kibepsnouunig. «llepcoHamizaiis BIJOMOCTEH TMPO 0co0y/0ci0  3IOUYUHIL/IBY;
«30upanHs  enekTpoHHUX (nudpoBux) HocIiB iHGopMaiii»; «BcraHoBIEeHHS
KIHIIEBOTO MOTHUBY 3JIOYMHHOI MIsUTBHOCTI B KiOepmocTtopi»; «BcTaHOBJIEHHS Ta
NoJ0NaHHs 3aco0iB  KOHCHipalli, sKIi BHKOPUCTOBYIOTh YYAaCHHKH MEpPEKEBOi
3JIOYMHHOT  Tpynu»; «BcTaHOBIEHHS TEXHOJIOTIT 3J0YMHHOI  AISIBHOCTI 3
BUKOPHUCTAHHAM KiOeprpocTopy»; «Marepianizaiis i1eaIbHUX CJiJ1B BUYUHECHHS
3JI04MHY B KiOeprpocTopi»; «OpraHizallis 3aTpuMaHHs Ta/abo OTpUMaHHS CBiTYEHBb
3JIOYUHIIA, 11O i€ B KIOEPIPOCTOPI».

Taxmuuna onepauia «llepconanizayia eidomocmeii npo 0co0y/ocio
3n0uunya/ien. OMHONMEHHE TaKTUYHE 3aBIaHHS PO3CIiAYBaHHA € MEePUIOYEPTrOBUM
it Oimbimocti cmiguux cutyarii (2.1-2.3; 3.1, 3.2). Omnepauist nependavae Taki
MOCTYTIOBI CiA4i (PO3IIYKOBI) [ii, OMIEpaTUBHO-PO3IIYKOBI i OpraHi3aiiiHi 3aX0/Iu:
1) 3maTTS 1HpOpMAIi 3 €IEeKTPOHHUX 1H(POpPMAIIMHUX CUCTEM abo 1 YacTWHH,
JOCTYT JI0 SIKMX He OOMEXY€eThCs 1i BIACHUKOM, BOJIOJLIBIEM a00 yTpUMyBaueM 4H
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HETIOB’SI3aHUI 3 TIOJOJIAHHSAM CHCTEMHU JIOTIYHOTO 3aXHCTy; 2) BCTaHOBJICHHS
MICII€3HAXO/IXKEHHS Pa/II0CTIEKTPOHHOTO 3aco0y;

3) opopmIIeHHS Ta BIAIPaBICHHS 3alUTIB PO BUTPEOYBaHHS BiJl OpraHiB JAep>KaBHO1
BJIaJId, OPTaHiB MICIIEBOTO CaMOBPSIyBaHHS, MIAMPUEMCTB, YCTAHOB Ta OpraHi3ailii,
CIY)KOOBUX 0CI0O BIJJOMOCTEH, II[0 CTaHOBJATH I1HTEpPEC Il KPUMIHAJIBHOIO
MPOBaKEHHS Ta/a00 3AIMCHEHHS 3alMTIB IIOJA0 OOMIHY 1H(OpMAIE MiX
KOMIIETEHTHUMHU TIJIPO3AUIAMH TPABOOXOPOHHUX OPraHiB 1HO3EMHHUX JIepXkKaB 3
NUTaHb pearyBaHHS Ha KiOep3NMOYMHU KaHamamu cektopy HarionamsHOTO
KOHTaKTHOTO MyHKTY pearyBaHHs Ha kioepznounnu (HITK JKII HIT Ykpainu).

Takxmuuna onepayia «30upanna eneKmpoHHUx (yugpoeux) Hociie
ingpopmauiiy. CrneundiunuM € MOMEHT ii peamizailii, SKUH XapaKTepPU3yeThCs
00O0B’SI3KOBICTIO PO3B’sI3aHHS HA 1€ Yac TaKTUYHUX 3aBJaHb PO3CIIAYBaHHS I10J0
nepcoHaizaiii BiAOMOCTeM mpo 0co0y/0ci0 3JIOYMHIIA/3JIOUMHINB 1 TOJO0JaHHS
3ac001B KOHCHipaIlii, IKi BUKOPUCTOBYIOTh YYACHUKH MEPEKEBOI 3JIOUYMHHOI TPYIIH.
ToMy mnepBMHHOIO 3a3Ha4YeHa OMNeEpallisi CTa€ B CHUTyallisX, y SKUAX HasBHI
MEpPCOHAJI30BaH1 B1JIOMOCTI PO KOpUCTyBaya AK 3JI04YMHIA (cutyamii 1.1-1.3), mis
IHIIUX CUTyallil BOHA € BTOPUHHOI. Y CTPYKTYpi: 1) MOromkeHHs KIOMOTaHb PO
MIPOBA/PKEHHS] TAMYACOBUX JOCTYIIB JI0 peueH 1 JOKYMEHTIB, iX MPOBAPKEHHS 3 METOIO
dikcamii (komitoBaHHsA) i1HGOpMAIIl, [0 CTAHOBUTH IHTEPEC Ui KPUMIHAIBHOTO
MIPOBA/KEHHS; 2) MOTOKEHHS KIIOMOTaHHS PO MPOBEACHHS O0IITYKY, HOTO 311iCHEHHS
3 Merorw (ikcamii i1H(opmalli, MO0 CTAaHOBUTH IHTEpEC i KPUMIHAIBHOIO
NPOBa/KEHHS, a00 3 METOK BHJIYYEHHSI €JIEKTPOHHMX HOCIiB 1H(popMamii (3a
HEOOXI1THOCTI MOJIOJIAHHS CUCTEM JIOTTYHOTO 3aXUCTy 1H(opMalii Ha HOCIT); 3) ciaiauuii
OIS €JIEeKTPOHHUX HU(PPOBUX HOCIIB iHPOpMalii (opuriHana adbo ry0nikara) 3 METOIO
JOCHIKEHHSI HOCIIB  €JEeKTPOHHOI 1H(oOpMmalli, [0 CTAaHOBUTh IHTEpeC MJIs
KPUMIHAJIBHOTO TPOBAKEHHS; 4) MPHU3HAYEHHS CYIOBO-OYXTalTepPChKOI E€KCHEePTH3U
Ta/ab0 KOMIT IOTEPHO-TEXHIYHOI €KCIIEPTHU3M, MHUCTEITBO3HABUOI E€KCIEPTH3H, IHIIHX
BUJIIB CYJIOBUX €KCIIEPTH3 3 METOI0 JIOCIIHKCHHS HOCIiB €JIEKTPOHHOI 1H(popMaIlli, o
CTaHOBHTD 1HTEPEC ISl KPUMIHAILHOTO TIPOBA/PKEHHS.

Taxmuuna onepauia «Bcmanoenenna KiHyeeoz0 momugy 310YUHHOT
oianvHocmi 6 Kidepnpocmopiy. Po3B’sS3aHHS TaKTUYHOTO 3aBIaHHS MO0
MepCoHaI3aIlil BIIOMOCTEH Mpo 0co0y/0ci0 3JI0UMHII/IB HE O3HAYAE, IO MEPBUHHA
kBamidikaiis oAl 3704YMHY BiAmoBimae midicHocti (curyamii 2.3, 3.1, 3.2).
Po3B’s13y10Th NIISXOM 3IIMCHEHHS TaKOrO KOMIUIEKCY Jii: 3HATTA 1Hopmarii 3
CJIEKTPOHHUX 1H(POpMaLIMHUX cUcTeM Oe3 BiJoMa ii BJIACHHMKA, BOJOAUIBLS a0o0
yTpUMYBaua; KOHTPOJb 32 BUYMHEHHSAM 3JIOYMHY Yy (QOpMI CHELIaJbHOTO CJIiIYOro
CKCIIEPUMEHTY.

Taxkmuuna onepauin «Bcmanoenennna ma nooonanHa 3acoodie Koucnipauyii,
AKI UKOPUCHMOBYIOMb YUYACHUKU Mepedcesoi 310uunnoi zpynuy. lle TakTuuHe
3aBlaHHA €  TUIOBHUM  3a  HAsABHOCTI  iHQoOpmamii mpo  JiSUIbHICTD
BCTAHOBJICHOT/HEBCTAHOBJIEHOT 0COOM B CKJIaAl OPraHi3oBaHOI 3JIOUYMHHOI TPYIH
(curyamii 3.1-3.3). o cTpykTypu omeparli HaiexaTb Taki [ii: KOHTpOJb 3a
BUMHEHHSM 3JIOYHMHY; 3[IHCHCHHS 3a JOPYYCHHSM CIIUOTO OIEPaTUBHUM
HiAPO3JIOM OMEepaTUBHOTO (IHILIATUBHOTO) TMOIIYKY 3 METOI BCTAHOBJICHHS
XapakTepy Aiii ocoOu, 10 CTAHOBUTH IHTEPEC IJIA KPUMIHAJIBHOTO IMPOBAKEHHS;
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3HATTA 1H(OpMaLii 3 TPAHCHOPTHUX TEIEKOMYHIKAIHHUX MEpexX (EIeKTPOHHHUX
1H(OpMAaIIITHUX CUCTEM) KOHKPETHOTO a0OHEHTA.

Takmuuna onepayina «Bcmanoenennsa mexnonozii 3n04unnoi oianvHocmi 3
GUKOpUCMAHHAM  Kibepnpocmopyy. Y  3MICTI  CIIIUUX  CUTyalllif, IO
XapaKTepU3ylThCsl OpakoM OyIb-SKHMX BIIOMOCTEM TIPO 0CO0Y  3JIOYMHIIS
(cutyarii 3.1-3.3) HasiBHa Tak 3BaHa «(paKTHYHA CKJIaJIoBa iH(POpMAIIii PO 3IOUUHY.
Mae cknagoBuMHM Taki Jii: ayaio-, BIJICOKOHTPOJL 0cCOoOM Ta/abo Micud,
CIIOCTEPEXEHHSI 3a 0Cco00i0, piudi0 abo MicieM / JOCTIKEHHSIM ITyOJigHO
HEJIOCTYITHUX MICIb, >KHTJIa 00 1HIIIOTO BOJIOMIHHS 0COOM; BUKOHAHHS CIICIIaIbHOTO
3aBJIaHHS 3 PO3KPUTTS 3JI0YMHHOI AISUTBHOCTI OpPraHi30BaHOI IPyNMU YH 3JI0YHMHHOI
oprasizariii (3a IeBHUX yMOB).

Takmuuna onepauia «Opzanizauia 3amMmpuUMaHHA Ma/ad0 OMPUMAHHA
Cei0ueHb 3/104UHUA, W0 Oi€ 6 Kibepnpocmopi»y. Y 1bOMY KOMIUIEKC] CIITYUX Ta
OpraHizamifHux M Qi3udHOMY 3aTPUMaHHIO OCOOM 3JIOYMHIIA MEPeayIOTh TaKi Jii:
1) 3miificHEHHS 3a JOPYYEHHSIM CJIJIYOTO ONEPATUBHUM MIAPO3/IJIOM 3aXOIiB
OIEpPAaTUBHOTO (1HII[IATUBHOTO) MOIIYKY 3 METOI0 BCTAHOBJICHHS MicllenepeOyBaHHs
ocobu; 2) TmonepeaHe OMUTYBAHHS OCOOHM, $KY I1I03pPIOI0OTh; 3) MOTOIKECHHS
KJIOMIOTAHHSI MIPO 3aCTOCYBAHHS 3all001KHOTO 3aXO0Ay MO0 1€l 0cOOU, 3aTpUMaHHS;
4) IOBiIOMJICHHS TIPO MMiI03pPY W AOMUT IiJ03PIOBAHOTO.

3. Ocobaueocmi makmuKu npoeaoIHceHHA OKpeMux caiouux (po3uiyKkoeux)
0ill y cnpaeax npo Kioep3nouun

[npopmaiiss B enexTpoHHIM QopMi abo eNeKTpOHHI JaHl (BIANOBIIHO [0
tepmiHosorii KonBeHilii nmpo ki0ep3nounHu) abo eIeKTPOHHUM JOKYMEHT (BUXOISUH
31 3micTy nonoxkenb KITK Ykpainu) MaroTh Taki XapakTepUCTHKU: HE MOXKE ICHYBaTH
0e3 Hocig 1HbopMaIlli — Odcepenamu en1eKMPOHHUX OAHUX SK JOKa3iB €
pi3HOMaHITHI HOcIi 1H(opmalli (MOHOOJIOKH, MOOLIBHI TeNePOHH, TIJIAHIIETHI
KOMIT I0Te€pH, ITUPPOBI KaMepH, pOyTepU, MapIIPyTH3ATOPU, KOMIT IOTEPHI MEpExi,
riobaibHa Mepeka [HTepHeT, 1o MICTUTh 3BYKO- Ta BiJI€03alUCH TOIO; HEBUIANMI
«HEO30pOEHUM OKOM» 1 I iX CHpUWMAaHHS Ta JOCHIJKEHHS BHKOPUCTOBYIOTH
IPOrpaMHO-TEXHIUHI 3aCO0M; MOXYTh OYTH 3MIHEHI, MOIIKO/KEHI ab0 3HMILEHI B
MpoIleCl eKCIUTyaTalii MPUCTPOI0 KOPUCTYBaue€M YW TIiJI BIUIMBOM (PiI3MUHMX
YUHHUKIB; 32 CTAISIMU BUTOTOBJIEHHS JOKYMEHTH, B TOMY YHCIl W €JIEKTPOHHI,
MOAUISIOTH HA OPUTIHAJHU, JyOJIIKATH, KO i BUITHCKHU.

3.1. IliaroroBka 10 NMpoBeJeHHs CJAIAYUX il, CIPIMOBAHUX HA 30MPaHHA
indopmauii B esekTpoHHiii ¢gopmi. Ilo-nepiie, moTpiOHO MOrOAUTH KIOMOTAHHS.
PO MPOBAIHKEHHSI TUMYACOBHUX JOCTYIIIB 10 peueld 1 JIOKYMEHTIB 3 MeTOr0 (ikcarlii
(xomiroBaHHS) 1H(pOpMAILii, 10 CTAHOBUTH 1IHTEPEC JIJIsI KPUMIHATILHOTO MPOBAIKEHHS
abo mpo mpoBeaeHHs 00IIYyKYy 3 MeTOr0 (pikcarii iHpopMaIllii, 110 CTAaHOBUTH IHTEPEC
JUIST KpUMIHAJIBHOTO MPOBA/HKEHHSA, a00 3 METOI0 BHJIYUYEHHS €JNEeKTPOHHUX HOCIIB
iH(popmarrii (3a He0OXITHOCTI MOJOJIAHHS CUCTEM JIOTIYHOTO 3aXHUCTy iH(opmMmarllii Ha
Hocii) Ilo-mpyre, BomomiTH BHU3HA4YEHOIO 1H(OpPMALIE€0 MPO OO0 €KT Ta MPEAMET
cmgyoi mii. [lo-tpete, ctBopuTH Ta mnpoiHcTpykTyBatn COI'. Ilo-uerBepre,
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3a0€3MeYUTH TPyNy HEOOXITHHUMH IHCTpyMEHTaMu (abo BIEBHUTHCS B TOMY, IIO
IHCTPYMEHTIB J10CTaTHRO). [lo-11’ATe, 3a0e3MeunTy MBUAKUN Ta O€3MEUHNUN MIIAX JJIs
IMPOHUKHEHHS] B TMPUMIIICHHS Ta TMepeMilleHHs B Hbomy. [lo-mocte, y pasi
MPOBEJICHHSI OOIIYKY B JKUTJI YU HEKHUTIOBUX O(ICHUX MNPUMINICHHAX, Y SKUX
BJJACHUKAMHM  BCTAHOBJICHI ~KaME€pH  BIJIEOCMIOCTEPEKEHHs, 3a0e3lneunTd  iX
BIIMHUKAHHS.

3.2. TakTnyni npaBujIa Ta PpeKoOMeHJalil, CHPAMOBAaHIi Ha MOLIYK
indgopmauii B ejexTpoHHiii ¢gopmi miguac ciaiguoro orisigy, o6myky. CremiaibHi
OpPUMOMH: CHEIaiCT TPOBOAUTH  MOIIYK MOTPIOHOT €NEeKTPOHHOI 1H(pOopMalii
(IbOMY CIPHSIOTH TOLIYKOBI MPOTpaMU Ta MPOTpamu, SKi (PIKCYIOTh MOMEPETHIO
poboTy KOMI'IOTepa); CHEI[aliCT CKIaJae TMepeslik MporpaM, pO3MIMICHUX Y
KOMIT IOTEpl Ta Ha JIA3€pHUX JUCKaX; CIIAYUA MMOBUHEH BUTPEOYBATH JILEH3II0 YH
1HOI  JTOKYMEHTH, [0 MiATBEPKYIOTh 3aKOHHICTh BHKOPHUCTAHHS 3HAIeHHX
nporpaM; y pa3l HEMOXJIMBOCTI PO3KPUTTS KOPIYCIB KOMIT IOTEPHOI TEXHIKU
(manpuknan, iHopMmallis NpyU LbOMY MOXKe OyTH 3HHIIEHa a0o 1i HEMOXIJIHBO
IIBUJIKO MPOaHaNI3yBaTH uyepe3 BEIUKU 00csr) 3aco0U KOMIT IOTEPHOI TEXHIKH CII
BUJTyYaTH LUIKOM, IPUYOMY BUKIIFOUYATH KOMIT FOTEPHY TEXHIKY CJIiJl BIAMOBIIHO 0
TEXHIYHUX TMpaBUil poOOTH HA HIiM; yci 3HAWAEHI MamMHHI Hocii 1Hopmarii
(muckeTH, a3epHl AUCKU TOINO) HEOOXITHO BHIIYUYATH JJIsI HACTYITHOTO JOCHIKCHHS
iX 3MICTy, SKIIO HE MOXXHA MPOIVITHYTH X Ha MICIl, HEOOXITHY IJIs CJiJCTBa
YacTUHY 1HQoOpMaIlii 3 KOMIT'IOTepa MOTPIOHO CKOMIIOBAaTH HA MAIIMHHI HOCII
iH(popmarlii, ski Oyau 3a3gaierib MiArOTOBJIEHI CHELIATICTOM JJisi OOUIYKY; HE
MOKHAa BHKOPHCTOBYBATH CIEIIaJIbHYy TOILIYKOBY TEXHIKY, SIKa MICTHTH JKEPEIo
€JIEKTPOMArHiTHOTO a00 MarHiTHOTO BUIPOMIHIOBAHHS; JOLIIBHO BHJIyYaTH JIMILE
MaTpUYHUA TPUHTEP, OCKUIBKM JIMIIE BIAHOCHO HBOTO MOKHA BHUPIIIUTH
1AeHTU(IKaLliHI 3aBAaHHs (IU1s Ja3epHOro abo CTPyYMEHEBOro MpUHTEpa MOAI0HUN
aHaJi3 MPaKTHYHO HEMOXJIMBHUM); SKIIO HEMOXJIMBO a00 HE JOLUIBHO BUJIyYaTH
KOMIT'I0Tep, TO 1H(DOpMaIlito, sika 1MIKaBUTh, MOKHA PO3JPYKYBaTH Ha MPUHTEP] Ta
BUJTYUUTH I JOKYMEHTAJIbHI HOCIT iHQoOpMaIllii, a y pa3i HeIOIIILHOCTI BUITYyYEHHS
npuHTepa I iAeHTUdIKAIllT MOYKHA MPOBECTH KOHTPOJIBHI PO3APYKIBKH 3 MIPUHTEPA
Ha PI3HUX 3pa3kax mamnepy abo BWIYYHTH KapTPUIKI 31 CTPIUYKOI; HEOOXITHO
IpOMapKyBaTH BCIO CHUCTEMY MIAKIIOUEHHS [0 TOro, fK KOMYHIKamii OyIyTb
BII’€IHAHI, JUIsI TOro, Imo0 miJg Yac ekcrepTtHoro pocmmpkeHHs EOM 3i0partu
aHaJIOT14YHOI KOH(Iryparlii; KOMIT IOTEpHI TEXHOJIOT11, Ikl OyJIM BHIIy4eH1, Ta HOCIi, Ha
K1 3[IIACHEHO KOMiIOBaHHS, HEOOX1JHO HAJEKHUM YMHOM YMaKyBaTH Ta OINEYaTaTH,
HalpuKIaJ CUCTEMHUN OJIOK OIEYaTyeThCs apKylleM 3 MiAMUcaMH CIiI4oro,
crerjaigicTa, MpeJcTaBHUKa 0COOH, Y BJIACHOCTI SIKOT 3HaXOAUTHCS 00’ €KT OOIIYKY, Ta
MOHSTHUX [UIIXOM HAaKJICIOBAHHS HA 3aJHIO MaHeh 3 000B’SI3KOBUM HaKJIaJIaHHSIM Ha
OOKOBI CTIHKM Ta pa3iioMHU €JEKTPOKUBJICHHS, MarHiTHI HOCIi 1H(popMallii TOTPiOHO
TaKOX 3aXUCTUTH BiJ 3aMKCY 3 BUKOPUCTAHHS TEXHIYHUX MPUIOMIB.

AJITOPUTM [ili Wiguac OISy JIOKAJILHOTO KOMII’IOTEPHOro 3acody’. 1.
[Ticist BMUKaHHS KOMII I0Tepa HEOOX1AHO MepecBiAUnTUCh y HanamTyBanHi BIOS na

° BUKOpHCTaHHS €NeKTPOHHUX (UMM(POBUX) JOKa3iB y KPUMIHAIBHMX NPOBakeHHAX [Tekct] :
meton. pek. / [M. B. I'pebentok, B. JI. I'aBnoBcekmii, M. B. I'ynamrok, B. I'. XaxanoBcekuii Ta iH.]; 3a
3ar. pea. M.B. I'pe6entoka. Kuis: MH/IL] mpu PHBO VYkpainu, 2017. 77 c.
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3aBaHTAXCHHS 3 TPHUBOJIY ONTUYHUX JUCKIB abo 3 (uem-HakonmuuyBada (mipu
3arpysui HaTUcHYTH KiaBimry Del, Esc abo F2 — mpu BkIOYeHHI, y pa3i moTpedu
BHECTU HEOOX1/IH1 3MIHM Ta MEPE3aBaHTAXKUTHU. 2. 3aBAHTAKUTHU ONEpaIliiiHy CUCTEMY
3 poOoYoro nmpuMipHuKa crnerianicra. 3. [l IKIIoYuTH NPUHTEP, PO3IPYKYBATH TEKCT
13 mpaBaMH W O0OOB’SI3KaMM YYaCHMKIB CIIA40i Jii, O3HAWOMUTH iX 13 IUMH
JTOKyMeHTamu i mianuc. 4. [Ipueanatu HOCIM, Ha KU 3/1IMCHIOBATUMETHCS 3aIKC 1
Ha SKOMY 30epiraTuMeThcs iHhopMallisi, OTprUMaHa Iij] yac Orjsiay, Micis Yoro Horo
BindopmaryBaTi. 5. 3a JOMOMOIOI0 BIAMOBIIHOI HpPOrpaMU BHUBECTH Ha €KpaH
MOHITOpa 1H(pOpMAIIO MPO amapaTHE Ta MporpamMHe 3a0e3MEUeHHs KOMIT I0Tepa,
HEOOX1THY JIJ1s1 Hioro imeHTHdikarii, 30epertu ii sk okpemuid daitnn. 6. Y pasi motpedu
B meperisal ¢ainiB 13 BileorpamMamu 3amyCTUTH MpOrpaMy 3amucy 300pakeHHs
eKpaHa MOHITOpa. 7. 3MIMCHUTH OIJISI BMICTY HOCIIB 1H(pOpMAIlii, I€MOHCTPYIOUH
y4acHUKaM 3MICT Ta MICIIE3HAXO/KEHH (IUISX po3TainyBaHHsA) (aitmi. 8. YV pasi
noTpeOu Ta HAsBHOCTI PECypCiB 3[1MCHUTH MOOITOBE KOMiIOBaHHS, CTBOPUBIIH (haiii-
oOpa3 Hocis. 9. CkomitoBatu (aiiyii 3 BiACOrPaMOI0 Ta CKPUHIIOTAMHU 300paKeHHS
ekpaHa MoHITOpa. 10. BUBECTH Ha €KpaH MOHITOpa 1H(POPMAIIIO MPO KOHTPOIBHY
cymy kokHoro aiina.ll. Ilpuemnatu Ta BigdopmaryBaTu APYrHil HOCIH, MicCIs
[[OTO CKOIIIOBaTH Ha HBOTO BCIO I1H(OpPMAII0 3 KOHTPOJIBHOTO HOcisd. 12.
[Hdopmartiito mpo 3A1MCHEHHI OISl BHECTH JI0 MPOTOKOJIY Ta PO3JAPYKyBaTH HOro,
micist 4oro oOpaxyBaTy HOTo KOHTPOJIBHY CyMy ¥ oOuaBa (daitnu (mpotoko: 1 dain 3
HOT0 KOHTPOJIBHOIO CYMOI0) 30€perTd Ha KOHTPOJIBHOMY 1 poOOYOMY MPHUMIPHHUKAX
HOCIiB pa3oM 3 KaTaJorom 13 J0kKa3oBow iH(opmarlier. 13. Big’ennatu Hocii 3
JI0Ka30BOI0 1H(GOpMali€l0 Ta ynakyBaTd. Jlo BKa3aHOro ajroputMy Aid MOXKHa
J0JIaTh JTOAATKOBI MYyHKTHU 33 YMOBH OIJISIAY BIJJAJIEHOIO PECypCy KOMIT FOTEPHOI
MepexKi o0 BcTaHoBiIeHHs [P-anpecu caiita (Ping), HUIAXy MPOXOKCHHS MAKETIB
npu 0OMiH1 1HQOpPMAILIIEIO 3 HUM, CKOIIIOBATH 1X Ha HOCIM, MPU3HAYCHUN JIs 3aIUCy
Ta 30epiraHHs J0Ka30Boi iHGOpMaIlii.

3.3. TakTuyHi npaBwjia Ta peKOMeHAalil, cnpsiMoBaHi Ha ¢ikcaniro
iHpopMmanii B esiekTpoHHI ¢opmi miguac ciaig4oro oruasigy, oOmykKy aodo
THMYACOBOI0 JIOCTYIY 10 pedeill Ta JOKYMEHTIB.

3 MeToro Marepiaiizaimii HOCIS JaHUX 3amuc o0pa3dy ONTHYHOTO JIMCKa
HEOOXITHO 3IWCHUTH MIHIMYM Yy 2-0X MPUMIPHUKAX HA HOCIi BIJMOBITHOTO THITY
(CD abo DVD), mo e mimnsrators nepesanucy. Cneriamict JKIT HIT Ykpaiau
MOBIJIOMJISIE  CIIITYOTO, YYACHUKIB CHIAYOi Jii, TOHSATUX Ta MPHUCYTHIX IIPO
KOITIIOBAaHHS (3HATTS aMIly) ONEepaTUBHOI MMaMm’ATi, Opay3epa 3 ICTOpI€l0, JTOTIHAMM,
MapoJIsIMU, KOMiIOBaHHS (aijiiB MECEH/DKEPIB Ta AaHUX IIOJO0 BIAOMHUX MEPEXK, 10
SAKUX 3A1MCHIOBAJIOCS MIJAKIIOUEHHS, 1 MapojiB A0 HuX. Ilicns 1mporo 3 103BOJTY
CIIIYOTO 3IMCHIOETbCS Take KomitoBaHHS. Ilpu mpoMy cheriamicT KiGeprmomimii
MOBIJOMJISIE TPUCYTHIM Ta YYaCHMKAM CIIT4Oi Jii mpo:iHpopMaliio, sSKa MiAIurae
KOMIIOBAHHIO, 11 MiClI€3HaXOKEHHS Ha HOcli iHpopMaIlii, mporpamMHe 3a0e3MeYeHHs,
3a JOMOMOTOI0 SKOIO 3/1MCHIOETbCA Take KOMIIOBAaHHS, 13 3a3HAYEHHSM YMOB HOTO
JIIEeH3yBaHHs, 30BHIIIHBOIO HOCiA 1HGopMallii, Ha SKUW 3A1MCHIOETbCA Ta B
NOJajIbIIOMY 31MCHIOBATUMETHCS KOMIIOBaHHS Takoi iH(opmaiii, iioro cepiiiHuX,
1IeHTU(PIKAIIAHUX YM 1HBEHTApHUX HOMepiB. Ilicia 3aBepiieHHs KOMiIOBaHHS
CHelialicT KiOepromimii JeMOHCTPY€e BCIM yYaCHHKAM OOIIyKy Ta MPUCYTHIM Ha
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eKpaHi: aJpecy 30BHINTHBROTO HOCIS iH(popMallii, Ha SKWA 3MIMCHEHO KOIIIOBAHHS
¢aiiniB, OroJionrye HalMeHyBaHHS Ta KUIBKICTh CKOIIHOBaHUX (haiiiiiB, IXHI pO3MIpH.

VY pasi, KoM eKpaH MPUCTPOIO 3a0JI0KOBAHO, 32 MOMJIMBOCTI CIiJ 3’SICYBaTH
napojib KOPUCTyBaya, a TAaKOXX BCTAHOBUTH, YW YBIMKHEHE MM(pPYyBaHHS HCKAa.
Axmo maponb AocTynmy He Hajmaerbes, gopyuutu cnemiaiicty JIKIT HIT Ykpainu
BUTOTOBUTH JaMIl OINEPaTUBHOI MaM’ATi 3 METOI BIJIIYKYBaHHS MapoJIiB, IO
30epiratoThCs y Hil, 10 MOMEHTY BUMHUKAHHS.

@ikcariss 10Ka3oBoi iHpopmarlii B Mepexi [HTepHeT Mae cBOIO crenudiky.
Jlokasm  MOXYTh MICTUTHCS Ha BeO-calTax, eJIEKTPOHHIN MOIITi, COMIATbLHAX
Mepekax, PI3HOMaHITHUX (opyMax, y MOIIYKOBUX cHUcTeMax iH(opMallii ToIIo.
3ne6inbIoro enekTpoHHa iH(opmallist Mepexi [HTepHeT 30epiraeTbes y BUTIISI BEO-
CTOPIHOK, K1 CKJIaJJal0OThCS 3 OKPEMHX €JIEKTPOHHUX JIOKYMEHTIB, 1[0 MICTATH JIaH1 Y
BUIJISIAI TEKCTY, TpadiuHuX 300pa)xkeHb, EJIEKTPOHHUX TalNHIlb, BIiJIEO TOLIO 1
MOKYTh OYTH MEPETJISHYTI 3a JOIOMOIOI0 CHELialbHUX KOMIT IOTEPHUX MPOrpaM —
BeO-neperisiaauiB (Opaysepis): Internet Explorer, Mozila Firefox, Google Chrome,
Opera Ta 1. CyKymHICTh BEO-CTOPIHOK, 00’€JHAHUX 3a 3MICTOM Ta HaBITalli€lo 1
PO3MIIIIEHHX 3a TIEBHOK MEPEKEBOIO aJIpeCcOI0, Ha3MBA€EThCs BeO-caiiToM (Website).
Kop caiita nonomarae oTpUMaTy €IEKTPOHHI 0Ka3H 11010 0coOIMBOCTEN (haKTUYHOT
iH(dopmarli nporo caira. [cCHyIOTh TakoX MeTaaaHi, sIKi MOXYTh OyTH JKEepeIoM
BHUCOKOTEXHIYHOT iH(popMaIlii mpo camy BeO-cTopiHky (iHpopmarlis mpo aatry
ocTaHHbOT MoaH(Dikarlii BeO-pecypcy (BeO-CTOpiHKH, 300payKEHHS 1 TOIIO).

3.4. TakTuuHi pexkomeHaamii, cnpAMoBaHi Ha BUJIy4YeHHs iHdopmanii B
CJICKTPOHHIM (QopMmi migyac ciaig4oro orjasay, 0O0ImyKy a0o THMYacoBOIO
JAOCTYILY 10 pedeil Ta JOKYMEHTIB.

3a00pOHSA€TbCS TUMYACOBE BHIIYUYECHHSI €JIEKTPOHHUX 1H(OpMALIITHUX CHCTEM
abo 1X YacTWH, MOOUIBHMX TEPMIHAIIB CHUCTEM 3B’SI3KYy, KpPIM BHUIAAKIB, KOJHU: IX
HaJaHHS pa3oM 3 1HQOpMaIli€l0, M0 HAa HUX MICTHTHCS, € HEOOXIJHOI YMOBOIO
MPOBENICHHSI EKCIIEPTHOTO MJOCTIHKCHHS, Takli 00’€KTM OTpUMaHiI B pe3yJbTarTi
BUYMHEHHS KPUMIHAJIBHOTO TMPaBOMOPYIICHHS Yd € 3ac000M abo 3HApSIsIM HOTo
BUMHEHHS, JOCTYNl JI0 HHX OOMEXKYEThCS iX BJIACHUKOM, BOJIOAUIBIIEM a0o
yTpUMyBaue€M 4YM TMOB’SI3aHUM 3 MOAOJAHHSIM CHUCTEMH JIOTIYHOrO 3axucry. Jlis
oreyaTyBaHHS HOCIiB HEOOXIJTHO yMaKyBaTH iX Yy >KOPCTKY HETHYUYKY KOpPOOKy Ta
ormeuartaty ii. Jlami cmig 3poOutH Ha OKpPEeMOMY apKyllll mamnepy JOKIaJHUA OIHC
YHaKOBAaHUX HOCIIB (TUIl KOXKHOTO 3 HHUX, 1X KUIbKICTh). KopoOka 3 HOCIsSIMU 1 omuc
MOMIIIAIOTECS B TOJTIETUIICHOBUM TAKET, i€ TOPJIOBUHA MMAaKeTa MIIHO OOB’S3Y€ThCS
IIOBKOBOIO (KalpOHOBOIO) HHUTKOIO 1 (DIKCY€TbCA JBOMA MOABIMHUMHU MPOCTUMHU
BY3JlaMU, SIK1 PO3MILIYIOTh Ha AlaMETPaIbHO MPOTUIICKHUX CTOpOHAX. Hedonycmumo
HAOAHHS YACMUHU BUTYYEHUX 3AC00I8 V PO3NOPSON€CEHHA Op2anizayii (Yycmanosu) 3
NPUYUH  «BUPOOHUYOT HeoOXiOHoCcmiy, addce 8 npoyeci pobomu Moxcymsv Oymu
6HeceHi sMinu y atinu ingpopmayii wu npoepamu. BuaydeHHs MOOUTBHUX MPUCTPOIB
Mae CBOi 0COOJMBOCTI (B 3JIEKHOCTI BiJ 3a0JIOKOBAHOCTI TOTO YH 3a0JIOKOBAHO
€KpaH).

3.5. Oco01MBOCTI IONUTY CBiAKA, IOTEPILIOro y ClIpaBax Mpo Kidep3/J104uH.

JlomuT 1mon0 JOCTKEHHS JI0Ka3iB Ha ENEeKTPOHHUX HOCIIX 1H(opMarii
MOPIBHSHO 3 IHIIUMU CIIAYMMU JIISIMH Ma€ BUCOKE 1H(GOpMaIliiiHe HaBaHTaxeHHs (31
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CJIITYO1 MMPAKTUKHU B1IOMO, 10 y cipaBax 60% ckiiagatoTh IPOTOKOIU AOMUTY OCi0 3
npuBoay iHdopmalli B eaekTpoHHiil ¢popmi; 40% — iHII MPOTOKOIH, IO OMHUCYIOThH
BUKOPHUCTAHHSA JDKepen ixeanbHOi 1H(opMmarii) s MIITBEP/DKEHHS  a0o
CIIPOCTOBYBaHHS  JIOKa30BOi  i1HopMallii B €JIEKTPOHHOMY BHIJISII HEOOXigHE
MIPOBEJICHHS IIEBHOT'O KOMIUIEKCY JOMHUTIB HEOOX1THUX 3 IIMX MIPKYBaHb OCIO.

BuBYeHHS KpUMIHAJIBHHUX CIpPaB J03BOJIIE BU3HAUUTHUCH 13 KOJIOM OCIO, IO
MIJJISATal0Th JOMHUTY SIK CBIJIKH, II€: a) CIY»KOOBI 0COOM Ta MpalliBHUKHA YCTaHOBH-
KEPTBU, IO MOXYTb MaTH BITHOIICHHS 10 OOCTaBWMH BYMHECHHS 3JI0YMHY; O)
NPEICTaBHUKN Ta MPAaLliBHUKU IOPUINYHOT OCOOH, sSIKa BUKOPHCTOBYBAJIAcs Iija Yac
BUYMHEHHS 3JI0YMHY THM YH IHIIMM CIOOCOOOM; B) CHEIaNICTH, IO MAaoTh
npodeciiHuil  [OCBiL y Traimy3l 1HGOPMAaTUKM Ta KOMITIOTEPHOI TEXHIKH,
MporpaMyBaHHs, B TOMY YHUCJ1 0COOM, Kl MPUMUMaIN y4acTh Yy SKOCTI CHEI1aiCTIB
nigyac ciaiauux  (po3mykoBux) Jid. CBIOKM 4YacTO BOJOMAIIOTH CIEHIAIBHOIO,
npodeciitHoro ocBiToro (y cdepi KT, 6aHKIBCBKOTO €IEKTPOHHOTO 00ITry KOIITIB) a00
B IIJIOMY € OOI3HAHUMU y MUTAHHAX BUKOPUCTAHHS 1H(OPMAIIHHUX TEXHOJOTIH Ta
IT-rexnonorisix. B TeopeTHyHOMY acmekTi Ba)KKO BU3HAUYUTUCS 3 TIOCIITOBHICTIO
MIPOBEJICHHS JTOMUTIB CBIJKIB, IO IOB’S3aHO 3 KOHKPETHUMH OOCTaBUHU CIpPaBH,
NMEBHUMH pe3yJibTaTaMU O3HAHOMIIGHHS CJIAYOTO 3 JOKyMEHTaMH, OPTaHi3alli€io
poOOTH yCTaHOBH, 30KpeMa pO3IMOALIIOM 000B’S3KIB Ta ii CTPYKTYpOIO.

SAx noBOAMTH cCliya TpaKTUKA, CHOPUATUME JIOTPUMAHHIO MPUHIUITY
MOCIIJIOBHOCTI  JIOCHI/DKEHHSI JIOKa3lB Ha EJEKTPOHHMX HOCIsX 1Hopmarii
MIPOBEJICHHSI JIONUTIB y MAKOMY HOPAOKY: BiJl JONUTY OCi0, SIKMM BiJloMa OUIbII
noBHA 1H(OopMaIis PO 0OCTaBUHU 3JIOUYMHY (30KpeMa e 0COOH, SIKI BUSIBUIIU 3JI0UMH
ab0 MPOBOJAUIIM MEPIIOYEPTOBY MEPEBIPKY 3aCO0IB KOMIT FOTEPHOI TEXHIKH) 10 THX,
XTO Ma€ OpieHTOBHY 1H(popmariito B cripasi moa0 KT (Bci 1Hm).

4.  3azanvnHi makmuyHi 0coOIUBOCHMI NPOBEOCHHA OKPEMUX He21ACHUX
ciouux (po3utykosux) oiil

Suammsa iHopmauii 3 eneKmpoHHUX IH@opmauiltHux cucmem abo it
yacmuHu, 00CMyn 00 AKUX HE 00MeNCYeEmbCA il 6/1ACHUKOM, 60.100i1bUem ado
ympumyeauem 4u Henoe’A3aHuil 3 NOOOJAHHAM CUCHEMU JI02IYHO20 3aXUCMY, €
omuuM 3 1Box BumiB Takoi HC(P), sx 3usaTTs iH(opMmamii 3 eIeKTpOHHUX
1HpopMamiitHux cuctem’. s mis  SK KOMIOHEHT TAKTHYHOI  omeparii
«Ilepconamizaiiisi BiIoMOCTeH MPO 0co0y/0CIO 3TOUMHI/IB» PEaTi3yEThCS MIISIXOM
NOIIYKY CHIAYMM ab0 1HCHEKTOpOM KiOepmomimii (3a AOPYYEHHSM CHII40TO) B
pI3HOMaHITHUX [HTEpHET-CNIbHOTAX BIAKPUTOL 1HPOpMaLii PO 0cO0y 3TOUUHIIS.

BukonaBeup 3a pesyiapTaTaMu [ii CKJIaJa€ MPOTOKOJ, y SIKOMY (IKCye Taki
BIJIOMOCTI: TI€PCOHAII30BaH1 BIJIOMOCTI MPO OCOOY 3JIOYMHIISI; O3HAaKa, 3a SKOIO
00’€IHYIOTh KOJIO 0Ci0, 10 MOTPaIuvIsioTh MiJ MiA03pY; 3B’S3KH OCOOH, IO
noTpanwia MiJg Migo3py; BILAOMOCTI, IO MOXYTh CHPHUSATH PO3B’SI3aHHIO 1HIIUX
TaKTUYHUX 3aBJaHb (MOLIYK CBIJIKIB, MOTEPHUIMX, 3a0€3MeYeHHS BCTAHOBJICHHS

® IIpo 3atBepkenHst IHCTPYKIIi MPO OPraHi3amilo MPOBEAECHHS HEMACHMX CIiMYMX (PO3IIVKOBUX) il Ta
BUKODUCTAHHA IX PE3VIbTATIB yV KpUMiHalbHOMY IpoBajukeHHi : Haka3 I'TI Vkpainn, MBC VYkpainu, Cb Vkpainu,
AnMinictpanii Jlep>xaBHOT NpUKOPAOHHOI ciyx0u Ykpainu, MinicrepcTa ¢inanciB Ykpainu, MiHicTepcTBa FOCTHLIT
Vkpainu Bix 16 mmcrom. 2012 p. Ne 114/1042/516/1199/936/1687/5. URL: https://zakon2.rada.gov.ua/laws/show/
v0114900-12.
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MOTHBIB 3JIOYMHY TOIIO). JlO0 MpoTOKOMY 3HATTA 1HGOpMAalli 3 EIEeKTPOHHUX
iHQopMaliitHux cucreM abo il YaCTUHM JOJAIOTh BIJIMOBIAHI HOCII €JIEKTPOHHOT
iHdopMairii, o MICTATh ¢alau 3 BiACOTpaMOI0 Ta 300paKCHHSIM €KpaHa MOHITOpa
(abo 3HIMKaMHu eKpaHy, aHrj. Screenshot), cTBOpeHHMH IIiJ Yac IOCIIIHKCHHS
CUCTEMHU, TAKOX 1X PO3APYKIBKH SIK TIOAATKIB JIO MPOTOKOITY.

Bcemanoenenna micuesnaxoosicennsa padioenekmponnozo 3acooy. s HC(P)/,
BianmoBiHO A0 cr. 268 KIIK VYkpainu, mosnsrae B 3acTOCYBaHHI TEXHIYHOIO
oOJaTHaHHS JIs JIOKaJTi3aIii MiCIIe3HaXOKEHHS PalioeIEKTPOHHOTO 3ac00y, 30KpemMa
MOOUTRHOTO TEpMiHATY, CHCTEM 3B’S3Ky MW IHIIUX PaTiOBUIPOMIHIOBATLHUX
MIPUCTPOIB, AKTUBOBAHUX Y MEPEKAX OMepaTopiB pyxoMoro (MoOiILHOTO) 3B’ 3Ky, 63
PO3KPHUTTS 3MICTY TIOBIJOMIICHB, IIIO TIEPEIAOTHCS, SKIIO BHACIIIOK HOTO MPOBEICHHS
MOXHa BCTAaHOBUTH OOCTaBUHHU, SKI MalOTh 3HA4YEHHSA I KPUMIHAJIBLHOTO
npoBaKCHHS. MAaKTUYHO K CHIITYUN 1HIIIOE i1 MPOBEICHHS B KPUMIHAIBHUX
MIPOBA/PKEHHAX PI3HOTO CTYIEHS TSKKOCTI 3311 BU3HAUCHHS IapaMeTpiB 0a30BUX
CTaHIlI} omepaTopiB TEIEKOMYHIKAIlH, 10 3a0e3MeuyoTh poOOTy B MEBHOMY MICIIi
KIHIIEBOTO  OOJIaJIHAaHHS  CHUCTEM  3B’SI3Ky, 1  MICII€3HAXO/PKEHHS  IHIIUX
PalOBUITPOMIHIOBAJILHUX MPUCTPOIB, aKTUBOBAHUX Y MEPEXKI OMEPATOPIiB PyXOMOT0
(MOOLITEHOTO) 3B S3KY.

Suammsa ingpopmauii 3 erekmpoHHuUX iHopmauinnux cucmem o6e3 giooma it
611aCHUKa, 60100inbya abo ympumyeaua TtependadeHo cr. 264 KIIK VYkpainu
HC(P)[, BoHO monsirae B oxaepxaHH1 1H(poOpMalii, 30KpeMa 13 3aCTOCYBaHHAM
TEXHIYHOT'0 OOJIaJ[HAaHHS, KA MICTUTHCS B €JIEKTPOHHO-OOUMCIIIOBAIbBHUX MaIllMHAX
(koMIT’10TEpax), aBTOMATUYHUX CHCTeMax, Komm rorepHid Mmepexi. [[ro HC(P)/
HILIIOE CIIIYMNA BUKJIIOYHO B KPUMIHAILHOMY MPOBAIKEHHI MO0 TSHKKUX a0o
0COOJIMBO TSKKMX 3JIOUMHIB, i TPOBOJATH HA MIACTaBl JA03BOJIY CILAYOIO CYIJl Ha
BTpYy4YaHHS B NpuBaTHe cCHUIKyBaHHs. [IpoBeneHHst wi€i nii moTpeOye HasBHOCTI
CHeIiajJbHUX 3HaHb y rany3i iHhOopMaIiitHUX TEXHOJIOT1H.

Konmponv 3a euunennam 310uuny.KoHTpOIb 3a BYMHEHHSM 3JI0YHHY €
3aC000M KPHUMIHAJTICTUYHOI TaKTHKW, IUISIXH OINTHMI3allii MPOBEACHHS SKOTO
JOIIJTLHO BU3HAYATH B KOHTEKCTI OCOOJIMBOCTEH TaKTHKH MOTO MPOBEACHHS ITiadac
PO3CIIiIyBaHHS 3JI0YUHIB OKPEMOI IPYIH YU BUAY.

BigcyTHicTh 3akOHOAABYMX KpUTEPiiB po3mexyBaHHs ¢opm mporo HC(P)/I,
3YMOBJIIOE YacTO CYO’€KTUBHHMM XapakTep OOpaHHS IHIIIATOPOM B KOHKPETHI
CUTYallii OJHI€T 3 popM peaitizanii KOHTPOJIO 32 BUMHEHHSM 37104uHy. ToMy 0OpaHHs
Ti€i a0o0 1HIIOT (POpMU MPOBEAEHHS KOHTPOJIIO 3a BUMHEHHSIM 3JI0YMHY PO3TJISHYJIH
yepe3 Mpu3My TaKTHUYHOI 00yMOBIIEHOCTI KOHKpeTHOT 3 ¢opm 1iei HC(P)/ miguac
po3ciigyBaHHs KiOep3nouuHiB. Lle go3Bonmio chopmyntoBaTH HACTYNHI TaKTHUYHI
peKoMeHaIli 3 ONTUMI3allli TAaKTUKU HWOTro MPOBEJCHHS IMOJA0 OO0paHOi Kareropii
3nmounHiB. [lo-miepire, TaKTUYHOIO METOIO IMPOBEJACHHS KOHTPOJIO 32 BUYMHEHHSIM
3JI0YMHY y (OPMI CTEHIATTLHOTO CIIAY0TO €KCIIEPUMEHTY € BCTAHOBJICHHS KIHIIEBOTO
MOTHBY 3JIOYMHHOI JISTIBHOCTI B KiOeprpocTopi; y ¢opMi iMITYyBaHHS OOCTaHOBKH
37I0YMHY — BCTAHOBJICHHS 3aMOBHMKa KiOep3i04HuHY; y (opmax KOHTPOJIbOBAHOI
MOCTaBKH, KOHTPOJIbOBAHOI Ta OMNEPATUBHOI 3aKymKH — TOJOJIaHHS 3aco0iB
KOHCMHipalii, sSIki BUKOPUCTOBYIOTh YYaCHUKH MEpEXeBOi 37M04MHHOI rpymnu. Iliguac
pO3CIITyBaHHS ~KOHKPETHOTO KiOEep3MOouMHy 1HINIATOp, KEPYIOUUCh CIIIYOI0
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CUTyaIli€l0, TMPAKTUYHUMH  MIPKYBaHHSMH  BCTAQHOBIIOE  TEPEBAXKAOUy B
oprasizaimiiiHo-TakTuuHoMy I1aHi MeTy mnposeneHHs 1iei HC(P)[ Tta oOupae
KOHKpETHY (opMy MpOBEACHHS KOHTPOJIO 3a BYMHEHHSM 3iouuHy. [lo-mpyre,
oe3nocepenne nposeaeHHs 1iei HC(P)[l nopyvatoTs onepatuBHOMY mifpo3auty. Ilo-
TpeTe, KOHTPOJIHOBAHA MOCTAaBKa, KOHTPOJIbOBAHA Ta OMEpPATUBHA 3aKyIKa sIK (OPMHU
HC(P)[l oOuparoTbcsi sIK TaKTUYHMM 3aci0 migyac pO3CIIAYBaHHS TSKKHUX Ta
O0COOJIMBO TSDKKUX KIOEp3JIOYMHIB, 30KpeMa Mpua0aHHs 4u 30yT 30poi, 0oioBUX
npumnaciB 200 BUOYXOBHX PEYOBHMH, HE3aKOHHOTO MpHUI0aHHS, 30yT HApPKOTUYHUX
3ac00iB, TCHUXOTPOIHUX PEYOBHH ab0 iX aHanmoriB Ta mpekypcopiB. TakTuyxi
peKoMeHallli, MNpUHOMH Ta METOAM IMPOBEICHHS KOHTPOJIHOBAHOI ITOCTABKH,
KOHTPOJIbOBAHOI Ta OMEPATUBHOI 3aKYIKH 3YMOBIOIOTHCSI OCOOIUBOCTIIMH MpPEIMETa
1X 3a1CHEHHS.
KoHTpoJ1bHI 3aIMTaAHHSA ISl IEPEeBiPpKU JOCATHEHHS Pe3yJIbTATIiB
HABYAHHS

1. Ha3BiTh THUNOBI TakTW4HI OMEpaIii PO3CHIYBaHHA KiIOEP3JIOUMHIB,
OXapaKkTepU3yHTe iX MOCHIJOBHICTb Ta TX BHYTPILIHIO CTPYKTYPY.

2. SIki MOXKHa Ha3BaTH TAKTUYHI peKoMmeHjalii 1mojao marotoBku g0 CPJI,
CIpsIMOBaHOi Ha 30MpaHHs 1HPpOpMaIllii B €IEKTPOHHOMY BUTJISIII .

3. HaBeniTh anropuTm il migyac orjsiay JIOKaJIbHOTO KOMIT FOTEPHOTO 3aco0y 3
MeTo10 30upaHHs iH(OopMaIlii B €IEKTPOHHOMY BUTJISIII.

4. Hagimo nomaBatv 10 MPOTOKOMY CHIA4Oi J1i poOOUYMiA Ta KOHTPOJIbHUI
NPUMIPHUK YyCiX MPOrpaMHUX 3ac00iB, a TAKOX JaHUX, L0 BMIUIYIOTh JIOKAa30BY
iHbopMaIrio?

5. SIxi a1i noTpiOHO MPOBECTH 3 MOOUIBHUM MPUCTPOEM Mi4ac HOTO BUITyYaHHs,
SKIIO HOTO eKpaH 3a0JI0OKOBAHO?

6. OxapakTepu3yiiTe OCOOJUBOCTI MPOBEJICHHS KOHTPOJIIO 32 BUYMHECHHSIM
37I04MY Ti9ac PO3CiiyBaHHs K10E€P3JI0UHHIB.
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Jlexyis Ne 7
(Oenna ¢hopma HasuauHs)

Tema 6. Po3ciinyBanHsi Ki0ep3/104NHiB, BUNHEHHX 3 KOPUCIUBUX MOTHBIB,
110 MOB’s13aHi 3 (PiHAHCOBO-€KOHOMIYHOIO c(peporo BiTHOCHH y Ki0epnmpocTopi

MeTa BUBYCHHSA

Hanatu ysBienns ta chopMyBaTH CUCTEMY 3HaHb 1[0JI0 METOAUKHU PO3CIITyBaHHS
K10ep370YMHIB BUMHEHUX 3 KOPUCIMBUX MOTHBIB, 1110 OB’ s13aHi 3 (P iHAHCOBO-
€KOHOMIYHOIO cheporo BIIHOCHH Y KiOepHpocTopi

Pe3yabTaTH HaBYaHHSA

[Ticis nekii 3q100yBay BUIOT OCBITH Oy/1e (CIIPOMOXKHUI):

1) BU3HAYATH HAJCKHI Ta MPUHHATHI JUIS IOPHIAYHOTO aHami3y (HakTh 00
chepu 60poThHOU 3 KiOEp3I0UNHAMH;

2) 3acTocyBaTu CydacHi 1H(opMalliiiHi TeXHOJOT1i Ta iHhopMaIliiiHi pecypcH 3a
JUISL  pO3B’S3aHHS MpPaKTUYHUX 3a7ad WIOJ0 OpraHizamii Ta IUIaHyBaHHS
PO3CIiTyBaHHs KiIO€P3JI0YUHIB, 1110 BUUHSIIOTHCS C KOPUCIUBUX MOTHBIB;

3) BUKOpPUCTOBYBaTM B IPaBO3aCTOCOBHIN AiSUIBHOCTI HOPMAaTHBHO-IPABOBI
aKTH, IO PETYJIIOITH BiTHOCHHH, 110 BUHUKAIOTH B MPOIIECI PO3CITyABaHHS 3JI0YNHIB
y K10epnpocTopi;

4) BUKOPUCTOBYBATH B MPO(ECiiiHIi IOpUIUYHIN iSIIBHOCTI OCHOBHI TEXHIKO-
KPUMIHAJIICTUYHI 3aC001B, IPUIOMIB 1 METO/IIB PO3CIIAyBAHHS,;

5) po3poOJiATH 3 BHUKOPHCTAHHSIM KPHUMIHQIICTHYHUX PEKOMEHAINW IIIaH
MITOTOBKM 1 TPOBEACHHS CHiAYOi [ii, TAKTUYHOI oOrlepalii, BUKOPHUCTaHHS
CHeIiajJbHUX 3HaHb, MPOBOJUTH BIAMOBIIHY CHIA4Y [i10, MPU3HAYATH CYAOBY
CKCIIEPTH3y, OPraHi30BYBAaTH B3aEMOJIIO CIIIUOTO 3 IpalliBHUKAMHU OIEPATHBHHUX
M1PO3AUIIB ¥ IHIIUMH CyO’ €KTaMU 1] 4ac pO3CiiayBaHHs KiOep3IOUNHIB, BUNHEHUX
3 KOPUCIIMBUX MOTHUBIB.

ILaan

1. CytHicTh Ta KpuMiHaNICTUYHA Kiacudikaiis KiOep3JI0YMHIB, BUMHEHUX 3
KOPHUCJIMBUX MOTHUBIB.

2.0co0MBOCTI  PO3CHIAYBaHHS 3JI0YMHIB, IO CIPSMOBaHI Ha 3aBOJIOJIHHS
Yy)KUM MaWHOM, Ta TOB’S3aHI 3 HHUMH 3JIOYMHH Yy cdepl (PyHKIIOHYBaHHS
CJICKTPOHHUX PO3PaxXyHKIB: KPUMIHAIICTUYHA XapaKTEPUCTUKA, THUIOBI CI1I4i
CUTYyaIlli MOYaTKOBOrO €Tary 1 mporpamMu (aJaropuTMH) po3CiiilyBaHHS; OCOOJIUBOCTI
TaKTUKH OKPEMUX CIITUYUX JIH.

3. OcoOauBOCTI  PO3CIITyBaHHS KiOEp3JI0UMHIB, 10 MOPYIIYIOTh
BCTAHOBJICHUH TOPSAAOK 00Ty TEBHUX pedel: KpUMIHAJIICTHYHA XapaKTEPHUCTHKA,
TUIIOB1 CJI1141 CUTYaIlli TOYaTKOBOI'O €Tamy 1 MporpaMu (aJITOPUTMHU) PO3CIIITyBaHHS;
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0COOJIMBOCTI TAKTUKH OKPEMUX CIITINX JiH.
OcHOBHH 3MiCT

1. Cymnicmo ma kpuminanicmuyna Kiacugikayia Kioep3no4uHie, 64UHEHUX
3 KOPUCTIUGUX MOMUBIE.

B pesynpTaTi aHamizy Cy4acHOro KOHTEHTY IHTepHET-pocTOpy MOXKHA
BUJUIMTH (DIHAHCOBO-EKOHOMIUHY c(hepy CYCHIIBHOTO JKUTTS CyO’€KTiB BIAHOCHUH Y
KibeprpocTopi sIK Taky, 110 TOB’s3aHa 31 3MIHCHEHHSIM PO3paxyHKOBHX OMEpariil Ta
YKJIaJaHHSIM [TUBUIBHO-TIPaBOBUX yron. EkoHomiuHa cdepa € MiTiCHO MiACHCTEMOIO
CyCHiIbCTBA, SIKAa BIAIMOBIJA€ 3a BUPOOHUIITBO, PO3MOJLI, OOMIH 1 CIOXHBAaHHS
MaTepiaJibHUX OJiar Ta Mociayr, HEOOX1THUX JJIsl )KUTTEAISUIBHOCTI Jtojiei. OcoOauBy
pOJIb BIJIICPalOTh B €KOHOMIYHOMY 1 COLIAJIbBHOMY pO3BHUTKY (piHaHCH. DiHAHCOBI
omeparlii BimoOpakaroTh JTISUIBHICTB, MOB'SI3aHY 13 31HCHEHHSAM a00 3a0e3nedeHHIM
3MIACHEHHS  TUIATEXIB U MpoBeAeHHs  TpaH3akmiii. Came ToMy vy
Crparerii po3BUTKY  1H(pOpMAIIfHOTO  CyCHNuJIbcTBa B YKpaiHi, CXBaJeHOI
posnopsikeHHaM Kabinery MinictpiB Ykpainu Big 15 tpaas 2013 p. Ne 386-p
3aKpIIUICHO TEPMIH EJIEKTPOHHA €KOHOMIKa K (opmMa €KOHOMIYHUX BITHOCHH Y
cdepi BUPOOHHUIITBA, PO3MOALTY, OOMIHY Ta CHOKMBaHHS TOBapiB, pOOIT 1 MOCIYT,
HAJaHUX B EJIEKTPOHHOMY BUIJISIII 3a JOMOMOTOI0 1H(POPMAIIHO-KOMYHIKAIIHHUX
TEXHOJIOT1H (J1aji - e-€eKOHOMIKA). KpUMIHAJIbHI PABOMOPYILIEHHS, BUMHEHI Y cdepi
(1HAaHCOBO-€KOHOMIYHUX  BIJHOCUH CYO’€KTIB KiOEpmpoCTOpy, SIBISIOTH COOOI0
3JIOYMHHI JIISHHS, TOB’s3aHl 31 3MIMCHEHHSIM pO3pPaXyHKOBUX oONepariil Ta
VKJIQJJaHHSIM I[IUBUIBHO-TIPABOBUX YTOJ, 10 OO0 ’€AHYIOTh OCOOJMBOCTI MEXaHi3My
3JIOYMHHO1 JISUIBHOCTI, 3YMOBJIEHI OCOOJMBOIO OOCTAHOBKOKO 11X  BUMHEHHS —
KiOempocTopoM, 30KpeMa HOro JaBOMa BHU3HAYAJILHUMH UYWHHUKAMH : TIEBHOIO
cheporo CyCHiIbHOTO KUTTS B KiOeprpocTopi (coliaibHUiA); 0OpaHUM 3J0YMHIIEM
cnenudiyauM HaOOpOM orepallii, ki 3a0e3rmeuyroTh ICHYBaHHS KiOEpPIpOCTOpy
(rexuiunuit). Taki 3m04nHN MOXKHA KIacu(piKyBaTH Ha TPU TPYIIH.

1. snouunu, wo nopywyroms 6cmamogieHull Nopa0oK 00icy NesHUXx peuel.
npuadaHHg 9u 30yT 30poi, 601oBUX mpumaciB adbo BuOyxoBux peuoBuH (cT. 263 KK
VYkpainn); He3akoHHE TMpuAOaHHS, 30yT HAPKOTUYHHX 3aC00IB, TMCUXOTPOITHUX
pedoBHH ab0 ix aHanoriB Ta npekypcopis (ct. 307, 311); He3akoHHI npundaHHs, 30y T
a00 BUKOPHUCTaHHS CIEUIAIbHUX TEXHIYHUX 3ac001B OTpuMaHHS 1H(opmarii (CT.
359);

2. 3104UHU, WO CHNPAMOBAHI HA 3AB0J00IHHS UYIHCUM MAUHOM, MA NOG A3AHI 3
HUMU 3104UHU V chepi PYHKYIOHYBAHHS eleKMPOHHUX PO3PAXYHKI6: Kpaalkka (CT.
185 KK Vkpainu); Bumaranus (cr. 189); maxpaiictBo (ct. 190); npuBiacHeHHs,
po3Tpara MmaiiHa a00 3aBOJIOJIIHHS HHUM HUISIXOM 3JIOBXXHWBaHHS  CIIYKOOBUM
craHoBuiieM (cT. 191); He3akoHHI i1 3 TUTATHKHUMH KapTKaMH Ta 1HITUMU 3aco0aMu
J0CTymy 10 OaHKIBCHKMX PaxyHKIB, €JIEKTPOHHUMHU T'POIIMMA, OOJaAHAHHAM JUIS 1X
BurotoBiieHHs (ct. 200); 3aiHATTS TpambHuUM OizHecoMm (cT. 203-2); meramizaris
(BiAIMHBaHHSI) JOXO/IIB, OJICP’KAHUX 3ITOYHMHHUM IUIIXoM (cT. 209);

3. 310YUHU, WO NOPYWYIOMb MEXAaHi3MU 3aXucmy 6i0 MOHONONIZMY mda
HeOd0OpPOCOBICHOI KOHKYpeHyii: TMPOTUIIS 3aKOHHIN TOCMOMAPCHKIN MisUTBHOCTI (CT.
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206); He3akOHHE BUKOPHCTAHHS 3HAaKa [JisI TOBapiB 1 MOCIYyr, (ipMOBOIO
HallMCHYBaHHS, KBali(piKOBAaHOTO 3a3HAYCHHS IMOXOMKEHHSA ToBapy (cT. 229);
HE3aKOHHE 30MpaHHS 3 METOK BHUKOPHCTAHHS BiJOMOCTEH, IO CTAHOBIIATH
KOMEpIIHY 4h OaHKIBCBKY TaeMHHITIO (CT. 231); po3roJiomieHHss KOMEpPIIHHOI a0
O0aHKiBCbKOT TaeMHHUII (CT. 232).

2.0coonueocmi po3cinioy6anHsa 3/104UHIG, WO CHPAMOBAHI HA 3A607100IHHA
YYHCUM MAUHOM, MA NOG’A3AHI 3 HUMU 3/104UHU Y cepi ynKuionyeanns
e1eKmpOHHUX PO3PAXYHKIE

Tunosuii npeomem nocseanHs: NEPBUHHUNA TpeaMET — iHGOPMAIIHHUN TPOIYKT
abo pecypc (mepcoHalibH1 J1aHi, OaHKIBChbKa TaeMHUILIS: (1) BIIOMOCTI mpo OAHKIBCHKI
paxyHKH KJII€HTIB, KOPECIIOHAEHTChKI paxyHku OaHkiB y HBY; 2) onepauii, siki Oynu
MIPOBE/ICHI HA KOPUCTh UM 32 JJOPYUYCHHSIM KIII€HTA, 3/[1HCHEH] HUM YTOH; 3) CUCTEMHU
OXOpOHU 0aHKY Ta KJII€HTIB; 5) BIJIOMOCTI CTOCOBHO KOMEPIIMHOI A1SUTbHOCTI KJTIEHTIB
Yl KOMEPIIMHOI TaEMHUII, OYJb-sIKOTO MPOEKTY, BUHAXOJIB, 3pa3KiB MPOIYKII Ta
1HIIIa KOMepITiiiHa 1HhopMallis; 7) KOJH, 1110 BUKOPUCTOBYIOThCSI OaHKaMHU TSl 3aXUCTY
iHpopmaiii; 8) iHGopMalis mpo (PizudHy 0co0y; 9) MOKyMEHTH ISl CIIy>KOOBOTO
KOPUCTYBaHHS 3 TIUMTaHb 30€piraHHsA, 3aXHUCTy, BUKOPHUCTAHHS Ta PO3KPUTTS
iH(popmallii, MmO CTAaHOBUTH OAHKIBCBKY TaeMHHIO. BTopunHHui mnpeamer -—
MaTtepiaiabHl LIHHOCTI, IO MalOTh IO3UTHBHI BJACTUBOCTI, y BHUJIl T'POLIOBUX
rOTIBKOBUX a00 0€3roTIBKOBUX KOIITIB, KOIITOBHUX TOBApIB.

Tunosea ocoba 310yunys. XapakTepHi THII 3J0YNHEIb — YIEBHEHUH KOPUCTYBaY
(3a3Buuail TOB’s3aHUN 3 OpPraHi3alli€l0-)KEPTBOIO 3a TPYAOBOI Yyrojorw ado mae
OCOOHUCTI CTOCYHKH 3 (P13M4HOI0 0c00010-kepTBOIO (90% MatepialiB), uepes 1e Mae
JOCTyN 110 1H(opMalii, HeOOXIIHOT JUIsl BYUMHEHHS 3J704MHY (1A€ThCs MPO MHapoii,
azipecH, KO JI0CTYITy, Ha3By (haiiiy, IUIAX 10 HOIO TOIO), 3 METOK MPUXOBYBAaHHS
3JIOYMHHOI JIISTTBHOCTI CTBOPIOE 1UTHO311  BIAJAJICHOTO JOCTYMy JI0 TMpeaMeTa
nocsraHHs, nepeBaxkale mpodeciiiHa MOOITBHICTB), 3JI0YMHEIb KOPUCTYyBad
«mpodecioHam» 3a3BUYail € OJHUM 3 OPraHi3aTopiB Yy CTPYKTypi MeEpexeBoi
OpraHi30BaHOi TPy, CTBOPEHOT /I BUNHECHHS 3JI0YMHIB 3 KOPUCITUBUX MOTHUBIB.

3a crmemiamizamiel0 MOXKHAa BH3HAUYUTH Ta OXapakTEpHU3yBaTH: KapaepH;
kibepkpyku; dimepu; cramepu; kibepckBorepu; (pikepu; «e - bisHECMeHn» Ta 1HHI
BUJIA XaKePiB.

Cnocobu 3n104uny. BracTUBl TEXHOJIOTIT 3JI0YMHHOI JISTIBHOCTI K Th CIIOCOO1B,
30KpeMa: 1) TexHOoJorii He3aKOHHOro 30aradeHHsi, 3aCHOBaHI Ha MONEpPEIHbOMY
3aBOJIOIIHHI MepCOHATBHUMH JTaHUMH/KOMEPLIHHOI0 TacMHHUIICIO
G13UYHOT/IOPUIMYHOI OCOOM MIJISIXOM HECAaHKI[IOHOBAHOTO BTPY4YaHHS B POOOTY
KOMIT FOTEPHOT TEXHIKM 2) TEXHOJOTii 3aBOJIOMIHHS OE3rOTIBKOBUMH KOIITaAMHU
IUIIXOM  3aCTOCYBaHHSA  €JEKTPOHHMX IUIATDKHUX  CHCTEM, 3aCHOBaHI Ha
MOTIEPEIHHOMY HECAHKI[IOHOBAHOMY BTPYYaHHI B POOOTY KOMIT IOTEPHOI TEXHIKH;
3) TexHoJIOTii  CITy’)KOOBHUX PO3KpaJaHb MUIIXOM 3aCTOCYBaHHS EJICKTPOHHHX
IUTATDKHUX CHUCTEM, 3aCHOBAaHI Ha HECAHKIIOHOBAHMX JisX 3 1H(GOpMaIli€l0, BUNHEHI
0c000r0, KOTpa Ma€ TMPaBO JOCTyMy A0 Hei. 4) TEexXHOJOTii MPUXOBYBaHHS
HE3aKOHHOTO TOXO/PKEHHS OE€3roTIBKOBHX KOIITIB, 3aCHOBaHI Ha TOIMNEPEIHbOMY
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HECAaHKI[IOHOBAHOMY BTpPYy4YaHHI B POOOTYy KOMITIOTEPHOI TEXHIKH; S5) TEXHOJIOTIT
HE3aKOHHOT0 30arayeHHs MUISXOM HE3aKOHHMX i 3 IUIATDKHUMH KapTkamu. Taka
3JI0YMHHA JISJIbHICTh B YKpaiHi HalvacTie KBali(iKyeTbCs 3a CYKYIHICTIO CT.CT.
200, 190 KK Ykpainu. KokHa 3 TeXHOJIOT1# Ma€ BIACTUBI 1l 3aKOHOMIPHOCTI.

OpnakoBo mnomupeHo (40%) po3noYMHAIOTH MPOBAIKEHHS B PE3YJbTATI
OTpUMaHHS  3asBU  IOTEPIIJIOTO/TIOBIIOMIICHHS 0COOM  TIpO  KpUMiHAJbHE
MPaBOMOPYIICHHS Ta B Pe3yJibTaTi O3HAHOMJICHHS 3 MaTepiallaMH ONEepaTUBHOIO
MiAPO3AUTy IMOA0 TepeBipku omeparuBHoi iHGMopmarii; 20 % - BusaBse
oe3nocepennbo ciimuuid. 1 TumoBa cuTyallis XapaKTEpPU3Ye€TbCs HAsBHICTIO Ha
MOYaTKy TMPOBA/PKCHHS TMEPCOHATI30BAHUX BIAOMOCTEH TIPO 0CO0Y 3IIOYMHIIS
(BHYTpIIIHIM KOPUCTYBAa4eM MeEpPEXi BUMHEHI JIii, 110 CIIPsIMOBaHI HA 3aBOJIOIHHS
Yy>KUM MaiflHOM, y c(epi (pyHKIIOHYBaHHS €JIEKTPOHHUX PO3paxyHKiB. B Marepinax
€ BHYTpILIHA INepeBipKa (ayauT, TEXHIYHA MEPEBIPKA, MOHITOPUHI MEPEX TOIIO).
TunoBa mporpama MepIIOYEpProBUX iil: JOMUTH, OOLIYK, TUMYACOBUU JIOCTYI 0
pedyeil Ta JOKYMEHTIB, 3allUTH, OIJISJ, TPU3HAUYEHHS CYI0BO-OYXTaiTepChbKoi
eKCIIepPTU3U  Ta/ad0  KOMIT'IOTEPHO-TEXHIYHOI  €KCHEePTHU3H, MMCTELTBO3HABYOI
eKCIIEPTU3M, IHIIMX BUJIB CYIOBUX €KCIEPTU3 3 METOI JIOCHIKEHHS HOCIIB
€JIEKTPOHHOI 1H(OpMaIlii, 0 CTAHOBUTH IHTEPEC JJIsI KPUMIHAILHOTO MPOBAKEHHS. 2.
TumoBa cutyailisi XapakTepU3YEThCS HASBHICTIO MEPCOHANII30BAHUX BIJOMOCTEH MO
oco0y 3JIOYMHIA, 3a Takoi YMOBU IM€peAy€e KOMIUIEKC [iif, CHOpsSMOBAaHUX Ha
MIepPCOHATI3AIlII0 OCOOM.

3. Ocobnueocmi  poscnidyeanna  KiOep3inoyuHie, w0  NOPYyULylomeo
6CMaN061eHUIL NOPADOK 00i2y neeHux peueil

Tunosuii npeomem nocseaunus. IEPBUHHUN MPEIMET — iHpopmayitinuil pecypc
K 3HAPA00s 3A0Ns OOCACHEHHS KIHYe8oi Memu 3104YUHHOI OisIbHOCMI 3YMOGIHE
00paHHs 310YUHYEM NeBHO20 IHHOPMAYIIHO20 NPOOYKmMYy/pecypcy O/l 310YUHHO2O
8NIUBY HA HbO2O (HANpuKIao, BEO-CAlT, 0 BUKOPUCTOBYETHCS I POIMIMICHHS IS
PO3MOBCIO/KEHHS 1H(hOpMAIlil IEBHOTO 3MICTY); BTOPUHHI — MaTepialibHI IIHHOCTI,
Wo Mmaroms He2amueHi G1acmueocmi, SK-OT HAPKOTHYHI 3ac00M, TCHXOTPOITHI
PEYOBHHHM, MPEKYPCOpPH, TEXHIUHI 3ac00M OoTpuMaHHs iH(opwMailii, 30pos, 00ioBi
npunack Ta BHOYXOBI pEUYOBHMHH, IO MOXYTh BHUCTYNATUH Oe3nocepeaHim
IPEIMETOM IOCSTaHHS.

Tunosa ocoba 3n104uunys. TUIIOBO XapaKTEPU3YEThCS SAK 3JI00YMHENb —
3BUYAMHUI KOPUCTYBau (SIKIIO 3JI0YMHEIb BUKOPUCTOBYE TEXHOJOTIi aHOHIMi3alli
JTOCTyMy 10 pecypciB Mepexi [HTepHer (dacto TOr), TO MPUITYCKAETHCS BaroMHX
MOMUJIOK. ¥Yc¢i BuUaM MOOLIBRHOCTI (reorpadiuna, comianbHa, mnpodeciiiHa Ta
€KOHOMIYHA) MalOTh YCEpPEAHEHI CXOXk1 MOKa3HWKH. 3a YMOBM [IsUIBHOCTI OCiO B
CKJaal 3J0YMHHOI TPYyOH BHIUISIOTECMS POJIi: OpraHizaTtop, XIMIK, Kypatop,
KaJpOBUK, BOAIH, CKJIaMd, Kyp €p, rpadiTuuK, CHOPTCMEH.

BaxnuBi He TIIBKU €NEKTPOHHI, a i mpaouyiiini mamepianoui ciiou y BUTIAIL
ciiiB-ipenMety (Heo(imliiHi TOKYMEHTH; pedl, 110 MaioTh OCOOJMBHI MOPSIOK
00iry (cremianbHi TeXHIYHI TPUCTPOi, 30pos)); cCligiB-BimoOpakeHb (BiIOUTOK
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najbllsl, MIKpOYACTKa OJNATY); CIIAIB-PEUOBUH (HAPKOTHUYHI 3aco0M; MPEKypCopH,
BUOYXOBa pPeUOBHHA TOIIIO).

Cnocobu 3n0yuny. TUIIOBO 3aCTOCOBYIOTH CIIOCOOM 3JIOUMHHMX JIiM, TIOB’sI3aH1 3
(GYHKITIOHYBAaHHSIM CEPBICIB €JIEKTPOHHOI JOIIKH OroJIOIIEHb (B aHTJI. abpeBiaTypH
«BBC»), cnocobu 3104YMHHUX [id, MOB’s3aHI 3 (YHKIIOHYBaHHSM TEXHOJIOT1H
CJICKTPOHHOT KOMEPIIii, CTBOPEHI JJisl 3A1MCHEHHS TOPTiBJIl yepe3 IHTepHeT (BiacHe,
3MIMCHIOETBCS  CTaHJapTH3aIis BciX (opM B3aeMOAii MDK  OpraHi3alisiMu,
3aJIydCHUMH B TOBHUW IHKJI «IOCTAYaHHS — Tpojak — KymiBisa (aHmir Supply —
Selling — Buying)».

Yacto KpuUMiHAIBbHE TMPOBA/KEHHS PO3MOYMHAIOTH B paMKax peajizarii
cMaTepiaiB ONMEepaTUBHO-PO3IIYKOBOI MISUTBHOCTI (CTpaB), HEYACTO B PE3YNbTaTI
OTPUMaHHA TMOBIIOMJIEHHSI 0COOM MpO KpPUMIHAJIBHE MPABONOPYIIEHHS abo
nonepeHpoi nepesipku iHpopmarii.(10%). I[TouaTkoBa citigya CHTyaIlis THIIOBO
XapaKTEepPU3y€eThCS HASBHICTIO HENEPCOHATI30BaHUX BIIOMOCTEH IMpoO  0COO0y
3JIOYMHIISLAISUIBHICTh SIKOTO Ma€ O3HAaKU TOTYBAaHHS 70 3JI0YMHIB, 10 MOPYIIYIOThH
BCTAHOBJICHUH MOPSIAOK 00Iry meBHUX peueil. Ha MOMEHT mouyaTky KpUMiHAJIBLHOTO
MPOBA/KEHHA 1H(OpMAIIisl, 1110 MICTUTh O3HAKK TOTYBAaHHS JI0 BUMHEHHS 3JI0YUHY
3ahiKCOBaHa 1] Yac yCTAaHOBJIECHHS MICII€3HAXOKEHHS PaIioCICKTPOHHOTO 3ac00y;
KOHTPOJIIO 3a TEeNe(POHHUMHU pPO3MOBAMU; 3HATTS 1HGOpMAIi 3 eJIeKTPOHHUX
iHopMmamiiHux cucteM. [HimiaTUBHUN panopT € GOpMalIbHUM KPOKOM Ha ILISAXY
peamizamii Marepianie. OPC, OCHOBHMM 3aBJaHHSIM CIIJIYOTO B Iiil cuTyali
BOayaeThCs (hiKcaliss MOTUBY 3JIOYMHHOI JISJIBHOCTI BCTAHOBJIEHOI 0COOM Ta, y pasi
COpoOM BUMHEHHSI HEK 3JI0YMHY, BUSIBICHHS IHIIMX CHIBy4YacHUKIB. MDakTHYHO
Halle()eKTUBHIILIMM 3acO00M pO3CIiyBaHHS TaKWUX 3JOYMHIB CTAa€ KOHTPOJIb 3a
BUYMHCHHSAM 3JI0YMHY y (OpMi KOHTPOJILOBAHOI TIOCTaBKH, KOHTPOJILOBAHOI I
ONepaTUBHOI 3aKyNKHW. [IpOBOASATBCS TaKOXK THUIIOBO CYIOBO-OQICTHYHI, CYIOBO-
ximiuHi ekcrieptusu, KTE.

KoHTpoJIbHI 3aIMTAHHSA VIl IEPEeBiPKU JOCATHEHHS Pe3yJIbTATIB
HABYAHHA

1. B yoMy mozsira€ CyTHICTh Ta KpUMIHATICTUYHA Kiacudikailis KiOep3I0unHiB,
BUMHIOBAHUX 3 KOPUCIMBUX MOTHBIB Y (hiHAHCOBO-EKOJIHMOI4UHIH cepi ?

2. SIxi iCHYIOTh OCHOBHI CIIOCOOM BUMHEHHS K1O€p3JI0UYMHIB, IO CIIPSMOBaHI Ha
3aBOJIOJIIHHS 4YYXKMM MaWHOM, Ta TMIOB’S3aHUX 13 HUMHU 3JI0OYHMHIB Yy cdepi
(GYHKILIOHYBaHHS €JIEKTPOHHUX PO3PAXYHKIB?

3. UuM xapakTepu3yeThCsl MpeaMeT MOCATaHHs KiOep3JI0YMHIB, 110 CIPSIMOBaHI
Ha 3aBOJIOJIIHHS YYy>XMM MailHOM, Ta TOB’SI3aHUX 13 HUMHU 3JIOYHMHIB y cdepi
(GYHKI10HYBaHHS €JIEKTPOHHUX PO3PaXyHKIB?

4. SIxi iICHYIOTh TUIIM 3JI0YMHLIB, [0 BUYMHSIIOTH KIOEP3JIOUMHH, IO CIPSIMOBaHI
Ha 3aBOJIOIIHHS YY>KUM MaitHOM?

5. OxapakTepu3yiTe mporpaMmy po3CiiyBaHHS KiOEp3JIOYMHIB, IO CIIPSIMOBaHI
Ha 3aBOJIOJIHHA YYXXUM MaiHOM, Ta TOB’A3aHMX 13 HUMH 3JI0YHMHIB Yy cdepi
(YHKI[IOHYBaHHS €JIEKTPOHHUX PO3PAXyHKIB.

6. Sxi ocobmuBOCTI po3ciimyBaHHs TpuadaHHA 4Yu 30yT 30poi, O0oOBHUX
npumnaciB abo BUOyXOBUX PEUOBUH, BUMHEHUX uepe3 Mepexy [HrepHeT?
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7. SIki 0COOMMBOCTI METOAMKHU PO3CIIyBaHHS HE3aKOHHOTO MpUAOaHHs, 30yTy
HApKOTUYHHUX 3aC00IB, NMCUXOTPOMHUX PEUOBUH a00 iX aHAJOTIB Ta IMPEKypCopiB,
BUYMHCHHX Yepe3 Mepexy [HTepreT?
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Jlexkyis Ne 8
(Oenna ¢hopma HasuauHs)

Tema 7. Po3ciinyBaHHsi Ki0ep3/104NHIiB, BUNHEHHX 3 AHTHIEPKABHO-
NMOJIITHYHUX MOTHUBIB, OB’ sI3aHi 3 1€PKABHO-NOJITUYHOIO c(eporo BiTHOCHH
cy0’ekTiB y KibepnpocTopi

MeTa BUBYCHHSA

HanaTtu ysBienss Ta copMyBaTH CUCTEMY 3HAHB 1010 METOIUKH PO3CIiTyBaHHS
Ki0€p3/10UMHIB BUNHEHUX 3 aHTU/ICPKABHO-TIOIITHYHUX MOTHBIB, 1110 TTOB’s3aH1 3
JIEp>KaBHO-TIOJIITUYHOIO ¢(heporo BIIHOCUH CyO’€KTIB Y KiOepIpocTopi

Pe3yabTaTH HaBYaHHSA

[Ticns nexuii 3100yBad BUIOI OCBITH Oy/1e (CIIPOMOXKHHIA):

1) BH3HAYATH HAJICKHI Ta MPUAHATHI I IOPUIAYHOTO aHAI3y (akTH MI0JI0
chepu 60poTHOU 3 KIOEP3JI0UNHAMY;

2) 3acTocyBaTu cydacH1 iH(popMmalliiiHi TexHoJIorii Ta iH(popMalliitHl pecypcu 3a
JUIsL  pO3B’S3aHHS NpPaKTUYHUX 3aJad WIOJ0 OpraHizamli Ta IUIaHyBaHHS
pO3CIiTyBaHHS KIOEP3JIOUMHIB, 1[0 BUUHSIOTHCS C aHTUACPIKABHO-TIOJITHYHHUX
MOTHBIB;

3) BUKOpPUCTOBYBaTHM B IPaBO3aCTOCOBHIN AiSUIBHOCTI HOPMAaTHBHO-IPABOBI
aKTH, 10 PETYJIOITh BIAHOCUHH, 1110 BUHUKAIOTh B MPOIIECI PO3CIyABAaHHS 3JI0YNHIB
y Ki0epmnpocTopi;

4) BUKOPUCTOBYBAaTH B MpOQeCiitHiil IOpUIUYHIN TiSIBHOCTI OCHOBHI TEXHIKO-
KPUMIHAJIICTUYHI 3aC001B, IPUIOMIB 1 METOIIB PO3CIIITyBaHHS,

5) po3po0isATH 3 BUKOPUCTAHHSM KPUMIHAJICTUYHUX PEKOMEHJalllil TUIaH
MIATOTOBKM 1 TPOBEACHHS CIIA40i Jii, TAaKTUYHOI oOmeparii, BUKOPUCTAHHSI
CHelIAIbHUX 3HaHb, MPOBOJWTH BIAMOBIAHY CHIA4Y [Ail0, TPU3HAYATH CYAOBY
EKCIEePTU3y, OPraHi30BYBAaTH B3aEMOJII0 CIIIIUOTO 3 TMpalliBHUKAMHU OINEPaTUBHUX
M1PO3AUIIB ¥ IHIIUMH Cy0’€KTaMu MiJ] 4ac po3CaiAyBaHHs KIOep3JI0UMHIB, BUNHEHUX
3 aHTHICP>KABHO-TIOJIITHYHUX MOTHUBIB.

ILaan

1. CyTHICTh Ta KpUMIHANICTUYHA KiIacu]ikalis KiOep3l04YMHIB, BUMHEHUX 3
aHTUJICPKABHO-TIOTITHYHUX MOTHUBIB.

2. OcoOIMBOCTI  PO3CHiayBaHHS 3JOYMHHUHIB, 1[0 MOB’sS3aHl 3
aHTUJIEPKAaBHULIBKUMU J1SIMH Yy K1I0€pIPOCTOP1: KPUMIHATICTUYHA XapaKTepUCTUKA,
XapaKTEepUCTUKA MOYATKOBOIO €Tamy 1 MporpamMu (aJropuTMHU) PO3CIiTyBaHHS;
0COOJIMBOCTI TAKTUKU OKPEMUX CIITUUX K.

3. OcobmuMBOCTI  po3CHiayBaHHS  KiOepTepopu3My.  KPUMIHAJIICTUYHA
XapaKTePUCTUKA, XapAaKTEPUCTHKA MOYATKOBOTO €Tamy PO3CHiTyBaHHS Ta MPOTrpaMu
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(asropuT™my) IIiiA CITiTIOTO.

OCHOBHHH 3MiCT

1. Cymuicmb ma Kpuminanicmuuna Kiacugikauia Kioep3iouunie, 64uHeHUX
3 AHMUOEPIHCABGHO-NOTIIMUYHUX MOMUGIE

OO0’€eKTUBHI NMPUYMHU 4Yepe3 SIKi € KiOep3Jl0YMHU, BUMHEHI y cdepl epKaBHO-
MOITUYHUX BITHOCHH CYyO’€KTIB KiOEpIPOCTOPY MAKOTh TEHJCHIIIIO /10 30UIbIICHHS:
1) 3ampoBajKeHHS TaK 3BaHOTO «EJIEKTPOHHOTO Ypsay», IO Mae 3a0e3MedYuTd
HAJaHHS OpraHaMu BJaJd MOCIYT (PI3WYHUM Ta IOPUIUYHUM ocolaM (TepeadaueHo
Posnopsmxennsim KaGinery MinictpiB Bin 27 TpaBHs 2016 p. Ne 418-p «IIpo
3aTBEP/UKEHHSl IUIaHy MplopuTeTHUX M1 Ypsagy Ha 2016 p.»); 2) CTBOpeHHA
IEHTpaIi30BaHUX 0a3 JaHUX, 3aCHOBAHMX HAa TEXHOJOTl 3a0e3NeueHHs
€JIEKTPOHHOTO JTOKYMEHTOOOITY B JAEp’KaBHMX OpraHax Ta IMiJyac OpraHizaiii Ta
IPOBENCHHS BHUOOPIB; 3) MoJaibllie BIPOBAIXKEHHS ABTOMATH30BAHUX CHCTEM
KEpYBaHHsSI TEXHOJIOTIYHUMHU TMpOLIECAaMU BUPOOHHULTB  Ta BUCOKUX CYYacCHHUX
KOMII'FOTEpPHO-IHTETPOBAHUX TEXHOJIOTIH B PI3HUX Traly3sx I[POMUCIOBOCTI Ta
€KOHOMIKH, B TOMY YMCJI1 Ha MiANPUEMCTBAX, U0 MAlOTh CTPATEr1YHE 3HAUCHHS JJIs
oesnexu nepxaBu ([loctanoBa Kadmin Ykpainu Bin 4 6epe3ns 2015 p. Ne 83 Ilpo
3aTBEPKCHHS TepeniKy OO0'€KTIB Jep)KaBHOI BJIACHOCTI, IO MAarOTh CTpaTETrivyHEe
3HAUCHHA NJIi €KOHOMIKHM 1 Oe3meku nepxkaBuy»). KiOepsznmouunHu, BUMHEHI y cdepi
JEP>KaBHO-TIOIITHYHUX BITHOCUH CYO’€KTIB KIOEpPHpPOCTOpPY — L€ 3JIOYMHHI AISTHHS,
COpSIMOBaHI Ha JEpEryjiOoBaHHs OCHOBHHMX c(ep CYCHUIBHOTO MHUTTS, IO
CTBOPIOIOTh 3arpo3y HaIllOHaNbHINA Oe3mell JepkaBu, 3[aTHI 3arofdisiTH BEJUKI
€KOHOMIYHI, €KOJIOTIYHI, IMI)KeBI Ta 1HII 30UTKU JepkaBi, 0 00 €IHYIOThH
OCOOJIMBOCTI ~ MEXaHI3My  3JI0YMHHOI  JAISUIBHOCTI,  3YMOBJIEHI  OCOOJIMBOIO
00CTaHOBKOIO  iX BUYMHEHHA — KIOEpmpoCcTOpoM, 30KpeMa MOoro JBoMa
BU3HAYAJIbLHUMH YMHHUKAMH : TIEBHOIO C(HEepOr0 CYCHIJIBHOTO XKUTTS B KibepmpocTopi
(comianbHuil) - y cepi nepKaBHO-TOTITUYHUX BIAHOCHH CYO’€KTIB KiOEpIIpOCTOpY;
oOpaHuM 3lo4MHIIEM crenudiuyauM HaObopoM omeparliid, skl 3a0e3medyroTh
icHyBaHHS KiOepripocTopy (TexHi4HMI). 37I0YMHH, BYMHEHI 3 aHTHIEPKABHO-
MOJITHYHUX MOTHBIB, MOB’S3aHI 3 JASPKABHO-TIOJITHUYHOK C(epor0 BiIHOCHH
cy0’ekTiB y KibepmpocTopi, NOAUIAIOTBCS Ha miarpynu: 3.1. 3z0uunu, wo
nog’sizami 3 ammuodepxcasuuybkumu Oismu: 3.1.1. 370YMHU TPOTH OCHOB
HallloHaJIbHOI Oe3neku YKpaiHu: Ali, COpsIMOBaHI Ha HACWIBHUIIBKY 3MIHY YU
MOBaJIeHHs KOHCTUTYIIHHOTO Jiany abo Ha 3aXOIJIeHHs JAep>kKaBHOi Biagu (CT.
109); mocsiraHHd Ha TEPUTOpPiajJbHY LUIICHICTh 1 HEAOTOPKAHHICTh YKpaiHU (CT.
110); pinancyBaHHs 1iii, BUNHEHUX 3 METOK HACHJIBLHUIIbKOI 3MIHHM YU MTOBAaJICHHS
KOHCTUTYIIMHOTO Jlay a00 3aXOIUIEHHS JEp>KaBHOI BJIaJd, 3MIHH MEX TEpHUTOpPii
a00 Jnep>kaBHOro KopaoHy VYkpainu (ct. 110-1); nmepkaBHa 3pama (ct. 111);
nusepcist (ct. 113); mmurynctBo (ct. 114); 3.1.2. 310uuHu y cdepl OXOpOHHU
nep>xaBHoi TaemHuni (ct. 328, 330); 3.1.3. 3m04MHH TOPOTHU CYIAOYCTPOIO:
HE3aKOHHE BTPY4YaHHsS B poOOTY aBTOMAaTHU30BAHOI CUCTEMH JOKYMEHTOOOITY Cy1y
(ct. 376); 3.2. 3710uuUHU noOMIMUKO-I0€oN02iuH020 chpamysanis. 3.2.1. 3JI0YMHA
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npoTd BHOOpYMX mpaB i cBoOOx (cT. 157, 158, 159, 159-1); 3.2.2. TepopHCTUIHUIA
akT (cT. 258) Ta 37104YMHU, MOB’sI3aH1 3 TePOPU3MOM (ITyOJIIUHI 3aKJIUKHU 10 BUMHEHHSI
TEPOPUCTUYHOTO  aKTy (cT. 258-2); CTBOpPEHHS TEPOPUCTUYHOI TPyNH YU
TEPOPUCTUYHOI opraHizarii (cT. 258-3); dinancyBanus Tepopusmy (cT. 258-5); 3.2.3.
npornaraHja BiHM W TOIMPEHHS KOMYHICTUYHOI, HAI[UCTCHKOI CHMBOJIKHA Ta
mpornarafja KOMYHICTUYHOTO 1  HaIlOHAI-COLIAIICTUYHOTO  (HAIMCTCHKOTO)
TOTAJIITApHUX peXHUMIB (CT. 436, 436-1).

2.  Ocoobnueocmi  po3cnidysanHs 3/104UHUHIB, WO NOG’A3AHI 3
AHMUOEPHCAGHUUBKUMU  OiAmMuU Yy  Kibepnpocmopi:  KpUMIiHAIICMUYHA
XapakmepucmuKka, Xapakmepucmuka nouamikoeo2o emany i npozpamu (anzo-
pummu) po3ciioy8aHHs; 0COOIUBOCHI MAKMUKU OKPEMUX CAIOUUX Ol

CporofHi TEpPBUHHUM MpPEIMETOM TOCATAaHHS BHUCTyNmax: 1) JepkaBHa
TAEMHULA; 2) ingopmayiunuti pecypc( yiHHiCmb MAE MAKOXC K 3HAPSAO0sL 3A0I
00csieHents Kinyegol memu 3104unHoi Oistibnocmi ( BeO-CalT, MO BUKOPHUCTOBYETHCS
JUIs  po3MillleHHsT iH(opMalii aHTUACPKABHUIILKOTO XapakTepy); BTopuHHUit
IpeIMET TIOCSTaHHS — AaBTOMAaTH30BaHI (EJIEeKTPOHHO-1HPOpMaIliliHI) CHCTEMH
pi3HOro Tpu3HAYeHHS (TUJIATDKHI CUCTEMHU; OO0 €KT KpUTUYHOI 1H(OpMAaIIHHOT
iHpacTpykTypu (HampUKIad, CHUCTEMH, 10 3a0e3Me4yylTh JHUCIETYEPChKE
KEpyBaHHS TOBITPSIHUM a00 3aJI3HUYHUM PYXOM, MUTHE O(MOPMIICHHSI, TOIITOBI
BIJIIPABJICHHS, MOCTAYaHHS EJEKTPOEHEprii Ta 1HII BUAM POOIT MPU BUYMHEHHI
TEPOPUCTUYHOTO AKTY).

Ocoba 310uunys € KOPUCTYBauyeM MOYATKOBOTO PiBHS, II0; XapaKTEPHU3y€EThCS
BHCOKOIO COIIaJIbHOIO MOOUIBHICTIO 3 PpI3HUX MpUYUH (HEpeandi30BaHICTh
KOMYHIKalIMHUX noTped (MroguHa 3 OOMEXEHUMH (PI3MYHUMHU MOMKJIMBOCTSIMH,
HasBHICTh TICUXIYHMX XBOpOO), HasABHICTb reorpadiuyHoi MOOUIBHOCTI, 3a
BIJICYTHOCTI TpoeciiiHOi Ta EKOHOMIYHOI MOOUTHPHOCTI (CE30HHUUM MpalliBHUK;
po0OoTa 3a KOpPJAOHOM BaxTOBHUM METOJIOM; Kyp’ €p; BOIH; COPTYBaJbHUK TOMLIO,
NpUYOMY 3JIOYMHEIb BUKOHYE poOOTH HHU3bKOI KkBamidikarii)). IIpoOnemu
KOHKYPEHIIIT MOTHBIB BUYMHEHHS 3JI0YMHY BIH HE Mae€, WOTO 3JIOYMHHA JISIbHICTH
3a3BUYail CTAaHOBUTH COOOIO EJIEMEHTApHY BOJIbOBY Jil0, SK-OT PO3MILICHHS B
Mmepexi [HTepHeT iHbopmarltii meBHoTro MicTy. Po3mimenHs 3a60poHeHoi iH(popmartii
y COLIAJbHUX MepakaX Ta aaMIHICTPYBaHHS BIAMOBITHUX TPYI COITIAJIBHUX MEPEK
3Me01IbIIEe CTAa€E THUIOBHM CIIOCOOOM BYMHEHHS PI3HOMAHITHUX 3JI0YMHIB 3
aHTHUIEP>KABHO-TIOJNITUYHUX MOTHUBIB. Hampukinaza, po3noBCIOKYIOTbCA MaTepiaiu 13
3aKJIMKaMH PO 3aXOIUICHHS JIEP>KaBHO1 BIAAM, 3A1MCHIOETbCS BepOyBaHHS areHTypH
JUISL THO3EMHOI PO3BIJIKH, AKTUBHO CHPHUSIOTH AISUIBHOCTI TEPOPUCTUYHUX OPraHi3allii.
BunHSrOYH 3710YWMHU 3 aHTHICPKABHO-TIOJITHYHNX MOTHBIB, BOHM MOXYTh JIsITH 5K
CaMOCTIIHO, Tak 1 B CKJIaJil KOPIOPATUBHOI 3JI0YMHHOI TPYNH, BUKOHYIOUHU POJIb
oprasizaTopa, BUKOHaBL 4M TociOHuka. KopuctyBau - «mpodecioHan» THUIIOBO
BUMHSE Ha 3aMOBJICHHSA TPEThOI 0coOM OyAb-sIKUM 31 3J0YHHIB 3 AHTUICPKABHO-
MOJIITHYHUX MOTHBIB.

Cnocobu 3nouunmHux Oil, TIOB’s3aHI 3 (PYHKI[IOHYBaHHSIM  COIIaJIbHO-
OpieHTOBaHUX Mepex (Bix aHTII. Social networks), nisipbHICTh SKUX 3aCHOBaHA Ha Tak
3BaHiil Biki(Viki)-Texnomorii. CriocoOM miArOTOBKH, IOB’SI3aHI 3 3aBaHTA)KCHHSM,
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MOIIIYKOM, CTBOPEHHSIM, 30€pIraHHsIM, pearyBaHHsIM BiJMOBIAHUX TEKCTOBUX, (poTO-
, BimeodaiiniB ado iHmux Gopm myodsikaiii. CnocoOu NMpuxoByBaHHS HalyacTile HE
3aCTOCOBYIOTh. B okpemux Bumaakax njsi 3a0e3leueHHs aHOHIMHOCTI 3JI0YHUHEIb
MOJKE€ BHKOPHCTOBYBaTH BipTyaiabHi mpuBatHi Mepexi  (VPN-texHosorii).
3ycTpivaroThCs B HAIIOHANBHINA MPAKTHUIl M 3 CMOCOOW 3JI0UYMHHMX JIiM, TOB’s3aHi 3
(GYHKI[IOHYBAaHHSAM IIKIJUBOTO MPOrpaMHOIo 3a0e3reducHHs. (3 aHIIL «Crimewarey,
Je «Crime — 3j104MHHICTH, SOftware — mporpaMue 3a0e3MEUYeHHs; YacTo K CHHOHIM
3aCTOCOBYIOTh «Bipyc»). lle mporpamne 3a0e3medeHHsS 3J0YMHIN (32 THIAMHU
«BTIEBHCHUU KOPUCTYBa4Y», «IOCBITYCHUN KOPUCTYyBaud» Ta «ImpodecioHam) 3a
BJIACHOIO 1HIIIaTHBOIO a00 Ha 3aMOBJICHHS TPhOI 0OCOOHM pO3pOONISAIOTH Ta/abo
MOIIAPIOIOTH JIJISI OTPUMAaHHS HECAHKI[IOHOBAHOTO JOCTYITY O KOMIT I0TE€pa 3 METOIO
HECaHKIIIOHOBAHOT'O JOCTYITY /10 1H(OpMaIlii Ta COPUYNHEHHS IIKOH.

TunoBuM € BIAKPUTTS TPOBAIHKEHHS B pe3yibTaTi aisuibHOcTI 32 OPC.
Martepianu nmepBUHHOI MEPEBIPKHU MICTATH HEMEPCOHANII30BaH1 BIJOMOCTI MPO 0COOY
37IOYMHISE 200 B3araji y IHINIATUBHOMY paropTi ONEPaTHUBHOTO CIHIBPOOITHUKA
BIICYTHICTh BiJIOMOCTeH Mpo ocoOy 3mouuHig (mo € ¢dopMaJbHUM Yepe3 He
BU3HAYEHICTh MOTHBY MIATOTOBYOI JI0 3JI0OYMHY JISTIBHOCTI KOHKPETHOI 0COOM).
ANTOpPUTM Hiii: aydio-, BIJEOKOHTPOJIb 0COOM Ta/ab0 MiCIsl; CHOCTEPEHKEHHS 3a
0c00010, piuyio0 ab0 MicIeM / JTOCHTIKEHHSIM ITyOJIYHO HEAOCTYIMHUX MICIb, KHUTJIA
ab0 1HIIOTO BOJIOJIHHS OCOOW; BUKOHAHHS CIHEIIaJIbHOIO 3aBJaHHA 3 PO3KPUTTS
3JIOYMHHOI JISJIbHOCTI OPraHi30BaHOI IPYNH YW 3J0YMHHOI Oprasizaiii (3a MeBHUX
YMOB); KOHTPOJIb 3a BUYMHCHHSM 3JIOYMHY;  BCTAaHOBIICHHS MiCIIE3HAXOKEHHS
PagIoeIEKTPOHHOTO 3aC00Y, 3aTpUMaHHs, JOTUTH, OOIIYKH, TPU3HAUYCHHS €KCIIEPTH3.

CreniaicTaMy 4acToO BUCTYNAOTh CIIBPOOITHUKIB 1 MPALIBHUKIB Y KPaiHCHKOTO
HAyKOBO-JIOCJIIHOTO 1HCTUTYTY CHELIaJbHOI TEXHIKM Ta CYJOBHX EKCIIEPTHU3
Cb Ykpainu (ICTE Cb Vkpaiau). TunoBumu, kpim KTE, € Takoxk Tpacoyoriysi
eKCIIePTH3H, JIHTBICTUYHI EKCIEPTH3M MOBJICHHS (CEMAHTUKO-TEKCTyaJIbHUM aHai3
MUCEMHOTO i YCHOTO MOBJICHHS ), XIMIYH1 €KCTIEPTU3H.

3.  Ocobaueocmi po3cnioyéannsa  Kibepmepopusmy: KpumMiHaiicmuyHna
XapaKkmepucmuKka, XapaKmepucmuka HnoYamiKo6020 emany po3CAiOy6aHHA ma
npozpamu (anzopummy) 0iil c1i04020.

Cepen pi3HOBHU/IIB TEpOPU3MY (HALIOHAIBHOTO, MI)KHAPOHOTO0, 11€0JIOTTYHOTO,
peNIriiHOro, KPUMIHAJIIBHOTO) MOXHA BUIIJIUTH TaKUW BUJ K TeXHOJoriunuil. e
BUJI TEPOPU3MY Ma€ CKJIaAHUM 3MicT. 3rigHo, 3akoHy Ykpainu «lIpo 60opoTeOy 3
TEPOPU3MOM» BIH MICTUTh B €001 SIEpHUN Tepopu3M, XIMIYHUH TEpPOpU3M Ta
kiOepHeTnyHMil TepopusM. [Hdopmartiiinuil (KiOepHETUUHUI) TEPOPU3M — 1€ HOBHIA
BUJI TEPOPUCTUYHOI JISIIBHOCTI, OPIEHTOBAHMM HAa BUKOPUCTAHHS PI3HUX (QopM 1
METOJ[IB TUMYAacOBOTO ab0 HE3BOPOTHOTO BHUBEACHHS 3 Jaay 1HQOpMaiiHOl
1H(pacTpyKTypH AepxaBu ado ii eJIeMEHTIB, a TAKOX 3a IOTIOMOTOI0 MIPOTUIIPABHOTO
BUKOPHUCTAHHA 1H(POPMAIITHOI CTPYKTYpPH Ui CTBOPEHHS yMOB, IO TSATHYTH 3a
cOo00I0 TSKKI HACHIAKKA [JJs PI3HUX CTOPIH SKUTTENISIIBHOCTI  0COOHMCTOCTI,
CycmimbcTBa i gepikaBd  (y3aragbHEHe BH3HAYEHHS). MOro pi3HOBHIOM €
KiIOEpHETUYHUI TEPOPU3M, KU MOJSATa€ B BUKOPUCTAHHI Cy4acHHUX 1H(QOpMAIITHIX
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TEXHOJIOT1H, 1 B mepiry uepry [HTepHeTy, Ko Taka 30posi 3aCTOCOBYETHCS 3 METOIO
MOIIKO/PKEHHSI BAXKJIMBHUX JIepKaBHUX 1HQPACTPYKTyp (Takux SK €HepreTuyHa,
TPaHCIIOPTHA, YPSAI0Ba).

Cnocobu 37104uHy peanizyloTbCsid uepe3 KidepaTaku 37aTHI  3aBlaTH
iH(opMaIiiTHO-TeICKOMYHIKAIlIHHUM CHCTEeMaM Ha OCHOBHUX 1H(GPacTPyKTypax
3HauHoi mKkoau. Kibeparaka — 1e CyKymHICTh Y3TO/DKEHHX IIOJI0 METH, 3MICTy Ta
yacy il a0o 3axoniB ( Tak 3BaHMX KiOepakilifi, CIIpSIMOBAaHUX HA MEBHHI 00 €KT
BIUTUBY 3 METOI TOPYIICHHS KOH(MIACHIINHOCTI, IUIICHOCTI, JOCTYITHOCTI,
CIIOCTEPEXKYBAaHOCTI abo0 aBTopcTBa iH(OpMaIli, IO MHUPKYIIOE B HHBOMY, 3
ypaxyBaHHSAM ii Ypas3JIWBOCTI, a TaKOoX MopymieHHs pobotn IT-cuctem 1 mepex
3a3HaueHOro 00’€KkTa). XapaKTepHOI OCOOJMBICTIO KiOepaTak € MHTTEBICTH IX
3M1MCHEHHS. 3BI1JICU CII1Jl BAOKPEMUTH OCHOBH1 O3HaKM KiOepartaku, cepes akux: 1. 3a
METOI0 BIUTMBY Ha OO0 ’€KT araku (CIpsIMOBaHWA, HANpUKIaA, Ha MOPYUICHHS
HuTicHOCTI  abo  koH(imeHmiHOcTI  1HMOpMarlii, 1  3aXMIIEHOCTI  BiA
HECAHKI[IOHOBAHOTO JIOCTYIy a TaKOX Ha MOPYLIEHHS J>XUBYYOCTI CHCTEMH Ta
HAJIWHOCTI ii PYHKI[IOHYBaHHS TOIIO); 2. 32 MPUHIIUIIOM BIUTUBY Ha 00 €KT aTaku: 13
BUKOPUCTAHHSAM TNPUXOBAaHUX KaHaliB (IUISAXiB MepenaBaHHs 1Hdopmarlii, Mo
JTO3BOJISIIOTH JIBOM TpoliecaM OOMIHIOBATUCS HEIO Y CIOCIO, SIKUI MOPYIIYE MOTITHKY
Oe3MeKu; 3aCTOCYBaHHs MpaB cy0’ekTa cucteMu A0 00’ekta (hailiB JaHUX, KaHAJIB
3B’SI3KYy TOIO); 3. 32 XapaKTEepOM BIUIMBY Ha OO’€KT aTaku (aKTUBHUW BIUIMB Ta
NIACHMBHUM BILUIMB); 4. 32 CIIOCOOOM BIUIMBY Ha 00’€KT aTaku (Ha CUCTEMY J03BOJIB
(3axOIUIEHHs IPUBLIEIB), OE3MOCEPEIHIN TOCTYI 10 JaHUX, IPOrpaMm, CIyk0, KaHaJB
3B’3Ky 3 BHKOPUCTAHHSAM TpHUBUICIB Ta iHmI). Takox HalOyna TOIIMPEHHS
kinacudikaiis, 3amporoHoBaHa Komimaniero Internet  Security Systems Inc.
CKOpOTHBIIM KUIBKICTh MOKJIMBUX KaTeropiil kibepatak A0 m’atH, ¢paxiBLil KOMIaHIi
YMOBHO BHOKPEMMJIM 3 HUX Takl, 10 MalOTh Ha MeTi: 1. cripustu 300py 1HpOpMaIlii;
2. cpusTH cripobaM HECaHKI[IOHOBAHOTO JOCTYIy 10 iH(opMarlii; 3. JoCIrTH CTaHy
BiJIMOBU B 00CITyrOBYBaHHI; 4. iIMITYBaTH M1J03pLTy aKTUBHICTD; 5. YUHUTH BIUTUB HA
orepailiiiii cucteMu. HalOimpIn mommpeHuMu criocobamu 3A1iCHEHHST KibepaTak €
IP-cniydinr, DoS 1 DDOS artaku, maposibHi aTaku, aTakd Ha PiBHI JOJATKIB THUITY
JOT1YHUX 00MO 1 TPOSTHCHKHMX KOHEH, BIPYCHI aTaku ¥ Tak 3BaHi 1H €KITIi.

3aneXHO BiJ THUIIOBUX CHUTyalld, HI0 CKJIAJAIOThCA HAa TOYaTKOBOMY eTardg
pO3CHIIyBaHHs, CIIIYUNA  BU3HAYAE Mporpamy i, COpsIMOBaHy HE TIIbKM Ha
NEPCOHANI3AI0 O0COOM 3JIOYMHIIA, a TAKOXK HA YCYHEHHS HETaTUYHUX HACIHiI4iB
noaii. JOmUIBHICTE 1 3KOHOMHYHOCTH TMIPOLIECY PO3CHIAYBAHHS € TOJOBHUMHU
IPUHIIMIIAMU TIPU OOpaHH1 CIAYUM MPOrpamMu Aiil, OCKUIbKU TUIBKA BOHA JO3BOJISIE
SKHAUTIOBHIII BCTAHOBUTH MOJIIIO 3JI0YMHY .

3ayie’kHO Bij] 30epeKeHHs MEPBUHHOI 0OCTAaHOBKHU MICIIS TTO/11, MOKHA BUACIHUTh
Taki TumoBi curtyamii: 1. OOcTaHoBKa Miclg TMOJIi YacTKOBO ab0 TMOBHICTIO
30eperiacs (TEPOPUCTUIHOMY aKTy 3aro0irjo 3a JOMOMOTOI TEXHIYHHX 3aco0iB
3axXUCTy a00 pe3yjabTaTy TEPOPHCTUYHOTO aKTy OylIM HE 3HAYHUMH), JIO3BOJISE
HalOUTbII 3()QEKTUBHO BCTAHOBUTH BCIO MOJII0 3JI0YMHY, OCI0 BHUKOHABIS 1 KPyT
Mi03PIOBAHMX B OpraHizamii 3JI0YMHY, OpPraHi3yBaTh iX TMOIIYK 1 3aTpUMaHHS.
2. O6cranoBka Mmicis nojii He 30epernacs. [lana cutyariis GopMyeThCs TOAL, KOJIU
HACMIJIKU KUOepaTaku BUSIBISIOTHCS Yy BUIJISAL MOJHOTHOTO PYHHYBAaHHS OObEKTa
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Tepopu3sMy —  3HHIIEHHS 1H(popmMauiiHoi cuctemu. CKIagHO 3HAWUTH MicCIe
NPOHUKHEHHS B CHCTEMY, 3a JIOMOMOTOI0 JIUIIE MiXKHAPOJTHOTO CITIBPOOITHHUIITBA
BCTAHOBIIIOETHCA 0c00a 37ounHIIsH/Tpyna oci6. Ocoli, 1o NpoBaaUuTh PO3CIiAyBaHHS,
HEOOX1THO OTJITHYTH MICIIS TTO/I11, BCTAHOBUTH 1 IOMUTATH MOTEPIIIUX 1 CBUACTEIICH -
OYCBHU/IIIIB, MIPU3HAUYUTH TEXHIYHI, TEXHOJOTYECKHE 1 KPUMIHAIICTUYHI Ta THUIIOBI
s KibepanmounHiB ekcriepTu3d. OMHOYACHO 13 IIUM TIPOBOJUTHCS KOMILIEKC
HerJacHUX (Ciaunx) po3myKoBuX i (1uB. TeMy 5). BaXJIMBUM € Tako)X aKIEHT Ha
OLIIHKH MaciITabiB pe3yabTaTy KuOepaTaky, yCyHEeHHI [IMX HACIIIKIB, HAJAr O KEeHHS
MDKBIZIOMYMX 3B’S3KIB 3 METOI0 3a0€3MeUYeHHs] pPO3CIIAyBaHHS B KOHTEKCTI
TpaHCHAIlIOHAJIbHAT ~ CKJIQIOBOT  KiOepTepopw3Ma, OpraHisaiis B3aeMomili 3
MDKHAPOIHUMH Ta HAIlIOHATHFHUMU TOJIIEHCHKUMHU YCTAHOBAMH.

KoHTpoJibHI 3aIMTAaHHA U1 IepeBIPKU JOCATHEHHS Pe3yJIbTaTiB
HABYAHHS

1. B oMy mossirae CyTHICTh Ta KpUMIHATICTHYHA Kiacuikallisa KiOep3JI0urHiB,
BUMHIOBAHUX 3 aHTHUIEPKABHO-TIOJITUYHUX MOTHUBIB ?

2. SIKi ICHYIOTh OCHOBHI CHOCOOM BYMHEHHs 3JI0YHMHIB, IO IIOB’S3aHi 3
aHTHUJICP)KaBHUILIBKUMU J1IMHU Y KibeprpocTopi?

3. YuMm xapakTepu3yeTbCsl MPEAMET IMOCATAaHHS MPU BUYMHEHHI 3JI0YMHIB, IO
MOB’sI3aH1 3 AaHTUEPKABHUIIbKUMHU JT1SIMH Y K10epIpocTopi?

4. SIxi iICHYIOTh TUNM 3JI0YUHIIB, 110 BYMHSAIOTH 3JIOYMHHU, 110 TOB’SI3aHl 3

y ) )

aHTUJICPKABHUIIBKUMHU JiIMHU y KibeprpocTopi?

5. OxapaktepuzyiiTe nporpamy po3CIiayBaHHS 3JIOYMHIB, 110 TOB’si3aHI 3
aHTUACPKABHUIILKUMHU J1SIMU Y K1I0€pHPOCTOPi.

6. SIki ocoOaMBOCTI PO3CIiAyBaHHS HIIMAEHTIB KidepTepopuszma?
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Jlexyis Ne 9
(Oenna ¢hopma HasuauHs)

Tema 8. Po3ciinyBanHsi Ki0ep3/104UHiB, BUMHEHUX 3 COLiATbHO-
€KOHOMIYHMX MOTHBIB, 1110 OB’ A3aHi 3 COiaJIbHOI ¢(epor0 BiIHOCUH
cy0’ekTiB y Ki0epnpocTopi

MeTa BUBYCHHSA

HanaTtu ysBienss Ta copMyBaTH CUCTEMY 3HAHB 010 METOUKH PO3CIiTyBaHHS
3JI0YMHIB, BUMHEHHX 3 COI1aIbHO-eKOHOMIYHINX MOTHBIB, 11O ITOB’ A3aHI 3
COLIIAJIBHOIO c(peporo BiAHOCUH cyO’€KTIB y K10eprnpocTopi

Pe3yabTaTH HaBYaHHSA

[Ticns nexuii 3100yBay BUIIOI OCBITH Oy/1e (CIIPOMOKHHUI):

1) BU3HAYATH HAJCKHI Ta NMPUHHATHI JUIS IOPUIUYHOTO aHAi3y (aKTH 00
chepu 60poTHOU 3 KiOEp3I0UNHAMH;

2) 3acTocyBaTu CydacHi 1H(popMaIiiHi TeXHOJOT1i Ta iH(opmalliiiHi pecypcu 3a
JUIS  PO3B’SI3aHHS  MPAKTUYHMX 3a7ad II0J0 OpraHizamii Ta TUIaHyBaHHS
pPO3CHIYBaHHS 3JIOYMHIB, IO BYMHSIOTBCA 3 COLIAIBHOIO C(}Eeporo BIIHOCHH
cy0’€eKTIB y KibepnpocTopi;

3) BUKOpPUCTOBYBaTM B IPaBO3aCTOCOBHIN AiSUIBHOCTI HOPMAaTHBHO-IPABOBI
aKTH, 10 PETyJIO0Th BIJHOCHHH, III0 BUHUKAIOTH B MPOLIECI PO3CIIyABaHHS 3JI0YNHIB
y K10epnpocTopi;

4) BUKOPUCTOBYBATH B MpOdeCiifHii IOpUINYHINA MisUIBHOCTI OCHOBHI TEXHIKO-
KPUMIHAJIICTUYHI 3aC001B, IPUIOMIB 1 METOIIB PO3CIIITyBaHHS,

5) po3po0isATH 3 BUKOPUCTAHHAM KPUMIHAIICTUYHUX PEKOMEHIAIN TuIaH
MITOTOBKM 1 TPOBEACHHS CIiAY0i [ii, TAKTAYHOI oOrleparii, BUKOPHUCTaHHS
CHelliaIbHUX 3HaHb, MPOBOAMTH BIAMOBIIHY CIIA4Y [ii0, NPU3HAYaTH CYIOBY
EKCIIePTU3Y, OPraHi30BYBAaTH B3a€MOJIIO CIIAYOrO 3 TPAIiBHUKAMHU OIEPATUBHHUX
MIPO3AUIIB ¥ IHIIUMH CyO’€KTaMU TiJ] Yac PO3CIiAyBaHHs 3JI0YMHIB, BUNHCHHUX 3
COI[1aJIbHO-€KOHOMIYHUX MOTHBIB, 1110 MOB’S3aH1 3 COLIANBHOIO CPEpOr0 BIAHOCUH
cy0’€eKTIB y KibeprnpocTopi.

ILaan

1. CytHICT, Ta KpUMIHATICTAUYHA Kiacudikalls 3J0YMHIB, BUYMHEHUX 3
COITIaJIbHO-€KOHOMIYHMX MOTHBIB, 11O MOB’sI3aH1 3 COIIAIBHOIO CPEepor0 BIAHOCUH
Cy0’€KTIB y KiOepIpoCTOpi.

2. Oco6MMBOCTI PO3CIIiIyBaHHS 1HTEIEKTYaJIbHOIO MIPATCTBA: KPUMIHAIICTUYHA
XapaKTepUCTUKA, TUIIOBI CIA4l CHUTyallli MOYATKOBOIO €Tamy 1 Mmporpamu (airo-
PUTMH) PO3CIIITyBaHHS; OCOOJMBOCTI TAKTUKHA OKPEMHX CII1TUUX Jiil.
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3. Oco0nmMBOCTI PO3CHiAyBaHHS 3JIOYMHIB, TIOB’SI3aHUX 3 BBE3CHHSM,
BUTOTOBJICHHSM, 30yTOM 1 PO3IOBCIO/UKEHHSAM TMOpHOTpaiuHUX TPEAMETIB Y
KiOeprnpocTopi: KpUMIHAIICTUYHA XapaKTePHUCTHKA, IMMOYATKOBUU €Tamy 1 mporpamu
(asIropuT™MH) PO3CIiAYBaHHS; OCOOIMBOCTI TAKTUKH OKPEMHUX CIIITUUX JiH.

OCHOBHHH 3MiCT

1. Cymmuicmy ma Kpuminanicmuuna kKnacugixkayia 3104uHi6, 6UUHEHUX 3
COUIAIbHO-CKOHOMIYHUX MOMUGI8, W0 NO06’A3AHI 3 COUIATbHOW Ccpeporo
8iOHOCUH CcyD’cKkmig y Kibepnpocmopi.

CorianbHICTh MPOSIBISIETECA B yCiX cepax JIIOACHKOTO KUTTS Ta JISUTBHOCTI
JIOIUHU, B 1i TBOPUOCTI, 3HAXOJIUTh CBOE€ BHUPAXKECHHS Yy B3a€MOJIi JIOJUHU 3
MPUPOAOI0, TMPEIMETHUM CBITOM KyJIbTypH Ta IHIMUMHU JoAbMU. JlrogumHa €
JaCTHHOIO COLIyMYy, IO € cHenu@iyHuM CcrmocoOOM JKUTTS OCOOJMBHX 1CTOT
(mromeit), TOJOBHMMM O3HAaKaMHM SIKUX € [iSUIBHICTH, CIIJIKYBaHHS, CBIIOMICTb.
«CorrianbpHOI0» cheporo B KIOEMpPOCTOpi €Il BBaXKaTH BIJHOCHO CTIHKY CHCTEMY
COLIIAJIBHUX  3B'SI3KIB MDK KOPUCTYBa4aMH €JIEKTPOHHUX MEpPEkK 5K CyO €KTIB
KIOEpHETUYHOTO COLIlyMy 3 TPUBOJY peaji3aiii CBOiX COIlaIbHUX MOTPeEO:
opraHizamiss a03BULIA (Irp¥, QUIBMH), BJIACHO COINAIbHOI (CIUIKYBaHHS 3
OJTHOAYMIISIMH),  OCBITHIX, IHTEJEKTyaJIbHUX, JYXOBHUX TMOTpeO,  TOIIO).
Kibep3nounnu, BUMHEH1 Y cepi collanbHUX BIJHOCHH CyO’€KTIB KiOEpIpoCTopy —
1€ 3JI0OYMHHI [ISAHHS, CHOPSIMOBaHI Ha TOPYIICHHS NPUHHATOI Cy0’ €KTamu
KIOEpHETUYHOTO COLIyMY CHUCTEMHU COLIAIBHUX 3B'SI3KIB, (3yMOBJIEHI OCOOJIMBOIO
00CTaHOBKOIO  iX BUYMHEHHA — KIOEpmpoCcTOpoM, 30KpeMa HOoro JBoMa
BU3HAYAJIbHUMHM YMHHUKAMH : [IEBHOIO C(hEepOr0 CYCHIJIBHOIO XUTTS B KiOepmpocTopi
(couianbHuii) - y cdepi aepKaBHO-MOJITUYHUX BIAHOCHH CYyO’€KTIB KiOEpIpOCTOPY;
oOpaHuM 3JIOYMHIIEM crenudiuHuM Ha0OpoOM omeparlii, ski 3a0e3neuyroTh
ICHYBaHHS Ki0eprpocTopy (TEXHIYHUN).

3JI0YMHHA, BYMHEHI 3 COIL[1aJIbHO-€KOHOMIYHHMX MOTHBIB, IO IOB’SI3aHl 3
COIlaJIbHOIO C(epor0 BIJHOCHH CYO’€KTIB y KIOEpHmpoCTopi, MOIUIAIOTHCS Ha
miarpynu: 1) 3704YdHH, MMOB’s3aHi 13 HACHIBHHUIBKO-CTOICTHYHUMH ISMU:
noBeneHHs: 10 camoryocTta (ct. 120); morpo3a BOuBcTBOM (cT. 129); BepOyBaHHs
JIOIWHYU, BYMHEHE 3 METOI0 ii ekcruryaTarii (ct. 149); po30enieHHss HEMOBHOIITHIX
(cT. 156); 3aBigomMo HempapAMBE MOBIIOMIIEHHS IpO 3arpo3y 0Oe3mneli rpoMajia,
3HUIIEHHS YW TIOIIKOJJKEHHS 00 ’ekTiB  BjacHocTi  (cT. 259); BBe3eHHS,
BUTOTOBJICHHS, 30yT 1 PO3MOBCIOJUKEHHs TMopHOorpadiuynux mpeamertiB (cr. 301);
2) IHTEJIeKTyaJIbHEe MipaTCTBO Ta 3JIOYMHU, MOB’sA3aHI 13 KOMYHIKAIlIHHUMU TiSMH:
MOPYIIEHHS aBTOPCHKOTO TpaBa 1 CyMiKHHX TpaB (cT. 176); mopyIieHHs TaEMHUII
JUCTYBaHHA, TeJleQOHHUX PO3MOB, TejerpadHoi 4M IHIIOI KOPECHOHAEHIII, 110
nepenarThes 3acobamu 3B’ a3Ky abo uepes komm 'totep (cT. 163).

2. Ocoonueocmi  po3cnidyeannsa  iHMENEKMYyanbHO20  NIpaAMcmea:
Kpuminaiicmuuna Xapakmepucmuka, MmMunoei caioui cumyayii no4amkoeo2o
emany i npozpamu (anrzopummu) po3caioyeanHns; 0co0aU60Cmi mMAKMUKU OKpemMux
caiouux Oiil.
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Ilpeomem nocacaunsa. llepBuHHMI mpenMeT — iHGOPMALIMHUNA TPOAYKT SK
pe3yJbTaT 4y>K0i 1HTEJIEKTYyallbHOI Ipalll B KpUMIHAJIBHO-TIPABOBIN cdepi, M0 Mae
dbopmy 0O0’€KTIB aBTOpPChbKOro TMpaBa abo cymixHux mpaB. Cepen o00’€kTiB
aBTOPCHKOTO MpaBa Ta CYMDKHUX IpaB NpeIMEeTaMH HE3aKOHHOTO BIITBOPEHHS,
PO3IMOBCIOJKEHHSI Ta THpPaXyBaHHSA (100 OO0’€KTIB CYMDKHUX TpaB) Y
KibeprnpocTopl HaWYacTilie BHUCTYIAIOTh: ayJal0Bi3yalbHI TBOPH (TpaJMIIiiiHO
bipMu, 10 BUHNUIM Yy npokatHuil mokas) (50 %), 06a3u qaHux (KOMMOUISIIT JaHUX)
(10 %), xomm’rorepui mporpamu (10 %) QoHorpamm Ta nepemadi oprasizaiii
MoBJieHHs (30 %). IlepBUHHUM TPEAMETOM TaKOK MOXKE BUCTYMAaTH «BeO-calTy y
3HaueHHI  1H(MopMariiHoro pecypcy (CyKymHICTh iH(GOpPMAIIHHUX MPOMYKTIB).
MinimaneHuii Hablp €lTeMeHTIB BeO-calTy mependavae HAsSBHICTH ITSATH 1X BUIIB:
1) mu3aiiH; 2) CTPYKTypHE pileHHs; 3) mporpaMHe 3a0e3nedcHHsS; 4) KOHTCHT
(3MICTOBHE HallOBHEHHS — Oy/1b-SIK1 TBOPH (4acTO ay/110BI13yalibHI TBOPH, Oa3u JaHUX,
dboHorpamu, mporpamm)); 5) HOMiHHE IM’s Ak ineHTUdikaTop [HTEpHET-pecypcy,
3apeeCcTPOBAHUI a[MIHICTPATOPOM Mepeski'. 3aBONOMIHHS K IOMEHHHM iMEHeM
MPU3BOJUTH 0 OTPUMAHHS 3JI0YMHIIEM ITOBHOBAXXEHD aIMIHICTpaTOpa BeO-CalTy, 110
7A€ MOXUIMBICTh BUKOPUCTOBYBATH OCTAHHIN K 3HApSAsS 3aUisl  JOCSITHEHHS
KIHIIEBOI METH 3JIOYMHHOI JMISUTBHOCTI (HE € MpEeIMETOM IOCSATaHHS MpH BYWHEHHI
IHTEJIEKTyaJIbHOTO TiparcTBa). Cnocobu eyunenHs 3104uHy: 1) BIATBOpEeHHS TBOPY (Y
BUTOTOBJICHHI OJHOTO a0o0 OlbIlle MPUMIPHUKIB TBOPY, Bijeorpamu, OHOrpaMH B
OyIp-sKiil MaTepiaibHiil (Gopmi, a TaKOXK B €IEKTPOHHIN (Y ToMy uuca HUpoBiii),
ONTUYHIA abo 1HIIK (QopMi, Ky MOXKE 3YMTYBATH KOMII IOTEp); BIATBOPEHHS Ta
PO3MOBCIOJKEHHST  KOMITIOTEpHUX TporpaM (y HE3aKOHHOMY BHTOTOBJICHHI
NPUMIPHUKIB KOMII'FOTEPHOI MpOorpamMu MUISXOM 0araTopa3oBOro KOIIIOBaHHS
(TupaxkxyBaHHsI) 1HOA1 31: a) 3HUILEHHSIM a00 OJIOKyBaHHSAM 3ac00iB 3aXHCTy BiJ
HECAHKI[IOHOBAHOTO KOIiIOBaHHS; 0) 4aCTKOBMM a00 MOBHUM KOTMIIOBAHHSIM O3HAK
JIEH31MHOr0 MPUMIPHUKA KOMIT IOTEPHOI MpOrpaMu; HE3aKOHHOMY BCTaHOBJICHHI
(1HCTaNAIMIT) MPUMIPHUKA; TTOHAJIIMITHOMY BUKOPUCTAHHI KOMIT FOTEPHOI MpOTrpaMu
TOIO); 3) BUKOPUCTAHHS MPOTPAMHOTO 3a0e3MeyueHHs i1 MOOUTbHUX TenedoHiB; 4)
TpaHCISAIIs 1 peTpaHcisisa. [[omupeHo € TeXHOJIOTisI HEe3aKOHHOTo 30aravyeHHs,
3aCHOBAHI Ha MONEPEIHLOMY HECAaHKI[IOHOBAHOMY BTPYYaHHI B poOOTY KOMII I0TEpA,
KOMIT FOTEPHOT CUCTEMHU, MEpEeXi 3 METOI0 HeWTpami3allii 3aco0iB 1HTEICKTyaIbHOTO
3axucty. Ocoba 3noyunys: 1) 31M0YMHEIs — 3BUYAWHUN KOPUCTYBad (0€3 KOHKYPEeHIIii
MOTHBIB, KOHKYPEHIIiSl HasBHA JIMIIE 32 YMOBH JISJILHOCTI HOTO B CKJIa/1l MEpPEXKEBOT
3JIOYMHHOI TPYMH); 2) 3JI0YMHENb — YIIEBHEHUI KOPUCTYBay 3a3BUYall MOB’sI3aHUN 3
OpraHizalli€ro, 1o 3A1HCHIOE TPAHCIISIII0 a00 PEeTPaHCIALIEI0 HA YMOBaX JI0TOBOPY,
gyepes 11e Mae J0CTyn 110 iHdopmallii, He0OX1THOI JJisi BUMHEHHS 3JI0YMHY (171e€ThCs
PO MapoJi, aapecH, KOAu J0CTYITY).

TunoBo (90 %) KpuMiHaJIbHE NPOBAKEHHS PO3MOYUHAIOTH B PE3YNbTATI
OTPUMaHHS  3afgBH  MOTEPILUIOTO/MOBIIOMJICHHS 0COOM MpO  KpUMIHAJIbHE
MPaBOTIOPYIICHHS. Marepiaiu BUSBJICHHS HaW4acTIle CKJIAAlOThCS 3 TaKUX
JTOKYMEHTIB (KO iX HE BHCTA4Ya€ TO IiX 30WpaHHS 3aBIaHHS MMOYATKOBOTO €TaITy
PO3CIiTyBaHHS ): MPOTOKOJIY OTJISAY MICIIs IO (CalTy); YXBallK CIIAYOTO CYII TSt

" Maiinanuk H. Web-caiit B mepesxi [nTeper sk ocoGmuBmii 06°eKT aBTOpchKoro npasa. FOpuduuna Vipaina.
2008. Ne 12. C. 74.
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npoBefeHHs OOLIyKy (Ha TMPOBEACHHSA OISy y NpUMILIEHH] (KUTH); i
3a0e3MeUYCHHS JOCTYITYy JI0 PeYei Ta JOKYMEHTIB; JOKYMCHTIB: Ha IIPaBO 3IIHCHCHHS
MMPUEMHMITLKOT TISUTBHOCTI; Ha MPUMIIIICHHS;, Ha TTPaBO BOJIOAIHHS KOMIT IOTEPHOIO
TEXHIKOIO, BUPOOHUYUM YCTaTKyBaHHSM, TPAHCTIOPTHUMU 3aco0amu;
Oyxranatepchkoi, (IHAaHCOBOI 1 TOJATKOBOI JIOKYMEHTAIlli; IIOSCHEHb, JOIHUTIB
OUCBHU/IIIB, 3asBHUKIB, pAaIlopTiB ONEpPaTUBHUX TMpAIIBHUKIB, 3alUTy [0
HpaBOBJIaCHI/IKa (foro mpeIcTaBHUKA) Ha BU3HAYCHHS PO3MIPY 1 XapaKTepy IIKOJIH 3
PO3’SICHEHHSIM METOJMKH 11 po3paxyHKy 1 HaTaHHS TOKYMEHTIB, SIK1 anBepz{my}oTb
aBTopcmq mpaBa Ha BIANOBIAHY KOMITIOTEPHY TIporpamy (IOKYMEHTH, SKi
MiATBEPIKYIOTh  TTOBHOBKCHHS HpeI[CTaBHI/IKa) 3asBU HpaBOBJIaCHI/IKa (¥oro
MpEACTaBHUKA) TIPO XapakTep 1 po3Mip MIKOAWM 3 PO3’SICHEHHSIM METOIUKA
pO3paxyHKy, a TaKOXX TIATBEP/PKCHHSIM aBTOPCHKMX TMpaB Ha BIAMOBIIHY
KOMIT'IOTEpHY TIporpamy; JTOKYMEHTIB, IO MiATBEP/KYIOTh ITOBHOBAKCHHS
Mpe/CTaBHUKA ITPABOBJIACHUKA.

2. Ocoonusocmi po3ciioy6aHHs 3/104UHIB, HNOG’A3AHUX 3 66E3CHHAM,
6U2OMOGNEHHAM, 30YMOM | PO3NOECIO0NCEHHAM NOPHOZpAPIiuHUX npeomemie y
Kibepnpocmopi: KpumiHauiCmuyHa XapaKkmepucmuka, noYamkoeuiu eman i
npozpamu (anzopummu) po3ciioy8aHHsA; 0COOIUBOCHI MAKMUKU OKPEMUX CIIOYUX
oiil.

[IpeameT 3JI04MHY : «IIPOAYKLIS MOPHOIPAPIYHOrO XapakTepy» — 1e Oyab-aKi
MatepianbHl 00’ €KTH, IPEIMETH, APYKOBaHA, ayai0-, BIACONPOAYKI[is, B TOMY YHUCII
pekjiaMa, TMOBIIOMJIEHHS Ta MaTepiajid, MPOAYKIs 3aco0iB MacoBoi 1H(opmailii,
€JICKTPOHHUX 3ac001B MacoBOi iH(pOpMallii, 3MICTOM SIKUX € JeTajJbHE 300pa)KeHHS
aHATOMIYHMX 4YM (DI310JIOTIYHUX JAeTalled CeKCyalbHUX [Id 4YM S[Kl MICTATh
iH(popMmaitito nopHorpadiunoro xapakrepy. Crociod BUMHEHHS 3JIOYMHY
BUTOTOBJICHHS (BIITBOPEHHS, PO3MHOXKCHHS); TIEPEBE3CHHS Ta 1HIIIE TIEPEMIIIICHHS —
3MiHAa MICIS 3HAaXOPKCHHS, JOCTABJISHHS 3 OJIHOTO MICId B IHIIE Oyab-SKUM
criocobom; 30yT — oruiaTHa OyJb-sfKa Iepefavya MOpHOrpaIuHUX MPEAMETIB 1HIMIMI
0c001; PpO3MOBCIO/DKEHHS - Oe3oIutaTHa Oynb-ka mepenada mopHorpadidyHuX
IpeaIMeTiB 1HIIIA 0c0o01; MPUMYLIYBaHHS 1O y4acTl B iX CTBOPEHHI — 1€ BIUIMB Ha
IHIIMX 0C10 HUISIXOM 3aCTOCYBaHHS (P13MYHOTO a00 MCUXIYHOTO HACHIIBCTBA 3 METOIO
NOOUTHUCS 1100 BOHM BHUCTYNWJIM aBTOpaMH a00 1HIIMM YHMHOM B3SUIM Y4acTb Y
CTBOpPEHHI nmopHorpapiyHux npeameTiB. OO0B’I3KOBUM /Ji1 BCTAHOBJICHHS € METa —
30yT YW pO3MOBCIOKEHHS MopHorpadiunaux mnpenmMeriB. KpamidikoBanuit Bua
3JI0YMHY MOKE OyTH MPU HAABHOCTI: MpEAMEeTa 3J0YMHY Yy BUIUISAAI KIHO- Ta
BIJICONPOYKIIli, KOMII FOTEPHUX MporpaM nopHorpadiuHoro xapakrepy (4. 2 cr. 301
KK  Vkpainu); 30yTy HENOBHOJITHIM 4YM PO3MOBCIODKEHHS  Cepell  HUX
nopHorpadiuaux mnpeametis (4. 2 cr. 301 KK Vkpainu); npumyinyBaHHS
HEMOBHOJITHIX [0 YYacTi y CTBOpPEHHI TBOpiB, 300paxkeHb a00 KIiHO- Ta
BIJICONPOIYKIIii, KOMIT IOTEPHUX MpOorpaM nmopHorpadiuHoro xapakrepy (4. 3 cr. 301
KK Ykpainn). 37041H TUIIOBO BUMHSAETHCS Y CKJIa/11 OPraHi30BaHOI IPyIIN.

[louaTkoBUMHU CHIAYMMHU JiSIMH y CHpaBax MpO MOIMIMPEHHS MOPHOTpaPIuHUX
IpeIMETiB MalOTh OyTH Ti, IO JOMOMOXYTh BUPIIIUTH OJHOYACHO 3aBJAHHS IIOJ0
nepcoHanmizaimii ocobu opranizatopa. llpu nokazyBaHHI (DYHKIIOHAJIBHUX pOJEH
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YYaCHUKIB 3JIOYMHHOI Tpynu HEoOXiAHO OpaTu 10 yBaru 3arajbHi yYMOBH, IO
BIUIMBAIOTh Ha HWoro edekTuBHICTh. [lo-mepimie, Te, 10 B 3J0YMHHIN TpyIml i€
YCTaHOBKa HE JaBaTW MPAaBIMWBHUX CBIJYEHb, TOMY YacTO YJICHH 3JIOYMHHOI TPYMH
JAI0Th TOSICHEHHS 3a JACSKUMH €Mi30J]aMy 3JI0YMHHOI JISUTBHOCTI M TIJIBKU 32 TUMHU
dakramu, mo gosexaeHi. [lo-apyre, Ha JOCYAO0BOMY CIIJCTBI YJICHHU 3JI0YUHHOI IPYIIU
nepeOyBaroTh y MCUXOJOTIUHIM HEBU3HAYEHOCTI OJMH CTOCOBHO OJIHOTO, OTXKeE, i CyTi
cBilueHb. OJIHOYACHO UM TOCIIOBHO 3 JIOMUTOM BHUKOHABIIIB MalOTh OyTH JIOMUTAaHI
ocobu, 1o mepedyBaau B OMO3UINI 10 KEpIBHUITBA TIpynu (opraizamii) um ii
HedopManpHuX JifepiB. [Ipm 1pOMy OCHOBHa yBara NPUAUIAETHCS NPUIHHAM
KOH(IIKTIB, 0COOMCTICHUM XapaKTePUCTHKAM YJICHIB 304MHHOI rpynu. KoHTposs 3a
BUMHEHHSI 3JIOYMHY Ta TMPU3HAYCHHS MHUCTEITBO3HABYA EKCIIEPTH3a BHUPIUIYIOThH
OCHOBHI IMMUTAHHS 300py 10Ka30BOi 1HPOpMaLi y CpaBi.

Oprani3oBaHui XapakTep 3J0YMHHOI AISUTbHOCTI IPOBOKYE CTBOPEHHS MOTYKHUX
BO)XENIB MNPOTHUMIIl PO3CIIYBaHHIO, JAJs TMOJOJIAHHA SKUX B YMOBaxX HasBHOCTI
HeTepeBIpeHoi, MepBUHHOI, 1HGOpPMAIl MPO 3J0YUH CIIAYOMY BKpail MOTPIOHO
HAJIAaroJKyBaTH B3a€MOMII0 13 OINEpPaTUBHUMM MIAPO3J1IaMH, BHUKOPUCTOBYBATH
apceHalt 3aco01B ONEPaTUBHO-PO3ITYKOBOI JISUTbHOCTI

KoHTpoJIbHI 3aIUTAHHSA ISl IEPEeBiPKU JOCATHECHHS Pe3yJIbTATIB
HABYAHHS

1. B yoMy noJsirae CyTHICTh Ta KpUMIHATICTUYHA Kiacu(ikalis KiOep3I04uHHIB,
BUMHIOBAHUX Yy KiIOEpIpOCTOpi 3 COLIATIbHO-€KOHOMIYHUX MOTHUBIB ?

2. Slki iCHYIOTP OCHOBHI CIOCOOM BYMHEHHS 1HTEJNEKTYaJIbHOI'O MIpaTCTBA Yy
kibeprpocTopi?

3. UuM xapakTepu3yeThbes MPEAMET MOCSITaHHS MPU BUNHEHHI 1HTEIEKTYalbHOTO
miparcTBa’?

4. Sxi maTtepiaid MICTAThCA Ha MOYATKY KPUMIHAIBLHOTO MPOBAHKEHHS II0JI0
IHTEJIEKTyaJIbHOTO MipaTCcTBa?

5. OxapakrepusyiiTe Nporpamy pO3CIiyBaHHS 3JI0YMHIB, TOB’SI3aHUX 3
BBE3CHHSAM, BUTOTOBJEHHSM, 30yTOM 1 PO3MOBCIO/DKEHHSIM MOpHOTpadiyHuX
MPEAMETIB y KiOeprpocTopi.

6. SIxki 0cOONMBOCTI pPO3CHIAYBaHHS 3JI0YMHIB, IOB’S3aHUX 31 30yTOM 1
PO3MOBCIOKEHHSIM MOPHOTPAPIUHUX MPEAMETIB y KibepmpocTopi?
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IIJIAHU ITPAKTUYHUX 3AHATDH

3anammsa Ne 1
(Oenna ¢hopma HasuauHs)

Tema 1. MeToagu4YHi OCHOBH PO3CJIiyBaHHS Ki0ep3/10UMHIB
Merta BUBYEHHS

CdopmyBaTy Ta 3aKpIUTH CUCTEMY 3HAHb PO CY4aCHI METOI0JIOTIYHI OCHOBH
pO3ciiilyBaHHs KIO€p3JI0YMHIB, BU3HAYUTH OCHOBHI MPOOJIEMH IIPaBO3aCTOCOBHOL
MPAKTUKH B 111 cdepi, a TAKOK NUISIXHU X MOJ0JIaHHS.

Pe3yabTaTH HaBYaHHSA

[Ticist mpakTHYHOTO 3aHATTS 3700yBay BUIIOI OCBITH Oy/1e (CIIPOMOXKHHI):

1) 3acTocyBaTu cydacHi iH(pOpMaIliliHi TeXHOJOTIT Ta iH(pOopMaIliiiHI pecypcu 3
JUIS  PO3B’SI3aHHS TNPAKTMYHUX 3aJad 3 aHali3y 3J0YMHHOX JISJIBHOCTI Y
KibeprpocTopi;

2) OpieHTYBaTUCS B TEPMIHOJIOTIYHOMY KOHTCHTI B cdepi TpOTHIIl
K10€p3JI0UMHHOCTI Ta 3JI0YHMHIB, BAMHEHUX Y KIOEPHPOCTOPI;

3) BUKOPHCTOBYBaTH B IPaBO3aCTOCOBHIN MisIIFHOCTI HOPMAaTHUBHO-TIPABOBI
aKTH, [0 PETyIIOITh BIAHOCHHHU, 10 BHHHUKAIOTh IIi4ac BUSABICHHS Ta
po3ciiayBaHHs (paKkTiB BAMHEHHS 3JI0YMHIB Y KIO€pIpOCTOPi.

Jlireparypa

HOPMATHBHO-TIPABOBI AKTH:
1. Konenuii OOH npoTu TpaHCHAI[IOHAJIIbHOI OpPraHi30BaHOi 3JI0YMHHOCTI :
MikHap. gok. Bix 15 mmcron. 2000 p. URL: http://zakon3.rada.gov.ua/
laws/show/995 789.

2. KoHBeHIisi mpo 3axucT 0cCi0 y 3B’SI3Ky 3 aBTOMAaTH30BAaHOI OOPOOKOIO

NMEepPCOHANBHUX  JaHWUX . MbKHap. Jok. Big 28 ciu. 1981 p. URL:
http://zakon5.rada.gov.ua/laws/show/994 326.
3. KouseHris po KiOEp3ITOUMHHICTD ' MIDXKHAp. TIOK. BiJ

23 mucrom. 2001 p. URL.: http://zakon3.rada.gov.ua/laws/show/994 575?nreg=994 5
75&find=1&text=%F7%E0%F1&Xx=0&y=4#w11

4. Tlpo cxBanmennss Crpaterii po3BUTKY 1H(QOPMAIIMHOTO CYCHUIHCTBA B
VYkpaini : posnopsxenss KaGinery MinictpiB Ykpainu Big 15 tpas. 2013 p. Ne 386-
p. URL.: https://zakon.rada.gov.ua/laws/show/386-2013-%D1%80.

5. Ilpo TenexomyHikarii : 3akoH Ykpainu Bij 18 nucrom. 2003 p. Ne 1280-1V-BP.
URL.: https://zakon.rada.gov.ua/laws/show/1280-15.

60


http://zakon.rada.gov.ua/go/995_789
http://zakon5.rada.gov.ua/laws/show/994_326
http://zakon3.rada.gov.ua/laws/show/994_575?nreg=994_575&find=1&text=%F7%E0%F1&x=0&y=4#w11
http://zakon3.rada.gov.ua/laws/show/994_575?nreg=994_575&find=1&text=%F7%E0%F1&x=0&y=4#w11
https://zakon.rada.gov.ua/laws/show/386-2013-%D1%80
https://zakon.rada.gov.ua/laws/show/1280-15

creniajabHa JiTeparypa:

6. Aiiko [[., Ceiirep K., ®oncropx Y. KommbloTepHble MNpPeCTyIUICHHUS.
PykoBoaCTBO 10 0OphOE € KOMITBIOTEPHBIMU HPECTYIUICHUAMHU / mep. ¢ aHrL. M. .
Mup, 1999. 351 c.

7. bantumes O. ®. KpuMiHajibHa BIANOBIIAIBHICTS 3@ 3JIOYMHHU MPOTH OCHOB
HaIlllOHAIBHOI Oe3neku Ykpainu (mpobsiemu kBamidikarii) : Mmonorpadis. Kuis : Hair.
akazn. Cb Ykpainu, 2001. 122 c.

8. bapuunpka A. A. KpumiHanicTH4YHI TEXHOJIOTII: CYTHICTh Ta MICIIe B CUCTEMI
KPUMIHATICTUYHOI HAYKH : IUC. ... KaHA. opui. Hayk : 12.00.09. Ogeca, 2011. 262 c.

9. Barypun lO. M. [IpoGremsl kommbioTepHOro mpasa. M. : FOpua. nut., 1991.
272 c.

10.baysp ®@. JI., I'oo3 I'. Uadopmatuka : B 2 4. M., 1990. Y. 1 : BBoaHEI# KypC.
336 c.

11.bunenuyk II. 1., EpxenoB C.E., Kodanos A. B. TpaHcHammoHaibHas
MPECTYIMHOCTh: COCTOsIHME | TpaHcopmamus : yded. mocobwe / mox pen.
I1. 1. bunenuyka. Kues : Atuka, 1999. 272 c.

12.binoycoB A.C. KpumiHaigicTUYHHM aHaimi3 00’€KTIB KOMIT IOTEPHUX
3JI0YMHIB : JIUC... KaH[. topua. Hayk : 12.00.09. 3anopixoks, 2008. 245 c.

13.bopucosa JI. B. TpaHcHaiioHaabHI KOMIT'IOT€PHI 3J0YMHU SIK 00’ €KT
KPUMIHAJIICTUYHOTO JOCTIPKEHHS : IUC. ... KaH. opu. Hayk : 12.00.09. Kuis, 2007.
217 c.

14. bpanucnaB TpeHTOBCKUA M BO3HUKHOBEHHMK KHOEPHETHKHU: W3 HACIEAMS
H. H. Mowuceesa. Oxonoeus u Kuzus. 2007. Ne 8 (69). C. 15-19.

15.byry3oB B. M., TI'aBnoscekuii B. JI., Tirynina K. B., Illenomenues B. II.
[IpaBoBI Ta oprasizamiiHi 3acaad OPOTUAlI 3704YMHAM Yy cdepl BUKOPUCTAHHS
IUTATDKHUX KapToOK : HayK.-mpakT. moci0. / 3a pen. 1. B. bonmapenko. Kwuis, 2009,
182 c.

16.BexoB B. b., Ilonosa B. B., Wmommuna J[. A. Takrmdyeckue 0COOCHHOCTH
paccieioBaHus MPeCTyIUICHUH B chepe KOMIBIOTEpHON UHPOPMAIIUH : HAyY.-TIPAKT.
nocobwue. 2-e u3., nom. u ucnp. M. : JlekcOct, 2004. 160 c.

17.B3aemofis Tpu PO3CHiAyBaHHI EKOHOMIYHMX 3JIOYMHIB : MOHOrpadis /
[kom. aBT.: A. ®@. BonoOyes, 1. M. Ocuka, P.JI. Crenantok Ta iH.]; 3a 3ar. pen.
A. @. Bonobyesa. Xapkis : Kypcop, 2009. 320 c.

18.T'ony6eB B. O., I'aBnoscekuit B. JI., [lumbaniok B. C. IIpo6iaemu 60poThdu
31 3J104MHaMU y cdepl BUKOPUCTAHHS KOMIT FOTEPHUX TEXHOJIOTIH : HaBY mociO. / 3a
pea. P. A. Kamoxunoro. 3anopixoxs : I'Y 3[IMY, 2002. 292 c.

19. lusak M. I1. CuctemHuuii anami3 : meto. moci6. TepHomninb, 2004. 136 c.

20.luaty B. A. Micue kiGepnpocTopy B CHUCTEMI OOCTAHOBKH 3JI0YMHY.
Hayxosuii eicnux Xepconcorxozo Oepowcasnozo yuieepcumemy. 2016, Bum. 2. T. 3.
C. 72-75

21.Kypasens B. A. KpuminanicTu4Hi METOAMKHU: Cy4yacHI HAyKOB1 KOHIIETIIIT !
mMoHorpadis. XapkiB : Anoctuisb, 2012. 304 c.

22. KoM 'toTepHa 3M09nHHICTS : HaB4Y. mociO. / [I1. /1. binenuyk, b. B. Pomanioxk,
B. C. [lumb6antok Ta in.]. KuiB : ATika, 2002. 240 c.

61



23.Kpuminanictuka: miapyunuk / [B. B. IlsackoBeekuii, FO. M. Yopnoyc, A. B.
Imenko Ta 1H.]. Kuis : LleaTp y46. mit., 2015. 544 c.

24 . Kpuminanictuka :  mapyuauk /  [IL J. binenuyk, B. K. JIucuuenko,
H. I. Kinumenko Ta 1H.] ; 3a pen. I1. 1. binenuyka.
2-re BU., BUNp. 1 1onoBH. KuiB : Atika, 2001. 544 c.

25.Kpuminanictuka : miapyuduk : y 2 1. / [B. FO. lllemTteko, B. A. Xypagsens,
B. O. KonoBanosa Ta iH.] ; 3a pea. B. FO. llleniteka. XapkiB : I[IpaBo, 2019. T. 1.
456 c.

26.Kpumunanuctuka : yueOnuk / [b.E. bormanoB wu gp.]; otB pen.
A. H. BacunbeB. M., 1971. 564 c.

27. KpuminanicTuuHe 3a0e3MedYeHHs] BUSABICHHS 1 PO3CIIAYBaHHS 3JI0OYMHIB
moHorpadisa / [JI. I. Apkyma, O. FO. Heryauxarka, O. O. [Tono6Huit Ta 1H.] ; 3a pen.
B. B. Timenka. Opeca : I'enpBeTnka, 2018. 412 c.

28.1lpotunis kiOep3mOUYMHHOCTI : OiOmiorpad. MOKKYUK JIT. / YKIALI.:
H. A. Kocenkosa, T. O. Ciponan. 2-¢ Bua., nonoBH. Kuis, 2014. 48 c.

29.Camoiinenko O.A. OCHOBH METOJUKHU PO3CIITyBaHHS 3JI0YMHIB, BUNHEHUXY
kibeprpoctopi: moHorpadis / O. A. Camoiinenko ; 3a 3ar. pea. A. @. BonoOGyesa.
Opneca: TEC, 2020. 372 c.

30.Camoiinenko O. A. CHiBBIIHOIICHHS TEPMIiHIB, IO 3aCTOCOBYIOTHCS IS
MO3HAYEHHS 3JIOYMHIB, BUMHEHUX 13 BUKOPUCTaHHSIM OOCTAHOBKH KIOEPHpPOCTOPY.
Hayxosuii sichux  Xepcoucvkoco oOepowcasrnozo yisepcumemy. Cepis «FOpuouuni
Haykuy. 2017. Ne5 C. 155-159.

31.Camoitnenko O. A. Kpuminanmictuuna kinacudikaiii 37I04MHIB, BUNHEHHUX 3
BUKOPHUCTAHHAM OOCTaHOBKHU KiOepmnpoctopy. Haykosuti icnHuk Yoiceopoocbkoz2o
Hayionanvroeo yrisepcumemy. Cepis «lIpasoy. 2018. Ne49. C. 162-166.

32.Camoitnenko O. A. KoHueniiiss KpUMIHATICTUYHOT METOAUKH PO3CITIIyBaHHS
3JI0YMHIB, BUYMHEHUX 3 BHUKOPHUCTAHHSIM OOCTAaHOBKU KiOepripoctopy. Ilpaso ma
oepoicasre ynpasninns. 2018. Ne 1. C. 208-213.

IIuTanus 3aHATTH

1. CyTHICTh IOHATTS «KIOEPIIPOCTIPY.

2. OcobmmBOCTI KIOEpMPOCTOPY, IO TMPUBEPTAIOTH yBary 3JIOYMHINIB O
BUKOPHUCTAHHS HOTO CepEeIOBHUIIA 3 METOIO JOCATHEHHS 3JI0YMHHOTO PE3yJIbTaTy.

3. Bu3HaueHHs] OCHOBHUX TEXHIYHUX TEPMIHIB, TIOB’sI3aHUX 13 KIOEPIPOCTOPOM:
TEJEKOMYHIKallliiHa Mepeka, KOMIT'I0OTepHa Mepexa, 1H(opMmaliiHi TEeXHOJIOrIi,
EJIEKTPUYHUI 3B 30K, MEpeXka 3B’ 13Ky, Mepeka [HTepHeT.

4. OuiHky 3arpo3 KiOep3JOUMHHOCTI HaIllOHAJBHINM Oe3meri JepxaB Ta
MIKHAPOJTHOMY TIOPSIIKY.

5. Knacudikamis kibepsnouuHiB B €Bponeicbkoi KOHBEHIT Mo 60poThOi 3
K10€p3I0YHHHICTIO.

6. Kpuminanictuyni knacudikaiii KiGep3104HHIB.

7. Knacudikaris kiGep3l04YMHIB 32 KPUMIHAJIHHO-TIPABOBHUM KpPHUTEPIEM, IO
BH3HAYa€ HOPMATUBHY CYTh KJacudikalii, nepeadaueHoi 3aKkoHOM Y KpaiHH.

8. CywacHuiél cTaH JaHMCepTalliiHUX po3poboKk B cdepi OopoTedu 3
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Ki0ep3J0YMHaMH.

9. Po3pobiieHi  OKpeMi  KPUMIHAIICTUYHI  METOAUKH  PO3CIiAyBaHHS
Ki0€p3JI0UHHIB.

10. TpaaumiitHa  CTPYKTypa  OKpPEMHUX  KPUMIHAJTICTHUYHUX  METOJHUK
pO3cCIIiTyBaHHS KiIO€p3JI0UHHIB.

3aBIaHHA VIS IOTOYHOI0 KOHTPOJIIO 3HAHb i BMiHb 3100yBa4iB BUIIIO1
OCBITH

1. 3aBaanus. Po3pobutu po3ropHyTHII KOHCIIEKT TSI BIATOBII HA MUTAHHS 32
BaplaHTaMH:

1.1. Ocob6nuBocTi KiOEpNpoCTOpYy, IO MPUBEPTAIOTh yBary 3JI0YUHIIB [0
BUKOPHCTaHHS MOTO CEPEIOBUIIA 3 METOIO TOCATHEHHS 3JI0YMHHOTO PE3YJIbTATY.

1.2. CyTHICTh TIOHATH “KOMIT FOTEPHUM 37I04UH”’, “KIOep3/I0UnH”’, “3JI0YHUHU Y
chepi IT- TexHonorii” Ta ‘“3moumHu y cdepl KoOMITI0TepHOI 1HopMaIii’.
TeopeTnyHi Ta HOPMATUBHI MO3UIIIT BKa3aHUX TEPMIHIB B YKpaiHi Ta 32 KOPJOHOM.

1.3. JlokTpyHa BU3HAYEHHS CYTHOCTI KiOep3/104nHIB (00paTu KpaiHy 3a CBOIM
BUOOPOM).

1.4. Pe3ynbTaTu AisIbHOCTI KiOEpnominii B YKpaiHi.

1.5. KiGep3arpo3u HaiioHaIbHINA Oe3melll.

1.6. Kibep3arpo3u Mi>kHapOIHIN Oe3meri.

1.7. CyyacHuili cTaH JucepTaliHUX po3pobok B cdepi OopoTHOU 3
K10ep3JI0UrnHAMH.

Mertonuuna Tmopajna:  mijayac opOpMIJICHHSI TTUCHMOBOTO  3aBJaHHS
BpPaxOBYBaTH, IO MUTAHHS € TUCKYCIMHUMH, TPOOJEM KPUMIHATICTUKUA CTYACHTH
MOXYTh JOTPUMYBATUCA Oyab-gKO1 TIO3MIi, aje 3000B’s3aHi 3HATH Ty, SKa
BI/IMOBIZIa€ 3MICTOB1 JUCHMILTIHU. [[71s po3yMiHHS Ta KpaImioro 3aram’sTOBYBaHHS
TOTO, 10 BUBYAETHCS, KOPUCHO MPOBOJAUTH MOPIBHIHHS 2-3 TOUYOK 30pYy, BUKIIAICHUX
y TMAPYYHUKAX, MOHOTpaIuHHUX TIparsix.

2. TectoBi 3aBaanHss. MeTOI0 TIPOBEICHHS TECTYBaHHS € BU3HAYCHHS PIBHS
3aCBOEHHSI BUKIAJIEHOTO Mareplajgy Ta TNepeBIpka BMIHHA IIOAO0 MPAKTUYHOIO
BUKOPUCTAaHHS OTPUMAHUX 3HaHb 3700yBaYyaMu BUIIOI OCBITH.

TecToBl nuTaHHs nependavyarTh OOpaHHS PECMOHACHTOM OJHIE€T MPaBUIbHOI
BIJIMOBI/II 13 3aIIPOTIOHOBAHUX BapiaHTIB..

Tecr 1. Kouenuiss Pagu €Bponu mnpo KiOEp3JIOUMHHICTH 10 HPUUHATTS
J101aTKOBOT'O MPOTOKOJY MOJIISE 37I0YMHU Ha!

a) 2 rpyny,

0) 7 rpym,

B) 10 rpym;

r) 4 rpyny,

1) 5 rpyi.
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Tecr 2. fdxi rpynu 3mounHiB He Bkiatodae KowBenmiss Pagm €Bporu mpo
K10€p3JI0UYUHHICTb.

a) 3JIOYMHH, TI0B’s13aHi 3 OPYIICHHSIM aBTOPCHKOT'O IpaBa 1 CyMIKHHUX IPaB;

0) 3710YKHH, ITOB’513aHi 3 KOHTCHTOM,;

B) 3JI0YMHH, [TOB’sI3aH1 3 BUKOPUCTAHHSIM KOMIT IOTEPHHX 3aC001B;

r) momupeHHs iHdopmalii pacuCTCHKOro Ta I1HIIOrO XapakTepy, Hiadyproe
JI0 HACWJIBHUIIBKUX JIil, HEHAaBUCTI YU JUCKpUMIHAII OKpemoi ocobu abo rpymnu
oci0;

1) 3JIOYMHHU MTPOTH CTATEBOI CBOOOIN 1 HEAOTOPKAHOCTI .

Tecr 3. SIki HOpMaTUBHI aKTH sIKi Oe€3MOCEpeHHO BH3HAYAIOTH HA IIEM yac
HaIPsIMU PETyJIIOBaHHA 1HPOPMaLIMHUX BITHOCUH B KiI0epnpocTopi YKpaiHu:

a) 3akoH Ykpainu «IIpo iHpopmariroy;

0) 3akon Ykpainu «IIpo 3axuct iHdopmaIllii B aBBTOMaTU30BaHUX CUCTEMAX;

B) 3axoH Ykpainu «IIpo enekTpoHHu# 1udpoBUil MAMUCY;

r) Kpuminansauit Konexc Ykpainu;

1) 3akoH Ykpainu «IIpo HamioHanpHy nporpamy iHbopmaTu3amii».

Tect 4. KiGepnpoctip sik 00CTaHOBKa BUMHEHHSI 3JIOYMHY XapaKTEPHU3Y€EThCS
HACTYITHUMU O3HAKaMHU:

a) BIJICYTHICTIO KOP/IOHIB,;

0) TMHAMIKOIO PO3BUTKY;

B) aHOHIMHICTIO;

I') BIpPTYaJIbHICTb;

1) KOMYHIKaTUBHICTb;

€) HEIOCKOHAJIICTh IPaBOBOI OXOPOHM BITHOCUH Y KiIOEpIPOCTOPI.

Tect 5. 3arpo3u iHGopMarriiHii O6e3memi B YKpaiHi He CTaAHOBJISTD:

a) BeJieHHs 1HGOpMaIliitHOT BITHU IPOTH Y KpaiHu;

0) BIZCYTHICTb LJIICHOT KOMYHIKaTUBHOI ITOJIITHKH JICP)KABH;

B) HEIOCTaTHIN piBEHb Me1a-KyJIbTYPH CyCHUIbCTBA,

I) YpasmuBICTh OO0’€KTIB  KPUTHYHOI  1HOPACTPYKTYpH, JCpIKABHHUX
1H(popMaIiiHUX pecypciB 10 Kibeparak;

J1) OHOBJICHICTh CHCTEMU OXOPOHU JICPXKABHOI TAEMHHUIN Ta I1HIIUX BHJIB
1H(popMaIlii 3 00MEXEHUM JTIOCTYIIOM
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3anamms Ne 2
(Oenna ¢hopma HasuauHs)

Tema 2. Opranizauiiini Ta npaBoBi 0CHOBH AiSlJILHOCTI 0Ci0 y Mepexi
InTepHer B YKpaiHi Ta 3a Il MexxaMu

MeTa BUBUYEHHSA

CdopmyBaTy Ta 3aKpIlUTH CUCTEMY 3HaHb I10JI0 OCOOJIUBOCTEH peaizalii Ta
3aCTOCYBaHHS HOPM MaTepiajIbHOTO 1 IIPOIIeCYaTbHOIO MpaBa CTOCOBHO BIIHOCHH Y
TPagUIIMHUX cepaxX CYCHUIBHOTO KUTTS Cy0’ €KTIB KiOepIpocTopy,

Pe3y.]'ll)TaTl/I HaBYaHHA

[Ticnst mpakTUYHOTO 3aHATTA 3/100yBay BUILO1 OCBITH Oyze (CIIPOMOKHUMN):

1) BHKOPHCTOBYBAaTHM B MPaBO3aCTOCOBHINM MisUTbHOCTI HOPMATHBHO-TIPABOBI
aKTH, M0 PETyIIOITh BIAHOCHHHU, 10 BHHHUKAIOTh IIiYac BUSBICHHS Ta
po3ciigyBaHHs (aKTiB BYNHEHHS 3JI0YMHIB Y KIOEpIpoCcTopi;

2) OI[IHIOBATH IMPABOBI SBUINA Y KiOSPIIPOCTOPI i 3aCTOCOBYBATH HAOYTI 3HAHHS
y nipodeciifHii isTTbHOCTI I0OPUCTA;

5) po3ymiTH MDKHApOAHI CTaHAAPTH TMpaB JIOAWHH SK KOPUCTyBada
Ki0epIpocTopy, NEPCHIEKTUBH PO3BUTKY KiOEPIPOCTOPY.
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34. Ilunian M. HarmionansHa 6e3neka: mpoOjeMH TPaBOBOTO 3a0e3meueHHs
JUSTTBHOCTI Cy0’€KTIB CEKTOPY O€3MeKH Ta MOXIJIMBI LHUISIXW BupimeHHs. Ocsima i
Hayka y cghepi HayioHanvHoi Oe3nexku: npobiemu ma npiopumemu po36UMK)
Matepian MixHap. Hayk.-ipakT. kKoH®. (Octpor, 1 rpyn. 2017 p.) / 3a 3ar. pen.
M. C. Pomanoga. Octpor : Harl. yH-T «OcTpo3bka akagemis», 2017. 180 c.

IuTtanus 3aHATTH

1. MixHapogHi oOpraHizaiii, IO 3[IWCHIOIOTh peryJoBaHHS [HTEpHET Ta
OCOOJIMBOCTI X JiSTBHOCTI:

2. Oco6nmBOCTI Oprasizailii HalllOHAILHOTO CETMEHTY KiOeprpocTopy.

3. KirouoBi Ccy0’e€KTM pUHKY Ta OpraHizamii TEJIEKOMYHIKALIMHUX TMOCIyT B
VYkpaini (cy0’€KTH B3a€EMO/II CIITYOTO MiT4ac pO3CIITyBaHHS KIOEP3JIOYUHIB).

4. OCHOBU TMPaBOBOTO PETYIJIIOBAHHA BIIHOCUH B KibeprnpocTtopi. OcoOIuBOCTI
MIPaBOBOTO PEryJIOBaHHS 1H(POpPMAlIMHUX BIJHOCHH B KiOEpmpocTopi, BIIHOCHH B
kibeprpocTopi y cdepi 3axucTy TMpaB Ta 3aKOHHUX IHTEpeCiB Ha 00’ €KTH
IHTEJIEKTyaJIbHOI BIIACHOCTI.

5. OcHOBU MPaBOBOTO PETYJIIOBAHHS BIIHOCHH y cepi eIEeKTPOHHOT KOMEPIIii.

6. KpuMiHanbHO-TIpaBOBa OXOpPOHA CYCHUIBHUX BIIHOCHH Yy KiOepmpocTopi B
VYkpainu. Konsenrtist Pagu €Bponu npo ki0ep310YUHHICTD.

7. XapakTepuCTHKa IHIIUX MIKHApPOJHUX IPABOBUX AaKTIB, SIKI € YaCTHUHOIO
HAI[IOHAJTFHOTO 3aKOHOJABCTBA YKpAiHW, IIO PETYIIOITh NpaBHia Ta MPUHIIMIIN
OXOpPOHU CyO’€KTIB BIJHOCHH Yy KIOEpIIPOCTOPI.

3aBaaHHA IS IOTOYHOI0 KOHTPOJIIO 3HAHB i BMiHb 3100yBa4iB BHIIOI
OCBiTH

1. 3aBaanns. Po3poOuTy po3ropHyTHil KOHCTIEKT JJIS BIATOBI/II HA MUTAHHS 32
BaplaHTaMU:

1.1. [Tpobnema BU3HAYECHHS IOPUCAMKIIIT Mepexki [HTepHeT.

1.2.HeypsimoBi oprani, mo 3IIACHIOIOTh PETYIIOBAHHS BIAHOCHH CYO’ €KTIB
Mepexi [HTepHer.

1.3. OcHoBHI ramy3i mpaBa JJjisl pEryJIOBaHHS BITHOCHMH Yy KiOepmpocTip B
VYkpaini: npobiiemMa Mi>Krainy3eBUX MUTAHb.

1.4. OcHOBHM NpPaBOBOrO pEryJlOBaHHS BIJIHOCUH Yy KiOeprmpocTopi B cdepi
HE3aKOHHOT'0 HapKOOOIry Ta TOPTIBJIl IHIIMMHM TOBapaMu, IO MalTh OCOOJHBUIA
nopsiAoK 00iry B YkpaiHi Ta CBITI.

1.5. IlepcniekTrBU po3BUTKY NpoekTy «Kpaina y cmapTdoHi»?

1.6. IlepcriekTHBY IPABOBOTO PETYJIIOBAHHS KPUIITOBAIIOTU B YKpaiHi?

1.7. IIpaBoBi OCHOBM OiSUTBHOCTI 0cCi0 y KiOepmpocTopi 3a Mexamu Y KpaiHu:
CIIIA, ApaGcbki kpainu (B aCIIEKTi MTOPIBHSHHSA).

Metoguuna mopanma:  migyac oopmIIeHHST TNHCHMOBOTO  3aBJaHHS
BpaxoByBaTH, IO NMUTAHHSI MOXXE€ MaTH AMCKYCIMHI aCHEeKTH, CTYIEHTH MOXKYTb
JNOTpUMYBaTUCA Oynb-AKOi MO3MUIlli, ane 3000B’s3aHl MOCHJIATUCS Ha JKEPelo
iH(popmarii. [ po3yMiHHA Ta Kpamioro 3amam’siTOBYBaHHS TOTO, IO BUBYAETHCH,
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KOPUCHO TIPOBOJUTH TOPIBHSIHHSA 2-3 TOYOK 30py, BUKIQJACHHUX Yy MiAPYYHUKAX,
MOHOTpa(IYHUX Mparix.

2. TecToBi 3aBaaHHA. MeTOI0 MPOBEJICHHS TECTYBAaHHS € BU3HAUCHHS DPIiBHS
3aCBOEHHSI BHUKIIAJIEHOTO Mareplajqy Ta TNepeBipka BMIHHA IIOAO0 MPAKTUYHOIO
BUKOPUCTAaHHS OTPUMaHUX 3HaHb 3100yBayaMy BUILIOT OCBITH

Tecr 1. SIxoro 3mounny He nependaueHo B KK Ykpainu?

a) IIaxpaiicTBO, BYMHEHE 3 BUKOPUCTaHHSIM €JIEKTPOHHO-OOYMCIIIOBATBHOL
TEXHIKH,

0) kibep3nounH;

B) MiApOoOKy JAOKYMEHTIB Ha MepeKkas, IUIATIKHUX KapTOK YW IHIIUX 3aco0iB
IOCTyIy 10 OaHKIBCBKMX paxyHKIB, a Tak camMo npuaOaHHs, 30epiraHss,
NEPEBE3CHHS, IEPECUIIAHHS 3 METOIO 30yTy MIAPOOIEHUX JOKYMEHTIB Ha MepeKas uu
IUVIATHKHUX KapTOK 200 iX BUKOPUCTaHHS 4YM 30YT;

I') HECaHKI[IOHOBaHI 30yT ab0 PO3MOBCIOKEHHS iH(OpMaIii 3 00MeKEHUM
JIOCTYTIOM, 5IKa 30€pira€ThCsi B €IEKTPOHHO-O00UHCITIOBAIbHUX MaIIMHAX;

J)TEPEIIKOKAHHS po0oTi €JIEKTPOHHO-00YUCITIOBAIEHUX MaIlIiH
(koMIT’F0TEpIB), ABTOMATHU30BAHUX CHUCTEM, KOMII'IOTEPHHUX MEPEX YU MEpEx
€JIEKTPO3B’SI3KY IIIXOM MacOBOT'O PO3MOBCIO/I)KEHHS TIOB1IOMJIEHD €J1EKTPO3B’S3KY.

Tecr 2. Ha ckinbku rpyn Kouseniiss Pagu €Bponu npo KiOep3l10YUHHICT
po3AUIsIE KIOep3I0UMHU?

a) He PO3ILIs€E B3arai Ha TPYIIH;

6) 5 rpym;

B) 7 Tpym;

r) 4 rpynuy;

1) 2 TPyIIN.

Tect 3. [llaxpaiicTBoO B KiGepmpocTopi, 3rigHo Konsenrrii me?

a) 1e T1o030aBJICHHSA 1HINOT 0COOM MOro BJIACHOCTI NUISXOM OYIb-SIKOTO
BBEJICHHSI, 3MIHU, BUJAJICHHS 200 OJIOKYBaHHS KOMIT IOTEPHUX JTaHUX a00 Oy/b-SIKOTO
BTpY4YaHHs y (YHKUIOHYBaHHS KOMII IOTEPHOI CHUCTEMH, 3 IIaxpailcbkum abo
0e34ecHMM HaMipoOM HEMPaBOMIPHOTO BUIyUYEHHS €KOHOMIYHOI BUTOHU ISl ceOe abo
TpETIX 0cCi0;

0) 1e KapaHe [isiHHS, TOB’S3aHE 3 3aBOJIOJIHHSAM YYXXMM MalHOM abo
npua0aHHs MpaBa Ha MAWHO NUISIXOM 0OMaHy 4M 3JI0BXKHUBaHHS JOBIPOIO;

B) HE KapaHe JIsIHHS, SKE OB’ A3aHe 3 3aBOJIOAIHHSAM YMMOroch MaHa IUIIXOM
npua0aHHs a00 37T0OBKUBAHHS JTOBIPOIO ;

r) KonBeniiist He nependavyae 4iTKOro BU3HAYEHHS;

1) 1€ JISSHHS HEBIJOMOI 0COOM, sKa 3a JIONOMOIor Mepexi [HTepHeT moke
YBIUTH Y 1HILY KOMII IOTEPHY CUCTEMY.

Tecr 4. SIxy na3By mictuTh camocTiitauit po3ait XVI KK Vkpainu:
a) 37J0YMHH y cdepl BHUKOPUCTAHHS EICKTPOHHO-OOYHCIIOBAIBLHUX MAIIWH,
CHUCTEM Ta KOMIT FOTEPHUX MEPEXK 1 MEPEK EIEKTPO3B 3Ky Ta IHTEPHETY;
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0) 310umHU y cdepl BUKOPHUCTAHHS EJICKTPOHHO-OOUYMCITIOBAILHUX MAIIWH
(KOMIT 10TEpiB), CUCTEM Ta KOMIT IOTEPHHUX MEPEXK 1 MEpexk €NEKTPO3B’ SI3KY;

B) 3JI0OYMHU y cepi BHKOPUCTAHHS CICKTPOHHUX MAIIMH Ta KOMII IOTEPiB,
CHCTEM Ta KOMIT FOTEPHUX MEPEK 1 MEPEIK CIIEKTPO3B’A3KY;

I) «370YMHU Yy cepi BUKOPUCTAHHS EICKTPOHHO-OOUMCIIOBATHHUX MAIIUH
(KOMIT IOTEPIB), CUCTEM Ta MEPEK EIEKTPO3B A3KY.

N) 3704MHH Yy cdepi BUKOPUCTaHHSA €JIEKTPOHHO-OOYHMCIIOBATLHUX MAIIUH
(KOMIT’TOTEPIB), CHCTEM Ta MEPEXK1 IHTEPHET.

Tect 5. Sk mTpaBWIBHO HA3UBAETHCS TMIANHUC, SKUW BUKOPHCTOBYIOTH B
CJIEKTPOHHUX JTIOKYMEHTAaX?

a) CJICKTPOHHUH 1TU(DpOoBUM MIATUC ;

0) kBai(h1IKOBaAHUI €IEKTPOHHUI M1 ITHUC;

B) CICKTPOHHUIA TIJIITHC;

r) nudpoBUii MiMUC;

) IEKTPOHHO-IIU(PPOBUIA i IITHUC.
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3anammsa Ne 3, Ned
(Oenna gpopma Hasuanms)

Tema 3. Opranizaniiini 3acaay BUSIBJICHHS Ta MOYATKY KPUMiHAJIBLHOIO
NPOBAJIKEHHS 0A0 Ki0ep3J104uHiB

MeTa BUBUYCHHSA

CdopmyBaTu Ta 3aKpIUTH CUCTEMY 3HAHB II0JI0 OpraHi3alifHUX 3aca]] BUSIBJICHHS
K10€p3JI0YMHIB Ta BIAKPUTTS KPUMIHAIBHOTO POBAKEHHS 1010 TAKO1 KaTeropii
3JI0YMHIB.

Pe3yabTaTH HaBYaHHSA

[Ticist mpakTHYHOTO 3aHATTS 3700yBay BUIIOI OCBITH Oy/1e (CIIPOMOKHUI):

1) BU3HAYATH HAJCKHI Ta NMPUHHATHI JUIS OPUIUYHOTO aHAi3y (aKkTH 00
chepu 60poTHOU 3 KiOEp3I0UNHAMH;

2) BHKOPHCTOBYBAaTH B IPaBO3aCTOCOBHIM JisSUIBHOCTI HOPMAaTHBHO-IIPABOBI
aKTH, 1[0 PETYJIOITh BiIHOCHHHM, IO BUHHUKAIOTH MiA4ac OMEpPaTHBHO-PO3IIYKOBOI
JISJIBHOCT1 MMI0JI0 (PaKTIB BUMHEHHS 3JIOYMHIB Yy KIOEpHpOCTOpPl, a TaKOX IIiadac
BIJIKpUTTS KPUMIHAJIBHOTO MPOBAIXKEHHS 32 TAKUMHU (PaKTaMu;

3) anHamizyBaTH TMpPaBOBI Ta MPaBO3acTOCOBYI MpoOieMHu, (GOopMyBaTH Ta
OOTPYHTOBYBAaTH BIIACHY TIPaBO 3aCTOCOBHY  TO3WIII0 IIOAO BHSIBICHHA Ta
PO3CIIiTyBaHHs K1OEP3JI0UHHIB.

Jliteparypa

HOPMATHBHO-TIPABOBI AKTH:

1. KpuminanbHuii kojiekc Ykpainu : 3akoH Ykpaimm Big 5 kBiT. 2001 p.
Ne 2341-111. URL: https://zakon.rada.gov.ua/laws/show/2341-14.

2. KpuminanbHuil mpoliecyadbHuM KoaeKc YKpainu : 3akoH YKpaiHu Bij
13 kBiT. 2012 p. Ne 4651-VI. URL.: https://zakon.rada.gov.ua/ laws/show/4651-17.

3. THCTpyKIi Mpo MOPSAOK BEACHHS €IMHOTO OOJIKY B OpraHax IMOJIIi 3asB 1
MOBIJJOMJICHb PO BUYMHEHI KPUMIHAJIbHI MPABOMOPYIIEHHSA Ta IHII MOJIi : Hakas
MBC VYkpainu Bix 6 JIUCTOII. 2015 p. 3a No 1377. URL:
http://zakon.rada.gov.ua/laws/show/z1498-15.

4. TlonoxxeHHsT TIPO MOPSAAOK BeneHHS EIMHOrO peecTpy JAOCYIOBUX
po3ciiayBaHb : Haka3 ['enepanbHoi mpokypaTypu Ykpainu Bix 17 cepm. 2012 p. Ne 69
URL.: http://zakon.rada.gov.ua/laws/show/z0680-16.

5. IIpo 3arBepmxenns [lopsaaky po3risity 3BepHEHb Ta OpraHi3allii MpoBeIeHHS
0COOHCTOr0 IMPUHOMY TPOMAJSIH B OpraHax Ta migpo3ainax HarioHanbHOI mosmimii
VYkpainu : Haka3 MiHicTepcTBa BHYTpIIIHIX cripaB Ykpainu Bia 15 nucrom. 2017 p.

71


https://zakon.rada.gov.ua/laws/show/2341-14
https://zakon.rada.gov.ua/laws/show/4651-17
http://zakon.rada.gov.ua/laws/show/z1498-15

Ne 93. URL: http://zakon.rada.gov.ua/laws/show/z1493-17.

6. Ilpo 3aTBepmxeHHsa [HCTpyKIii 3 opraHizaiii B3aeMO/Iii OpTraHiB JOCYI0BOTO
PO3CIIiIyBaHHS 3 IHIIMMHU OpraHaMu Ta Miapos3auiaMu HarionansHOi moinii Ykpainu
B 3amo0iraHHl KPpUMIHAJIBHUM IIPaBOIOPYIISHHSM, 1X BHUSBICHHI Ta PO3CIITyBaHHI:
Hakaz MBC  Vkpainm Bix 07 mun. 2017 p.  Ne 575, URL
https://zakon.rada.gov.ua/laws/show/z0937-17

7. Ilpo 3BepHEHHs rpoMajisiH : 3aKoH YKpaiHu BiJl 2 k0BT. 1996 p. Ne 393/96-
BP. Bioomocmi Bepxosnoi Paou Ykpainu. 1996. Ne 47. Ct. 256.

creniajabHa JiTeparypa:

8. baes O. fI. O meToaMYECKHX OCHOBaX pAacCieIOBaHUS HACUIBLCTBEHHBIX
NPECTYIUICHUN.  AKmyanvHble  80nMpOCbl  V20J06HO20  Npaea, npoyecca U
Kkpumunarucmuku : ¢0. Hayd. Tp. Kanununrpan, 1998. 86 c. C. 74,

9. bekeroB M. IO. CnenoBatenb OpraHoB BHYTPEHHUX M€ M MUJIMIIMS:
B3aMMOJEICTBHE NIPU pacciaeloBaHUM MpecTyIuieHuH : yueb. nocooue. M. : Ilut-M,
2004. 96 c.

10.B3aemonist mpu po3ciigyBaHHI E€KOHOMIYHMX 3JI0YMHIB : MoHoOrpadis /
[koi. aBT.: A. ®@. BonoGyes, I. M. Ocuka, P. JI. Crenantok ta iH.] ; 3a 3ar. pea. A. ®.
Bono0Oyea. Xapkis : Kypcop, 2009. 320 c.

11.BonoOyeB A. ®. HaykoBi OCHOBH KOMIUIEKCHOI METOJMKH PO3CIiTyBaHHS
KOPUCJIMBUX 3JI0YMHIB y cdepl MANPUEMHHUITBA : TUC. ... A-pa IOPUA. HaYK :
12.00.09. Xapxkis, 2001. 426 c.

12.BonobyeB A. @. IIpobiemMHi mUTaHHS TOYATKY JOCYIOBOTO PO3CIIiTyBaHHS.
Axmyanvui npobnemu KpUMIHAILHO20 Npasd, npoyecy ma KPUMIHANICMUKU
Matepianu V MixHap. HayK.- npakT. kKoH(}. (M. Oxeca, 1 mucron. 2013 p.). Ogeca :
®enike, 2013. C. 237-240.

13.MBanoB B. B. Meroanueckue peKOMEHAAMH TO COBEPIICHCTBOBAHUIO
B3aMMOJCHCTBHS CJIEAOBATENs] C ONEPATUBHBIMU MOJPA3C/ICHUSIMU OpPraHOB
BHYTPEHHHUX JI€JI IPU PACKPBITUU U PACCIIEIOBAHUM TpecTyrieHuid. Yepuuros, 1997.
34c.

14 Kpuminanictuka : HaBd4. mociOHuk / 3a pen. A. @. Bonobyesa. Kuis, 2011.
504 c.

15.Kyninos C.C., lllexaBmos P. M., [Ipo3nos O. M., I'purenko C. O. Hernachi
ciiayl  (po3UIyKoBl) [1i Ta BUKOPHUCTAHHS PE3YJIbTATIB ONEPaTUBHO-PO3IIYOBOL
JISTBHOCT] Y KpUMIHAJIBHOMY MPOBAPKEHH1: HaBY.-MPAKT. 1MOci0. 3-€ BU., po3ll. Ta
nonoB. X. : O6epir, 2018. 540 c.

16.03epcekuii 1. B. B3aemosist ciniuoro 3 opraHom Ji3HaHHS (OpraHi3aiiiHo-
paBOBUH Ta NICUXOJOTIYHUN aHami3) : MoHorpadis. Kuis, 2004. 217 c.

17.1TuBoBapos B. B., lllep6una JI. I. B3aeMoiss opraniB A0CYyJOBOTO CIiJCTBa
Ta JA13HAHHS MPU PO3CIiAyBaHHI KpUMIHAJIBHUX CIpaB : MoHorpadis. Xapkis : [Ipaso,
2006. 176 c.

18.Tloropeupkuit M. A., Kymnuko A.C. ®akTuyHi AaHi Ta iX 3HAUYEHHS IS
JIOKYMEHTYBaHHS ONEPAaTUBHUMU MiIPO3JALIaMHU 3JI04YMHIB y cdepl pediHaHCYyBaHHS
HarmionanpHuM OaHkoM VYKpaiHU BITYM3HSHUX OaHKIB. BiCHUK KPUMIHAILHO2O0
cyoouuncmea. 2015. Ne 4. C. 54-62.

72



19. Camoiinenko O.A. OCHOBH METOAMKHU PO3CIIAYBaHHS 3JI0UMHIB, BUNHEHUXY
kibeprpoctopi: moHorpadis / O. A. Camoiinenko ; 3a 3ar. pea. A. @. BonoOGyesa.
Opneca: TEC, 2020. 372 c.

20.Camotinenko O. A. IloyaTok KpUMIHAJIBHOTO MPOBAHKCHHS (3 MO3UIIIM
KpUMIHANICTUYHOI HayKH. [Ipaeso i cycninecmeo. 2019. Ne2. C. 226-231.

21.Camoiinenko O. A. Jlo muTaHHS OLIHKMA CITYUM MartepiajiB MEpPBUHHOI
MepeBipKy omepaTuBHOI 1H(GOpMali TPO 3J0YMH, BYMHEHUN Yy KIOEpHpocTopi.
IIpasosi nogenu. 2019. Ne7. C. 145-151.

22.Camorinenko  O. A. BigkpuTTs KpUMIHAIBRHOTO TIPOBAKEHHS OO
3JIOYMHIB, BUNHEHUX Y KiOeprpocTopi. [lionpuemcmeo, 2ocnodapcmeo i npaso. 2019.
Ne8. C. 222-225.

23.11lyp b.B. Teopernuni ocHOBu (OpMyBaHHS Ta 3aCTOCYBAHHS

KPUMIHAJTICTUYHUX METOJUK : AUC. ... J-pa topui. Hayk : 12.00.09. Xapkis, 2011.
407 c.

24.1llyp b.B. Teopernuni ocHOBM (OpMyBaHHA Ta 3aCTOCYBaHHS
KPUMIHAJIICTUYHUX METOJUK : JHC. ... J-pa topua. Hayk : 12.00.09. Xapkis, 2011.
407 c.

IIuTanus 3aHATTH

1. BusBieHHss KiOep3JOUMHIB SK HANpPSMOK MPAaBOOXOPOHHOI iSUIBHOCTI.
Tunosi mxepena onepaTuBHOI 1H(OpMaIii TPO KiOEP3IOUHHH.

2. TeopeTHUHW aCHEeKT OpraHizaiii CIiI4yuM TOYaTKy TMPOBAKEHHS Ta
JpKepena OOCTaBWMH, IO MOXYTh CBIMYUTH TIPO BYMHEHHA TIEBHOTO BHUIY
K10€p3JI0UHHIB.

3. ®opmu MoYaTKy KpUMIHATHLHOTO TPOBAHKEHHS 010 KiOEP3I0YHHIB.

4. OcobauBoCTI mepeBipku 1HMOpMaIli Mpo KiOEp3IOYMHH, 110 BUMHEHI a0o
TOTYIOThCS.

5. 3MmicT (HamOBHEHHS) MaTepialliB MEPBUHHOI MEPEBIPKHU, SKI MiJIATAIOThH
nepeaaydi KepiBHUKOBI OpPTraHy JIOCYIOBOTO pO3CiiayBaHHs st BHeceHHs a0 €PJIP
1H(Dopmarrii mpo Kibep3I0UInH.

6. BiakpuTTs KpUMIHAIBHOTO MPOBAHKCHHS 3a 3asiBOI0 Ta MOBIIOMIICHHSIM
ocobu mpo kibep3nounH. OpraHizamiifai 3aX0au CI1TY0r0 IS IePEBIPKU OTPUMAHOT
MIEPBUHHOI B1Jl 3asiBHUKA 1H(pOpMaITii.

3aBaaHHA ISl HOTOYHOT0 KOHTPOJIIO 3HAHb | BMiHb 3100yBa4iB BULIIO1
ocBiTH

1. 3aBpanns. Po3poOuTy po3ropHyTHid KOHCIEKT AJIA BIAMOBI/AI HA MUTAHHS 32
BapiaHTaMH:

1.1. OcoGauBoCTI BUSIBIEHHS KIOEP3JI0UHMHIB, BUNHEHUX 32 YYACTIO CIIy>KO0BO1
ocobu abo Takoi, ska 3AiMCHIOE Mpo(deciiiHy MIATbHICTh, MOB’SA3aHY 3 HaJaHHAM
nyOMIYHUX MOCITYT

1.2. Tlutarsas misUIBHOCTI cigdo-onepatuBHoi rpynu (COIY) migyac BUSBICHHS
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Ta PO3CIIiTyBaHHS KiOCP3IOUNHIB.

1.3. OcobnuBOCTI BUSBIEHHS 3JIOYMHIB Y cdepi 00iry HapKOTHYHHUX 3acO0iB,
MICUXOTPOITHUX PEUYOBHH, iX aHaJIoT1B a00 TPEeKypcopiB, BYHMHEHHX 13
BUKOPHUCTAaHHSM OOCTaHOBKHU KiOEPIIPOCTOPY.

1.4, XapakTtepucTuka BUXIJHOI 1HdOpMaIllii, IO € JPKepesoM OOCTaBHH IIPO
KpUMiHaJIbHE MTpaBonopyiieHHs, BunHeHe O3[ 13 BUKOpUCTaHHAM KiOepIpoCTopy.

1.5. OO6ctaBuHM, W0 MAJIATaIOTE OOOB’SI3KOBOMY BCTAaHOBJICHHIO ITi4ac
BUSIBIICHHSI K10€p3JI0UMiHB, BUMHEHHUX 3a Y4acTIO CIy>KO00BOi ocobu abo Takoi, sika
3I1HCHIOE TPpOodeciitHy TiSIbHICTD, OB’ SI3aHy 3 HAJaHHAM MyOIIYHUX TTOCIYT.

1.6. AnbrepHaTuBHI mkepena iHQopmarii mpo ocol0y Ta 3amporoHyHTe
JITOPUTM BCTAHOBJICHHS 1H(OpMAIll MPO MOUIYKOBUH O0’€KT 3 ajlbTepHATUBHUX
Joxepen iHdopmartii.

MeronuuHa mopaga:  mijayac O(QOpMJIEHHSI MHCHBMOBOTO  3aBIAHHS
BpPaxOBYBaTH, IO NMHUTAHHS MOXE MaTH JUCKYCIMHI acleKTH, CTYACHTH MOXYTb
NOTpUMYBaTuCA Oynb-AKOi MO3MUILi, ajne 3000B’s3aHI IMOCWJIATUCS Ha JKEPEIo
iHdopmarii. [ po3yMiHHS Ta Kpalioro 3amam’siTOBYBaHHS TOTO, 110 BUBYAETHCH,
KOPUCHO TPOBOJUTH TMOPIBHSIHHSA 2-3 TOYOK 30py, BUKIAJCHUX Y MIAPYYHUKAX,
MoOHOTpadIYHUX Mparsx.

1. TectoBi 3aBmanHsi. MeTol0 TMPOBEACHHS TECTYBAaHHS € BU3HAYCHHS
PIBHS 3aCBOEHHSI BUKJIQJICHOTO MaTepially Ta MEepeBipKa BMIHHS IIOJI0 MTPAKTUYHOTO
BUKOPHCTAaHHS OTPUMaHUX 3HaHb 3700yBadaMu BUIIO1 OCBITH.

Tecr 1. OuiHiTh HaBeneHI PO3yMiHHS (QYHKIIA CyO’€KTIB OMNEPaTUBHO-
PO3UIYKOBOI JISJILHOCTI IIOJ0 BUSBJIECHHS KIO€P3JIOUHUHIB Ta 00EPITh NPaBUIIbHE:

a) miaposainu Jlemapramenty kiOepnomimii (JKII), ymoBHOBaxeHi mono
OPOTUJII BCIM KpHUMIHAJIBHUM MPaBOMOPYLIEHHSM, 110 BUYMHEHI Yy KiOepmpocTopi
(x10ep3yiounHaM);

0) QyHKINT MiIpo3AUTIB KOHTPPO3BIAYBAIILHOTO 3aXUCTY IHTEPECIB JIEPKABU Y
chepi iHGoOpMaIliiHOI Oe3meKu, 3axXWUCTy HalloOHAJIbHOI  JeprkaBHOCTI Ciyxom
oesnexu (JIKIb Cb Ykpaian) cniBnagarots 13 Gynkiismu JIKIT HIT Ykpainy;

B) migpo3autn Jlemapramenty kibeprnomimii (JKII) ymoBHOBaxeHi 1070
MPOTHUIT JIUIIIE KOHBEHIIIMHUM KiOep310YrHaM;

r) Bci omeparuBHi miapo3aum HIT VYkpainu BmOBHOBakeHI MPOTHAISTU
KPUMIHAJIBHUM  TPABOMOPYIICHHSM, MEXaHI3M MIArOTOBKM, BUYMHEHHS  abo
NPUXOBYBAHHS SIKMX Mepeadayae BUKOPUCTAHHS  E€JIEKTPOHHO-OOUYMCIIIOBAIBHUX
MaluH (KOMIT FOTEPIB), CUCTEM Ta KOMIT FOTEPHUX MEPEXK 1 MEPEK EICKTPO3B’ SI3KY;

1) MeTa piaju MNpo BUSABICHUM (PakT KiOep3IounHy MOXe OyTH OTpUMAHMNA
CJTITYUM TUIBKH 3 miapo3ainis JAKII.

Tect 2. IIpoananizyiite HaBeneHe TBEPIKEHHS 1 BKaXiTh, sIKA YACTHHA, IO
poOuTh HOro mpaBWIbHUM, mpomylieHa: «[IpaBoBI UYMHHUKH, IO 3YMOBIIOIOTH
dbopMu oYaTKy KpUMIHAJIBLHOTO MTPOBAKEHHSI, ITOB’I3aHI 3...

a) mepeaOayeHUMH  IHCTPYKLISAMH  TOBHOBAXCHHSIMH  OIEPaTHUBHHUX
H1APO3ILTIBY;
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0) xapakTepoM JpKepena OOCTaBUH, IO MOXYTh CBITYUTH TPO BYMHEHHS
MIEBHOTO BUY KPUMIHAIBHOTO TPAaBOMOPYIICHHS;

B) XapakTepoOM MaTepiaiiB, IO CIPSIMOBaHI JI0 MPABOOXOPOHHOTO OpTaHy’’;

I') B3aEMOJIIEI0 CITIAYOTrO Ta ONMEPATUBHOTO MIIPO3ILITY»;

1) KOH(DIICHITIHHICTIO HKEPENT OlepaTUBHO-PO3IIYKOBOT 1H(GOpMAITIi».

Tect 3. IlosicHiTh y siKy popmy Oyzae po3modaTo KpUMiHAIbHE MPOBAKCHHS
32 YMOBU HAJaHHS JEP>KaBHUM KOHTPOJIIOBAJIBHUM OPraHOM 0 MPAaBOOXOPOHHOTO
opraHy MartepiajiB, III0 MICTATh JIaHl PO O3HAKH 3JI0YHHY:

a) 6e3zanpTepHAaTUBHA (pOopMa MOYATKY MIPOBAKEHHS,

0) anpTepHaTHBHA (POpMa MOYATKY MPOBAKECHHS;

B) Oe3iHiliaTUBHA (hopMa MOYATKY MPOBAKEHHS;

r) 1Hil[laTUBHA (hopMa MOYaTKy IPOBAIKEHHS,

n) y Oyab-saKky GopMy, Ky o0epe KepIBHUK CI1TUOTO I1IPO3ILTY.

Tect 4. Ha3BiTh 3axij, KUl HE MOXHA MPOBOJAUTH MiA4ac JOKYMEHTYBaHHS
3JIOYMHHOI AISUTBHOCTI Yy  KiOepmpocTopli Ha eTami  OnepaTHBHO-PO3IIYKOBOT
ISUTBHOCTI:

a) ayzio-, B1JICOKOHTPOJIb 0COOH;

06) 3HATTA 1H(OpMaIli 3 TPAHCIOPTHUX TEJIECKOMYHIKAIIMHUX MEpex,
€JIEKTPOHHUX 1HPOPMALIIITHUX MEPEX;

B) HaKJIaJaTH apellT Ha KOPECTIOHACHIII10, 31MCHIOBATH 11 OTJIsi] Ta BUIMKY;

I') BUKOHAaHHS CHELIAaJbHOTO 3aBJaHHS 3 PO3KPUTTA 3JIOYMHHOI ISUIBHOCTI
OpraHi30BaHOi I'PyIH YU 3JI0YMHHOI OpraHizaiii;

1) 3IIACHIOBATM YCTAHOBJEHHS MICIIE3HAXOJKEHHSI PaJlOeIeKTPOHHOTO
3aco0y;

€) aymio-, BiJie0 KOHTPOJb MICIIS.

Tecr S. I3 3anuToM A0 mpoBailiepa HE MOXKHA 3BEPHYTUCS 3 METORO
OTPUMAaHHS:

a) peectpamiini mani (logs) ta aboHeHTCHKY iH(OpMaIlil0 Mpo 0coly, sKiit
HAJA0ThCs NMOCIYTH XOCTUHTY JUIS CailTa;

0) anpecu, TeneOHHI HOMEPH Ta 1HIII PEKBI3UTH BJIACHUKA CaiTa;

B) 3MICTY NIOBIJJOMJIEHb €JIEKTPOHHOI MOIITOBOI CKPUHBKHU;

r) IP-anpecu, BUKOpUCTaHi JIJ1s1 CTBOPEHHSI CaiiTa Ta HOTO MOMOBHEHHS;

1) iH(popMallis Mpo 3MICT caifTa; IH(popMaIlis PO KOPUCTYBAHHS CAUTOM.
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3anammsa Ne 5
(Oenna ¢hopma HasuauHs)

Tema 4. BukopucTanHa cneniajJbHUX 3HAHD MiJI 4YaC PO3CJIAiIyBaAHHS
Kki0ep3/10unHIB

MeTa BUBUYEHHSA

CdopmyBatu Ta 3aKpimUTH CUCTEMY 3HaHb I[0JI0 OPTaHi3aifHUX 3aca/l BUSBICHHS
Ta PO3CJIiIyBaHHS KiOEP3I0YMHIB.

Pe3yabTaTH HaBYaHHSA

[Ticns mpakTUYHOTO 3aHATTA 3700yBay BUILOI OCBITU Oy/1€ (CIIPOMOXKHHUIA):

1) BH3HAYATH HAJICKHI Ta MPUAHATHI I IOPUIAYHOTO aHAII3y (akTH MI0JI0
chepu 60poTHOU 3 KIOEP3I0UNHAMY;

2) 3acTocyBaTu cydacH1 iH(popMalliiiHi TexHoJIorii Ta iH(popMalliitHl pecypcu 3a
JUIsL  pO3B’S3aHHS  MPAKTHMYHUX  3aJad IIOJO0  OpraHizamii  po3CiiJayBaHHS
Ki0€p3JI0UHHIB;

3) BHKOPHCTOBYBATH B IPABO3aCTOCOBHIN isSUIBHOCTI HOPMATHBHO-TIPABOBI
aKTH, 10 PEryJIOTh BIJHOCHHHM, IO BHUHUKAIOTH TMig4ac BUKOPUCTAHHS
CHeIiajJbHUX 3HaHb Ta MPU3HAYCHHS CYJOBUX EKCIEPTHU3 B MPOIEC PO3CIyABAHHS
3JIOYMHIB Y KiOepmpocTopi, a TakoX Mmigyac 30uUpaHHS MaTepialliB MOMEPEeaHbOI
NepeBIPKU 32 TAKUMU (haKTaMu;

4) aHami3yBaTH TMpaBOBI Ta MPaBO3acCTOCOBYI MpoOieMu, (GopMyBaTH Ta
OOIPYHTOBYBAaTH BJIACHY MPABO 3aCTOCOBHY IMO3HULII0 B MEXaX MUTaHb 3aTy4YEHHS
CreliajicTa Ta eKCrepar B Mpoliec po3ciiyBaHHs KiOep3JI0UMHIB.
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IIuTanHs 3aHATTS

1. CnenianbH1 3HaHHA 111 Yac po3CiiyBaHHs KiOep3IOUHHIB.

2. OpranizaiiiiiHi 1 TAKTAYHI OCOOJIMBOCTI 3aJTy4€HHS CIeIiaiicTa Jjisl HaJaHHS
MMCHbMOBOI Ta YCHOI KOHCYJIbTAIIl1 MiA4ac PO3CIilyBaHHs KiOep3I0UMHIB.

3. HasBiTh opranizaifiiiHi i TaKTHYHI OCOOJMBOCTI 3aJIydeHHS CIEIiaaicTa s
HaJlaHHs 0e3M0CePETHROI TEXHIKO-KPUMIHAIICTHYHOT Ta 1HIIOI TEXHIYHOI JOIIOMOTH
migJac Cliguux (PO3LIYKOBUX) Ta HETJACHHUX CIITYMX (PO3IIYKOBUX) .

4. 3anydeHHs eKcrepTa MiaJac po3CiiayBaHHs KiOep3IOUMHIB ISl POBEACHHS
CYZI0BOi KOMIT IOTEPHO-TEXHIYHOI EKCIIEPTHU3H.

5. 3anmyuyeHHS miayac po3CiiayBaHHS KiOEp3JIOYMHIB €KCIepTa s MPOBEACHHS
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eKCIepTH3a TeJIeKOMYHIKAIMHUX cucTeM (001aqHaHHs) Ta 3aC001B.
6. 3amydeHHs ekcmepra I KOMIUIGKCHHX CYJOBHX €KCIIePTH3 IIijadac
posciinyBanHs kiOepsnmounHiB (KTE Tta excneptusu Bineo 3Bykozamnucy; KTE i

TEJ).

3aBaaHHA ISl IOTOYHOT0 KOHTPOJIIO 3HAHb i BMiHb 3100yBa4iB BUIIO1
OCBIiTH

1. 3aBananns. Po3poOut po3ropHyTHII KOHCIEKT 7S BIAMOBIAI HA TUTaHHS 32
BapiaHTaMH:

1.1. 3amydenHs cnemianicta migyac MPOBEACHHS CITYUX (PO3LIYKOBUX) A1
y crpaBax Mpo KiOep3/I04MHHU, BUMHEH] Y c(hepl HE3aKOHHOTO 00ITy HAPKOTHUKIB.

1.2. OcoOnuBOCTI TNpU3HAYEHHS Ta TMPOBEACHHS TEXHIYHOI EKCIepTH3a
JIOKYMEHTIB TIPY PO3CJIiTyBaHHI KIOEP3IOUMHIB.

1.3. OcobmuBoCTi  NpU3HAYEHHS  Ta  MPOBEJACHHS  EKCIEPTHU3U
TEJCKOMYHIKaliMHUX cucteM (oOnajgHaHHS) Ta 3aco0iB  MpU  PO3CHITyBaHHI
Ki0ep3JI0UnHIB

1.4. Oco6nMBOCTI TNpU3HAYECHHS Ta TPOBEIEHHS eKcnepTu3a y cdepi
IHTEJIEKTYaIbHO1 BIACHOCTI. IIPU PO3CIITyBaHH1 KiIOEpP3I0UMHIB.

1.5. Ocob6auBOCTI MpU3HAYEHHS Ta MPOBEICHHS JIHIBICTUYHOI €KCIEPTU3U
MOBJIEHHSI (CEMaHTHKO-TEKCTYalbHUI aHali3 MUCEMHOr0 M YCHOTO MOBJIEHHS) TpU
PO3CIiTyBaHHI KIOEP3I04HHIB.

1.6. OcobnmBocTi TMpU3HAYCHHS Ta TPOBEACHHS CyIO0BO-OYXTalTepChKOl
eKCTIEPTH3H.

1.7. Ocob6auBOCTI MPU3HAYEHHS Ta MPOBEICHHS TNCUXOJIOTIYHOI €KCIEPTU3U
IIPY PO3CIIiTyBaHHI KIOEP3IOUHHIB.

1.8. Oco0auBOCTI TpU3HAYEHHS Ta TMPOBEACHHS  MHCTEITBO3HABYOI
EKCTIEPTHU3H MPH PO3CITTyBaHHI KiOEP3IOUYHHIB.

Metoauuna nopaza: miggac OoQpOPMIIEHHS MUCBMOBOTO 3aB/IaHHS BPaXxOBYBaTH
MOJIOKEHHSI [HCTPYKIIT Mpo MpHU3HAUYEHHS Ta MPOBEACHHSA CYIOBUX EKCIEPTH3 Ta
eKCIEPTHUX JOCHKeHb Ta HaykoBO-METOAMYHMX pPEKOMEHJAIl 3 NHUTaHb
HiATOTOBKH Ta MPU3HAUYEHHS CY/IOBUX €KCIIEPTH3 Ta €KCIEPTHUX JOCIIIKEHb.

2. TecroBi 3aBHaHHs. MeTOI MPOBEACHHS TECTYBAaHHS € BU3HAYEHHS PIBHS
3aCBOEHHSI BUKIAJIEHOTO Mareplagy Ta TNepeBipka BMIHHA IIOAO0 MPAKTUYHOIO
BUKOPUCTAaHHS OTPUMAHUX 3HaHb 3100yBayaMu BUILOI OCBITH.

Tecr 1. Sxi € npouecyanbHi GOpMH BUKOPUCTAHHS CHIEIIaIbHUX 3HAHB M1J] 4ac
JIOCY/1I0BOTO PO3CIIAyBaHHs?

a) 3aJydyeHHs CIemiaixicra A MNHCbMOBOI KOHCYNbTalli, Oe3mocepeaHboi
TEXHIYHOI JOIIOMOTIH;

0) 3ajydeHHs cremiajgicta Uil NHUChbMOBOI KOHCYNbTalii, Oe3mocepenHboi
TEXHIYHOI JONOMOTH CYAOBOi €KCIEePTH3W W BUKOHAHHS OOOB’S3KIB CYJOBOTO
eKCIIepTa;
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B) 3aJy4yeHHs CIeuiajgicTa sl YCHOTO KOHCYJIbTYBaHHS Ta THCbMOBOI
KOHCYJIbTAIIIT,

') 3aIy4eHHs CIemianicTa s 0e3Mocepe/IHhOI TeXHIYHO1 JOMOMOTH TiJ] Yac
poIeCyanbHUX Jii;

1) 3aIy4CHHS CIeriaiicTa Il MPOBEACHHS CYAOBOI €KCICPTHU3M W BUKOHAHHSI
000B’SI3K1B CYJIOBOTO €KCIepTa.

Tect 2. KoM’ 1oTepHO-TEXHIYHA €KCIIEPTU3A — 11€

a) OJHa 3 PI3HOBUIIB CYJOBHX EKCIEPTH3, 00 ’€KTOM $KOi € KOMI IOTepHa
TexHika Ta (a60) KoM t0TepHi Hocli iH(opMallii, a METOI0 — TOIIYK 0CO0H;

0) omHa 3 pI3HOBUMIIB CYIOBUX EKCHEPTHU3, 00 €KTOM $KOi € TOMIyK 1
3aKpITJICHHS J10Ka31B;

B) OJIHA 3 PI3HOBHUAIB CYJIOBHUX EKCIIEPTU3, 00’€KTOM SIKOI € KOMII FOTEpHa
TexHika Ta (a60) KoM 10TepH1 HOCIT 1H(hOpMAaIIii;

I') OJIHa 3 PI3HOBHUIIB CYJOBHUX EKCIEPTH3, 00 €KTOM SKOi € KOMII I0OTepHa
TexHika Ta (a00) KoM IOTepHi HOCIi 1H(OpMaIlii, a METOI0 — MOMIYK 1 3aKPITJICHHS
JIOKa31B;

J1) OJIHA 3 PI3HOBHIIB CYJIOBUX €KCIEpTHU3, 00’ €KTOM sIKOi € TexHika Ta (abo)
KOMIT FOTE€pHI HOCI1 1H(OopMaIlii, a METOI0 — TOIIYK 1 3aKPITUICHHS JI0Ka31B;

Tect 3. BianosigHo g0 ct. 71 KIIK Ykpainu, cnemianict 3amyqaeTbes Mij 4yac
MIPOBEJICHHS MPOIIECYaTbHOI Jii JJIs:

a) pororpadyBaHHs, CKIAJICHHS CXEM, IIJIaHIB, KPECIICHb, B1IOOPY 3pa3KiB st
MIPOBEJICHHS EKCTICPTU3H;

0) JOCHIKEHHS, MOB’A3aH1 3 KOMEepUIMHUMHU ((DipMOBUMH) HalilMEHYBaHHSIMH,
TOProBEJIbHUMHU MapKamMu (3HaKaMu [UIsi TOBapiB 1 MOCIYr), reorpadiyHUMH
3a3HAYCHHSIMU;

B) JOCHI/DKCHHS, MOB’A3aH1 3 KOMepIIHHUMH ((HipMOBUMH) HaMEHYBaHHSIMH,
TOProBeJIPHUMHU MapKamMu (3HaKaMu JJIsi TOBapiB 1 MOCHyr), reorpadiyHUMU
3a3HAYCHHIMU

r) QororpadyBanHs, TIaHIB, KPECICHb, BiNOOPY 3pasKiB i TPOBEIACHHS
eKCIIEPTU3H;

1) ¢ororpadyBaHHs, CKIAJACHHS CXEM, TIJIaH1B, KPECJICHb.

Tecrt 4. 3aBaaHHs KOMII IOTEPHO-MEPEKEBOI EKCIIEPTU3H:

a) BUABJICHHS BJIACTUBOCTEH 1 XapaKTEPUCTHUK OOYMCIIOBAIBHOI MEpPEXKi,
BCTAHOBJICHHS 11 apXITEKTypH, KOH(]Irypailii, BUSBICHHS BCTAHOBJIEHUX MEPEXKEBUX
KOMITOHEHT, OpraHi3alisi TOCTYIy 0 JaHUuX;

0) OoCIHKEHHS TOKYMEHTIB OyXraaTepchKoro oOJIiKy 1 3BITHOCTI

B) JOCIIDKCHHS, OB’ A3aH1 3 OXOPOHOIO MpaB Ha KOH(DiAeHITiIHY iHpOopMaIlifo;

T') JOCTIIKEHHS JOKYMEHTIB PO (P 1HAHCOBO-KPEAUTHI OTeparlii;

J1) €KOHOMIYHI JOCIIJKEHHs, OB’ A3aH1 3 BUKOPUCTAHHSM IMpaB Ha 00 €KTU
IHTEJIEKTYaIbHOI BIACHOCTI.
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Tecr 5. Cuoemiamict 3 iHMGOpPMAIIHHUX TEXHOJOTIH Ta/ab0 EIEKTPOHIKK U
TeJIEKOMYHIKaII}, 1110 3a]y9aeThCs M1/ Yac MPOBEACHHS MPOleCyallbHUX J1i, HUHI €
MITATHAM TIPAIliBHUKOM:

a) CbY;

0) oprasiB J0XO0/IiB 1 300piB;

B) KiOEPHOJIIIIiT;

r) MinictepcTBa HaI3BUYAMHUX CIIPAB;

1) MiHicTepcTBa FOCTHIIII.
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SanammsaNe 6, No7
(Oenna ¢hopma HasuauHs)

Tema 5. OpranizaniiiHo-TAKTHYHI OCHOBH PO3CJIiyBaHHs Ki0ep3/104UHIB
Mera BUBYEHHS

CdopmyBatu Ta 3aKpiIUTH CUCTEMY 3HAHb I[0JI0 OPTaHi3aliifHO-TAKTUYHI 3acaj
pO3CiTyBaHHS KiOEp3I0UnHIB.

Pe3y.]'ll)TaTl/I HaBYaHHA

[Ticist mpakTUYHOTO 3aHATTS 3400yBay BHIINOI OCBITH Oy/e (CIIPOMOXKHUI):

1) BU3HAYATH HAJCKHI Ta MPUHHATHI JUIS OPUIUYHOTO aHai3y (aKkTH 00
chepu 60poThHOU 3 KiOEp3I0UNHAMH;

2) 3acTocyBaTH CydacHi iH(popMaIliifHi TeXHOJOTIT Ta iHpopMaIliiiHI pecypcu 3a
JUISL  pO3B’si3aHHS  MPAKTMYHUX  3aJa4 II0J0 OpraHizaiii po3cCIiiayBaHHS
Ki0€p3JI0UHHIB;

3) BHKOPHCTOBYBAaTH B MPOQECiiiHIi OPUANYHIN IiSUTBHOCTI OCHOBHI TEXHIKO-
KPUMIHAJIICTUYHI 3aC00M, MPUHOMU 1 METOJIA PO3CIIITyBaHHS;

5) npoBoauTH chigui (pO3LIYKOB1) Ail, TAaKTH4YHI OMepallii, B3aEMOIIATH 3
MpaliBHUKAMU OTIEPATUBHUX M1IPO3/ILIIIB;

6) aHamizyBaTh IMpaBOBI Ta IMPaBO3aCTOCOBYI MpodiieMH, (opmyBaTH Ta
OOTpyHTOBYBATH BJIACHY MPABO3aCTOCOBHY Iiuac 371HMCHEHHS a00 y4acTi B CITUUX
(pO31IyKOBUX) JISIX B X0/l PO3CIIIIyBaHHS 3JI0YMHIB, BUNHEHUX Y KiOEpIIPOCTOPI.

Jliteparypa
HOPMATHUBHO-NIPABOBI aKTH:

1. KpuminaibHHMid TIpoliecyalbHUN KoJIeKC YKpainu : 3akoH YKpaiHu Bij
13 kBiT. 2012 p. Ne 4651-VI. URL.: https://zakon.rada.gov.ua/ laws/show/4651-17.

2. Ilpo 3aTBepmxeHHs [HCTpyKIIli 3 opranizaiii B3a€Mo/iii OpTraHiB J0CYA0BOIO
PO3CIIiIyBaHHS 3 IHIIMMHU OpraHaMu Ta Mipo3aiiaMu HarionaasHoi mosmimii Ykpainu
B 3aMo0iraHHi KpUMiHAJIbHUM TMPABOMOPYIICHHSIM, iX BUSABJICHHI Ta PO3CIITyBaHHI:
Hakaz MBC  Vkpainm Bigx 07 mun. 2017 p.  Ne 575, URL
https://zakon.rada.gov.ua/laws/show/z0937-17.

3. Ilpo 3arBepmxkeHHs [HCTpyKIii Mpo OpraHizaiiro MPOBEIACHHS HETJIACHUX
cmmauux (pO3NIYKOBHMX) [ Ta BUKOPUCTAHHS iX PE3YNbTATIB Y KPUMIHATHLHOMY
npoBakerHi : Hakaz [Tl Ykpaiam, MBC Vkpainu, Cb VYkpainu, Anaminictpartii
JIepP’KaBHOI TMPUKOPAOHHOT Ciyk0Om Ykpaiam, MinicrepctBa @DiHaHCIB YKpaiHw,
MinictepcTBa FOCTHUIIIT VYkpainu B[ 16 nucr. 2012 p.

83


https://zakon.rada.gov.ua/laws/show/4651-17
https://zakon.rada.gov.ua/laws/show/z0937-17

Ne 114/1042/516/1199/936/1687/5. URL:
https://zakon2.rada.gov.ua/laws/show/v0114900-12.

4. Tlpo onepaTuBHO-PO3NUIYKOBY JIsNIbHICTh: 3aKOH YKpaiHu Bif 18 mror. 1992
p. Ne 2135-XI11 URL.: https://zakon.rada.gov.ua/laws/show/2135-12.

5. Ilpo opranizamito  JiSJIBHOCTI  OpPraHiB  JOCYJOBOTO  PO3CIiTyBaHHS
HamionanpHoi nomimii Ykpainu : Hakaz3 MBC Vkpainu Big 6 mumn. 2017 p. Ne 570.
URL.:https://zakon.rada.gov.ua/laws/show/z0918-
17?find=1&text=%EA%F0%ES8%EC%B3%ED %E0%EB%B3%F1%F2#w136.

6. IIpo ocHOBM HamiOHANBbHOI Oe3nekn YKpainu : 3akoH Ykpainu Bif 19 ueps.
2003 p. Ne 964-1V. URL: http://zakon2.rada.gov.ua/ laws/show/964-15.

7. TIpo ocHOBHI 3acaau 3a0e3nedcHHs KioepOe3nekn YKpainu : 3aKoH YKpaiHu
Big 5x0BT. 2017 p. Ne 2163-VIII. URL: https://zakon.rada.gov.ua/laws/show/2163-
19.

crneniajJbHa JiTeparypa:

8. byty3oB B. M., I'aBnoBcekuit B. [I., Titynina K. B., Illenomennes B. I1.
[IpaBoBi Ta opranizamiiiHi 3acaad TPOTUIIT 3704YMHAM Yy cdepl BUKOPUCTAHHS
IUIATDKHUX KapTOK : HaykK.-mipakT. moci0. / 3a pen. 1. B. boumapenko. Kuis, 2009.
182 c.

Q. Bacunbes B. JI. HOpunuueckas micuxonorus : yueb. mocoOue.
5-¢ u3a., noim. u nepepad. CIIO. : [Turep, 2005. 655 c.

10. Bexos B. b., Ilonosa B. B., Mmomun J[. A. Taktnyeckue oCOOCHHOCTH
paccieioBaHus MPECTYIUIEHUH B cpepe KOMIBIOTEPHON MHPOPMALUK : HAy4.-TIPAKT.
nocodwue. 2-e u3., n1om. u ucnp. M. : JlekcOct, 2004. 160 c.

11. BukopucrtaHHsi €JNeKTpOHHMX (UM(PPOBUX) J[AOKA31B Yy KpHUMIHAIbHHUX
NpoOBa/LKEHHAX : Merod. pek. / [M. B.I'pebentok, B. Jl. ['aBnoBchKUiA,
M. B. I'ynantok Ta iH.] ; 3a 3ar. pen. M. B. I'pebenroka. Kuis : MH/IL] npu PHBO
VYkpaiunu, 2017. 77 c.

12. T'piboB M. JI. Po3MexxyBaHHS CHEIaIbHOTO CIITYOTO €KCIIEPUMEHTY W
IMEeTyBaHHS O0OCTaHOBKM 37ouuHy. Haykosuu eicnux Hayionanvnoi axaodemii
eHympiwnix cnpas. 2016. Ne 4 (101). C. 64-73.

13. 3axaposal. B., ®iminoa JI. SI. OcHoBu iHbOpMAaIiiTHO-aHATITUYHOT
JSTEHOCTI : HaBd. 1oci6. Kuis : Llentp y40. mit., 2013. 335 c.

14. Koanpsuyk C. O. BueHHs npo peyoBi JOKa3W Yy KPUMIHAIHLHOMY TPOIIECI:
TEOPETUKO-TIPABOBI Ta MPAKTUYH1 OCHOBH : MOHOIrpadisi. IBaHo-DpankiBehk : CynpyH
B.II.,2017. 618 c.

15. Konosanosa B. O., [lleniteko B. 0. FOpunnyna ncuxomnoris : miipyyHuK.
2-re BUJ., nepepo0i. 1 qonoBH. Xapkis : [Ipaso, 2008. 240 c.

16. Kpuminanictuune 3a0e3neueHHs BUSBICHHS 1 PO3CIiAyBaHHS 3JI0OYMHIB :
monorpadis / [JI. I. Apkyma, O. FO. Heryauxatka, O. O. IlogoGuuii Ta iH.] ; 3a pex.
B. B. Timenka. Oneca : I'ensBetnka, 2018. 412 c.

17. Kymiao C.C., IllexaBmo P. M., [Ipo3goB O. M., I'punenko C. O.
Hernacui cmigui (po3mrykoBi) [1ii Ta BHUKOPUCTaHHS pe3yJbTaTiB OMNEPaTUBHO-
PO3IIYOBOi JISTIBHOCTI Y KPUMIHAIBHOMY MNPOBAKEHHI: HaBY.-TPAKT. MocCi0. 3-e
BU/I., po3il. Ta nonoB. X. : O6epir, 2018. 540 c.

84


https://zakon2.rada.gov.ua/laws/show/v0114900-12
https://zakon.rada.gov.ua/laws/show/2135-12
https://zakon.rada.gov.ua/laws/show/z0918-17?find=1&text=%EA%F0%E8%EC%B3%ED%E0%EB%B3%F1%F2#w136
https://zakon.rada.gov.ua/laws/show/z0918-17?find=1&text=%EA%F0%E8%EC%B3%ED%E0%EB%B3%F1%F2#w136
http://zakon2.rada.gov.ua/laws/show/964-15
https://zakon.rada.gov.ua/laws/show/2163-19
https://zakon.rada.gov.ua/laws/show/2163-19

18. Kys3emia C. A. Komm’'totepHa (kiGepHeTnuHa) iHMOpMAIlis SK MPEAMET
BUMHEHHS 3JI0YMHY (KpHUMIHAJIBHO-TIPABOBUM acriekT). [Hgopmayis i npaso. 2012.
Ne 3 (6). C. 159-163.

19. KyssMmiuoB B. C., YopnHoyc FO. M. Po3ciigyBanHs 37104MHIB: MI>KHApOJIHE
1 HaIllOHAJIbHE 3aKOHOJIABCTBO. Teopis i npakmuxa . Hapd. 1oci6. Kuis : KHT, 2008.
448 c.

20. Jlucenko B. B. BuxopucrtanHs y Aoka3oBomy Iiporieci iHdopmariii, 1o
MICTUTBCSI B €JIEKTPOHHOMY BHIJsAil. Opranizamis OpoTHaii 3104nHaM y cdepi
IHTEIEKTyaJIbHOI BJIACHOCTI Ta KOMIT IOTEPHUX TEXHOJIOTIM: MOMOBIAI TPOBITHHUX
BUYCHHX, MPEICTAaBHUKIB T'POMAJICHKOCTI, JACPXKABHUX CIY>KOOBI[IB Ta MpaliBHUKIB
nigposaunis JICBE3 na mixkBimomuomy ceminapi-aapami / Biamn. pexn. JI. I1. Ckano3syo,
B. I. Bacununuyxk, C. A. JIe6ias. Kuis, 2009. 114 c.

21. JlykameBuu B. I'. Kpumunanuctudeckas Teopus OOLICHHs: MOCTaHOBKA
poOIeMbl, METOJMKA HUCCIIEIOBAaHUS, MEPCIEKTUBBI HCIIOJIB30BaHUA: MOHOTpadis.
K. : U3narenbcTBO YKpauHCKOM akaJeMuH BHyTpeHHUX aei, 1993. 194 c.

22. Jlyk’snuukoB €. 1. Indopmariiiine 3a0e3nedyeHHs  PO3CIHiAyBaHHS
37I04MHIB (ITPABOBI 1 TAKTUKO-KPUMIHAJIICTUYHI aCIIEKTH) : JUC. ... J-pa IOPUJI. HAYK :
12.00.09. Kuis, 2005. 430 c.

23. Muxanbuyk T. B. Bukopucranns 1H(bopMmariii, OTPUMAaHO1
TEJCKOMYHIKAIIMHUM [UISIXOM, Y PO3CIITyBaHHI 3JIOYMHIB . JIUC. ... KaHJ. IOPU]I.
Hayk : 12.00.09. Kuis, 2009. 222 c.

24.  OpraHizamiifHO-IpaBOBI Ta TaKTUYHI OCHOBH MPOTHMAIl 3JI0YMHHOCTI Yy
chepi BUCOKMX I1H(POPMAIIMHUX TEXHOJOrIM : HaBu. moci6. / [B. M. byty3os,
B. JI. IlaBnoBcekuii, JI. I1. Ckano3y6 Tta 1iH.]; 3a pen. b. B.Pomanioka,
€. . Cxynuma. Kuis, 2011. 404 c.

25. Tloropeupkuit M. A., Kymuuko A. C. @akTuuHi AaHi Ta iX 3HAYCHHS IS
JIOKYMEHTYBaHHSI ONEPATUBHUMHM TIAPO3AUIAMU 3JI0YMHIB Yy cdepi pediHaHCYBaHHS
HamionanpauM OaHkOM VYKpaiHM BITYM3HSHUX OaHKIB. BicHUK KpUMIHAIbHO2O
cyoouurncmea. 2015. Ne 4. C. 54-62.

26. Camorminenko O.A. OcHOBU METOAWKH PO3CIIAYyBaHHS 3JIOYHHIB,
BUMHEHUXY Kibeprpoctopi: moHorpadis / O. A. Camoiinenko ; 3a 3ar. pea. A. @.
Bono6yesa. Oneca: TEC, 2020. 372 c.

27. Cawmotinenko O. A. TumoBi cuTyaiii HaCTyMHOTO €Tamy pO3CHiTyBaHHS
3JIOYMHIB, CKOEHUX Y KiOeprpocTopi. Akmyanbri npobiemu depxcasu i npasa. 2019.
Bun. 82. C. 188-194.

28. Camoinenko O. A. TunoBi caiaul cuTyalii MTOYaTKOBOTO €TaImy
PO3CIIiIyBaHHS 3JI0YMHIB, BAMHEHUX Y Kibeprnpoctopl. Haykoei npayi Hayionanvrozco
yHigepcumemy « Odecvra wpuduuna akademisy. 2019. Tom 23. C. 121-128.

29. Tapaciok A. B. JlokazyBaHHs y clipaBax Mpo HECAHKIIIOHOBAHE BTPYYaHHS
B POOOTY €JIEKTPOHHO-OOUMCITIOBAIBHUX MAIIuH (KOMII FOTEPIiB), aBTOMATU30BAHUX
CHCTEM, KOMII'IOTEPHUX MEpPEeX YU MEpeX EJNEKTPO3B’S3Ky Yy CTajii J0CYI0BOTO
posciigyBanHs : MoHorpadis. Xapkis : ®IHH, 2011. 192 c.

30. IlleBuyk B. M. TaktuuHi onepaiii y KpUMIHAJIICTHII: TEOPETUUHI 3acaau
dbopMyBaHHS Ta TaKTUKa peaiisailii : MoHorpadis Xapkis : Anoctinb, 2013. 440 c.

85



31. I[emtsko B. FO. lomwut : Hayk.-mpakT. moci0. XapkiB : Kpum-Apt, 1998.
214 c.
32. enurtsko B. 0. TakTuka paccinegoBaHus MPeCTYIJICHUH, COBEPIIAEMbBIX

OpPraHM30BaHHBIMH TPYIIaMHd KW IPECTYNHBIMH OpraHu3zanusMu. Xapbkos, 2000.
88 c.

IIuTanusa 3aHATTS

1. Tumosi ciimyi cuTyallii MOYaTKOBOIO Ta HACTYITHOTO €TamiB PO3CIiTyBaHHS
KIOEp3JIOUMHIB.

2. TurmoBi TakTU4HI oOrmepallii Po3CiiyBaHHS KiOEp3JIOYMHIB Ta X 3B’SI30K 13
TUTIOBUMH CIIITYMMH CUTYAIlISIMU, BHYTPIIIHSA CTPYKTYpa KOXKHOT OTepartii.

3. Osnaku i1H(popmalii B eNeKTpOHHINH QopMi (EJEKTPOHHUX JIaHUX abo
JOKYMEHTIB (Buxoasuu 31 3MicTy nonoxenb KIIK Ykpainu), 1mo MamTh 3HaAYCHHS
JUISl TAKTUKU MPOBAKEHHS OKPEMHUX CIITUMX (PO3LIYKOBHUX) M1 y copaBax Mpo
K10€p3JI0UHHH.

4. 3arajpHl TOJIOXKEHHS TAKTUKH MIATOTOBKU JI0 MPOBEACHHS CIIAYMX i,
COpsIMOBaHUX Ha 30MpaHHs 1HQOpMalli B eEKTPOHHIN (opMi.

5. TakTuuHI mpaBWjia Ta PEKOMEHJalli, CIPAMOBaHI Ha MOUIYK 1H(opmauii B
CJIEKTPOHHIM (PopMi Migyac Ciigdoro orisiay, OOIIyKy.

6. TakTuyHi MpaBuia Ta peKOMEH AIll1, CIPsIMOBaH1 Ha (IKCaIlilo Ta BUITyUYCHHS
iHdopmallii B eNeKTpoHHINW QopMi TMigYac CliAYOrO OrJIsALy, OOIIyKy abo
TUMYacOBOTO JIOCTYITY JI0 peueil Ta JOKyMEHTIB.

7. TakTuuHi peKOMEHAAIlll, CHOpPsSMOBaHI Ha BWIyYeHHs iH(popMalii B
SJIEKTPOHHIN GopMmi TiHaC CIIAUOTO OTIIALY, OOIIyKYy a00 TUMYACOBOTO JAOCTYIY JI0
pedeil Ta TOKyMEHTIB.

8. Oco0MMBOCTI BUITYUYEHHS MOOITBHUX MPUCTPOIB.

9. Oco0aMBOCTI AOMUTY CBIJIKA, MOTEPILIOTO, MiJ03PIOBAHOIO Yy CHpaBax IMpo
K10€p3JI0UHH.

10. 3arasbHi TakTUYHI OCOOJMBOCTI TPOBEAEHHS 3HATTA 1HopMmarlii 3
TPAHCIOPTHUX TEJIEKOMYHIKAIMHUX Mepex, 3HATTA 1H(opMmalli 3 eJeKTPOHHHUX
iHQOpMAIITHUX CHUCTEM; YCTAaHOBJICHHS MICIE3HAXO/KEHHS PalioeIeKTPOHHOTO
3aco0y mijyac po3ciiayBaHHS KiOEp3JI04HHIB.

11. 3aranpHi TaKTU4YHI OCOOJIMBOCTI TPOBEIECHHS KOHTPOJIO 32 BUYUHECHHSIM
3JI0YMHY M149ac PO3CIiyBaHHs KIOep3IOUUHIB.

3aBaHHA ISl IOTOYHOT0 KOHTPOJIIO 3HAHB i BMiHb 3100yBa4iB BUIIIO1
OCBITH

1. 3aBaanns. Po3poOuTH po3ropHyTHI KOHCIIEKT JJIS BIJMOBI/II HA MUTAHHSA 32
BapiaHTaMU:

1.1. Taxktuka TPOBEAEHHA CIIIYOTO OTJIAAYy Mig4ac  PO3CHiayBaHHS
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KiOep370YMHIB: OTJIsA MICHs MOAll, MpeaMeTiB (HOCIIB eIeKTPOHHOI 1H(popMallii;
JIOKYMEHTIB).
1.2. TakTuKa MpOBEICHHS OOIIYKY I1I4ac PO3CiyBaHHS K10€P3IOUMHIB.
1.3. OcoOIUBOCTI TAKTUKHU MPOBEICHHS HETJIACHUX CIIIIUUX (PO3IIYKOBUX) JIiH.
1.4, TunoBi TaKTU4YHI oneparlii, 0 MICTATh HETJIacH1 Cia4i (PO3IIyKOBI) ii.
1.5. TakTuka qONMUTY MiA03PIOBAaHUX OCIO Migyac po3CiiayBaHHs KiOEp3IOUYHHIB.
[ToponanHst TPOTUIIT PO3CITITYBAHHIO.

Metoauuna mopanma:  migyac oopMIIeHHST TNHCHMOBOTO  3aBJaHHS
BpaxoByBaTH, 0 NMUTAHHS MOXX€ MaTH JAMCKYCIHHI acCHEeKTH, CTYIEHTH MOXYTb
JNOTpUMYBATUCA OyNb-AKOi MO3MIli, ane 3000B’s3aHI MOCHJIATHCS Ha JKEPero
iHpopMmartii. [ po3yMiHHSA Ta Kpalioro 3amam’siTOBYBaHHSI TOTO, IO BUBYAETHCH,
KOPHCHO TPOBOJAUTH TOPIBHAHHA 2-3 TOYOK 30py, BUKIAACHHUX Y MiJAPYyYHUKAX,
MOHOTrpap1YHUX MpaLsix.

2. TecroBi 3aBHaHHs. MeTOI MPOBEACHHS TECTYBAaHHSA € BU3HAYCHHS PIBHS
3aCBOEHHSI BHUKJIAJICHOTO Marepiaqy Ta TMepeBipka BMIHHA IIOJ0 MPAKTUYHOIO
BUKOPHCTAaHHS OTPUMAaHUX 3HaHb 3100yBayaMu BUIIOI OCBITH.

Tecr 1. IlosicHITh, IO MaeTbCs Ha yBa3l, KOJM BEAYyTb MOBY IMpO CIIIUY
CUTYallll0  PO3CIiyBaHHA KIOEP3JOUYMHIB, 10 XapPaKTEPU3YETHCS  HASBHICTIO
HETEePCOHAII30BaHUX BIJIOMOCTEH MPO KOPUCTYBaya SIK IMOBIPHOTO 37I0YUHIISA

a) € BIIOMOCTI PO 0co0y 3JIOYMHLIA, SIKI MPSMO BKa3ylOTh Ha MOrO MEPCOHANIbHI
JIaHI;

0) HEMa€ JKOXKHUX B1JIOMOCTEH PO 0CO0Y 3IIOUMHIIS;

B) € BigoMocTi nipo [P-agpecy kopucTyBaua-3104MHIISA Ta HOTO CIUJIbHUKA;

I') € BIJOMOCTI MPO KOpPUCTyBaya BEO-CTOPIHKHM COLIAJIBHOI MEpEeXkl, JOLIII
OroJIONIEHb, JaHI aDOHEHTCHKOrO0 HOMEpY KopucTyBaua, ioro IP-agpecu, MAC-
aapecu OOJaJHAHHS, IO BHUKOPUCTOBYBAJIOCH IPHM BUMHEHHI a00 TOTYBaHHI
Ki0€p3II04HHIB,;

n) € Bigomocti mnpo IP-agpecy, MAC-ampecy oOnaaHaHHs, 110
BUKOPHCTOBYBAJIOCH MPU BYMHEHH1 00 TOTYBaHHI KiOEP3I0YNHIB.

Tect 2. Taktuuna omepairisi «BcTaHOBIEHHS KIHIIEBOTO MOTHBY 3JIOYMHHOI
JUSTTBHOCTI B KIOEPIPOCTOPI» Ma€ HACTYIHI CKIIAJIOBI:

a) 3HATTS 1H(pOpMaIIl 3 eIeKTPOHHUX 1HPOpPMaLIMHUX cucTeM abo i YaCTUHH,
JIOCTYT JI0 SIKMX HE 0OMEXKY€EThCs 1i BTACHUKOM, BOJIOIIIBIIEM a00 yTpUMyBaueM Uu
HETOB S3aHUM 3 TOJOJAHHSAM CHUCTEMH JIOTIYHOTO 3aXHUCTY; BCTAaHOBJICHHS
MICII€3HAXO/IXKEHHS PaIl0CTIEKTPOHHOTO 3ac00y;

0) 3HATTA 1HpOpMAILl]l 3 €JIeKTPOHHUX 1H(POPMALIMHUX cUcTeM Oe3 Biloma ii
BJIACHMKA, BOJOJUIbLS a00 yTpUMyBayua; KOHTPOJIb 3a BUMHEHHSIM 3J104MHY Y (GOpMI
CHELIaIbHOTO CI1Y0T0 €KCIIEPUMEHTY;

B) KOHTPOJIb 332 BUYMHEHHSIM 3J0YMHY Yy (OpMiI KOHTPOJIHOBAHOI MOCTaBKU YU
3aKyIKH; JOTHT CBIJKa; OOIIYK UM TUMYACOBUH JOCTYII A0 peueil Ta JOKYMEHTIB;

T') HE MA€ YITKOTO MepeiKy Caiauux (PO3IIyKOBUX ) Alif;
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J1) KOHTPOJIb 32 BUMHEHHSM 3JI0YHHY K OOOB’S3KOBa CKJIAJ0Ba Ili€l omepari;
1HII o9l (pO3IIyKOBI) ii.

Tect 3. Ha3BiTh HEOOOB’I3KOBI 3 TOUKHU 30py KPUMIHAIICTUYHOI TAKTHKHU i1 B
ITOPUTMI OTJISTY BIIJAJICHOTO PECYPCY KOMIT IOTEPHOI MEpexi !

a) 3amycTUTH Opay3ep Ta BBECTH JOMEHHE iM’s (IHIIMA TPUHHATHUMA
171eHTH(IKaTOP) BIATICHOTO Pecypcy Ta 3IIMCHUTH OTJISA 3MICTY CaliTa YM 1HIIOTO
pecypcey,

0) TPOIEMOHCTPYBATH YYAaCHHKAM CJIIAY01 Aii 3MICT Ta MICI€3HAXOKCHHS
(LUISIX po3MilleHHs1) BCiX (ailyliB Ha BIIAICHOMY pecypci, SIKi BHUSBJICHI CIIAYUM
a00 OTMEepyNMOBHOBAKCHUM TIi9ac OTIISLY;

B) 3aCTOCYBaTH IporpamHi 3aco0u g BcTaHoBieHHs [P-aapecu caiita (ping),
HUIAXY MPOXOPKEHHS MaKeTIB MpH OOMiHI 1H(OpMAIEID 3 HUM, CKOMIIOBATH iX Ha
HOCIH, MpU3HAYEHU 7S 3aIMCy Ta 30epiraHHs JOKa30BOi 1H(opmaIrii;

I') CKOMioBaTu (ailin 3 BifeorpamMor0 Ta CKPUHIIOTAMU 300pa)K€HHS eKpaHa
MOHITOpa, CTBOPEHUMH MiJ Yac OTJIsIy, Ta 30€perTy ix Ha HOCIEBI, IPU3HAYCHOMY
JUTSI 3aIKCy Ta 30epiraHHs JOKa30Boi 1H(opMaIlii, B OKpeMOMY KaTayo3i;

J1) BCTAHOBUTU KOHTPOJBHY CYMy KOXKHOro (aitna (3 iHdopmMmali€eo, 110
CTOCYETBhCSl CIIpaBH), 3a(iKCOBAHOTO Ha HOCIE€BI, NMPU3HAYECHOMY Jis 3amlucy Ta
30epiraHHs J0ka3oBoi iHdopMallii, 30epirarour Ipu IbOMY JaHl PO KOHTPOJIBHY
CyMYy B OKpeMux (aiinax.

Tect 4. OuiHITh NpaBWIbHICTG BHUCIOBY: «llicims 3akiHUeHHS Ciia4oi Aii,
cpsiMOBaHOi Ha 30upaHHs 1H(popmallii B enekrpoHHoMy BUrisial HE 000B’s3k0BUM €
JTOJTYYEHHSI 10 TTPOTOKOJTY CIYOTL ii:

a) poOouMx MPUMIPHUKIB YyCiX MPOrpaMHUX 3aco0iB, a TaKOX AaHUX, LIO
BMIIIYIOTh JOKa30BY iH(OpMaIIifo;

0) KOHTPOJILHOTO TMPHUMIPHUKY MPOTPAMHOTO 3aco0y, M0 BUKOPUCTAHUMA JIsI
BUSIBJICHHS, KOITIIOBaHHS 1 3alMCyBaHHS JOCIIKYBaHUX JTaHMX Ha 1HIIUNA HOCIH, a
TaKOX KOHTPOJLHUN MPUMIPHUK (haiiyia — eTajgoHa;

0) KOHTPOJILHOTO TPUMIPHUKY HOCIs, M0 MICTUTh (Qaiim 3 T0Ka30BOIO
1H(DopMmarri€ro;

B) Oe3mocepeIHbO CaMoro Hocis, 0 OyB 00’ €KTOM OTJISY;

I) IUIACTUKOBI KapTKW, L0 30epirajucs Ha MICHI NPOBEAEHHS CJII40i
(po31rykoBo1) mii.

Tect 5. Hociit enextponHoi iHdopmariii, mo OyB mpeaMeToM MOIIYKY Iijayac
OOILIYKY BHJIYYa€ThCS Ta BBAXKAETHCS TUMYACOBO BUJIYYEHUM MailHOM y pasi SKILO:

a) HasBHI CreUMU(IYHI CIiAU, Kl MOTPEeOYIOTh JOCIHIKEHHS B JIA0OpAaTOPHUX
yMOBaXx;

0) e IpeAMET 3JI04YHHY;

B) 1I€ 3HAPAIAS BUNHEHHS 3JI0YUHY;

T) B OyJb-sIKOMY pa3i BUITY4a€ThCS;

1) HE BIUTYYA€ETHCS B )KOJTHOMY pasi.

88



3anamms Ne 8
(Oenna ¢hopma HasuauHs)

Tema 6. Po3ciiinyBanHsl Ki0ep3/104NHiB, BAMHEHNX 3 KOPUCIUBUX MOTHBIB,
110 MOB’s13aHi 3 (PiHAHCOBO-€KOHOMIYHOIO c(peporo BiTHOCHH y Ki0epnmpocTopi

MeTa BUBYCHHSA

CdopmyBaTu Ta 3aKpIMATH CUCTEMY 3HAHbB MO0 METOJANKH PO3CIIITyBaHHS
K10ep370YMHIB BUMHEHUX 3 KOPUCIMBUX MOTHBIB, 1110 OB’ s13aHi 3 (P iHAHCOBO-
€KOHOMIYHOIO cheporo BIIHOCHH Y KiOepHpocTopi

Pe3yabTaTH HaBYaHHSA

[Ticist mpakTHYHOTO 3aHATTS 3400yBau BHUIIOI OCBITH Oy/ie (CIIPOMOXKHUI):

1) BU3HAYATH HAJCKHI Ta MPUHHATHI JUIS IOPHIAYHOTO aHamizy (GakTh 00
chepu 60poThHOU 3 KiOEp3I0UNHAMH;

2) 3acTocyBaTu CydacHi 1H(opMalliiiHi TeXHOJOT1i Ta iHhopMaIliiiHi pecypcH 3a
JUISL  pO3B’S3aHHS MPaKTUYHUX 3aJad IWIOJ0 OpraHizaiii Ta TUIaHyBaHHS
PO3CIiTyBaHHS KIOEP3I0YMHIB, 0 BUNHAIOTHCS C KOPUCIUBUX MOTHUBIB,;

3) po3po0asATH 3 BUKOPUCTAHHAM KPUMIHATICTUYHUX PEKOMEHIAIIN TUTaH
MIATOTOBKM 1 TPOBEACHHS CIIA40i [dil, TAKTHYHOI omeparii, BHKOPHUCTAHHS
CHeIiaJbHUX 3HaHb, MPOBOAUTH BIAMOBIIHY CHIAYy [if0, MPU3HAYATH CYAOBY
EKCIEPTU3y, OPraHi30BYBAaTH B3a€EMOJII0 CJIAYOrO 3 MpalliBHUKAMU OINEPATUBHUX
N1APO3AUIIB i IHIIUMH Cy0’€KTaMu M1J 4ac po3ciaiayBaHHs KI0€p3I0UYHHIB, BUNHEHUX
3 KOPUCIIMBUX MOTHUBIB.
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IuTanug 3aHATTH

1. CyTHiCTh Ta KpUMIHAJIICTUYHA Kiacuikais KiOep3IOYMHIB, BUMHEHHX 3
KOPHUCJIMBUX MOTHUBIB.

2. KpuMinanicTuHa XapakTepUCTHKA 3JI0YUHIB, IO CIPSIMOBaHI Ha 3aBOJOIIHHS
Yy)KUM MaWHOM, Ta TIOB’S3aHI 3 HHUMH 3JIOYMHH y cdepi (PyHKIIOHYBaHHS
eJIEKTPOHHUX PO3PaxXyHKIB.

3. Ciigui cutyallii MOYaTKOBOTO €Tally 1 mporpaMu (aJaropuTMu) po3CiiilyBaHHS
37I0YMHIB, MO CHPSIMOBaHI Ha 3aBOJIOJIHHS YYXKHMM MailHOM, Ta IOB’S3aHi 3 HUMH
37109MHU y cdepl QYHKIIOHYBaHHS €JIEKTPOHHUX PO3PaXyHKIB.

4 KpumMmiHagicTUYHA  XapaKTEpUCTUKA  KIOEP3JOUYMHIB, 110  MOPYIIYIOTh
BCTaHOBJICHUH MOPSA0K 00Iry IEBHUX peyeil.

5.TumoBi cmig4i cuTyalii TNOYaTKOBOrO €Tamy 1 mporpamu (ajaropuTMH)
po3ciigyBaHHs KiOEp3IOUMHH 1110 TOPYIIYIOTh BCTAHOBJICHHUH MOPSIOK 00ITY MEBHUX
peyen.

3aBaaHHA IS IOTOYHOI0 KOHTPOJIIO 3HAHB i BMiHb 3100yBa4iB BUILIO]
oCBiTH

1. 3aBpanns. Po3poOuTy po3ropHyTHid KOHCIEKT AJIA BIANOBIAI HA MUTAHHS 32
BaplaHTaMU:

1.1. KpuMinanicTuyHa XapakTEpUCTUKA BUMaralb, BAMHEHHUX 13 BUKOPUCTAHHAM
Ki0eprpocTopy, Ta 0COOIMBOCTI PO3CITITYBaHHS TaKUX 3JIOYHHIB.

1.2. KpuMiHanmicTU4Ha XapaKTePUCTUKA TMPUBIACHEHHS, PO3TpaTH MaifHa abo
3aBOJIOJIHHS HUM LUISIXOM 3JI0BKMBaHHS CIIy>kKOOBUM CTaHOBHUIIEM, 1[0 BUMHEHI 3
BUKOPUCTAHHAM KiOEpIPOCTOPY, T4 OCOOTMBOCTI pO3CIiIyBaHHS TaKUX 3JI0YHMHIB.

1.3. Metoauka po3ciigyBaHHS HE3aKOHHUX i 3 TUIATDKHUMM KapTKaMu Ta
IHIIMMHU 3ac00aMH JTOCTYIy 10 OaHKIBCBKHUX PAaxXyHKIB, €JIEKTPOHHUMH TI'POIINMA,
oOaTHaHHSAM JJIs1 X BUTOTOBJICHHS.

1.4. Po3cnigyBaHHsl 3allHATTS TpajdbHUM O13HECOM 13 3aCTOCYBAHHSIM MeEpEexi
InTepHer.

1.5. Po3scnmigyBaHHS BiAMUBaHHS 3a JIOTIOMOTIOK) BHUCOKHUX 1H(OpMaIiMHUX
TEXHOJIOT1H TI0XO/iB, OJACPKAHUX 3JTOUYMHHHUM IUISIXOM.

Metoauuna mopajga:  migyac oQOpMIIEHHS TNHCHMOBOTO  3aBJaHHS
BpaxoByBaTH, IO MUTaHHS MOXE MAaTH JAMCKYCIHHI aCHEeKTH, CTYJIEHTH MOXYTb
JNOTpUMYBaTUCA Oynb-AKOi MO3UIli, ane 3000B’s3aHI MOCHJIATHCS Ha JKEPEJo
iHpopmarrii. [ po3yMiHHS Ta Kpalioro 3amaM’ STOBYBaHHSI TOTO, IO BHBYAETHCH,
KOPHUCHO MPOBOJAUTH MOPIBHAHHA 2-3 TOYOK 30py, BUKIAACHHUX Y MIJAPYyYHUKAX,
MOHOTpa(iyHUX TMpalsgx, a TaKoX 3BEPTAaTHCh A0 MPaKTHUKU (KOPUCTYIOUHCH
NPUKIIaJaMU 3 BUPOKIB CyAY, 1110 MICTAThCS B PeecTpi cy10BUX pIlIEHb) .

2. TecroBi 3aBHaHHs. MeTOI MPOBEACHHS TECTYBAaHHSA € BU3HAYEHHS PIBHS

3aCBO€HHA BHUKIAJACHOTO MaTepiaJIy Ta HepeBipKa BMIHHS moao IMPAKTUYHOIO
BHUKOPUCTAHHA OTPUMAHHUX 3HAHb 3,[[06YBa‘{aMI/I BI/IHIO.I. OCBITH.
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Tect 1. IlosicHITh, YMM BH3HAIOTHCS B KPUMIHATICTHYHIA METOIUIN
PO3CIIiIyBaHHS KOPUCIUBHX 3JIOYMHIB, BAMHEHUX 13 BUKOPHUCTAHHIM KiOEpIpOCTOpY
OaHKIBChbKA TAEMHUIIA.

a) OOCTaBMHOIO, IO HE MAa€ HISAKOTO 3HAYEHHS JUIsI PO3CIiAyBaHHS IIHOTO
37I0YUHY;

0) 000B’s13k0BOI0 03HaKOIO MpoBakeHHs 3a cT. 200 KK VYkpainu, 6e3 skoi
HEMAE MiICTaBH IS BITKPUTTSI KPUMiHATBLHOTO MPOBADKEHHS PO 1IEeH 37T0YHH;

B) 00CTaBUHOIO, 1110 Ma€ OyTH BCTAHOBJICHA ITiJT Yac JOMHUTY CBiJIKIB;

T') 3aBXK/JIU TPEMET ITOCSATAHHS;

1) 3aBXKIH 3aCi0 BUMHCHHS 3JI0YUHY.

Tect 2. BusHauTe, 10 3 HABEACHOTO HE HAJIECKUTHh JO KPUMIHATICTUYHOL
XapaKTEPUCTUKN TIPHUBJIACHEHHS, PO3TpaTH MaifHa a00 3aBOJIOMIHHS HUM IUISIXOM
3JIOBKUBAHHS CITY>KOOBHUM CTaHOBUIIEM, BUMHEHE 13 BUKOPUCTAHHSIM KiOEpIpOCTOpY:

a) 00’€KT 3JI0YHHY;

0) mpeaMeT 0e31ocepeIHbOTO MOCATaHHS,

B) CJIIJIOBA KapTHUHA 3JI0UYHHY;

I') CIIOCi0 BYUMHEHHS IPUBJIACHEHHS, pO3TpaTH MaiiHa ab0 3aBOJIOIHHS HUM
[UIIXOM 3JI0BXKUBAHHS CITYKOOBUM CTaHOBHIIIEM;

1) 1aHi po 0coOy 3JI0YMHIIIB, SIKI BUNHSAIOTH 1€ 37I0UHMH.

Tect 3. Crioci® BUMHEHHS KOPUCIUBOTO 3JI0YMHY B KIOEPIPOCTOPI YACTIIIE 32
BCE BHU3HAETHCH SIK:

a) yciueHwuid (TIArOTOBKA 1 MPUXOBYBAHHS 3JI0UNHY);

0) mpocTuii 0e3mocepeITHLOr0 BUMHEHHS (3aBOJIOAIHHS IPOIIMMA);

B) yciueHU ( BUNHCHHS Ta TPUXOBYBAHHS 3JIOUYHHY);

r) mnoBHHMH (MATOTOBKH, O0€3MOCEPEIHHOIO BYMHEHHS, MPUXOBYBaHHS
3JI04YHHY);

n) ycideHumit (IMIArOTOBKH 1 O€3M0CEPEIHBOr0 BUYUHCHHS (3aBOJIOMIHHS
MaiHOM).

Tect 4. OuiHiTh HaBENEHI TBEPKEHHSA, OOEPITh JIOTIYHO OOTPYHTOBAaHE.
«370YnHeIb YIIEBHEHUH KOPUCTYBay MPU BYMHEHHI 3JIOYMHIB, 110 CIPSIMOBaHI Ha
3aBOJIO/IIHHS YY)KMM MaiHOM, Ta TIOB’Si3aHI 3 HUMHU 3JI0YMHU Yy cdepi
(GYHKILI0HYBaHHS €JIEKTPOHHUX PO3PAXYHKIB 3a3BUYAM

a) Ma€ BiIaJICHI CTOCYHKH 3 (PI3UYHOI0 0COOOI0-)KEPTBOIO;

0) He Mae nocTyn 10 iH(opMariii, HeOOXIAHOI TSI BUNHCHHS 3JI0YHHY»;

B) IOB’SI3aHUIl 3 OpraHi3ali€ro-)KEPTBOIO 3a TPYIOBOIO Yrojo abo Mae
0COOHUCTI CTOCYHKH 3 (P13MUHOI0 0COO00I0-KEPTBOIO;

) MOKe OYTH TIOB’SI3aHHM 3 OpPraHi3aili€r-KepPTBOIO;

O) 3aBXOU 3HAXOAWUTH JUIA JOMOMOTH cCrierjamicta 3 iH(QOopMariitHux
TEXHOJIOT1».

Tect 5. Jlo TUmoBoi cii10BOi KAPTUHU BUMHEHHS KIOEP3JIOUYMHIB 110 MOPYIIYIOThH
BCTAHOBJICHUH MOPSAOK 00Iry MEBHUX peyeil He BITHOCSITHCS:

93



a) HeTpaauiiiHi (udpoBi) ciriay;

0) o(irifiHi TOKYMEHTH;

B) pedi 10 MalTh OCOOJMBUN MOPSAAOK 00Iry (creriaibHl TeXHIYHI TPUCTPOT,
30posi TOIIO);

r) CciIian-BigoOpakeHHs (BiZOUTOK HaIbLisg, HOTH, B3YTTS);

J) CIIJIIB-PEUYOBHH (HAPKOTHYHI 3aco0H; MpPEKypcopu, BHOyXOoBa pPEUYOBHHA
TOIIIO).

3. Keiic. BukopuctoBytoun Peectp cynoBux pimeHb a0 MaTepialiu MPaKTUKU
CaMOCTIMHO 00paTh KOHKPETHUH (DAKT 3TOYMHHOI MISUTEHOCTI B MeKax TeMu 3aHATTS
Ta 3M1ACHUTH aHaNli3 Mpolecy Horo posciigyBaHHs. OOpaTH, KEPYIOUUCH PIIICHHSM 1
yMOBaMHU KOHKpETHOi (adyiu MoAli 37104YMHY, IO BHUIUIMBAE 31 3MICTYy BHPOKY a00
MaTepiaiaiB IPAKTUKH, Tporpamy (aaropuTM) i CIaig4oro.
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3anammsa Ne 9
(Oenna ¢hopma HasuauHs)

Tema 7. Po3ciinyBaHHsl Ki0ep3/10UMHIB, BAMHEHHX 3 AaHTU/IEPKABHO-
MOJIITHYHUX MOTHBIB, OB’ SI3AHUX 3 I€P:KABHO-TIOJITHYHOIO C)epPOI0 BiAHOCHH
cy0’ekTiB y KibepnpocTopi

MeTa BUBYCHHSA

CdopmyBaTu Ta 3aKpIMATH CUCTEMY 3HAHB I10JI0 METOJUKH PO3CIITyBaHHS
K10€p3JI0UHHIB, BANHEHUX 3 AaHTHUJIEPKABHO-TIOJITHYHUX MOTHUBIB, 1110 TIOB’sI3aHI 3
JIEp>KaBHO-TIOJIITUYHOIO ¢(heporo BIIHOCUH CyO’€KTIB Y KiOepIpocTopi

Pe3yabTaTH HaBYaHHSA

[Ticist mpakTHYHOTO 3aHSATT 5 3400yBay BHUIIOI OCBITH Oy/1e (CIIPOMOXKHUI):

1) BH3HAYATH HAJICKHI Ta MPUAHATHI I IOPUIAYHOTO aHAI3y (akTH MI0JI0
chepu 60poTHOU 3 KiOEP3JI0UNHAMY;

2) 3acTocyBaTu cydacH1 iH(popMmalliiiHi TexHoJIorii Ta iH(popMalliitHl pecypcu 3a
JUISL  pO3B’S3aHHS TMPAKTHYHUX 3aJad MO0 OpraHizaiii Ta TUIaHyBaHHS
pO3CIiTyBaHHS KIOEP3JIOUMHIB, 1[0 BUUHSIOTHCS C aHTUACPIKABHO-TIOJITHYHHUX
MOTHBIB;

3) po3po0isTH 3 BUKOPUCTAHHAM KPUMIHAJIICTUYHUX PEKOMEHJALIN IUIaH
MITOTOBKM 1 TPOBEACHHS CIiAYOi [ii, TAKTAYHOI oOIepaii, BUKOPUCTaHHS
CHeIiaJbHUX 3HaHb, MPOBOJUTH BIAMOBIIHY CHIA4Y 110, MPU3HAYATH CYAOBY
eKCIIePTU3Y, OPraHi30BYBAaTH B3a€MOJII0 CIIJYOrO 3 MpAI[iBHUKAMU ONEPATHBHUX
M1PO3AUIIB ¥ IHIIUMH CyO’€KTaMU 1] 4ac po3CiiayBaHHs KiOep3IOUNHIB, BUNHEHUX
3 aHTUJIEP>KABHO-TIOTITUYHIX MOTHUBIB.
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IIuTanus 3aHATTH

1. CyTHICTH Ta KpUMIHAJICTUYHA KJIacH}iKaIllisg KiOEp3J0UYMHIB, BUMHECHHUX 3
AHTH]ICP’KABHO-TIOJITHYHUX MOTHBIB.

2. KpumiHamicTuuHa XapakTepHCTHKA 3J0YMHHUHIB, 1[0 TIOB’s3aHI 3
aHTHACPKABHUIILKUMHU J1SIMU Y K10€pHIPOCTOPi.
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3. XapakTepucThKa TOYaTKOBOIO €Tamy 1 mporpamMud  (airopuTMu)
po3ciilyBaHHS 3JI0YMHHUHIB, IO TIOB’S3aHI 3 AHTUICPKABHUIIBKUMH [isIMU Y
KiGeprpocTopi.

4. OxapakTepu3yBaTH 1HIUICHT KiOEpTEpPOpU3MY.

5. OcoOauBOCTI PO3CHIAYBaHHS IHLUUJEHTIB KiOEPTEpPOPU3MY: CHUTYyallli Ta
nporpamMu (aJaropuTMH) pO3CIIiIyBaHHS Ha MOYATKOBOMY €Talll.

3aBIaHHA 11 IOTOYHOI0 KOHTPOJIIO 3HAHb i BMiHb 3/100yBa4iB BUIIIO1
OCBITH

1. 3aBaanns. Po3poOuTy po3ropHyTHil KOHCTIEKT JJIS BIAMOBI/II HA MUTAHHS 32

BaplaHTaMU:

1.1. Micre kibepTepopu3My cepell pi3HOBUIIB TEPPOPUMY.

1.2. Xapaktepuctuka ocoOu-KibepTepopucTa.

1.3. CydacHuii cTan nmpoTuii Kibeprepopu3mMy B YKpaiHi.

1.3. Po3caigyBaHHs (piHAHCYBaHHS TEPOPU3MY.

1.4. PoscmigyBanHa  KIOEp3JIOYMHIB, 10 TOB’s3aHI 3  OTPUMAaHHAM
HEIPaBOMIPHOI BUTO/IH.

1.5. Po3cnityBaHHs CityKOOBHUX 37I0YMHIB, OB’ SI3aHUX 13 BTPYYaHHSIM Yy poOOTY
aBTOMATHU30BAaHUX CHUCTEM.

MetoauuHa mopaja:  mijgyac oQOpMIIEHHS TNHCHMOBOTO  3aBJaHHS
BPaxOBYBaTH, IO MUTAHHS MOXE MaTW AUCKYCIWHI acmeKTH, CTYJIEHTU MOXKYTb
JTOTpUMYyBATUCA Oy/Ib-SKOi TMO3WIII, ajne 3000B’s3aHl IMOCUJIATHCS Ha JHKEPEIIO
iHdopmarrii. [ po3yMiHHS Ta Kpalioro 3amaM’ STOBYBaHHSI TOTO, IO BHBYAETHCH,
KOPUCHO TPOBOJUTH TOPIBHSIHHSA 2-3 TOYOK 30py, BUKJIAJICHUX Y MiIPYYHUKAX,
MoOHOTpadIyHUX TpaIsiX, a TaKOX 3BEPTATUCh JI0 TMPAKTUKH (KOPHUCTYIOUHCH
MPUKJIAJaMH 3 BUPOKIB CyAY, IO MICTAThCS B PeecTpi cyA0BHX PIlICHB).

2. TecroBi 3aBHaHHs. MeTOIO MPOBEACHHS TECTYBAaHHSA € BHU3HAYCHHS PIBHS
3aCBOECHHSI BHUKJIQJICHOTO Marepiaqy Ta TepeBipka BMIHHS MO0 MPaKTUYHOTO
BUKOPHCTAaHHS OTPUMAaHUX 3HaHb 3100yBavyaMu BUIIO OCBITH.

Tecr 1. OuiHiTh OOIPYHTOBAHICTh HAaBEAEHUX TBEPKEHb 1 00€epiTh
npaBuibHe: « TUTIOBa MOYATKOBA CIIiT9a CUTYAIlisl, [0 XapaKTePU3YEThCS HASBHICTIO
JIOCUTh MOBHOI 1H(pOpMAIlii, 110 MICTUTHCSA B IOKYMEHTax, Ipo (akT MIATOTOBKU JI0
3JIOYMHY MPOTH OCHOB HAIIOHAJbHOI Oe3nmeKku YKpaiHu, CKIAJAEThCS Y BUMAAKY
BIIKPUTTS KPUMIHAJLHOTO MPOBAKEHHS PO TaKUi 3JI0YHH 3a:

a) 3as1BOIO 0C10»;

0) SIBKOIO 3 IIOBUHHOIOY,

B) TIOBIJJOMJICHHSIM ITiATIPUEMCTBA, OpraHi3ailii, yCTaHOBHU, MO 0a3yrOThCS Ha
JaHUX BHYTPILIHBOI IEPEBIPKIY;

') MOBITOMJIEHHSIM NPEACTABHUKIB BIAJHM MPO 3aTpUMaHHs MiA03pIOBAaHUX HA
MICIIl 37I0YUHY»;

1) 3a MaTepiaJlaMH OTIEPATHBHO-PO3ITYKOBOT MISUTBHOCTI (CIIPABH )».
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Tect 2. IlopiBHsAlTE HaBeaEHI TBEPIHKEHHS 1 00€pITh JIOTIYHO OOIPYHTOBAHE:
«TakTuHa omepalis BCTAHOBJCHHS TEXHOJOTIi 3JOYMHHOI  JISJIBHOCTI 3
BUKOpHUCTaHHAM KibepripocTtopy» HE xapakrepHa npu po3ciiiyBaHH1 KiO€p3/10UHHIB,
BUYMHEHUX 3 AaHTHUJIEPKABHO-TIOJITUYHUX MOTHBIB B yMOBaxX THIOBOI CII1T4O1
CUTYyaIlli, KOJIu:

a) KpPUMIHAJIbHE TPOBADKCHHS PO3IOYATO B  PE3YJIbTaTi OTPUMAaHHS
3asIBU/TIOBIIOMJICHHSI O0COOM TIPO KpUMIHAJIbHE TMPABOIOPYIIEHHS, B Marepiajax
BiJICYTH1 Oy/Ib-5IKI B1JIOMOCTI TIPO 0COOY 3JIOUUHIIS»;

0) KpuMiHaJIbHE TPOBADKEHHS pPO3MOYATO B  PE3yNbTaTi MEpPEBipKH
orepaTHBHOI iH(oOpMaIlii, B Marepianax BiICYTHI OyAb-sIKI BiZOMOCTI IpPO OCOO0Y
3JTOYHHIIS |

B) KpUMIHAJbHE TIPOBA/DKEHHS pPO3MOYATO B pe3yibTaTl MEpPEBIPKU
OlepaTMBHOI  1H(oOpMallii,  MaTepiaii  MEPBUHHOI  MEPEBIPKH  MICTAThH
HEIMEePCOHAJI30BaH1 BIZJJOMOCTI ITPO 0COOY 3J0UUHIIS;

I') KpuUMiHajJbHE MPOBAXKEHHS PO3MOYATO B paMKax peaiizailii MarepiaiiB
OPC; vy I1HIIaTUBHOMY pamopTi OMNEPaTUBHOTO CHIBPOOITHHKA BIJACYTHICTh
BIJIOMOCTEM MPo 0c0o0y 3IOUUHIIS € POPMaTHLHOIOY,

1) HasiBH1 BC1 BUIIC HABEJICHI CUTYaIIii.

Tecr 3. Busnaute, mo 3 HaBEICHOTO HE HAJICKUTH 10 KPUMIHATICTHYHOI
XapaKTEPUCTUKU 3JI0YMHIB MPOTH OCHOB HAI[lOHAJIBbHOI 0Oe3meku YKpaiHu,
BUMHEHUX y KIOepHpocTopi:

a) IaH1 PO 3JIOYUHIIIB, SIK1 BUMHSIOTH 111 3JI0YUHU;

0) aHi Ipo MOTEPHIINX;

B) CJI1I0BAa KapTHHA 3JI0YMHIB;

I') CrIOCi0 BYMHEHHS 3JI0UHHIB,;

) CIIOCiO MiArOTOBKH.

Tect 4. [1osicHITB, III0 PO3YMIETHCS T KIOEpaTaKoro:

a) OyIb-IKHi KiOCPIHIIUCHT;

0) BHI TEPOPHUCTHUYHOI MiSUTBHOCTI, OPIEHTOBAHWA HAa BUKOPUCTAHHS PI3HUX
dbopM 1 METOIIB TUMYACOBOTO 200 HE3BOPOTHOTO BUBEIEHHS 3 JIaay 1H(POPMAIIHOT
1H(GPaACTPYKTYpH AepkaBU ado0 ii €JeMEHTIB, a TAKOX 3a JIONOMOTOI0 MPOTUIIPABHOIO
BUKOpPUCTaHHA 1H(OpPMAIIITHOT CTPYKTYpH sl CTBOPEHHS YMOB, IO TATHYTH 3a
co00K0 TSDKKI HACHIJKK JUIS PI3HUX CTOPIH KUTTEIISIIBHOCTI  OCOOUCTOCTI,
CYCIUJIbCTBA 1 iepkKaBu (y3arajibHEHE BU3HAUCHHS;

B) II€ CYKYMHICTh Y3TrO/PKEHUX IIOJI0 METH, 3MICTY Ta 4yacy Jiil abo 3axoiB (
TaK 3BaHUX KiOepakiiid, CHOPsIMOBAaHUX HA TMEBHUM OO0’€KT BIUIMBY 3 METOIO
NOpYLIEHHS! KOH(IACHIIMHOCTI, LITICHOCTI, JOCTYIHOCTI, CIOCTEPEKYBAHOCTI abo
aBTOpCTBa 1HOpMaIlii, 0 IUPKYIIOE B HHOMY, 3 YpaxyBaHHSAM ii ypazauBOCTi, a
TakoX nopyiieHus podotu [T-cucrem 1 mepex 3a3HaueHOro 00’€KTA);

I) aKT TEXHOJIOTIYHOTO TEPOPU3MY;

) CrociO BUMHEHHS aKTy KibepTepopusmy.

99



Tect 4. Ouinka macimTabiB pe3ynbrary KibepaTaku, YyCYHEHHS ITUX HACIHIIKIB,
HaAJIarOJDKCHHS MDKBIJJOMYHMX 3B’SA3KIB 3 METOI 3a0e3NedYeHHsI PO3CIiyBaHHS
BXOJIUTH JIO :

a) mporpamMu (aJroOpuTMy) PO3CIiAyBaHHS 3JI0YMHY B CHTYyallii BiJICYTHOCTI
OyJIb-IKHX B1JIOMOCTEH MPO 0cO0y IMOBIPHOT'O 3JI0YHHIIS,

0) mporpamMu (aJrOpuTMy) PpO3CIiAyBaHHS 3J0YHMHY B CHTyaIlil HasBHOCTI
nepcoHaIizoBaHoi iHGopmMallii mpo 0coOy 3JI0YUHIISA,

B) TakTH4HOT oreparii «3aTpuMaHHS 3JI0YHHIIS HA TapTIOMY»;

r) Taktuunoi omneparii «30upaHHs eNeKTpOHHUX (UH(POBHUX) HOCIIB
iHbOpMaIlii»;

1) TepesiKy TAKTHYHUX 3aBIaHb [IOYaTKOBOTO €TAITy PO3CIIiyBaHHS.

3. Keiic. BuxopucroBytoun Peectp cyqnoBux pimieHb abo Matepiain NpakKTUKU
CaMOCTIMHO 00paTu KOHKPETHUU (haKT 3JTIOUMHHOT JIsIIBHOCTI B MekaX Temu 3aHsATTS
Ta 3A1IMCHUTH aHaii3 Mpouecy ioro poscaiayBanHs. OOpaTu, KEPyIOUUChH PIILIEHHSM 1
YMOBaMHU KOHKpETHOi (padyiu MmoAli 37104YMHY, [0 BHUIUIMBAE 31 3MICTYy BHPOKY a0o0
MaTepiaiaiB IPAKTUKH, Iporpamy (aaropuTM) i CIaig4oro.
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3anammsa Ne 10
(Oenna ¢hopma HasuauHs)

Tema 8. Po3ciinyBaHHsI 3J104MHIB, BUNHEHHX 3 COMiaJIbHO-eKOHOMIYHHUX
MOTHBIB, 10 MOB’sA3aHi 3 COiaJIbHOI cdeporo BiAHOCUH CYyD’€KTIB y
KiOepnpocTopi

MeTa BUBYCHHSA

CdopmyBaTy Ta 3aKpINMUTH CUCTEMY 3HAHb MO0 METOANKHU PO3CIIiTyBaHHS
Ki0€ep3JI0UKHIB, BUUHEHHX 3 COI1aJIbHO-EKOHOMIYHUX MOTHBIB, 1110 NMOB’sA3aHi 3
COLIIAJIBHOIO c(Peporo BIAHOCUH Cy0’€KTIB y K10eprpocTopi

Pe3yabTaTH HaBYaHHSA

[Ticist mpakTUYHOTO 3aHATT 5 3400yBay BHUIIOI OCBITH Oy/1e (CIIPOMOXKHUI):

1) BU3HAYATH HAJCKHI Ta NMPUHHATHI JUIS IOPUIUYHOTO aHAi3y (aKTH 00
chepu 60poTHOU 3 KiOEp3I0UNHAMH;

2) 3actocyBaTu cyd4acHl iHopMmalliitHi TexHoJoril Ta iHdopMalliiHi pecypcu
JUISL  pO3B’S3aHHS TNPaKTHYHUX 3a7ad MO0 OpraHizamii Ta TUTaHyBaHHS
pPO3CIITyBaHHS 3JI0YMHIB, BYMHEHUX 3 COI[IaJIbHO-€KOHOMIYHUX MOTHBIB, IO
OB’ sI3aH1 3 COLIaJbHOI0 c(eporo BITHOCHH Cy0’€KTIB y KiOepnpocTopi;

3) po3po0asATH 3 BUKOPUCTAHHAM KPUMIHATICTUYHUX PEKOMEHIAIIN TUTaH
MIATOTOBKM 1 TPOBEACHHS CHIIT40i dii, TAaKTUYHOI oOmepallii, BUKOPHCTAHHS
CHeliaJbHUX 3HaHb, MPOBOAUTH BIAMOBIIHY CHIAYy [if0, MPU3HAYATH CYAOBY
CKCIIEPTH3y, OPraHi30BYBAaTH B3aEMOJIIO CIIIYOTO 3 IpalliBHUKAMHU OINEpPaTUBHUX
MIPO3AUIIB W IHIMUMU Cy0’€KTaMH IiJl 4ac PO3CIIAYBaHHS 3J0YMHIB, BUMHEHUX 3
COIl1aJIbHO-€KOHOMIYHUX MOTHBIB, 110 MOB’sI3aH1 3 COIIAIBHOIO CPEpOor0 BIAHOCUH
cy0’€eKTIB y KibeprmpocTopi.
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InTepuer-ipoBaiinepamu : Meroa. pek. / [O. M. Crpusui, O. C. Tapacenko,
I. P. Kypwuuin Ta in.]. Kuis, 2017. 44 c.

30. Camoiinenko O.A. OCHOBY METOJMKH PO3CIIIIyBaHHS 3JI0UYHUHIB, BUNHEHUXY
kibepnpoctopi: MmoHorpadist / O. A. Camoiinenko ; 3a 3ar. pea. A. @. BonoOyesa.
Opneca: TEC, 2020. 372 c.
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IIuTanus 3aHATTH

1. CyTHicTp Ta KpHUMIHANICTHYHA KiIacu]ikaiis 3J104YMHIB, BYMHEHHX 3
COIlaTbHO-€KOHOMIYHUX MOTHUBIB, IO MOB’s3aH1 3 COI1alIbHOIO c(heporo BIAHOCHH
cy0’€eKTiB y KibeprpocTopi.

2. KpuMmiHanicTuyHa XapakTepUCTUKA 1HTEIEKTYaIbHOTO MipaTCTBa.

3. TumoBi cmigul cHUTyalii MOYATKOBOTO €Tamy 1 mporpamMu (ajdropuTMu)
pPO3CIIIyBaHHS 1HTEJICKTYaJbHOI'O IIPAaTCTBA; OCOOJIMBOCTI TAKTHKU OKPEMHX
CIIITYUX [1i.

4., Oco0auBOCTI  pO3CHiAYBaHHA 3JIOYMHIB, TIOB’S3aHUX 3 BBE3CHHSM,
BUTOTOBJICHHSM, 30yTOM 1 PO3IMOBCIO/UKEHHAM TMOpHOTpapiuHUX TPEAMETIB Y
Ki0eprpocTopi: KPUMIHAIICTUYHA XAPAKTEPUCTHKA, MOYATKOBUN €Tary 1 Mporpamu
(aIropuT™MH) pO3CIIITyBaHHS; OCOOIMBOCTI TAKTUKH OKPEMUX CIIIUUX 1.

3aBaaHHA IS IOTOYHOI0 KOHTPOJIIO 3HAHB i BMiHb 3100yBa4iB BUILIO1
oCBiTH

1. 3aBaanns. Po3poOuTy po3ropHyTHil KOHCTIEKT JJIS BIAMOBI/II HA TUTAHHS 32
BaplaHTaMU:

1.1. OcoOnuBOCTI pO3CIyBaHHS JOBEICHHS O caMOTryOCTBa 3a JIOMOMOTOO
Mepexi [HTepHer.

1.2. OcoOauBOCTI pO3CHiYyBaHHS  TOTPO3HM BOMBCTBOM 3a JOMOMOTOIO
Mepexi [HTepHer.

1.3. OcobnuBocTi po3ciiayBaHHS BepOyBaHHS uepe3 Mepexy IHTepHer
JIOIMHYU, BUNHEHE 3 METOIO i1 eKCILTyaTalii.

1.4. Oco6auBOCTI PO3CIiyBaHHS 3aB1JIOMO HEMPaBAUBE MOBIJIOMJICHHS PO
3arpo3y Oe3meri rpoMajaH, 3HUINCHHS YW IIOMIKOKEHHS 00 €KTIB BJIACHOCTI,
BUMHEHI 3 BUKOPHUCTAaHHAM 00CTAaHOBKH KiOEPIIPOCTOPY.

1.5. Cnoeuudika po3ciigyBaHHS TMOPYIIEHHS TA€EMHHUII JUCTYBaHHS,
TeneOHHUX PO3MOB, TelerpadHoi YW 1HIIOI KOPECIOHJICHIIT, 10 MepeaatThCs
3acobamu 3B’A3Ky ab0 uepe3 KOMIT 1oTep.

Meronnuna mopaga:  Mmiayac o(pOpMJICHHSI THCHBMOBOTO  3aBIAHHS
BpPaxOBYBaTH, IO MHUTAHHSI MOXKE MaTH JWCKYCiWHI acleKTH, CTYJCHTH MOXYTh
JNOTpUMYyBaTuCAd OyIb-SKOi TMO3MIII, ane 3000B’d3aHl IMOCUJIATHCS Ha JKEPEIIOo
iHopMmaiii. [l po3yMiHHA Ta Kpalioro 3amam’siTOBYBaHHS TOTO, IO BUBYAETHCS,
KOPUCHO TIPOBOJUTH TIOPIBHSIHHSA 2-3 TOYOK 30py, BHUKIAQJICHUX Y TMiIpPyYHUKAX,
MOHOrpagIyHUX TpalsX, a TakKoX 3BEpPTATUCh [0 MPAKTUKU (KOPUCTYIOUHCH
MPUKJIaJaMH 3 BUPOKIB CyAY, IO MICTAThCS B PeecTpi cyA0BHX PIlICHB).

2. TecroBi 3aBHaHHs. MeTOI0 MPOBEACHHS TECTYBAaHHSA € BHU3HAYEHHS PIBHS
3aCBOEHHSI BHUKIIAJIEHOTO Mareplajy Ta TNepeBipKka BMIHHA IIOAO MNPAKTUYHOTO
BUKOPUCTAaHHS OTPUMAHUX 3HaHb 3100yBayaMu BUILOI OCBITH.
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Teer 1. OuiHiTh OOIPYHTOBAaHICTh HaBEACHUX TBEPIKEHb 1 00epiTh
npaBwibHe: «THIMOBO KpUMiHANIBHE TMPOBADKEHHS IIOAO IHTEJICKTYaJbHOTO
HipaTcTBa PO3MOYNHAIOTH B PE3YJIBTATI:

a) 3asBOIO OC10»;

0) SIBKOIO 3 IOBUHHOIOY;

B) ITOB1JIOMJICHHSIM T1IIPUEMCTBA, OpraHizallli, yCTaHOBWY;

T') MOBiIOMJICHHSIM TMPEACTaBHUKIB BIAJAHW MPO 3aTPpUMaHHS IiJ03pIOBAaHUX HA
MICITI 3JIOYNHY»;

1) 3a MaTepiaJlaMH OTIEPATHBHO-PO3ITYKOBOT MISUTBHOCTI (CIIPABH )».

Tect 2. Bwusmaure, mo 3 HaBegecHoro HE € cmocoObom BYMHEHHS
IHTENIEKTYaJIbHOT'O MipaTCTBa B 0OCTAHOBII KiOEpIpPOCTOPY:

a) BHUIOTOBJICHHI OJHOro a®o Oulbli€ MNPUMIPHUKIB TBOpPY, BIIEOTpaMH,
dboHorpamu B Oyab-sKii MaTepialibHIi (GOpMI, a TAKOXK B €JICKTPOHHIN (Y TOMY YHCII
udpoBiit), oNTUYHIN a00 1HIIH (HOpMI, SIKY MOKE 3UUTYBATH KOMIT IOTEP);

0) 6araTopa3zoBOTO KOIIIOBAaHHS (TUPAKyBaHHS ) KOMIT FOTEPHOI TPOrpaMH;

B) BUKOPUCTAHHS IPOrpaMHOro 3a0e3neueHHs st MOOITbHUX Tele(OHIB;

I') HeWTpani3alis 3aco0iB IHTEJIIEKTYaJIbHOTO 3aXUCTY;

) TpaHCHAIis 1 perpaHcisis mnporpaM. [lommpeHoro € TeXHOJOTIA
HE3aKOHHOTO 30arayeHHs, 3aCHOBaHI Ha IMONEPEIHbOMY HECAHKIIOHOBAHOMY
BTPYYaHHI B pOOOTY KOMII'IOT€pa, KOMII FOTEPHOI CHUCTEMH, MEPEXl 3 METOIO
HeWTpaizalii 3aco0iB 1HTEEKTYyaJIbHOTO 3aXHUCTY.

Tect 3. IlopiBHAlTe HaBeneH! TBEPIXKEHHS 1 00€piTh JOTIYHO OOIPYHTOBaHE
«IToyaTKOBUMH CHIAYMMH [JISIMA Yy COpaBax MpoO MOMIMPEHHS MOpHOTrpadiuHUX
MPEAMETIB MalOTh OyTH Ti, IO JOTOMOXYTh BUPIIINUTHU

a) OJTHOYACHO 3aBJIaHHS 111010 TIEPCOHANI3aIIT 0COOM OpraHi3aTopa;

0) 1aHi IO 3JI0YUHIIIB, SIKI BAMHSIOTH 111 3JI0YHHU;

B) JIaH1 PO MOTEPIILIIUX;

r') CIociO BYMHEHHS 3JI0YMHIB,

) CIIOCiO MiArOTOBKH.

3. Keiic. BuxopucroBytoun Peectp cynoBux pimieHb a00 Matepiain MPaKTUKU
CaMOCTIMHO 00paTu KOHKPETHUM (haKT 3JIOUMHHOT JIsIIBHOCTI B MekaxX Temu 3aHsATTS
Ta 3A1IMCHUTH aHadi3 MpoIecy oro posciiayBanHs. OOpaTu, KEpPyOUUChH PIILIEHHSM 1
yMOBaMHU KOHKpeTHOi (padynu moAii 37104MHY, IO BUIUIMBAE 31 3MICTY BUPOKY abo
MaTepianiB IPaKTUKH, Tporpamy (aJropuTM) Iid Ciiadoro.
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3anammsa Ne 11
(Oenna ¢hopma HasuauHs)

Tema 9. Po3ciinyBanHsi Ki0ep3/104uHiB, BUNHEHHX 3 iIeiiHUX MOTHBIB, 110
NOB’A3aHi 3i CBITOIISIAHOIO ceporo :KUTTS Cy0d’€KTIB BITHOCHH Yy Ki0epnpocTopi

MeTa BUBYCHHSA

CdopmyBaTu Ta 3aKpINMUTH CUCTEMY 3HAHB MO0 METOANKHN PO3CIIiTyBaHHS
KiOep3I0UYnHIB, BUNHEHUX 3 17IEHHUX MOTHUBIB, 1110 TIOB’sI3aH1 31 CBITOTJISTHOIO
cheporo )KUTTS Cy0’€KTIB BIIHOCKH y KIOEPHPOCTOPI.

Pe3yabTaTH HaBYaHHSA

[Ticist mpakTUYHOTO 3aHATT 5 3400yBay BHUIIOI OCBITH Oy/1e (CIIPOMOXKHUI):

1) BU3HAYATH HAJCKHI Ta MPUHHATHI JUIS FOPUIUYHOTO aHAI3y (aKkTH 00
chepu 60poThHOU 3 KiOEp3I0UNHAMH;

2) 3actocyBaTu cydyacHl iH(popmaIlliiiHi TexHoyiorii Ta iH(opmaliiHi pecypcu
JUISL  pO3B’S3aHHS MPaKTUYHUX 3aJad IWIOJ0 OpraHizaiii Ta TUIaHyBaHHS
pPO3CIiTyBaHHS 3JI0OYMHIB, BYMHEHUX 3 1JIEMHUX MOTHBIB, IO TOB’S3aHi 31
CBITOJISITHOIO C(PEPOIO KUTTS CyO’ €KTIB BIJTHOCUH y K10€pIPOCTOPI;

3) po3po0isiTH 3 BUKOPUCTAHHAM KPUMIHATICTUYHUX PEKOMEHAAIN TuIaH
NIATOTOBKM 1 TPOBEAEHHS CIII4O0i JAil, TaKTU4YHOI oneparii, BHUKOPUCTAaHHS
cCHeliajJbHUX 3HaHb, NPOBOAUTH BIANOBIIHY CHIA4Y [110, MPU3HAYaTH CYAOBY
EKCIEPTU3y, OPraHi30BYBAaTH B3aEMOJII0 CJIIIYOTrO 3 MpalliBHUKaAMU OINEPaTUBHUX
MIIPO3ILIIB W IHIMMMHU Cy0’€KTaMu IIiJT 9ac PO3CHiAyBaHHS 3J0YMHIB, BUMHECHHUX 3
17IEHHUX MOTHUBIB, 1110 TIOB’513aH1 31 CBITOTIISITHOIO C(HEPOTO KUTTS Cy0’ €KTIB BIAHOCHUH
y Ki0epmpocTopi.
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IIuTaHus 3aHATTH

1. CytHICTh Ta KpUMIHAJNICTAUYHA KiacudiKaiis 3J04YMHIB, BUUHEHUX 3
3JI0YMHIB, BYNHCHUX 3 1JICHHUX MOTHBIB, IO MOB’S3aHI 31 CBITOIVISIAHOKO c(eporo
KUTTS Cy0’€KTIB BIIHOCHH Y KiOepIpoCTopi.

2. Oco0auBOCTI PO3CIITyBaHHS PO3MOBCIOKEHHS TBOPIB, LI0 MNPONAryloTh
KyJbT HaCHJIbCTBA 1 )KOPCTOKOCTI1, PAaCOBY, HAI[IOHAJIIbHY YU PEJITiiHY HETEPIUMICTh
Ta nuckpumiHaiio (ct. 300 YkpaiHu): KpUMiHaJIICTHYHA XapaKTEPUCTUKA, THUIIOBI
CHI4l CHUTyallli MOYAaTKOBOrO €Tamy 1 MporpaMu (ajiropuTMHu) pO3CIIiTyBaHHS;
O0COOJIMBOCTI TAKTUKHU OKPEMUX CIIAUMX K.

3. Oco0aMBOCTI PO3CIIyBaHHA HECAHKLIOHOBAHOTO BTPYYaHHS B pPOOOTY
SJIEKTPOHHO-O0YMCITIOBATIFHUX MAaIiH (KOMI'FOTEPIB), aBTOMATHU30BAHUX CHUCTEM,
KOMITFOTEPHUX MEPEXK YU MEPEK €ICKTPO3B'A3KY: KPUMIHAICTUHA XapaKTEPUCTHKA,
TaKTH4YHI 3aBJIaHHS MMOYaTKOBOTO €Tally, CJII4l CUTyaIlil 1 mporpamu (ajJropuTMu)
PO3CIIiTyBaHHS.

4. Oco0aMBOCTI pO3CIiayBaHHS HECAHKI[IOHOBAHWX i 3 1H(pOpMAIIi€0, sKa
OOpOOTIOETEC B €JICKTPOHHO-OOUMCITIOBAILHUX —~ MamMHax  (KOMITHOTEpax),
aBTOMATHU30BaHUX CUCTEMaxX, KOMI'IOTEPHUX Mepexax a0o 30epira€ThCs Ha HOCISIX
Takoi 1H(QopMalli, BYMHEHI 0C000I0, SKa Mae TpaBoO JOCTYIy JO Hei:
KPUMIHAJIICTUYHA XapaKTepUCTHKA, TAKTUYHI 3aBJIaHHS MMOYATKOBOTO €Tamy, CIiayi
cuTyallli 1 mporpamMu (JJITOPUTMH) PO3CIITyBaHHS.
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3aBaHHA ISl MIOTOYHOT0 KOHTPOJIIO 3HAHB | BMiHb 3100yBa4iB BUIIIO]
OCBIiTH

1. 3aBaanus. Po3pobutu po3ropHyTHII KOHCIIEKT ISl BIAMOBII HA MUTAHHS 32
BapiaHTaMH:

1.1. OcoOnauBOCTI pO3CHiAyBaHHS CTBOPEHHS 3 METOI0 BHUKOPUCTAHHS,
PO3IMOBCIO/KEHHsT a00 30yTy HIKIVIMBUX MPOrPAaMHUX YU TEXHIYHUX 3aco0iB, a
TaKOX 1X PO3MOBCIOKEHHS a00 30yT.

1.2. OcoOnuBOCTI PpO3CHIAYBaHHS MEPEUIKOKAaHHS POOOTI E€IEKTPOHHO-
OOYHUCTIOBAILHUX MAalllMH (KOMITIOTEPIB), aBTOMATU30BAaHUX CHCTEM, KOMITIOTEPHHUX
MEPEK YU MEPEXK €JIEKTPO3B'A3KY LIUISIXOM MacCOBOI'O PO3MOBCIO/IKEHHS TIOB1IOMIIEHb
€JIEKTPO3B'SI3KY.

1.3. XapaktepucTuka 0coOW 3JIOYMHIIS, IO BUYMHSAE OJUHUYHHUN 3JI0YUH Yy
chepi Buxopuctanus EOM (koMmm’roTepiB), CHCTEM Ta KOMII IOTEPHUX MEpex 1
Mepex enekTpo3B’sa3ky (po3aut XVI KK Ykpainn).

Meronuuna mopaja:  mijayac ohOpMIICHHSI TTMCBMOBOTO  3aBJaHHS
BpaxoByBaTH, 0 NMUTAHHSI MOXXE€ MaTH JHUCKYCIHHI aCHEeKTH, CTYJIEHTH MOXYTh
NOTpUMYyBaTuca OyAb-sKOi TMO3MII, ane 3000B’A3aHI IMOCWIATHCS Ha JHKEPEIo
iH(popmartii. [ po3yMiHHS Ta Kpalloro 3amnamM STOBYBaHHS TOTO, IO BHBYAETHCH,
KOPUCHO TPOBOJUTH TMOPIBHSIHHSA 2-3 TOYOK 30py, BUKJIQJICHUX Yy MiAPYYHUKAX,
MoOHOTpadIYHUX TpaIsiX, a TaKOoX 3BEPTATUCh JI0 TMPAKTUKH (KOPHUCTYIOUUCH
MPUKJIAJaMH 3 BUPOKIB CyAy, IO MICTAThCS B PeecTpi cyA0BHX PIIICHB).

2. TecroBi 3aBHaHHs. MeTOI MPOBEACHHS TECTYBAaHHA € BU3HAYEHHS PIBHS
3aCBOEHHSI BUKIIAJIEHOTO Marepialy Ta IMepeBIpKa BMIHHA IIOJ0 MPAKTUYHOIO
BUKOPHCTAHHS OTPUMaHUX 3HaHb 3/100yBayaMH BUILIOT OCBITH.

Tect 1. OmuiHiITh OOTPYHTOBAHICT, HaBEJAEHUX TBEPKEHbL 1 00epiTh
IpaBUIIbHE: «BeO-CallT, 0 BUKOPHUCTOBYETHCS JI1 PO3MOBCIOJKEHHS TBOPIB, IO
MPOMAry0Th KyJIbT HACHUJIBCTBA 1 dKOPCTOKOCTI, PACOBY, HAI[IOHAJIILHY YW PETITINHY
HETEPIIUMICTh Ta JUCKPUMIHAIIIFO MOXKHA BBaXKaTH.

a) BTOPUHHUM TIPEAMETOM MOCATaHHS»;

0) MepBUHHUM MPEAMETOM MOCATAHHS;

B) 1H(OpMaIITHUM PECYPCOM SIK TPEAMETOM MOCSATaHHS»;

I') 3aC0O00M BUMHEHHS 3JI0UUHYY;

1) JpKepesoM iH(opMallii mpo 3JI0UHH.

Tecr 2. OuiHITh OOIPYHTOBAHICTh HAaBEAEHUX TBEPKEHb 1 00€epiTh
IpaBWIbHE: «3J0YMHH, OB’ S3aH1 3 HACUJIBHUI[PKO-ETOICTUYHUMHU Y1 HACUIBLHUIIBKO-
JTUCKPUMIHAIIIMHUME TisIMU TUTIOBO BUUHSIE:

a) 3JI0YMHELb KOPUCTYBay MpodecioHam;

0) 37OYMHEIb- KOPUCTYBAY MOYATKOBOTO PIBHSY;

B) 3JIOYHHEIh 3BUMAHHUI KOPHCTYBaY»;

I) XaKep»;
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1) KO’)KEH HaBEACHUM THIT 3JIOUUHIIS.

Tect 3. [lopiBHslTEe HaBeIeHI TBEPKCHHS 1 00EPITh JIOTTYHO OOIPYHTOBaHE
«[ToyaTKOBMMH CIITYUMU JiSIMH y CIpaBax MpPO HECAHKI[IOHOBAHOTO BTPYYaHHS B
po0OTY €JIEeKTPOHHO-OOUMCIIIOBAIbHUX MAaIlIMH (KOMIT'HOTEPIB), aBTOMATH30BaHHUX
CHCTEM, KOMIT'FOTEPHUX MEPEXK YU MEPEK CIIEKTPO3B'A3KY €

a) OJTHOYACHUM JOMUT JEKUIBKOX 0Ci0;

0) oOmyK;

B) OTJISLI MICIIS TIOIIT;

r) 3HATTS iH(QOpMAIIii 3 eNEeKTPOHHHUX 1H(POpMAIIHHIX crcTeM abo 11 YacTHUHW,

1) TIpe1’ ABJICHHS JIJIS BITI3HAHHS.

3. Keiic. BukopucroBytoun Peectp cynoBux pinieHb ad0 Marepiaiu NpaKTUKU
CaMOCTIMHO 00paTh KOHKPETHUM (DAKT 3TOUMHHOI IISITBHOCTI B MeXax TeMu 3aHsATTS
Ta 3AIMCHUTH aHaJi3 MpoIecy oro po3ciiayBanHs. OOpaTu, KEPyIOUUCh PIICHHAM 1
yMOBaMU KOHKpeTHOi1 (padynu moiii 37104MHY, IO BUILIMBAE 31 3MICTYy BUPOKY abo
MaTepiaiaiB IPaKTUKH, TTporpamy (aJIropuTM) JIid Ciadoro.
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KpuTrepii oniHIOBaHHS NMiI4ac MOTOYHOr0 KOHTPOJIIO

VY BIANOBIIHOCTI 10 BU3HAYEHUX KPUTEPIiB MOTOYHUN KOHTPOJb 31HCHIOETHCS
3a BU3HAYCHOIO CH1a0ycoM (poO0Y0r0 HaBYAIBHOIO MMPOTPaMOI0) CUCTEMOIO.

Cxema HapaxyBaHHs OaJliB (CKJIa/I0B1 OI[IHIOBaHHS Pe3yJIbTaTiB HAaBYAaHHS)

% M1ACYMKOBO1 . .
o TACYM I'pynose uu 1HAMBIAYyaIbHE
OLiHKH 200

[IyHKT OiHKHK OL[IHIOBaHHS
yH = MaKCHUMAaJIbHA =

OIL[IHKa B Oayiax

IloToYHHM KOHTPO/Ib, Pa30M, Y T.4.:

® ONUTYBaHHSI 20 1H1

® BHpILICHHS NPAKTUYHUX 3aB/IaHb 15 iH

e camocTiifHa poboTa 15 rpyn
[TincymMKOBHI KOHTPOJIb, Pa30M, Y T.4.: 50

® MHCHMOBA KOMIIOHEHTA 25 1H1

® yCHa KOMIIOHEHTA 25 1H1
Pa3om 3a qucHumiiny 100

MeToau4Hi BKa3iBKM (pekoMeHAamlii) sl BHKJIAAA4YiB, fIKi NMPOBOASATH
NPAKTUYHI 3aHATTS

[IpoBeneHHs MPAKTUYHUX 3aHATH JO3BOJISE BUPINTYBATH TaKl JUIAKTAYHI IILTI:

- ONTUMAJIBHO MOEAHYBATH JISKIIHHI 3aHITTS 13 CHCTEMAaTHIHOK CaMOCTIHHOIO
HABYAJIbHO-MI3HABAILHOIO  AISUIBHICTIO  37100yBadiB  OCBITH, IX TEOPETHUHY
MiATOTOBKY 3 MPaKTUYHOIO;

- PO3BMBATH yMIiHHS, HABUYKU PO3YMOBOI Mpalli, TBOPUYOrO0 MUCIECHHS, YMIHHSA
BUKOPHCTOBYBATH TEOPETUYHI 3HAHHS JIJIs1 BUPIIICHHS MPAKTUYHUX 3aB/IaHb;

- (opmyBaTu y 3100yBayiB COBITH 1HTEpPEC J0 HAYKOBO-IOCIIAHOI poOOTH 1
3aJTy4€HHs iX 0 HAYKOBHX JOCIIHKEHb, SIK1 3/111CHIOE Kadepa;

- 3a0e3reyyBaTH CUCTEMHE MOBTOPEHHS, MOTNIMOJIEHHS 1 3aKpIiIUICHHS 3HaHb
3100yBayiB BUIIIOi OCBITH 3a MEBHOIO TEMOIO;

dopMyBaTH yMIHHS 1 HABUYKM 3IMCHEHHS pI3HUX BUIIB MalOyTHHOI
npodeciitHol MisTTBHOCTI;

- 371ICHIOBATH A1arHOCTUKY 1 KOHTPOJb 3HaHb 3700yBayiB BHILOI OCBITH 3
OKpPEeMHX PO3JUTIB 1 TeM mporpamu, (GOpMyBaTH YMIHHS 1 HABUYKH BUKOHAHHS P13HUX
BU/IIB MaiOyTHROT MPO(ECIHOI JiSITHHOCTI.

[IpakTryHi (CeMIHAPCHK1) 3aHSATTS MPOBOJATHCA B 00’€Mi, HE MEHILOMY, HIXK
3a3HaUCHUH Y I[bOMY KOMIUICKCI JIJISl TAKMX 3aHATh.

[Tpu mpoBefeHHI MPAKTUYHUX 3aHITHh BUKIAAad 3a3Jayeriab (GopMye TOPSIOK
NPOBEJCHHS MPAKTUYHOTO 3aHATTS, y SKOMY BHU3HAUYa€ TMOPSIOK 1 MOCIiIOBHICTH
3aCIlyXOBYBaHHS MIJIFOTOBJIEHUX BIANOBIAHO JO TEMHU 3aHITTS JIOMOBIJEH,
o0roBopeHHs X, ONMUTYBaHHS 3700yBayiB, MPOBEACHHS 3aXHUCTy pedeparTiB, y pasi
HAsSIBHOCTI TAKUX Ta MPOBEJICHHS TUCKYCIi 3 TEMH MPAKTUYHOTO 3aHSTTH.

OmiHKa IOMOBIAEH, BIAMOBIAEH Ha 3alUTAHHS OLIHIOIOTHCS 32 HALOHAILHOIO
IKAJIOI0, TIPO 1110 CTABUTHCS BIIMITKA Y JKypHaJl aKaJAeMIpyIIu.
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[Ipu npoBeneHHI 3aHATh, KpiM BIAMOBIACH HA MNWUTaHHSA (BIAMOBIAHO [0
PEKOMEH/IOBaHUX IIJIaHIB), CTYICHTAMHU PO3B’S3YIOThCS TECTH, CUTYaTHUBHI 3aBJIaHHS
(keiick), BIAMOBIZHO MO 3MICTY MPAKTUYHOrO 3aHATTA. OI[IHIOBAHHS BUPIIICHHS
CYyTayTHBHHX 3aBIaHb IPOBOJMUTHCA TAKOXK 3a HAI[IOHAJHHOKO MIKAJIOK, TPO IO
pPOOUTHCSA BiAMITA B )KypHaJIl aKaJeMIPYIIH.
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3ABJIAHHS 1J151 CAMOCTIHHOI POBOTH

3aeoanua Ne 1
(Oenna ¢hopma HasuauHs)

Tema 1. MeToagu4YHi OCHOBH PO3CJIiyBaHHS Ki0ep3/10UMHIB
Meta caMoCTiiHHOI po0oTH

3aKpinUTH CUCTEMY 3HaHb PO CyYaCHI METOJ0JIOT14UHI OCHOBU PO3CIIITyBaHHS
Ki0ep3JI0UMHIB, BU3BHAYUTH OCHOBHI MPOOJIEMH NMPABO3aCTOCOBHOT MPAKTUKHU B 11
cdepi, a TAKOXK NUISIXU X TOJIOJIaHHS.

Pe3y.111>TaTn HaBYaHHA

[Ticnst BUKOHAHHS 3aBAaHHS JJIsI CAMOCTIHHOT poOOTH 3100yBay BUIIOI OCBITH
Oyze (CpOMOKHHUMN):

1) 3miliCHIOBATH TOIIYK, BUBYCHHS Ta aHami3 1HPOPMALIHHUX PECypCiB IOJ0
pPO3pOOICHHS METOIMK 0OPOTHOU 3 KiOep3JI0UMHAMUY;

2) BHMKOPHCTOBYBATH B IIPaBO3aCTOCOBHIM isSUIBHOCTI HOPMAaTHBHO-IIPABOBI
aKTH, W0 PEryJIlolTh BIJHOCHHHM, 10 BHUHUKAIOTh Ii4ac BUSBICHHS Ta
po3ciiyBaHHs (aKkTiB BUMHEHHS 3JI0YMHIB Y KIOEpPIIPOCTOPI.

Iliian camocTiiiHoOl po6oTH

1. OmpairoBanHsi JEKIIMHOTO MaTepialy Ta IHIIUX JDKEpeNT 3 TMeperiKy
JITEpATypH 3a TEMOIO.

2. IlimrotoBka 10 MPaKTUIHUX 3AHSTh.

3. Bignosictu Ha nutanns : CydacHUM CTaH qUCEPTAIiTHUX PO3POOOK B cdepi
mpOTUIIT KIOEp3TOUMHAM Ta METOAUK 1X PO3CIiAyBaHHS.

4. TligroTtoBka pedepary Ha OJHY 3 TaKMX TeM: «AHIJIOCAKCOHCbKA JOKTPUHA
BU3HAYECHHS CYTHOCTI KIOEp3JO4YMHIBY, «EBpomnenichbka JOKTPUHA BU3HAUYCHHS
CYTHOCTI Ki0ep3nouuHiB», «Pesynapratn aisnmpHocTi Cb  VYkpainum y nportunii
K10€p3JI0UMHHOCTI B YKpaiHi».
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3aeoanusa Ne 2
(Oenna ¢hopma HasuauHs)

Tema 2. OpranizaniiiHi Ta npaBoBi 0CHOBHM IiSILHOCTI 0ci0 y Mepe:ki
InTepHer B YKpaiHi Ta 3a ii MeskaMu

MeTa BUBUYEHHSA

3aKpiNUTH CUCTEMY 3HaHb II0J0 OCOOIMBOCTEH peanizalii Ta 3aCTOCYBaHH HOPM
MaTepiaJbHOTO 1 MPOIIECYaTbLHOTO IIPaBa CTOCOBHO BITHOCUH Y TpaJuliMHUX chepax
CYCIIUJIBHOTO KUTTS Cy0’€KTIB KIOEpIPOCTOPY,

Pe3y.111>TaTn HaBYaHHA

[Ticnst BUKOHAHHS 3aBAaHHS JJIsI CAMOCTIHHOT poOOTH 3100yBay BHUIIOI OCBITH
Oyze (CpOMOKHHUMN):

1) 3mificHIOBaTH TOIIYK, BUBUCHHS Ta aHAJIi3 HOPMATHBHO-TIPABOBUX aKTIB, IO
PETYIIOI0Th KOHKPETHI BITHOCUHU MK Cy0 ’€KTamMH KiOepIrpocTopy, 110 MOB’s3aHi 13
MIPOLIECOM PO3CIIiTyBaHHA (DaKTiB BUMHEHHS 3JI0YMHIB Yy K1I0E€PIPOCTOPI;

2) pO3BUBATH 3JaTHICTh O KPUTHYHOTO Ta CHCTEMHOTO aHaJli3y MPAaBOBUX SBUII
y Ki0epmnpocTopi;

3) po3yMIiTH MDKHApOAHI CTaHAAPTH TMpaB JIOJAWHU SK KOPUCTyBada
Ki0epIpocTopy, NEPCIEKTUBUA PO3BUTKY KiOEPIIPOCTOPY.

Iliian camocTiiiHOI podoTH

1. OmpairoBanHsl JEKUIMHOTO MaTepially Ta IHIIUX JDKEpeld 3 Meperiky
JITEPATypH 32 TEMOIO.

2. TligroroBka A0 MPaKTUYHUX 3aHSTh.

3. BignoBictTu Ha mnuUTaHHSA: 3aKOHOAABYO 3aKPIMJIEHI OCHOBHI HaNpsIMKU
PO3BUTKY [HTEpHET-yTIpaBIiHHA HA MIXKHAPOHOMY PiBHI.

4. TligroToBka pedepary Ha oaHy 3 Takux TeMm: «[IpaBoBi OCHOBM isZTBHOCTI
oci6 y ki6eprpoctopi B CIIA»; «IIpaBoBi OCHOBHU JisSITLHOCTI 0C10 y KiOepmpocTopi B
Kkpainax €Bpomeiicbkoro Coro3zy»; «[IpaBoBI OCHOBM HisUTBHOCTI 0Ci0O Y
kibeprpocTopi B KpaiHax ApaOchkoro cBiTy»; «IIpaBoBi OCHOBH HisSIILHOCTI OCI0 Y
Ki0eprnpocTopi B kpainax A3zii».
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3aeoanns Ne 3
(Oenna ¢hopma HasuauHs)

Tema 3. Opranizauniiini 3acaqu BUSIBJIEHHS Ta NOYAaTKY KPUMiHAJBHOTO
NPOBAJIKEHHS I0A0 Ki0ep3J104uHiB

MeTa BUBUYEHHSA

3akpiMUTH CUCTEMY 3HaHb I110/I0 OpraHi3allifHUX 3acajl BUSBIECHHS K10€p3JI0OYMHIB Ta
BIJIKDUTTS KPUMIHAJIBHOTO MPOBAHKCHHS 11010 TAKOI KaTEropii 3JI0YHHIB.

Pe3yabTaTH HaBYaHHSA

[Ticnst BUKOHAHHS 3aBAaHHS JJIsI CAMOCTIHHOT poOOTH 3100yBay BHUIIOI OCBITH
Oyze (CpOMOKHHUMN):

1) BH3HAYATH HAJICKHI Ta MPUAHATHI I IOPUIAYHOTO aHAII3y (akTH MI0JI0
chepu 60poTHOU 3 KiOEP3IOUNHAMU;

2) BUKOpPUCTOBYBaTHM KPHUMIHAJIICTUYHI pPEKOMEHAAIll Mia4ac BIIKPUTTS
KPUMIHAJIBHOTO MTPOBA/IPKEHHS 11010 KIOEP3JIOUHHIB.

Iliian camocTiiiHol po6oTH

1. OmpairoBanHsi JEKIIMHOTO MaTepialy Ta IHIIUX JDKEpeNd 3 TMeperiKy
JITEpATypH 3a TEMOIO.

2. IlinroroBka 10 MPaKTUYHUX 3aHSTh.

3. BigmoBictu Ha nwuraHHA:  OCOOJMMBOCTI  IOYATKy  KPUMIHAJIBHOTO
MPOBA/IPKEHHA I0JI0 HECAHKI[IOHOBAHOTO BTpy4yaHHs B poooty EOM, AC, mepex uu
cucteM; OCcoOIMBOCTI MOYATKy KPUMIHAIBHOTO MPOBAIKEHHS OO0 LIAaXpaicTBa B
Mepexi [HTepHer.

4. TlinrotoBka pedepaTy Ha OJHY 3 TaKuxX TeM: «BCTaHOBJICHHS MIKIITMBUX
HACIZKIB HEMPaBOMIPHOTO JOCTYIy JO KOMII IOTEPHUX CHCTEM YU MEPEK»,
«BcTaHoBeHHS HaAIMHOCTI 3aC001B 3aXUCTY KOMIT IOTEPHOT 1H(hOpMAIIii».
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3agoanusa Ne 4
(Oenna ¢hopma HasuauHs)

Tema 4. BUKOpUCTAHHA CHIeNiaJIbHUX 3HAHD i Yac¢ PO3CJIilyBAHHSA
Ki0ep3/104HuHIiB

MeTa BUBYCHHSA

3aKpinuTH CUCTEMY 3HAHB IIOJI0 OPTAHI3aIIMHNAX 3aca]] BUSBJICHHS Ta PO3CIIiTyBaHHS
Ki0ep3JI04YHnHIB.

Pe3y.111>TaTn HaBYaHHA

[Ticisi BUKOHAHHS 3aBJaHHS JJISI CAaMOCTIHHOT poOOTH 3/100yBad BHUIIOI OCBITH
Oyne (CIpOMOXKHHI):

1) BHKOPHCTOBYBAaTH B MPaBO3aCTOCOBHINM MisNIBHOCTI HOPMATHBHO-TIPABOBI
aKTHU, 10 PpEryJIoTh BIJHOCHHHM, IO BHHUKAIOTH TMIg4ac BUKOPUCTAHHS
CHeIiaJbHUX 3HAHB;

2) mpu3HAYaTh CYAOBI EKCIEPTHU3M B MPOIECI PO3CIYABAHHS 3JIOYUHIB Yy
KkibeprpocTopi;

3) 3acTocoBYBaTHM KPUMIHAJIICTUYHI PEKOMEHAANI Migyac 30upaHHs MaTepialiiB
NONepPeIHbOT NEPEBIPKHU 32 TAKUMHU (PaKTaAMH.

Iliian camocTiiiHOI podoTH

1. OmpairoBanHsi JEKIIMHOTO MaTepialy Ta IHIIUX JDKEpel 3 TMeperiKy
JITEpATypH 3a TEMOIO.

2. IlinroroBka 10 MPaKTUYHUX 3aHSITh.

3. Bigmosictu Ha mutanHsg. Crienudika BUKOPUCTaHHS JOIMIOMOTH CIIEIialicTa
niggac npoeaeHus HC(P)/I.

4. TlinroToBka pedepary Ha OaHy 3 Takux TeM: «ExkcmepTHi mochipKeHHS
CJIEKTPOHHOTO JIOKyMeHTa», «[IpoOiieMHI muTaHHS opraHizaiii Ta MTPOBEIACHHS
KOMITJIEKCHUX €KCIEePTHU3 MiA4ac PO3CIIiTyBaHHS KIOEp3I0UMHIBY.
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3aeoanus Ne 5
(Oenna ¢hopma HasuauHs)

Tema 5. OpranizaniiiHo-TAKTHYHI OCHOBH PO3CJIiyBaHHs Ki0ep3/104UHIB
Merta BUBYEHHS

3aKpinUTH CUCTEMY 3HAHB IIOJI0 OPTaHI3aIlIHO-TAKTUYHI 3acaj] pO3CiiyBaHHS
Ki0€p3JI0UHHIB.

Pe3yabTaTH HaBYaHHSA

[Ticisi BUKOHAHHS 3aBJaHHS ISl CaMOCTIHHOT poOOTH 3/100yBad BHUIIOI OCBITH
Oyne (CIipOMOXKHHI):

1) mpoBomuTH cCiigdi (PO3MIYKOBi) [ii, TaKTH4YHI oOImeparlii, B3a€MOIIATH 3
MpariBHUKAMU OTICPATUBHUX IIIPO3/LIIB Mig9ac po3CiiayBaHHs KiOEp3I0UHHIB,;

2) aHami3yBaTH IIPaBOBI Ta MPaBO3aCTOCOBYI MpoOseMu, (opmyBaTH Ta
OOTPYHTOBYBaTH BJIACHY TIPABO3aCTOCOBHY  Ta TPAKTUYHY IIO3HINIO ITiadac
3MIMCHEHHS a0 yd4acTli B CHAUMX (PO3LIYKOBUX) JiIX B XOJ1 PO3CIHITYyBaHHA
3JI0YMHIB, BANHEHUX Y KIOEpPHPOCTOPI.

Iliian camocTiiiHOI podoTH

1. OnpaitoBanHsl JIEKIIMHOTO MaTepially Ta IHIIUX JDKEpen 3 TMepesiky
JITEpATypH 3a TEMOIO.

2. IlinroroBka 10 MPaKTUYHUX 3AHSTh.

3. BignosicTu Ha nuTaHHs: 1) TaKTHKA MPOBEJACHHS 3aTPUMAaHHS 3JIOYUHIL, 110
BUYMHUB KiOEp3704MH; 2) 0COOJUBOCTI TAKTUKHU MPOBEACHHS OOIIYKY B FOPUIAMYHIN
0C00i.

4. TlinrotToBka pedepaTy Ha OAHY 3 Takux TeM: «JlOTpUMaHHS peKUMY
CEKPETHOCTI TiJ] 4ac MPOBEJAEHHS HEMIACHUX CIIIUUX (PO3LIYKOBUX) A1i», «Dopmu
B3a€EMOJIT  CHIIYOr0 13  TpalliBHUKaMH  OMEPATHUBHUX  MIJPO3IAUIIB  Migdac
pO3CIliTyBaHHS KiOep310unHiBY», « CiAuuii Orisi] Be0O-CTOPIHKI
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3asoanns Ne 6
(Oenna ¢hopma HasuauHs)

Tema 6. Po3ciiinyBanHsl Ki0ep3/104NHiB, BAMHEHNX 3 KOPUCIUBUX MOTHBIB,
10 MOB’SI3aHUX 3 (PiHAHCOBO-€KOHOMIYHOIO ¢ eporo BiITHOCHH y KibepnpocTopi

Merta BUBYCHHS
3aKpinuTy CUCTEMY 3HaHb MIOJ0 METOIUKU PO3CIiAyBaHHS KiOEP3TOUYNHIB BUNHEHUX
3 KOPUCIMBUX MOTHUBIB, IO OB’ s13aH1 3 ()iHAHCOBO-EKOHOMIUHOIO CepOI0 BITHOCUH
y KibepmpocTopi

Pe3yjibTaTH HABYAHHA

[Ticist BUKOHAHHS 3aBJaHHS JJISI CAaMOCTIHHOT poOOTH 3100yBad BHUIIOI OCBITH
Oyze (CIpOMOKHUMN):

1) BUKOpUCTOBYBaTH B MpodeciiHiil IOPUANYHIA iSUTBHOCTI OCHOBHI TEXHIKO-
KPUMIHAJIICTUYHI 3aCO0U, MPUUOMU 1 METOJIM PO3CIIITyBaHHS,

2) po3pOoO0JsATH 3 BUKOPUCTAHHSAM KPUMIHAJICTUYHUX PEKOMEHJalllil TUIaH
MITOTOBKM 1 TPOBEACHHSA CiA40i [ii, TAKTUYHOI omeparlii, BUKOPHCTaHHS
CHeliajJbHUX 3HaHb 1] Yac pO3CIiyBaHHs KIOEP3JI0UMHIB, BUNHEHUX 3 KOPUCIUBHUX
MOTHBIB;

3) MPOBOAWUTH CHIIYy [i0, MPHU3HAYATH CYAOBY EKCIEPTU3Yy, OpPTaHi30BYBaTH
B3a€EMOJIII0 CIITYOr0 3 TMpaliBHUKAMH ONEPATHUBHUX MIJPO3AUNB ¢ 1HIIUMHU
cy0’ekTaMu TiJ] 4ac pO3CIIAYBaHHS KIOEp3JIOYMHIB, BUMHEHUX 3 KOPHCIHUBHX
MOTHBIB.

JonaTrkoBa Jiteparypa

1. T'enepanbHa npokypatypa Ykpainu. URL: http://www.gp.gov.ua

2. lemapramenTt Kibepromimii HamionaneHoi momimii  Ykpaiam. URL:
https://www.cybercrime.gov.ua

3. Odimittauii caitr Jlizi mpotumaii kibeprepopusmy Ta iHGOpMAIIHHAM BiifHAM.
URL.: http://ligabezinfo.org/contacts

4. €nunuit JIepKaBHUN peectp CYAOBHX pIIICHB. URL:
http://reyestr.court.gov.ua/

5. EnexTpoHHmii Katajor HauioHadbHOi O10miorekn VYkpainu imeni B.IL.
Benayckporo - http://www.irbis-nbuv.gov.ua.

Ilnan camocTiiiHOI podoTH

1. OmpairoBanHs JEKUIMHOTO MaTepialy Ta IHIOUX JDKEpeNl 3 TMepertiKy
JITepaTypH 3a TEMOIO.

2. IlimrotoBka 10 MPAKTUIHUX 3AHSTh.

3. IlinroroBka pedepary Ha ogHy 3 Takux TeM: «Po3ciigyBaHHS BUMHEHOTO B
Ki0epmpocTopi HE3aKOHHOTO BUKOPHUCTAHHS 3HAaKa JUIsl TOBApiB 1 MOCHYT, (ipMOBOTO
HallMEHYBaHHS, KBaTi(hiKOBAaHOTO 3a3HAUEHHS MOXOKEHHS TOBapy», «Po3ciigyBaHHs
PO3TOJIONICHH KOMEpIiHOI a0 OGaHKIBCHKOI Ta€MHUIl, BUMHEHOTO UYEPE3 MEPEKy
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IaTepHET”.

4. AHaii3 mporecy po3sciiayBaHHS (PakTy 3J0YMHHOI AISJIBHOCTI, BUMHEHOI 3
KOPHMCIUBUX MOTHBIB y KiOeprpoctopi (B OCHOBY IOKJIACTH MaTepiair (pakKTHIHOTO
KPUMIHAJIBHOTO  TPOBA/KEHHS, BUKOPUCTOBYIOUM PeecTp cyaoBux pimieHb abo
MaTepiajii MPaKTHKK).
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3aeoanua Ne 7
(Oenna ¢hopma HasuauHs)

Tema 7. Po3ciinyBaHHsl Ki0ep3/10UMHIB, BAMHEHHX 3 AaHTU/IEPKABHO-
NOJITHYHUX MOTHUBIB, OB’ A3aHUX 3 IEPKABHO-NIOJITUYHOIO ceporo BiTHOCUH
cy0’ekTiB y KibepnpocTopi

Merta BUBYCHHS
3aKpiIUTH CUCTEMY 3HaHb IIOJ0 METOAMKHU PO3CIIIyBaHHS KIOEP310YMHIB BUMHEHHUX
3 @aHTUAECPKABHO-TIOJIITUYHUX MOTHUBIB, 1110 MOB’5I3aH1 3 J€P>KaBHO-TIOTITHYHOIO
cheporo BITHOCHH Cy0’€KTIB Y KiOepmpocTopi

Pe3yabTaTH HaBYaHHSA

[Ticist BUKOHAHHS 3aBJaHHS JJISI CAaMOCTIHHOT poOOTH 3100yBad BHUIIOI OCBITH
Oyne (CIipOMOXKHHI):

1) BukopucToByBaTH B mpodeciiiHiil IOpUINYHINA MisTTBHOCTI OCHOBHI TEXHIKO-
KPUMIHAJIICTUYHI 3aC00M, MPUAOMU 1 METOJIA PO3CIIITyBaHHS;

2) pO3poONSATH 3 BHUKOPUCTAHHIM KPUMIHATICTUYHUX PEKOMEHMAAIIN TIIaH
MNIATOTOBKM 1 TPOBEAEHHS CIIIYO0i Jil, TaKTU4YHOI omeparii, BHUKOPUCTAHHS
CHemiajJbHUX 3HaHb IIJI Yac PO3CIIIyBaHHA KiOEp3J0YMHIB, BYMHEHHX 3
aHTUIEPKABHO-TIOJITUYHUX MOTHUBIB;

3) mpOBOAWTH BIAMOBIAHY CIII4Yy [0, NPU3HAYATH CYAOBY EKCIEPTHU3Y,
OpraHi30BYBaTH B3a€EMOJIIIO CIITYOTO 3 MpaIliBHUKAMU OTMEPATUBHUX MIAPO3ALIB U
IHIMUMU  Cy0’€KTaMu TIiJ 4Yac pO3CHiAyBaHHS KiOEp3JIOUYMHIB, BUYMHEHHUX 3
aHTUICP)KABHO-TIOJIITUYHUX MOTHUBIB.

JlonaTkoBa Jiteparypa

1. T'enepanbHa npokypatypa Ykpainu. URL: http://www.gp.gov.ua

2. Jlenaprament Kibepnominii HamionansHoi momimii  Ykpainn. URL:
https://www.cybercrime.gov.ua

3. Odimitinuit caitt Jliz1i npotuuii kibeprepopusMy Ta iHPOPMaLIMHUM BiiiHaM.
URL: http://ligabezinfo.org/contacts

4. €auHuit nep KaBHUM peectp CyJIOBHUX pilIEeHb. URL:
http://reyestr.court.gov.ua/

5. EnexTpoHHmii KaTajior HauioHajgbHOI O10mioTeku VYkpainu imeHi B.L
Benazckboro - http://www.irbis-nbuv.gov.ua.

Ilnan camocTiiiHOT poboTH
1. OnparroBanHs JIEKIIMHOTO MaTepially Ta IHIIUX JOKEpeNT 3 MepeiKy
JITepaTypH 3a TEMOIO.
2. IligrotoBka 10 MPaKTUIHUX 3AHSTh.
3. [linroToBka pedepary Ha onHy 3 Takux TeMm: «IIpoGraeMHI MUTaHHS TPOTUIIT
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kiOeprepopusmy B YKpaiHi», «Po3cnmigyBaHHs 310YMHM NPOTH BUOOPUYUX MpaB 1
CB00O0/1, BAMHEHUX 13 BUKOPUCTAHHSIM KiOEpIIPOCTOPY».

4. AHani3 mporiecy po3cCiiyBaHHs KOHKPETHOro (hakTy 3J0YMHHOI JiSTILHOCTI,
BUMHCHOI 3 aHTHUIACP)KABHO-NOJITHYHHUX MOTHBIB Yy KiOeprpocTtopi (B OCHOBY
MOKJIACTH MaTepiai (paKTUIHOTO KPUMIHATLHOTO TPOBAHKCHHS, BUKOPHCTOBYIOUH
Peectp cynoBux pimeHs ab0 MaTepialiv MPaKTHUKH).
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3aeoanns Ne 8
(Oenna ¢hopma HasuauHs)

Tema 8. Po3ciiinyBaHHs 3/109MHIB, BYUMHEHHUX 3 COMIATBbHO-€KOHOMIYHUX
MOTHBIB, 110 MOB’sA3aHi 3 cOUiaJIbHOI0 cPeporo BiAHOCUH Cy0’€KTIB y
KiOepnpocTopi

MeTa BUBYEHHS
3aKpinUTH CUCTEMY 3HaHb II0JI0 METOIUKH PO3CIiTyBaHHS 3JI0YMHIB, BUNHCHHX 3
COI1aTbHO-€KOHOMIYHHUX MOTHBIB, 10 TTOB’sI3aH1 3 COIIAIbHOIO C(HEPOI0 BITHOCUH
cy0’€eKTIB y KibeprnpocTopi

Pe3yabTaTH HaBYaHHSA

[Ticist BUKOHAHHS 3aBJaHHS JJISI CaMOCTIHHOT poOOTH 3100yBad BHUIIOI OCBITH
Oyne (CIipOMOXKHHI):

1) BUKOpUCTOBYBaTH B MpodeciiHiil IOPUANYHIA JisTIBHOCTI OCHOBHI TEXHIKO-
KPUMIHAJIICTUYHI 3aCO0M, MPUAOMU 1 METOJIU PO3CIIIIyBaHHS KIOEP3I0YUHIB;

2) po3pOoO0JsATH 3 BUKOPUCTAHHSAM KPUMIHAJICTUYHUX PEKOMEHJallli TUIaH
NIATOTOBKM 1 TPOBEAEHHS CIIAYOi Jii, TaKTU4YHOI omeparii, BHKOPUCTaHHS
CHeLIAIbHUX 3HaHb MijJ 4Yac PO3CIiJyBaHHS 3JIOYMHIB, BUMHEHHUX 3 COIlaJIbHO-
€KOHOMIYHUX MOTHBIB, 1110 MOB’53aH1 3 COLIAIBHOIO CPEepOoI0 BITHOCUH CYyD’ €KTIB y
KibepmpocTopi;

3) NpOBOAWTH BIAMOBIAHY CiA4YYy [it0, MPHU3HAYATH CYAOBY CKCIEPTHU3Y,
OpraHi3oByBaTH B3a€EMOJIIIO CIITYOrO 3 MpALIBHUKAMU OMNEPATUBHUX MIAPO3AUIIB U
IHIMUMU Cy0’€KTaMH TiJ] 4ac PO3CHIIyBaHHS 3JI0YMHIB, BUMHEHUX 3 COI[1aJIbHO-
€KOHOMIYHUX MOTHBIB, 1110 MOB’53aH1 3 COIIAIBHOIO chepOoro BITHOCUH CYy0’ €KTIB y
KibepmpocTopi.

JlonaTkoBa Jiteparypa

1. T'enepanbHa npokypatypa Ykpainu. URL: http://www.gp.gov.ua

2. Jlenmaprament KiGepmomimnii HamionanpHoi momimii  Ykpainu. URL:
https://www.cybercrime.gov.ua

3. Odimiitnuit caitt Jlizi npotuali kideprepopusMy Ta iHGOpMALIHHUM BiiHAM.
URL: http://ligabezinfo.org/contacts

4. €auHuit nep KaBHUM peectp CyJIOBHUX pilIEeHb. URL:
http://reyestr.court.gov.ua/

5. EnexTpoHHmii Katajor HauioHaidbHOi O10miorekn VYkpainu imeni B.IL.
Benazckboro - http://www.irbis-nbuv.gov.ua.

Ilnan camocTiiiHOT poboTH
1. OnparroBanHs JIEKLIIMHOTO MaTepially Ta IHIIUX JOKEpENT 3 MepeiKy
JITepaTypH 3a TEMOIO.
2. IligrotoBka 10 MPaKTUIHUX 3AHSITh.
3. IligrotoBka pedepary Ha omHy 3 Takux TeM: «lIpoOmemHi mnUTaHHS
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BUSIBJICHHS Ta PO3CIiAyBaHHS JOBEICHHS [0 CamMoryOCTBa uepe3 BHKOPHUCTAHHS
coIiaapHuX Mepex», «[IpoTumis kibeprmorpozam.

4. AHaJIi3 Mpolecy po3CiiilyBaHHSI KOHKPETHOTO (DaKTy 3JIOYMHHOI J1SUTBHOCTI 3
CoIiaIbHO-€KOHOMIYHUX MOTHBIB y KibeprpocTopi (B OCHOBY IOKJIACTH MaTepiain
(GaKTUIHOTO KPHUMIHAJBHOTO  TPOBAKEHHS, BUKOPHCTOBYHOUM Peectp cynoBux
pileHb ab0 MaTepialid MPAKTUKH ).
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3asoanmsa Ne 9
(Oenna ¢hopma HasuauHs)

Tema 9. Po3ciinyBaHHs1 3J10YMHIB, BYUNHEHUX 3 iIeiiHUX MOTHUBIB, 1110
NMOB’sA3aHi 3i CBITOIISIAHOIO C(eporo KUTTH Cy0’€KTIiB BITHOCHH Yy Ki0epnpocTopi

MeTta BUBYEHHHA
3aKpinUTH CUCTEMY 3HAHB II0JI0 METOIUKH PO3CIITyBaHHS 3JI0YMHIB, BINHCHHX 3
17ICTHIX MOTHBIB, 110 TIOB’sI3aH1 31 CBITOTIISAHOIO CEPOIO JKUTTS CyO’ €KTIB BITHOCUH
y K1beprnpocTopi

Pe3yjibTaTH HABYAHHA

[Ticist BUKOHAHHS 3aBJaHHS ISl CaMOCTIHHOI pOoOOTH 3/100yBad BHUIIOI OCBITH
Oyze (CipOMOKHUMN):

1) BukopucToBYBaTH B NpodeciiiHii IOPUIUYHIN ISTIBHOCTI OCHOBHI TE€XHIKO-
KPUMIHAJIICTUYHI 3aCO0H, MPUIMOMHU 1 METOJU PO3CIIITyBaHHS 3JI0YMHIB, BUNHEHUX 3
17IEHHUX MOTHUBIB, 1110 TIOB’sI3aH1 31 CBITOTIISITHOIO C(PepOro KUTTS Cy0’ €KTIB BITHOCHH
y K10eprnpocTopi;

2) po3poOJATH 3 BHUKOPHUCTAHHSIM KPUMIHAIICTUYHUX PEKOMEHAAIN IJIaH
NIATOTOBKM 1 TPOBEAEHHS CIIAYO0l Jil, TaKTU4YHOI omeparii, BHUKOPUCTAaHHS
CIelIAJIbHUX 3HaHb 1] Yac PO3CIIIyBaHHsS 3JIOYMHIB, BUNHEHUX 3 1JIEUHUX MOTHUBIB,
110 MOB’513aHi 31 CBITOTIIAIHOIO C(heporo KUTTS CyO’ €KTIB BIAHOCHUH Y KIOEpPHPOCTOPI;

3) OpoBOAWTH BIANOBIJHY CHIAYY [1i0, MPU3HAYATH CYJIOBY €KCHEPTU3Y,
OpraHi3oByBaTH B3a€EMOJIIIO CIITYOrO 3 MpALIBHUKAMU OMNEPATUBHUX MIAPO3AUIIB U
IHIIUMH CyO’€KTaMu TIiJT 9ac PO3CIiAyBaHHS 3JI0YHMHIB, BUNMHCHHX 3 1IEHHUX MOTHUBIB,
110 OB’ s13aHi 31 CBITOTJISTHOIO C(Peporo KUTTS CyO’€KTIB BIJTHOCHH Y KiOEpPIIPOCTOPI.

JlonaTkoBa JiTteparypa

1. T'enepanbHa npokypatypa Ykpainu. URL: http://www.gp.gov.ua

2. lemapramenT Kibepromimii Harmionanenoi momimii  Ykpaiam. URL:
https://www.cybercrime.gov.ua

3. Odimiitnuit caitr Jlizi npotuali kideprepopusmy Ta iHGOpMALIHHUM BiiHAM.
URL: http://ligabezinfo.org/contacts

4. €auHuit nep KaBHUM peectp CyJIOBHUX pilIEeHb. URL:
http://reyestr.court.gov.ua/

5. EnexTpoHHmii Katajor HauioHaidbHOi O10miorekn VYkpainu imeni B.IL.
Benayckporo - http://www.irbis-nbuv.gov.ua.

Ilnan camocTiiiHOT poboTH
1. OnpairoBanHs JIEKIIMHOTO MaTepially Ta IHIIUX JOKEpENT 3 MEepeiKy
JITepaTypH 3a TEMOIO.
2. IligrotoBka 10 MPaKTUIHUX 3AHSITh.
3. IligrotoBka pedepary Ha omHy 3 Takux TeM: «lIpoOmemHi mnUTaHHS
BUSIBJICHHSI 3JI04YMHIB Yy cdepi Buxopuctanus EOM (komm’roTepiB), CHUCTEM Ta
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KOMIT'FOTEPHUX MepexX 1 Mepex enekTpo3s’sizky (po3aun XVI KK Vkpaian)y,
«MixHapo/iHe CIIBPOOITHUIITBO MOPraHiB MOJIIIi y MpOTUIli 3704MHaM y cdepi
Bukopuctanias EOM (komm’roTepiB), CUCTEM Ta KOMII IOTEPHUX MEpEeX 1 MEepex
enexkTpo3B’sa3ky (po3ain XVI KK Ykpainn)y.

4. AHaJIi3 Mpolecy po3CiIiIyBaHHs KOHKPETHOTO (PaKTy 3J0UYMHHOL AiSTILHOCTI 3
iIeMHUX MOTHBIB y KiOeprmpocTtopi (B OCHOBY MOKIACTH Marepiaiu (aKTHIHOTO
KPUMIHAJIBHOTO  MPOBAPKCHHS, BUKOPUCTOBYIOUM PeecTp cynoBux pilieHb a0o
MaTepiaau MPaKTUKH).
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MATAHHS, 3ABJAHHS TA KEMCH JJIS1 MIJICYMKOBOT'O
KOHTPO.TIO 3HAHB I BMIHDB 3JIOBYBAYA

(Oenna ma 3a04na popma HABUAHHSL)

IIuranus

1. CyTHICTb MOHATTS «KiOEPIPOCTIP».

2. OcoOnuBocTi KiOepmpocTopy, IO NPUBEPTAIOTH YBary 3J0YHUHIIB [0
BUKOPHUCTAHHS HOTO CepEeIOBHUIIA 3 METOIO JOCATHEHHS 3JI0YMHHOTO PE3yJIbTaTy.

3. BusHaueHHS OCHOBHUX TEXHIYHHMX TEPMIiHIB, OB’ I3aHUX 13 KIOEPIIPOCTOPOM:
TEJIEKOMYHIKallliiHa Mepeka, KOMII'I0TepHa Mepexka, 1H(opMaliiiHl TEeXHOJIOTI],
EJIEKTPUYHUN 3B 30K, MEpEXKa 3B’ 13Ky, Mepeka [HTepHeT.

4. OuiHkd 3arpo3 KiOep3JOYMHHOCTI HaIllOHAIBHINM Oe3meri JepkaB Ta
MDKHApOIHOMY HOPSIKY.

5. Knacudikarisi xi6ep3inounHiB B €BpOINeWchkoi KOHBEHINT MO OOpoThO1 3
K10€p3JI0UUHHICTIO.

6. Kpuminamicruuni kinacudikaiii KiOep3104nHiB.

7. Knacudikamis kiOep3IouuHIB 32 KPUMIHAJIBHO-TIPABOBUM KPHUTEPIEM, IIIO
BH3HAYa€ HOPMATUBHY CYTh KJacHudikalii, nepeadaueHoi 3aKk0OHOM Y KpaiHH.

8. CyyvacHmii cTaH JUCEpTAIMHUX pPoO3poOOK B cdepi OopoThdH 3
K10ep3JI0UrnHAMH.

9. Po3pobiieni  okpeMi  KPUMIHATICTHYHI ~ METOAMKH  PO3CIIiTyBaHHS
K10€p3JI0UHHIB.

10.Tpagumiitna CTPYKTypa OKpPEMHUX KPUMIHAJTICTHYHUX METOJUK
pO3CIIiTyBaHHS KiO€pP3JI0UHHIB.

11.MixHapoHi oOpraHizaiii, W10 3AIHCHIOIOTh pEryJIroBaHHA [HTepHET Ta
OCOOJIMBOCTI X JISTTBHOCTI.

12.0Oco6imBoCTI OpraHizailii HalllOHAILHOTO CETMEHTY KiOeprpocTopy.

13.Knto4oBi Cy0’€KTM PUHKY Ta OpraHizallii TeJIeKOMYHIKAIIMHUX TOCIYr B
VYkpaini (Cy0’€KTH B3aEMOII1 CIITY0TO TiI9ac PO3CiIyBaHHS KiOEP3IOUnHIB).

14.0co6mmBOCTI TIPABOBOTO PETYJIIOBAHHS BIIHOCUH B KiOepIipocTopi.

15.KpuMiHanbHO-TIpaBOBa OXOpPOHA CYCIIJIBHUX BIAHOCHH y KiOepmpocTopl B
VYkpainu. Konseniist Pagu €Bponu npo ki0ep3104UHHICTb.

16.XapakTepucTuka 1HIIMX MIKHApPOJHUX MPABOBUX aKTIB, Kl € YACTHUHOIO
HaIllIOHAJIBHOTO 3aKOHOJABCTBA YKpaiHW, L0 PEryJIIOITh MpaBHiia Ta MPUHIMIH
OXOpPOHU CyO’€KTIB BIJHOCHH Yy KIOEpIIPOCTOPI.

17.BusiBneHHst KIOEp370YMHIB SK HAMPsIMOK MPaBOOXOPOHHOI IISTTBHOCTI.
Tunosi mxepena onepaTuBHOI 1H(OpMaIIii TPO KiOEP3IOUHHH.

18.TeopeTnunuii acmekT oprasizamii CIIAYUM TOYATKy MPOBAHKEHHS Ta
JoKepena OOCTaBMH, IO MOXYTh CBIIYUTH TPO BYMHEHHA TI€BHOTO BHUIY
Ki0ep3/104YHHIB.

19.®opmu movaTKy KPUMIHATHHOTO MPOBAHKEHHS 010 K1OEP3I0YHHIB.

20.0OcobnuBocTi mepeBipku 1H(pOpMalii Mpo KiOep3TounHH, 110 BUMHEH1 abo
TOTYIOTBCSI.
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21.3micT (HAmOBHEHHs) MaTepianiB MEPBUHHOI MEPEBIPKH, SIKI MIAJIATAIOTH
nepeaaydl KepiBHUKOBI OpPraHy JI0CYIOBOTO po3CiiayBaHHs aJisi BHeceHHa a0 €PJIP
1H(opMalii mpo KiGep3I0UHH.

22. BigkpuTTs KpUMIHQJIBHOTO TPOBA/KEHHS 3a 3asBOI0 Ta IOBIIOMIICHHSIM
0CcOo0U TMPO KiOEP3I0OUHH.

23.0Oprani3aniifHi 3aX0y CIIIY0TO JJIs MEPEeBIPKH OTPUMAHOI MEPBUHHOI Bijl
3asBHHMKA 1H(pOpMAIIii.

24.CrerianpHi 3HaHHS IT1]1 9aC pO3CIiyBaHHS KiOep3IOUHHIB.

25.0Oprani3aliiHi 1 TaKTHYHI 0COOJIMBOCTI 3aIy4CHHS CICIialicTa I HaJaHHS
MMCHMOBOI Ta YCHOI KOHCYJIBTAIIIT M1 T9ac PO3CIIiTyBaHHS KiOSP3I0UNHIB.

26.Ha3BiTh opranizamiifHi 1 TaKTUYHI OCOOJUBOCTI 3aTydeHHS CHeIliaxicTa s
HaJIlaHHs 0€3M0CEePEeIHBOI TEXHIKO-KPUMIHAIICTUYHOT Ta 1HIIOI TEXHIYHOI JOMOMOTH
nigyac ciaiguux (po3UIyKOBUX) Ta HETJIACHUX CJIIIUUX (PO3IIYKOBHUX) JIii.

27.3any4eHHs eKCcIiepTa Miyac po3ciiyBaHHs KiOepP3JIOUMHIB JIJIsl POBEICHHS
CYZI0BOi KOMIT IOTEPHO-TEXHIYHOI EKCIIEPTHU3H.

28.3aydyeHHs mig4ac po3CiilyBaHHs KiOEp3JIOUHHIB €KCIIepTa JJis MIPOBEICHHS
EKCIIepTU3a TeIEKOMYHIKaIIMHNX cucteM (00JagHaHHs) Ta 3aCO01B.

29.3anmy4eHHs eKcrepTa Il KOMIUIEKCHUX CYAOBHX €KCIIepTH3 IIijgdac
po3chigyBanHs kioepsznounHiB (KTE Tta exkcneprusm Bimeo 3Bykozamucy; KTE 1
TEN).

30.TunoBi cmiggi cUTyallii MOYaTKOBOTO Ta HACTYIHOTO €TalliB PO3CIiTyBaHHS
K10€p3JI0UHHIB.

31.TunoBi TakTU4HI Omeparii po3ciiayBaHHS KiOEp3IOUMHIB Ta iX 3B’SI30K 13
TUIIOBUMH CIIJYUMH CUTYalLISIMH, BHYTPIIIHS CTPYKTYpa KOXKHOI OTepallii.

32.03naku iHpoOpMaIi B eNeKTpoHHik (opmi (EIeKTPOHHHX JaHUX abo
JTOKYMEHTIB (Buxona4u 31 3micTy nonoxeHb KIIK VYkpainu), mo maroTh 3HaUYECHHS
JUTSl TAKTUKU TPOBA/KEHHSI OKPEMHX CIITYMX (PO3UIYKOBUX) il y crpaBax IMpo
Ki0ep3II0UNHH.

33.3aranbHi MOJOKEHHS TAaKTUKH ITATOTOBKH JO IPOBEIACHHS CIIIUUX i,
CIpsIMOBaHUX Ha 30MpaHHs iHPopMallii B €eKTPOHHIN (hopmi.

34.TakTn4H1 MpaBWiIa Ta PEKOMEHJAIlli, CIPSIMOBaHI Ha MOIyK 1H(opmari B
SJICKTPOHHIN (PopMi Tig9ac Ciigdoro Orisiay, OOIIyKy.

35.TakTr4HI IpaBUIa Ta peKOMEH/IAIlI1, CIpsIMOBaH1 Ha (PiKcallifo Ta BUITyYCHHS
iHdopmarllli B €JIeKTpOHHIM Qopmi miayac chaiq4oro oriasAy, oOmyky ado
TUMYACOBOTO JIOCTYITY JIO peYeii Ta JTOKYMEHTIB.

36.TakT4Hl peKOMEeHJalli, CHOpsIMOBaHI Ha BWIy4YeHHS 1H(popMalii B
eJIEKTPOHHIN (opMi MigYac CAiIoro oriisay, o0nyKy abo THUMYacoBOTO JOCTYMY 0
peuelt Ta TOKYMEHTIB.

37.0co0A1BOCTI BUITYYEHHSI MOO1IBHUX MTPUCTPOIB.

38.0co0nuBOCTI JOMUTY CBiJKa, MOTEPILIOTO, MiJO3PIOBAHOIO y CIpaBax Mpo
Ki0ep3104HH.

39.3arasibHI  TaKTHUYHI OCOOJWBOCTI TPOBEIAEHHS 3HATTS iHpopMamii 3
TPAHCTIOPTHUX TEJIEKOMYHIKAIIMHUX MEpeX, 3HATTS 1HPopMalii 3 eIeKTPOHHUX
1H(pOpMaLIIHHUX CHCTEM; YCTAaHOBJIEHHS MICIE3HAXO/KEHHS PaJi0eIeKTPOHHOTO
3ac00y migyac po3ciiayBaHHS KiOEp3I04HHIB.
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40.3aranpHi TakTU4HI OCOOJMBOCTI TPOBEJACHHS KOHTPOJIO 332 BUMHEHHSIM
3JI0YMHY Mi9ac pOo3CIiayBaHHs KiOEp3I0UNHIB.

41.CyTHICTh Ta KpUMIHAJIICTHYHA Kiacu(ikallis KiOep3JO4YWHIB, BUYMHEHUX 3
KOPHUCJIMBUX MOTHUBIB.

42 KpumMmiHagicTUYHA  XapaKTEepPUCTHUKA  3JIOYMHIB, 1[0 CIPSMOBaHI  Ha
3aBOJIOJIIHHS 4Yy)KUM MaWHOM, Ta TIOB’S3aHI 3 HHUMHM 3JIOYHHH Yy cdepi
(GYHKITIOHYBaHHSI €JICKTPOHHUX PO3PaXyHKIB.

43.Crnigi cutyallii HO4YaTKOBOTO €TaIly 1 MporpaMu (aIropuTMHU) pO3CIiyBaHHs
37I0YMHIB, MIO CHPSIMOBaHI Ha 3aBOJIOJIHHS UYy)XKHM MailHOM, Ta IOB’si3aHI 3 HUMHU
3704MHU Y chepl PYHKIIOHYBaHHS €IEKTPOHHUX PO3PaXyHKIB.

44. KpuMmiHamicTHUuHA XapaKTepUCTHUKA KIOEP3JIOYMHHA 10 MOPYIIYIOTh
BCTAHOBJICHUH NOPAJIOK 00Iry EBHUX peyeil.

45.TunoBi caia4dl cUTyalli MOYAaTKOBOIO e€Tamy 1 MOporpaMu (aJIrOpUTMH)
po3ciiayBaHHs KiOEpP3JTOUUHH 110 TOPYIIYIOTh BCTAHOBJICHHUM MOPSI0K 00Ty IEBHUX
peuen.

46. CyTHICTh Ta KpUMIHATICTUYHA Kiacu(ikallis KiOep3JI04nHIB, BAMHEHUX
3 aHTUJICP>KABHO-TIOTITUYHUX MOTHUBIB.

47.KpuMmiHaJgiCTUYHA  XapaKTepUCTHKA 3JIOYMHHMHIB, 110 TOB’s3aHl 3
aHTHICPKABHUIIBKUMH JiIMHU Yy KiOepImpocTopi.

48.XapakTepucTiKa IOYaTKOBOTO  e€Taly 1  mporpamMu  (aJrOPUTMH)
pPO3CHIAYBaHHS 3JO0YMHHUHIB, IO MOB’S3aHI 3 AHTUIACPXKABHUUBKUMH AIIMH Y
KibeprnpocTopi.

49.0xapakTepu3yBaTH HIMACHT KiOepTepopu3My.

50.0OcobnuBoCTi po3CiigyBaHHS IHIMAEHTIB KiOepTepopus3Mmy: CHUTyallli Ta
nporpamMu (aJaropuTMH) po3CiaiAyBaHHs Ha TOYATKOBOMY €Talli.

51.CyTHICTh Ta KpUMIHAJIICTUYHA Kiacu(ikalisg KiOep3J04YMHIB, BUMHEHUX 3
COIT1aJIbHO-€KOHOMIYHMX MOTHBIB, 1110 TIOB’sI3aH1 3 COIIAIbHOIO CPeporo BIAHOCUH
cy0’€eKTIB y KibepmpocTopi.

52. KpuMiHamicTHyHa XapaKTepUCTUKa iHTeJ'IeKTyaJIBHOFO mipaTcTBa.

53. Oco6iuBOCTI pO3CTiAyBaHHS KiOEP3JIOYMHIB, IOB’S3aHUX 3 BBE3CHHSIM,
BUTOTOBJICHHAM, 30yTOM 1 pO3MOBCIOPKEHHSAM TMOpHOrpadiyHUX TMPEAMETIB Yy
KibepmpocTopi.

54. CyTHICTh Ta KpUMIHATICTHYHA Kiacudikaimis KiOep3I04YMHIB, BUNHCHUX 3
3JI0OYMHIB, BUNHEHUX 3 1ICMHUX MOTHBIB, IO MOB’sI3aH1 31 CBITOIVISIAHOKO ceporo
KUTTS CyO’€KTIB BIIHOCHUH Y KiOEpIpoOCTOpi.

55. Oco06MBOCTI PO3CHIAYBAHHS PO3MOBCIOPKEHHS TBOPIB, IO MPOMNAryrTh
KyJbT HaCUJIbCTBA 1 )KOPCTOKOCTI, PACOBY, HAI[IOHAJIIbHY YU PEJITiiHY HETEPIUMICTh
Ta JUCKPUMIHALIIFO.

Keiicn
Busznauumu 6ionogiono 0o Hasedenoi 6 3adaui  cumyayii 0cooOAUBOCH

nOYamKy Npo8aAdNCeHHs (apeymeHmysamu 0xcepeno iH@opmayii npo KpumiHaibHe
npasonopyuieHHs.
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Obpamu, Kepyruuch pilueHHIM | YMOBAMU KOHKpemHOI cliovoi cumyayii (aKy
HeoOXIOHO oxapakmepusyeamu), wo 6UNIUBAE 3i 3Micmy 3adaui, npozpamy Oill
Ci04020, CKIACMU NIAH PO3CTIOY8AHHSL.

Buznawumu maxoowc neobxionicmo nposedenHs mMaxkmuuHoi onepayii o0pasy
nicns 6Hecenus ingopmayii 6 €PJIP (saxoi came). Busnauae OisanvHicmb wooo it
opeaHizayii ma nposeoeHHsl.

1.

1. 6510k inpopmaunii: Jlo migposzairy AKIT HIT Ykpaiau Hamifio exexTpoHHe
MOBIJIOMJICHHS MPO KpUMIHAJIbHE MPABOMOPYIICHHS (K 3BEPHEHHS 0 OpraHy
nouimii) Big tp. O., axuii moBigomisiB mpo Te, mo 23 xoBTHA 01.04 romumHwm,
KOPUCTYIOUMCh MOXIIUBOCTSIMU CepBicHOI cimyx0Ou «ApoOitpaxx WebMoney» Bin
OTpUMaB SMS-TIOBIJOMJIEHHS MPO HIOMTO MepeKa3zy HUM TIPOIIOBHX KOIITIB 31 CBOTO
€JICKTPOHHOT'O TaMaHI[sl KOUITIB B CyMi | THC. TpH. Ha 1HIIMHA JOAATKOBUM TaMaHElb.
O. BCcTHUI, HAKJIacTH Ha IEpPEKa3 «apelTy, LU0 YHEMOXJIMBWIO iX BIAYY)KEHHS
HEBCTaHOBJICHIN HOMY 0COOI.

2 ook ingopmanii: B xoni nepesipku iHopmarii criBpoOiTHuKamu JIKII
Oyno BctaHoBiieHo Tp. K., axuit menikae y M. Uepkacu. K., 23 sxoBTHs 0 00.59 roausi
K., peami3yroun cBifl 370YMHHUII yMHCEJN, HANpaBJICHUH Ha HECAHKIIOHOBaHE
BTpY4aHHs B poO0Ty Komn toTepa rp. O., Air04Md yMHCHO, 3@ MICIIEM CBOE€1 peecTparii
Ta TPOKUBAHHS, BUKOPHUCTOBYIOUM CBIM KOMIT'IOTEp, 4Yepe3 Mepexy IHTepHer, 3a
JOTIOMOTOI0  MMapoJit0, SKUM BiH HE3aKOHHO OTpUMaB BHACHIIOK POOOTH
PO3IOBCIOJIPKEHOTO HUM B MEPEK1 MPOTPAMHOTO 3ac00y, 3/11MICHUB HECAHKIIIOHOBaHE
MPOHUKHEHHS J0 €JIEKTPOHHOI MOMTOBOI CKpUHBKU Tp.O. B pe3yibTaTi 4Oro OTPUMaB
JOCTYN JI0 BIJOMOCTEH TpO eJNeKTpOHHMM ramaHenps rp.O. Ta HOro ocoOuCTy
nepenucKy. 3 METO TaEMHOTO BHKpajeHHs, HanexHux O. rpomosux komTiB K.
CTBOPUB B €JICKTPOHHIM TPOIIOBIN CHCTEM1 JOMATKOBUM CJIEKTPOHHUN TaMaHEIlb,
3apeecTpyBaB MOro Ha CBOiM E€JIEKTPOHHIM MOIITOBIM CKOPHHII, ITCIS YOTo,
BUKOPUCTOBYIOUH CBIiii KOMIT FOTED, uepe3 Mepexy [nTepHeT 3aiiicauB 6e3 Bigoma O.,
HE3aKOHHUHM NepeKka3 TpOIIOBUX KOIITIB 3 eJeKTpoHHoro ramanus O. Ha CBIii
JIOJTATKOBUM €JIEKTPOHHUN TaMaHEIb.

[Ipu 11bOMy BiH BHKOPUCTOBYIOUYH CBifi KOMII FOTEP, PO3IMOBCIOANB IIKIIJTABUMA
porpamMHUil 3aci0, 10 MpU3HAYEHUH JJIs HEeWTpati3allli mapoJiiB Ta IHIIUX 3ac001B
3aXMCTy KOMIT'IOTEPHMX IMporpaM YW KOMIT'IOTEpHOI iHdopmalii, IUIIXoM
MIPUXOBAHOIO MEPEXOIJICHHS! HATUCKAHb KJIABIII HA KJIaBlaTypi, MOHITOPUHTY Oydepy
O0OMiHY, 3alKCy 3HIMKIB €KpaHy MOHITOPY (CKPIHIIOTIB), MOHITOPUHTY BiJIBIyBaHHUX
BeO-CaliTIB 3 MOCHIAYIOUMM BIANPABICHHSIM Takoi iHGopmMalli Ha KOHKPETHY
eJIEKTPOHHY CKpUHBKY. K. HanamTyBaB 10ro TakuM YWHOM, 1100 3a HOTO TOTIOMOTOIO
MOKHa OyJI0 31MCHUTH HECAHKI[IOHOBaHE BTPYYaHHS B POOOTY KOMIT IOTEPIB THIIUX
KOpHUCTYyBauiB Mepexi «lHTepHeT». BKazaHHMIl TporpamMHUil 3acid HUIIXOM
po3MillleHHs B Mepexi I[HTepHEeT miA BUIISAIOM KOMII IOTEPHOI MHpOTrpamMu JJis
BUKpAJCHHs ITpOBUX Tpoied B oH-MaiiH rpi «FG» Ha choemiaJbHO CTBOPEHOMY
IHTEPHET-CalTI JOMEHY «.IU».
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1. 0s0k ingopmanii. B xoabl mepeBipkuM omepaTuBHOI iHpopmanii 0yJi0
BCHAOBJIEHO, [0 HEBCTAHOBJICHI OCOOM HECAHKIIIOHOBAHO BTpyYalucsi B poOOTY
KOMIT'FOTEpIB  IOPUIUYHUX OCI0, Ha SAKUX OyJIO0 BCTAHOBJICHO MPOTrpamMHe
3a0€3IeUeHHs] JUCTaHIIMHOTO JOCTYIy 10 PaxXyHKiB, BIAKPUTUX y OaHKIBCHKHX
ycraHoBax (cucreMa «Kuiient-bank»). OTpumaBmu 1ocTyn 10 iHpopMalii, ska Ha
HUX 30epiraeTbcsi i 0OpOOISETHCS, 3IOYMHII 31MCHIOBAIN MEepepaxyBaHHs KOIITIB
3aranbHOI0 cymoro 357 303,44 rpH Ha paXyHOK (DIKTUBHO CTBOPEHOTIO IMiAMPHUEMCTBA.

2 0s0k indopmamii. Y xo/i ClIiACTBA B pe3yJabTaTi KOHTPOJIO 32 BUMHEHHSIM
3704MHY OyN0 BCTAHOBJIEHO Juie o0col0y, Ha Ky OyJo BiAKpUTO 3 1i BigoMa
GIKTUBHE TIPUEMCTBO 3 METOIO TICPEBEICHHSI KOIITIB Y TOTIBKOBY (pOpMY.

3.

1 oaok indopmamii. 7 ciuas o 09.00 g0 yeproBoi 4YacTUHU paNBIIILTY
MICBHKOTO YIPABIIHHS BHYTPIIIHIX CIPaB 13 SBKOIO 3BEpHYBCA Tp l., AKuil MOB11IOMUB
PO BYMHEHHsS BIJIHOCHO HBOTO IMaXpaChKUX i 0c000I0 IMmiJg HiK-HEHMOM
«Ckytep», skuii 3fBonoaiB rpommuma I sikuii sik 3aMOBHUK ToBapy Ha caitu «OIxX»
3MIMCHUB TepeKa3 KOIITIB Ha BU3HAUCHUW TMOKYMIEM KapTKOBUWA paxyHOK 3
MPU3HAYEHHSIM «IIPEIoIIaTay.

2 oaok indopmanii. B pe3ynbrari BUKOHAHHS JAOPYYEHHS CIITYOTO MIAPO3JILIT
JKII B [InimpoBcbkiit 00acTi BCTaHOBUB, 110 mpoTsaroMm 2014-2017 pokiB rp. M. 3
BUKOPUCTAHHSAM KOMIT IOT€pa, MIAKIIOUEHOTO J0 TJI00albHOI Mepexi IHTepHer,
maroun Ha caiti http://skuters.hol.es/index.php Biacuuii IHTEepHET-MarasuH,
3apeecTpOBaHU Ha HOro iM’s, o(ililiHO 3aliMarOYUCh MEPENpPOIaKeM ABOKOIICHUX
CKyTEpIB 32 3aBUIICHUMH LIIHAMH, PEECTPYBAB, BUKOPUCTOBYIOUM pI3HI HOMEpHU
MOOUTEHUX TesedoHIB, oroyoiieHHs Ha [HTepHeT-pecypci kommanii TOB «Emapket
VYkpaina» «OlIx.ua» momo npoaaxy ABOKONICHUX CKYTEpiB 0€3 Hamipy MOCTaBISATH
OCTaHHI 3aMOBHUKOBI. J[Ji1 3aBOJIOJIHHSA TMEPEAIUIaTO0 3aMOBHHUKIB M.
BUKOPHCTOBYBAB KapTKOBI paXyHKH MajlO3HAHOMHX OCI0 Ta €IEKTPOHHI TaMaHIIi.

4.

1 6a0ok indopmanii. 12 ciuas o 10.00 mo dYeproBoi YACTUHU MiCHKOTO
YIOPABIIHHS BHYTPILIHIX COPAB 13 MOBIJOMIICHHSIM PO BUMHEHHS 3JI0YMHY 3BEPHYBCS
[TAT «IIpuBaT6ank». B moBimoMieHHI MILJIOCS MPO Te, IO HEBCTAHOBJIEHA 0cCO0a
po3poOuia Ta BHeCHa Mij 4ac 3aljlaHOBaHOTO poOoYnM rpadikoM 0OCIyroBYBaHHS
JIBOX OaHKOMATIB JO iX NPOTrpaMHOro 3a0e3MEeUeHHS KOJ, NPU3HAYCHUM s
HECaHKIIIOHOBAHOTO OTpUMaHHs iH(dopmallii npo HOMEpH OaHKIBCHKUX IJIATIKHUX
KapTOK 1 MIH-KOJIB iX BJIACHHMKIB Ta 3amucy wie€i iHopmaii y ¢aia Ha HKOPCTKUMA
nuck Oankomara. [li3Hime Buiayuymna med (aim 13 HE3aKOHHO OJIePyKaHOI0
iH(pOpMaLIi€l0 MPO TUIACTUKOBI KapTku. Ilicas mporo Oyno 3HOB poO3poOJIEHO IHITY
nporpammy (10 po3MilieHa B OaHKOMATI), sSIKa TO3BOJIsIA 3alMCyBaTH 1H(POPMAIIIIO
npo HoMmep OaHKIBCHKOT KapTKM Ha MAarHITHY CTPIU4Ky OYIb-SKUX IUIACTUKOBUX
3ac00iB Ha TUX Xe OaHKoOMaTax Ta Maja (YHKIIO OH-laiiH. Takum YHHOM,
BUKOPHCTOBYIOUM BHJIy4Y€HI 3 OaHKOMATy MporpamH, TEXHIYHI MOKJIMBOCTI
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O0aHkoMara, IIJJaCTMKOBI KapTKW Ta 1HGopMalilo npo OaHKIBCbKI KapTKH,
M1JI03pIOBaHUM 4epe3 0aHKoMaTH pi3HUX OaHKiB M. KueBa BHKpaB rpoIiioBi KOIITH
BJIACHHMKIB OaHKIBChKHX KapTok 3aranbHor cymoto 200 000 rpH. (BuunumB 120
€I130/11B 3 JIBa MICSAIIl 1SUTBHOCTI).

2 0a0k indopmanii B xoxi po6otu JIKII BcTaHOBIEHO, 110 Y BUMHEHHI IIHOTO
37I04MHY (32 HE NpOLECyalbHUMH MarepiajamMu) MiIo3proeThes Tp. S., KoTpuid
MpaIfoBaB CIELIaIiCTOM 3 00ciayroByBaHHs 6ankomaTtiB B M. Kuesa B TOB ,.bit”. 4.
XapaKTepU3y€eThCA SIK HEOPAMHAIbHA, TaJJAHOBUTA B Taly31 00YMCIIIOBAIILHUX CUCTEM
JIOJMHA, TIPY IIbOMY Ma€ BOJBOBUU XapakTep, SIKWW CKIIABCS MM Yac HAaBYAHHS y
XapKiBCbKOMY aBlallifHOMYy IHCTUTYTi. Sl. MelIkae pa3oM 13 OaTbkamMH IMOXUIIOTO
BiKy, fIKl Ha 3allJJAHOBAHWU Yac MPOBEJCHHsS OOIIYKYy B MOro KBapTUpPl MUK 0
MarasuHy.
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KPUTEPII OLIIHIOBAHHS YCHIIIHOCTI 3/IOBYBAUIB BUIIOI
OCBITH

HanionaabHa mkaJaa

OmiHka BHCTaBISIETbCS 32  HAIIOHAIBHOIO  YOTUPUOAIBHOIO  MIKA-JIOI0:
«BIIMIHHOY, «J100pe», «3aJ0BIILHO», «HE3aJ0BUILHO». [IpHu OIIIHII 3a OCHOBY CIij
OpaTy MOBHOTY 1 MPaBUJIbHICTh BUKOHAHHS 3aB/IaHb.

1. Ominka «5» (BIAMIHHO) CTaBUTLCA B TOMY pasi, KOJM BIAMOBIAL 300yBava
BUIIOT OCBITH TpaBWJIbHA, TOBHA, IMOCIIIOBHA, JOTIYHA; 37100yBad BUIIOi OCBITH
BIICBHEHO BOJIOJI€ (DaKTHUYHUM MAaTepiaioM 3 YChOTO KypCy, BMi€ 3aCTOCOBYBATH
HOTO 110710 KOHKPETHO MTOCTaBJIe-HUX 3aBAaHb.

2. Ominka «4» (moOpe) CTaBUTHCS B TOMY pa3i, KOJU BIJIMOBiAb MPaBHIIbHA,
MOCJIOBHA, JIOT1YHA, ajie 3/100yBay BUIIOI OCBITU JOIMYCKAa€E y BHUKJIQAl OKpeMi
HE3HAuHl NOpPONyCKH (PAKTHYHOIO MaTepialy, BMI€ 3aCTOCOBYBaTH WHOroO IIOAO
KOHKPETHO MOCTABJICHUX 3aBJ/IaHb.

3. Ominka «3» (3a0BIILHO) CTaBUTHCA B TOMY pasi, KOJIU 3700y-Bay BHILOT
OCBITH BOJIOJII€ OUIBIIIOI0 YaCTUHOI (DAKTUYHOTO MaTepia-iy, aje BUKIAJae HOTO HE
JIOCUTH TOCHIIOBHO 1 JIOTIYHO, JOIYCKa€ ICTOTHI MPOIYCKH Yy BIJIMOBIiJI, HEBIPHO
bhopMyIII0€ OCHOBHI TEOPETHUY-H1 TOJIOKEHHSI Ta MPUYMHHO-HACIIIIKOBI 3B’ S3KH.

4. Ominka «2» (He3a0BIILHO) CTAaBUTHCA B TOMY pasi, KOJM 3/10-0yBad BHUIIOI
OCBITH BUSBJISIE HE3HAHHS OUIBINOI YacTUHU (PAaKTUYHO-TO Martepiainy abo 3100yBau
BUIIO1 OCBITH BIJIMOBJISIETHCS BIAIOBIIATH HA IIOCTABJICHI TUTAHHS.

MIxana oninroBanusa: HanioHaabHa Ta ECTS

Cyma 6aiis Oninka 3a HanioHa/ILHOIO NIKAJI0K0
3a Bci BH/H | Oninka JJIs1 eK3aMeHy,
HaB4YaJIbHOI ECTS KypPCOBOI'O IPOEKTY JUIs 31Ky
JisUIBHOCTI (po60TH), HPAKTHKH
90 - 100 A BUIMIHHO 3apaxoBaHo
82 -89 B n06De
|
7481 c. A
b - o 3aJ10BUILHO
~ o) 3
60 - 63 E : ’
He3aJ{0BUILHO HE 3apaxoBaHo
e 2 3 MOJKJIHBICTIO 3 MOAUJIMBICTIO
35-59 FX
IHOBTOPHOTO IOBTOPHOIO
CKJIajlaHHA CKJIaJIaHHA
. He 3apaxoBaHo
B SR 3 060B'H3KOBHM
. . 3 0BOB'A3KOBHM
0-34 I . IHOBTOPHHM
IIOBTOPHHM BHBUCH- ST R
HAM JIMCITHIVIIHH 0y
JTHCITHIIIHH
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Haesuanvrno-memoouune uoarHs

Camoitnnenko OsieHa AHaroiiBHa

[IpoTunist KiGep3TOYNHIB: KPUMIHATICTHYHUHN aCIIEKT

HaBuanbHO-MEeTOOUYHUN ITOCIOHUK

[TianucaHo 10 ApyKy p.
®dopmar 60x84/16 IMamip odceTHMit. YM. IpyK. apk.
Hakman __ mpum. 3amoBIeHHs
Bupasaunrso ta npykapusa "TEC"
(CeimourBo JIK Ne 771) Opneca, Kanatna 81/2.

Ten.:(0482) 42-90-98, (0482) 42-89-72
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