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AN ANALYSIS OF ENTERPRISE OPERATIONAL STABILITY IN RELATION TO
COMMUNICATION AND ENERGY SYSTEMS

Abstract: This paper examines key global incidents involving damage to both power and
communication lines between 2023 and 2025. It analyses their impact not only on transnational
distributed enterprises, but also on entire nations, affecting critical infrastructure, economic
activity, social stability, and national security. A classification of equipment failures is presented,
distinguishing between natural (environmental) and intentional causes. These disruptions influence
not only private entities but also state-level operations. With society undergoing complete
digitalisation, such events now result in severe economic losses and casualties. The once-reliable
practice of communication line redundancy has recently failed to deliver the expected level of
resilience.
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The modern world is inextricably linked to distributed enterprises—organisations that no
longer operate within a single office but rely on integrated information platforms spanning multiple
regions, nations, or even continents. These entities are heavily dependent on uninterrupted access to
databases, communication channels, and energy systems. Disruptions in these infrastructures pose
more than just technical inconveniences—they have the potential to halt supply chains, cripple
infrastructure, and cause economic damage on a global scale [1].

A classification of distributed enterprises is presented in Fig. 1.

Organisations of this kind include:

- Banks — reliant on global transactions, distributed processing centres, and financial
gateways.

- Pharmacies — requiring real-time data on stock availability, prices, and logistics.

- Postal and logistics services (such as UkrPoshta, Nova Poshta) — dependent on routing,
tracking, and electronic documentation.

- Taxi and transport platforms (Uber, Bolt, DHL) — entirely reliant on servers, GPS systems,
and route optimization.

Equally critical, though often overlooked, are sectors such as:

- Mining and oil & gas companies — employing remote sensors and offshore drilling
platforms, with data centralised at headquarters.

- Chemical and metallurgical plants — frequently structured as distributed systems, where
safety metrics, temperatures, and chemical reactions are monitored from a central server.
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- Shipping and freight enterprises (e.g., Maersk, MSC) — dependent on global navigation
systems, customs databases, and real-time cargo tracking. Any disruption in IT infrastructure can
bring an entire fleet to a standstill worldwide.

Distributed enterprices

¢ Critical ¢ Strategic
mining banks
pharmacies
chemical industry and
metallurgy postal service
shipping companies logistics and
transportation

taxi services

Figure 1 - Classification of distributed enterprise types

These enterprises cannot function in isolation—they are nodes in a global network. This
means that a single point of failure, such as a power outage or communication breakdown in one
country, can trigger cascading consequences in another.

Hence, increasing emphasis is placed on the reliability of communication and energy
systems, as these underpin the uninterrupted operation of global business. Real-world case studies
reveal that faults in information and power networks are not anomalies—they are part of an
escalating pattern of systemic risk.

Historically, such failures received scant attention. Threats were perceived as abstract and
their consequences exaggerated. Disruptions were primarily discussed within technical
communities [2] and viewed more as localised mishaps [3] than as global warning signs.

Today, however, society’s growing dependence on stable energy and communication
infrastructure renders each new incident a cause of tangible economic, social, and political damage.
Among the most significant cases in recent years are:

- Widespread power outage in Chile (February 2025) — over 70% of the country was left
without electricity, affecting major hospitals and transport hubs [4].

- National blackout in Kenya (December 2024) — the entire country was plunged into
darkness for several hours. The main airport ceased operations, trains halted, and communication
networks largely collapsed [5].

- Complete communication loss in Gaza (October 2023) — amid military conflict, residents
lost access to mobile and internet services, making emergency response and humanitarian
coordination impossible [6].

- Telecommunication blackout in Libya following floods (September 2022) — after severe
flooding, several regions near Derna became entirely cut off from the outside world [7].

These catastrophes can be categorised as either natural—resulting from environmental
events and associated equipment failure—or intentional, including terrorism and military action. In
cases of natural disaster, enterprises can mitigate risk through technical innovation and
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modernisation. However, when damage is deliberate, both governments and businesses must act in
unison. The effectiveness of their collaboration will determine the capacity of modern civilisation to
adapt and survive in a deeply interdependent global landscape.

While such incidents were once treated with indifference, today they represent a pressing
threat. With widespread digitalisation, their consequences are more profound than ever—incurring
both economic losses and loss of life. Moreover, where a single backup communication line once
offered sufficient protection, recent years have shown that even fibre optics and certain satellites are
vulnerable to repeated damage.

In light of these developments, we must conclude that distributed enterprises operating on
centralised databases are now highly exposed to emerging global risks. This vulnerability results in
extensive labour hours spent on manually restoring and resynchronising data following network
outages. Therefore, any organisation operating within a distributed model must integrate the
following into its core strategy: preventive risk management, cybersecurity, system redundancy,
and robust architectural planning. The rapid advancement of artificial intelligence offers a
promising avenue to streamline and partially automate these vital processes in the near future.
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