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Henuii Mi>KHapogHoro (yHiBepcanbHOrO) BIYepIaHH:A MIpaB iHTeEeKTYaIbHOI BIACHOCTI, IO CIYTYE
TaKVM LI/IIM: 0OMeXXeHHS MOHOIO/TICTUYHOI Ais/IbHOCTI, 3arobiranusa ¢pparMeHTanii puHky, 3abes-
IeYeHHs BI/IbHOTO PyXy TOBapiB Ha PUHOK.

OpHiero 3 0OCHOBHUX Bi]MiHHOCTEN MK IlepeMillleHHAM TOBapy «I1apaje/lbHOr0 iMIOPTY» i KOH-
TpaaKTOM € OPUTiHAIBHICTb TOBAPY, BUTOTOB/IEHOTO IIPAaBOBIACHUKOM i BBeIEeHUM B OQilliltHMit
o6opor. Illo6 cripocTyBaTy cTaryc ToBapiB AK KOHTpadaKTHNX, BAXK/IVMBUM € HasABHICTb YTOAN, AKa
peryioe mnepefady MpaB Ha IPOMIIC/IOBY BIACHICTD [2].

[ 3abe3nedeHHs €UHOTO €KOHOMIYHOTO IIPOCTOPY KpaiHy-wieHyn €C He e IpUITHAN
KOHIIEMIil0 «perioHa/IbHOr0 BUYEPIIaHHA IIPAB iHTeTeKTyaIbHOI BTACHOCTI», a I po3po0uin cucre-
My iMIOpTYy MiKiB 3 ofjHi€l KpaiHK-4ieHa B iHuy. Komnanii He MaroTh IpaBa peecTpyBaTH KM, AKi
IpofanThes B KpaiHax €C, a MOXKYTb /Mille feKIapyBaTi, 1[0 BOHM iMnopTroBaHni 3 kpain €C 3a
IpOLefypaMy ITapaeIbHOrO iMIOPTY, AKIO BUKOHYIOTbCA II€BHI YMOBIL.

Jliku MOXyTb OyTU BBe3eHi B KpaiHy 3a IPOLEAYPOI0 «IIapajIe/IbHOTO iMIIOPTY», AKIO BOHU
Bi/[TIOBial0Th TaKMM yMOBaM: BOHU JIETa/IbHO IepebyBaloTh B 00iry B ofHiit i3 kpain €C i 3a cka-
oM CXO0XKi Ha MicieBi mikn. 30kpema, AKIIO TiKapChKUiT 3aci6 MiCTUTD Ty caMy {09y pe4OBUHY, BI-
po6neny opgauM Bupo6HUKOM. CIIIA cepito3HO pO3IIANAI0Th MOXK/IMBICTD JO3BOIUTY MTApa/Ie/IbHII
iMmopT mikiB nuie 3 KpaiH 3 epeKTVBHUMIY CHCTEMaMU peryIioBaHHA, AKi MibkHapogHmit 6aHK pe-
KOHCTPYKIIil Ta PO3BUTKY BB)XA€ Ay>ke IpUOYyTKOBUMM. X04Ya, AK 3a3HAYAIOTh eKCIePTH, TaKa JUC-
KPMMiHallisl KpaiH 3a piBHEM JJOXOJiB CyIEpeYnTDb CTATTi 4 YTonu NMpo TOPTOBE/IbHI acleKTH IpaB
iHTe/IeKTyabHOI BTACHOCTI, «Ije B iHTepecax coliabHOI MOMTUKM» [3].

KorxHa KpaiHa Mae po3poOuTH BIIaCHY CTparTerio, CIpsAMOBaHy Ha 3abe3lledeHHA peaisanii oc-
HOBHUIX IIPaB JIIOJVIHM, [IOB’I3aHYX i3 I[OZEHHVMMY ITOTpebaMt, HeOOXiTHUMIY IS MiATPUMKI HOP-
MajIbHOTO PiBHA XUTTA TPOMaJiAH. B mepiny dyepry 1ie cToCyeTbcs MEAVIKAMEHTIB.

3anpoBa/pKeHH: apa/le/IbHOTO IMIOPTY MO>XKe BUPIIINTY HU3KY IIPO6IeM, IIOB I3aHX i3 IjiHO-
BOIO, AAKICHOIO Ta Pi3SHOMaHITHOIO AVICKPMMiHALI€I0 CIIOXKMBAYiB, 3aXMCTUBIIN IX Bifj HACIIAKIB, AKi
MO>XYTb BUHUKHYTY BHAC/IiJOK 0OMe)XeHb II0CTaBOK TOBApiB Yepes pillleHHA iHO3eMHMX AepyKaBHIX
OpraHiB Ta NpaBOBIACHUKIB. KpiM TOro, /lilleH3yBaHHA apajie/IbHOTO iIMIIOPTY MOXe CTaTU CTUMY-
JIOM 1A PO3BUTKY MaJIUX i CepefHiX MiAIpIEMCTB, 0 NepefbdadaTiiMe PO3BUTOK HOBOI Iajysi.
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THE PROBLEM OF IDENTIFYING INTERNET USERS

The essence of the systemic legal problem of identifying users on the Internet is that, due to the
architectural features of the Internet, interaction between users (real individuals acting on their own
behalf or on behalf of other persons they represent, including legal entities) is objectively mediated,
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which leads to difficulties in determining the subjects of legal relations in most cases. This can manifest
itself in a variety of practical situations.

For example, when interacting with users of a social network, other things being equal, there is
always no complete certainty that the interlocutor (and the interaction may also have legal significance)
is really who he claims to be by providing data in his profile. If a contract is concluded in electronic form
by exchanging electronic messages, for example, by email, unless this was preceded by interactions
between the parties, as a result of which sufficient procedures for verifying electronic messages were
established, there remains the risk that the message is sent or received by the wrong person.

When committing offenses on the Internet, as a rule, it is extremely difficult to identify the person
who posted the illegal information, unless he himself admits the fact of committing the actions or
there is other evidence in the case. The systemic nature of the problem of user identification and its
general nature is confirmed by the fact that in one form or another it is present in any legal relationship
mediated by the Internet and can be identified in every case of interaction.

This problem is resolved in practice on the basis of user verification procedures established by
law, developed by judicial practice, or determined at the level of self-regulation (including in the form
of contracts and customs) or corresponding legal presumptions and fictions. The mediation of user
interaction, which underlies the systemic problem of their identification, can be considered at several
levels of Internet architecture.

At the “physical” level, such interaction is mediated by the use of computers - in the absence
of any legal presumptions and fictions, the most accurate interaction in this case can be described
exclusively as an interaction between two or more computers. There may not always be any guarantee
that one of these computers is not running automated software (a bot). However, this problem can
turn into the problem of responsibility for automated actions: situations are possible in which the
actions of the bot will be considered the implementation of actions or communications on the part of
the user. In this case, we can talk about the presence of a corresponding legal presumption or fiction.

At the network, Internet protocol and data transmission levels, the indirectness of interaction
is determined by the fact that information from one user reaches another user in different ways and
along different network routes. Moreover, during transmission, both the information itself can be
intercepted and changed, and information about the source of such information can be changed, for
example, through the use of proxy servers (network services that allow you to make indirect requests
to other network services).

For example, a client (user) can access the site directly, or maybe through a proxy server. In the
latter case, all other things being equal, from the side of the “final” server, it is the proxy server that
will look like the source of the request. For example, if an Internet resource offers access only to users
whose device IP addresses are identified as belonging to a particular jurisdiction, then a user from
another jurisdiction can send their request through a proxy server of the “correct” jurisdiction and
thus access the site without restrictions.

At the application and content levels, this indirect interaction, which leads to a systemic problem
of user identification, is also expressed in the fact that interaction ultimately occurs between different
software applications through the exchange of content contained in them, and not between users
as such. At this level, the problem of the reliability of the data indicated in the same social network
profiles appears. The problem of user identification is resolved differently at each level of the Internet
architecture.

At each level, its relevance may be different, as well as the ways to resolve this problem in each
specific situation. The theoretical significance of the problem of user identification is expressed in the
fact that it is the basis for clarifying and developing the concept of the subject of legal relations on the
Internet. The classical approaches of the general theory of law and branch legal sciences are based on
an implicit presumption of direct interaction between subjects.

At the same time, on the Internet it is often possible to raise the question of whether in a
given particular case there is a legal relationship in the legal sense in principle, if the subjects of
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the legal relationship are often uncertain for each other. The practical relevance of the problem of
user identification is due to the fact that in legal practice it is necessary either to make sure that
legal relations arise with a certain subject (regulatory legal relations), or to establish such a subject
(protective legal relations).

For example, in the case of concluding an agreement with a user via the Internet within the
framework of any Internet service, there is often a need to ensure with a sufficient degree of certainty
that the agreement is concluded with a certain person. For this, various verification tools can be
used - confirmation via an email sent by the user to an email address, via an SMS message sent to the
phone number specified by the user, etc.

The degree of reliability of verification of each of these methods, as a rule, depends on already
established legally significant ideas about existing presumptions and fictions, and is rarely “absolute”
(i.e.in the same sense as a handwritten signature on paper when presenting a document, identification)
reliable.

Methods for verifying Internet users in the context of the problem of their identification largely
depend on the level of technology development, and often the emergence of new, more reliable
methods “triggers” a set of new problems that also require resolution.

Thus, the use of fingerprints on individual devices (for example iPhone) develops the problem of
user identification into the problem of collecting, processing and protecting biometric personal data.
Currently, the problem of user identification is being developed at the level of legal norms governing
electronic signatures and personal data. In this context, an electronic signature acts primarily as a
way to verify an Internet user and allows him to be relatively (depending on the type of electronic
signature) reliably identified. In addition, certain technologies used in electronic signatures often
make it possible to confirm that no changes were made to the electronic document after it was signed
with an electronic signature. Legal regulation of personal data should also be considered in the context
of the systemic problem of user identification.

At the same time, legislation on personal data often approaches this problem not from the side of
the subject of legal relations on the Internet, but from the side of a specific user who can act as such a
subject in online interaction. A key component of the legislation on personal data is the definition of
personal data itself, which must contain scientifically based approaches to what set of data allows the
subject to be identified and, accordingly, considered as personal.

At the level of self-regulation in general, resolving the systemic problem of user identification is
also developing in the direction of improving mechanisms and approaches to user verification using
information technology.

Keywords: network, Internet, verification, user identification, personal data.
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Kosup Onexcanop Onexcanoposuy
Hauionanvnuii ynisepcumem «Odecoka 10pudutHa axaoemis»,
acnipawm kageopu npasa iHmeneKmyanvHoi 671AcHOCMI Ma NamMeHmHoT 10CMuLil,
acucmenm Kageopu HypHAriCMuKu

OCOB/IMBOCTI KOPUCTYBAIIBKOTO KOHTEHTY

B cydacHuMx ymMoBax OffHMM i3 IOLIMPEHNX Kepen iHopMalii BUCTYIIae KOPUCTYBAIbKUI
KOHTEHT. PO3BUTOK COLiaIbHMX MepeX, a TAKOXK GOPMYBaHHA Cy4acHOI 6morocdepn o6yMoBun
HOLIVMPEeHHS B Mepexi iHpopmanii kopucTyBauamy, sika Habya MacoBoro xapakrepy. Ingpopmariis,
posMmilleHa KopucTyBadamMu Mepexi [HTepHeT B OKpeMuX BUIIAJJKaX 3a CBOEK 3MiCTOBHICTIO, aKTY-
QJIPHICTIO Ta Meper/AfoM He IOCTYNA€eThCsA iHpopMarii, Aka po3MilieHa Ha cTOpiHKaxX oQiliTHNX
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