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Dear participants of the conference, esteemed colleagues, scholars,
practitioners, representatives of judicial expertise institutions, the law enforcement
community and young researchers!

The holding of the International Scientific and Practical Conference «Criminalistics
of the Future: Digital Innovations, Artificial Intelligence, Global Challenges and Threats»
1s an important event not only for the National University «Odesa Law Academy», but also
for the entire professional community working in the fields of criminalistics, judicial
expertise, criminal justice and the legal protection of state security. This conference is the
result of consistent scholarly work aimed at understanding the changes currently taking
place in law, technology, evidence, and the practice of counteracting crime.

Criminalistics has always been a science of practical action. Its value lies not only in
theoretical propositions, but also in its ability to provide answers to specific investigative
questions: how to detect a trace, how to record it properly, how to verify information, how
to construct an evidentiary version, how to distinguish the reliable from the artificially
created, the accidental from the 3axonomipHoro, and the truthful from the manipulative. For
this reason, every historical period poses its own challenges to criminalistics, while the
contemporary digital era makes these challenges particularly complex.

Today, crime is increasingly moving beyond the boundaries of the traditional
material environment. It uses digital platforms, encrypted communication channels,
cryptocurrency mechanisms, artificial intelligence, anonymization technologies, deepfake
tools, cross-border information flows and sophisticated methods of concealing digital
activity. At the same time, evidentiary information itself is changing its nature: it may exist
as a digital trace, metadata, an electronic document, an image, an audio or video file, the
result of automated analysis, or an informational connection between different sources.

Under such conditions, criminalistics can no longer be perceived solely as a set of
established technical, tactical and methodological means. It is gradually transforming into
a complex interdisciplinary system of knowledge that combines legal doctrine, judicial
expertise methodologies, digital analytics, cybersecurity, criminal analysis, information
technologies, artificial intelligence and international cooperation. However, technological
renewal must not displace what is essential: scientific validity, procedural correctness,
objectivity and respect for human rights.

This set of issues is of particular significance for Ukraine. Under martial law, in the
context of documenting war crimes, counteracting hybrid threats, cyberattacks, information
operations, crimes against the foundations of national security and transnational organized
crime, criminalistics acquires not only scholarly but also state-level importance. The quality
of criminalistic solutions today determines not only the effectiveness of an individual
criminal proceeding, but also the ability of the state to protect legal order, document crimes,
ensure justice and preserve public trust in the judiciary.

It is therefore especially important that this conference has brought together
representatives of different scientific schools, educational institutions, judicial expertise
bodies, law enforcement agencies and practical professional environments. Such a format
allows participants not merely to exchange scholarly positions, but to observe criminalistics
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in its real development - at the intersection of theory, expert practice, criminal procedure,
digital technologies and international experience.

The materials presented in this collection demonstrate the breadth and depth of
contemporary criminalistic inquiry. They address issues concerning the use of artificial
intelligence in judicial expertise, the admissibility and reliability of electronic evidence, the
detection and recording of digital traces, the application of OSINT tools, counteraction to
deepfake technologies, criminal analysis, the documentation of crimes in the digital
environment, the development of expert methodologies and the formation of new
approaches to proof.

The value of this collection lies not only in the relevance of its subject matter. Its
significance 1s broader: it records the moment of criminalistics’ transition to a new stage of
development. This is a stage at which classical scientific principles do not lose their
importance, but require rethinking in the context of digital evidentiary reality. It is also a
stage at which the scholar, expert, investigator, prosecutor, advocate and judge must speak
a common professional language so that technologies serve justice rather than create new
threats to it.

The international character of the conference deserves special emphasis. Partnership
with institutions of the Republic of Moldova, as well as the participation of representatives
of Azerbaijan, Romania, Poland and other professional communities, confirms that
criminalistics of the future cannot develop within narrow national boundaries. Digital
evidence, cybercrime, expert standards, algorithmic technologies and transnational forms
of criminal activity require open international dialogue, the harmonization of approaches
and mutual professional reinforcement.

I am convinced that this collection will be useful for scholars, lecturers, postgraduate
students, students, judicial experts, investigators, prosecutors, advocates, judges and all
those working in the field of criminal justice. It may become not only a source of scholarly
information, but also a foundation for further research, methodological developments,
professional discussions and practical solutions.

I sincerely thank the Organizing Committee, the co-organizers, the authors, and all
conference participants for their active scholarly engagement, professional responsibility,
integrity, and commitment to addressing the issues that will shape the future of
criminalistics and the quality of justice in the digital age.

President of the National University
«Odesa Law Academy»,

Honoured Lawyer of Ukraine,

Doctor of Law, Professor,
Academician of the National Academy
of Legal Sciences of Ukraine

Odesa, Ukraine

Serhiy Kivalov
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