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INTERNATIONAL COOPERATION REGARDING
FIGHT AGAINST CYBERCRIME

Having started to become a single globalized community, the modern
world doesn’t anymore surprise its citizens with stern integrative processes in
all possible spheres. Information exchange is a good example of a phenomenon
that recognizes neither national nor continental limits. On the Internet, where
borders are meaningless, we are vulnerable to criminals from all over the world
(M. Yasin Aslan. Global Nature of Computer Crimes and the Convention on
Cybercrime //Ankara Law Review Vol.3 No.2, p.130).

The necessity to cooperate internationally and develop international
standards dealing with this problem is obvious for a number of reasons. First,
crimes committed on the Internet often begin in one county and end in another,
creating law enforcement challenges. Indeed, which country’s legislation should
be applied in such case? Which country should execute the punishment for such a
crime? The issue becomes even more complicated with the countries that do not
have proper legislation. Another problem emerges if the level of technological
development of a country is low. The great disparities in opportunity to access
the Internet and the information and educational/business opportunities tied to
this access between developed and developing countries are called the «global
digital divide» (Lu, Ming-te. Digital divide in developing countries // Journal
of Global Information Technology Management Vol.4 No.3, p. 2). Among other
things, the ’digital divide’ provides ’safe havens’ for cyber-criminals (Roderic
Broadhurst. Developments in the Global Law Enforcement of Cyber-Crime //
An International Journal of Police Strategies and Management, Vol. 29 No.2,
p. 408). But even in the countries with high level of IT development, the
impossibility to deal with cybercrimes just with the means of one country is a
cornerstone of the situation.

The international organizations which are the most active elaborating
criminal and procedural aspects of combating cybercrimes are Council of Europe,
United Nations, European Union, Organization for Economic Cooperation and
Development, Commonwealth of Independent States. It should also be noted that
Interpol and the G-8 states play an important role in combating cybercrimes. At
the international level two new treaty instruments provide a sound basis for
the essential cross-border law enforcement cooperation required to combat
cybercrime. The first of these instruments, the Council of Europe’s Cybercrime
Convention, is purpose built and although designed as a regional mechanism
has global significance. The second is the United Nations Convention Against
Transnational Organized Crime, which is global in scope but indirectly deals
with cyber-crime when carried out by criminal networks in relation to serious
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crime (Roderic Broadhurst. Developments in the Global Law Enforcement of
Cyber-Crime // An International Journal of Police Strategies and Management,
Vol.29 No.2, p. 411).

The first international act with the aim of harmonizing national laws and
raising cooperation in fighting cybercrimes was The Convention on Cybercrime,
adopted by the Committee of Ministers of the Council of Europe on 8 November
2001 in Strasbourg. The main requirement of the Convention is participation of
the countries in combating cybercrimes, as well as harmonizing and updating
and their criminal laws against computer-facilitated fraud, hacking, child
pornography, copyright infringement, and other kinds of cybercrimes. The
parties are required to adopt appropriate legislation to counter computer crime,
to ensure that their law enforcement officials have the requisite authority and
procedural tools to effectively investigate and prosecute such crimes. In addition,
the Convention obliges parties to cooperate with each other to the widest extent
possible for the purposes of investigations or proceedings relating to computer
crime and makes all computer crimes extraditable offenses.

The UN Convention Against Transnational Organized Crime, on the other
hand, is not directly aimed at cybercrime, but it is an important instrument
dealing with some aspects of cybercrime. The Convention came into force
on the 23 September 2003 and by now has been signed by 147 States (and
175 parties). Additionally to enabling mutual legal assistance between states
and establishing a number of offence categories, the TOC Convention expressly
refers (Article 29 (2)) to methods for combating the misuse of computers and
telecommunications networks, provisions for training and materials, especially
assistance for developing countries, and places obligations on capable states.
The TOC Convention also establishes a number of principles and arrangements
for international cooperation, which may be taken as an example of a potent
global instrument against cyber-crime. They include regulations limiting
the rule of double criminality for mutual assistance purposes and introduce
’enterprise’ responsibility (see ibid, p. 218). The importance of the Convention is
seen from the fact that the definitions of ’serious crime’ and "organized criminal
group’ don’t anymore position these phenomena in a way they were traditionally
viewed, i.e. as quite a narrow range of offences. Article 3 of the Convention
considers an offence ’transnational’ if it is: (a) committed in more than one State;
(b) committed in a single State but planned, prepared, directed or controlled
in another State; (¢) committed in one State but involving an organized group
whose activities cross national boundaries; or (d) committed in a single State but
has ’substantial effects’ in another State. Therefore, a big variety of cybercrimes
would qualify as ’a serious crime’, according to the Convention. The question of
extradition is also covered by the convention, making the parties to extend their
bilateral extradition agreements, including a number of crimes covered by the
convention into the list of extraditable offences, therefore, including a number
of cyberspace offences.
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The question whether it is reasonable to create a new treaty which would
become a worldwide standard is highly debatable. On the one hand, the Council
of Europe’s Convention on Cybercrime was developed mostly by European
countries, considering the cultural and legal peculiarities of these countries.
Some even say that the Convention has already become out-of-date. Also, the
countries that didn’t take part in drafting the convention would have it thrust upon
them. On the other hand, the creation of a new treaty addressing the cybercrime
problems in a different way can become a barrier for the constructive processes
that have been launched by the already existing Convention. Having existed
for more than seven years, the Council of Europe’s Convention on Cybercrime
has the widest coverage of any international treaty of this kind, covering one
third of current internet users. For these reasons, we believe that the work on
increasing a number of signatories and ratifications of the existing Convention
on Cybercrime to make it really a worldwide act seems more reasonable than the
development of a brand new treaty.

Bepmr A. 5.
Hayuonanvuuiii ynusepcumem «Ooecckasn iopuoudeckas akaoemusy,
acnupanm xkagheopul y20108HO20 Npasa

MHUIIEJDb ®YKO U EI'O YI'OJIOBHO-ITPABOBBIE KOHIIEIIThI

Ha ¢umrocodcko-ipaBoBBIX BO33PEHUSX (PAHIy3CKOTO HUCTOPHKA, CO-
nuosiora, KpuMuHosnora Mumens @yko nexut neyats uaeit ©. Humme u 3.
®peiina. B 1971 r. Bo @paHuuu 1o ero MHULIMATHBE ObliIa co3naHa «['pymma
MHPOPMAIIUY O TIOPbMaxy, B Ubl0 3a/1a4y BXOJIMJIO M3YUYCHHUE YCIOBHH coyep-
JKAHUS 3aKJTFOYCHHBIX U MHQOPMHUPOBAHUE O HUX 0OIIecTBeHHOCTH. PaboTa B
sTol rpynne no3zsonuia M. @yko co3nate odbeMHOE uccnenoBanue «Hanzu-
paTh U Kaparb: poxJaeHHe TIOPbMbI» (1975), OCHOBHBIE MOJIOKEHUST KOTOPOTO
SIBUIIUCH PA3BUTHEM €r0 KOHIENIIMU OTHOLIEHUH MEX /1y BIaCThIO U HACUIINEM,
MPECTYIJICHUEM U HaKa3aHHEM.

B cBonx paborax M. @yko mpe/uIokmII HOBOE BHICHUE (HUIOCOPCKO-
MPaBOBBIX MPOOJIEM EBPONECHCKON HCTOPUH, KOTOPYIO OH paccMmarpuBaet ¢ XIII
no XX B. OTBepras TpaJullHOHHbIE OOBSICHUTEIbHBIE CXEMbl H TEPMUHBI, OH
IOTIBITAJICS TOJJOUTH K MPOOIEeMaM BIACTH U HACHJIUS C TO3UIIUNA HOBOT'O METO-
J1a, KOTOPBII Ha3BaJl «apXeoJ0rn4eCKuM.

M. ®yko ucxoausa U3 NPEANOChUIKH, YTO BIACTh BCErJa IpecTaBisiia
co00ii 111 4YeIOBEYECKOr0 paccyika HE4TO 3araJoqHoe, TAaMHCTBEHHOE, BHY-
1Iarollee CMellaHHble YyBCTBA y)Kaca W BocxuuleHus. B Hell Bcerga omyma-
JIOCh TIPUCYTCTBUE YETO-TO JEMOHUYECKOr0. [ TTaBHBIM €€ 00BEKTOM, TO €CTh
MIPEIMETHOCTBIO, HaJl KOTOPOW OHA pacipocTpaHsija CBOE BIUSIHUE, SBIISIIOCD,
10 IPEUMYILECTBY, YeJIOBEUECKOE TeJI0. Pa3Hble THIIBI TOCYJapCTB U HCTOpUYE-
CKHX 310X Pa3IuvaIich MEXKy COOOM Mpexe BCEro TeM, 4TO B OJIHUX YCIIO-
BUSX COLMAJIbHBIMN KOHTPOJb OCYILIECTBIIAJCS Yepe3 NpsiMoe BO3JEHCTBUE HA
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