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1. OITUC HABYAJBHOI JUCIUTIJITHA

lNasty3p 3HaHb, HAIIPSIM .
. . . . XapakTepucTuKka HaBYaJIbHOI
HailimenyBaHHS MOKa3HUKIB M1JrOTOBKH, OCBITHBO- .
e o JTUCIUTUTIHA
KBaJiiKaliiiHuii piBeHb
lamysp — Jlenna 3aoyHa
o ) 12 Tadopmariitai TexHOMIOTIT opMa opMma
KinpkicTe kpeauTis — 5, (bopman Gbop " Gop
A 000B’s13K0Ba
3arajbHa KUIbKICTh . . —
CrerianbHICTh — Pik miaroroBku:
rojaun — 150 .
121 ImxeHepis nporpaMHOro 3
3a0e3neyeHHs Cemectp:
6

JlexuiiHi 3aHATTS:

38 | 12
[TpakTH4HI 3aHATTA:

. . 26 | 8

. PiBensb BUIIOT OCBITH — :

MoBa HaBYaHHS — YKpaTHChKa . . JlaboparopHi poboTu

nepuuii (0akamaBpCbKuil) 0 ‘ 0
Camocriiina poOoTa
86 | 130

Bun koHTpOIO:
€K3aMeH

Juctumiina «be3mneka mporpaM Ta JaHuX» € 00O0B’SI3KOBOIO JTUCITUILTIHOKO MPOQeCiitHOro
UKy MiArOTOBKM OakamaBpiB 3a crenianbHicTiO 121 ImkeHepiss mporpamHoro 3a0e3nedeHHs i
cnpsMoBaHa Ha (hopMmyBaHHs y 3100yBaviB BHUILOI OCBITH 3HAHb 1 HABUYOK 3a0e3meueHHs Oe3meKu
IIPOrpaMHUX CHUCTEM 1 JAHUX IiJ] 4yac iX NPOEKTYBaHHA, po3poOieHHs Ta ekciuryatamii. Kype
OXOIUTIOE OCHOBHI NPUHIMIIK O€3MEYHOr0 MPOEKTYBaHHS MPOTrPaMHOro 3abe3MeyeHHs, MOjei
KOHTPOJIIO JOCTYIly, ayAWT 1 YOpPaBIiHHS BpPa3IMBOCTSAMH, 3aCTOCYBAaHHS KpHUNTOrpadiuHUX
MEXaHI3MiB, BHUKOPHCTAHHSI 3aXWIIEHUX MPOTOKOJIB IMepelnadl JaHuX Ta 3aXUCT JAaHUX Y
PO3MOJIIEHUX 1 XMapHUX CepeoBHILAX. BUBUEHHS NUCUUIUIIHM cOpuse GOPMYBaHHIO 31aTHOCTI
aHaJIi3yBaTH BUMOTHM /0 O€3NeKu MPOrpaMHOro 3a0e3NeyeHHs, 3aCTOCOBYBATH CyYacHI 3aco0u
3aXUCTY JaHMUX Ta 3a0e3neuyBaTH LUTICHICTh 1 HAIIHHICTh IPOTPaMHUX CUCTEM.

META JUCHUIIJITHU. MeTtoro qucumIIiHg € GopMyBaHHS y 3100yBayiB BUIOi OCBITH
3HaHb MPO MPUHLUNM 3a0e3MedeHHs] 0e3NeKH MpOrpaMHOro 3a0e3nedyeHHs Ta JaHUX 1 PO3BUTOK
NPAKTUYHUX HABMYOK 3aCTOCYBAHHs MPOTPaMHUX, KPUNTOrpadiuHMX 1 MEpeKeBUX MEXaHi3MIB
3axMCTy MiJ Yac po3poOIeHHs Ta eKCIUTyaTallii IpOrpaMHUX CUCTEM.

HNPEPEKBI3UTMU. [TepenymoBamu Jyisi BUBYCHHSI JUCITUTUIIHY € 3HAHHS 1 BMIHHS, OTPUMaHI1
3100yBaveM MMpY BUBYCHHI TOMEPETHIX HABYAIBHUX JUCIUILIIH OaKagaBpChKOi MiAroTOBKH: «Buia
MaTemaTukay, «Jluckperna maremaruka», «Teopis iIMOBIpHOCTEH Ta MaTeMaTH4Ha CTaTHUCTHUKAy,
«Teopis iHpopmarii 1 kogyBaHHs», «KoMIT I0TEpHI MEPEXi».

INOCTPEKBI3UTMU. 3HanHs 1 BMIHHSA, OTpUMaHi 3100yBaueM IpU BUBYEHHI JaHOL
HaBYaJIbHOI TUCHMILIIHYU, MOXKYTh OyTH BUKOPUCTaHI MPU BUBYEHHI AUCHUILTIHU «IIporpamyBaHHs
1H(OKOMYHIKalIHHUX CEPBICIB Ta CUCTEM», a TAKOX MPH BUKOHAHHI KBaJTi(iKaliiHOi poOOTH.



2. OYIKYBAHI KOMIIETEHTHOCTI, AKI IINIAHYETbHCA C®POPMYBATH,
TA JOCAT'HEHHSA PE3YJIbTATIB HABYAHHS

VY mporeci peanizanii nmporpaMu AUCHUILIIHE (POPMYIOTBCS HACTYIHI KOMIIETEHTHOCTI 13
nependadeHux OCBITHBOIO IPOTPaMOI0:

InTerpasbHa KOMIETEHTHICTH

31aTHICT, PO3B’SI3yBAaTH CKJIAQJHI CIIELiaNi30BaHl 3aBJaHHSA a00 MpakTHYHI NpoOIeMHU
IHKeHepii mporpaMHoOro 3a0e3nedYeHHs, 10 XapaKTepU3yIOThCsl KOMIUICKCHICTIO Ta HEBU3HAUCHICTIO
YMOB, 13 3aCTOCYBaHHSM TEOpiil Ta MeTO/iB iH()OPMAIITHUX TEXHOJIOTIH.

Cruenianbhi (¢paxoBi, npeaMeTHi) KOMIIETEHTHOCTI

K13. 3natHicTb ineHTH(DIKYBaTH, KiIack(iKyBaTH Ta HOPMYIIIOBATH BUMOTH JI0 POTPAMHOTO
3a0e3nedYeHHS.

K16. 3natnicte QopmymioBatd Ta 3a0e3ledyBaTd BUMOTH IIOJI0 SKOCTI MPOTPaMHOIO
3a0e3neyeHHs y BiIMOBIAHOCTI 3 BUMOTaMu 3aMOBHUKA, TEXHIYHUM 3aBIAHHSIM Ta CTaHIapTaMH.

K17. 3natnicte moTpumyBaTucs crnenudikaiiid, CTaHgapTiB, MpaBWI 1 PEeKOMEHIAlld B
npodeciifHiil Tamy3i mpu peanisaiii MporeciB JKUTTEBOTO LUKITY.

K18. 3narHicTs aHaizyBaTH, BAOUPATH 1 3aCTOCOBYBATH METOIH 1 3aCO0M sl 3a0€3NeUeHHS
iHpopManiiiHoi 6e3neKu (B TOMy YHCcHi Kibepoe3nekn).

K19. Bononinast 3HaHHSAMH Tpo iH(OpMAaLidHI MOJENi NaHWX, 3IaTHICTh CTBOPIOBATH
mporpaMHe 3a0e3nedeHHs it 30epirantsi, BUAoOyBaHHS Ta ONPALIOBaHHS TaHUX.

K24. 3natnicTe 37iiicHIOBATH MpoIlec IHTErpamii CHUCTEeMH, 3aCTOCOBYBAaTH CTaHIApTU 1
MPOLEAYPH YMPaBIiHHSA 3MIHaMU JUIsl TIATPUMKUA LUTICHOCTI, 3araibHOi (PYHKIIOHATBHOCTI 1
HaJIIHHOCTI TPOrPaMHOTO 3a0€3MEUCHHS.

Pe3yibTaTH HaBYaAHHS

[TP04. 3natu 1 3acrocoByBaTHM MpoQeciiiHi CcTaHAapTH 1 I1HIII HOPMAaTUBHO-IIPABOBI
JOKYMEHTH B Tajly31 IHKeHepii MporpaMHOro 3a0e3rneyeHHs..

ITP10. [IpoBoanTH TNEpeanpoeKTHE OOCTEKEHHsS MpeAMeTHOi 00jacTi, CUCTEMHUN aHaii3
00'eKTa MPOEKTYBAHHS.

ITP13. 3Hatu 1 3acTOCOBYBATH METOJI PO3POOKH AJITOPUTMIB, KOHCTPYIOBAaHHS TPOrPaMHOTO
3a0e3neueHHs Ta CTPYKTYp AaHUX 1 3HaHb.

[TP18. 3Hatu Ta BMITH 3acCTOCOBYBAaTH 1H(OpMaliifHI TEXHOJIOrl 00poOKH, 30epiraHHs Ta
nepenayl JaHuX.

[1P21. 3unaru, ananizyBaTH, BUOMpaTH, KBaI(PiKOBAHO 3aCTOCOBYBATH 3acO0M 3a0e3MeueHHs
iH(popManiiHoi Oe3meku (B TOMy uMcal KiOepOe3neku) 1 MUIICHOCTI JaHUX BIANOBIAHO J10
PO3B'A3yBaHUX MPUKIAJAHUX 3aBJaHb Ta CTBOPIOBAHUX ITPOIPAMHUX CUCTEM.

3aniiaHoBaHi pe3y/1bTaTH HABYAHHS 32 HABYAJIBHOIO JHCIUILTiHOIO

3HaHHA:

— OCHOBHI ITPUHILIMIHK 3a0e31eyeHHs Oe31eKH MPOrpaMHOro 3abe3neveHHs Ta JaHUX, MOJIENb
CIA (xoH]iaeHLIHHICTD, [UTICHICTh, JOCTYIHICTD);

— KJacu(ikallito 3arpo3, Bpa3auBOCTEN 1 pU3HUKIB y IPOTPAMHHUX CUCTEMAX;

— apxITeKTypHI NPUHLIUIN NOOYyN0BU 3axuilleHux nporpamHux cucreM (defense in depth,
MPUHIUI HAHMEHIINX MPUBLIETB, MiHIMalIbHA TOBEPXHS aTaKH);



—wmoxeni koHTponto goctyny (DAC, MAC, RBAC) Tta wMmexaHi3mMu ineHTudikalii,
aBTeHTU(]IKaIi i1 aBTOpHU3aIlil KOPUCTYBaYiB;

— Kpunrorpadiyai MeXaHi3MH 3aXUCTy JaHHUX: CHMETPUYHI Ta aCUMETPUYHI alrOPUTMHU
mmdpyBanHs, KpunTorpadivni xem-QpyHKiii Ta uppoBi MiAMUCH;

— IpUHIUIK poOOTH 3axuIeHuX mpoTokoiiB nepeaadi nanux (TLS/SSL, SSH, IPsec) ta ix
3aCTOCYBaHHA y MIPOTPAMHHUX CHCTEMaX;

—Cy4yacHl MIAXOAM A0 3aXUCTy MJaHUX Yy PO3MOJAUICHHX, XMAapHUX 1 KOHTEHHEPHUX
CEPEIOBHUINAX, & TAKOXX OCHOBH yIpasiiHHs BpaznuBocTsaMu (CVE, CVSS) ta BUMOru Mi>kHapOJHUX
cTaHAapTiB iH(OpMaIliHOT Oe3MeKH.

Yminusa:

— aHaNI3yBaTH apXiTEKTypy MPOTPAMHHUX CHCTEM 1 CEPEAOBHUINIE iX PO3TOPTAHHS 3 METOIO
BUSIBJICHHS IOTCHIIHHUX BPa3ITUBOCTEH;

— OIIIHIOBAaTH PIiBEHb 3aXHINEHOCTI TPOrPAMHOTO CEPEIOBHUINA HA OCHOBI aHami3y
KOH(Iirypariii, npaB AOCTYIy Ta KypHaIiB MOIii;

— o0IrpyHTOBaHO BUOMPATH Ta 3aCTOCOBYBATU 3aco0u 3abe3neueHHs iHpopMaliiHoi Oe3nexu
MiJ] Yac po3poOJIeHHs Ta eKCIUTyaTallii IporpaMHoOro 3abe3neueHHs;

— a”ai3yBaTu e€(EeKTUBHICTh MEXaHI3MIB 3aXUCTY MPOrPaMHUX CHCTEM BiJ THIIOBUX aTaK i
BH3HAYaTH MOXIIUBI PUBUKH;

— pO3pOOIATH 3aX0IU 3 MiIBUIICHHS PiBHs O€3MEKH MPOrPaMHHUX CHCTEM 1 3aXUCTY JaHUX 3
ypaxyBaHHIM BUMOT CTaHAPTIB 1 MMOJITUK OE3IEKH.

HaBuuku:

— 3aCTOCOBYBATH Cy4acHI IHCTPYMEHTH Ta TEXHOJOT1 3aXHCTy MPOTPaMHUX CUCTEM 1 JaHHX;

— BUKOPHUCTOBYBaTH KpunTorpadiuHi mexaHi3mMu ais 3abe3nedeHHs KOHQIICHIIHHOCTI,
LIUTICHOCTI Ta aBTEHTHYHOCTI JaHUX;

— BUKOHYBAaTH MOHITOPUHT MO/ Oe3MeKn Ta aHalli3yBaTH CUCTEMHI 1 MepeKeBi )KypHaIIU JUIs
BUSIBIIEHHS 1HIMIECHTIB;

—3aCTOCOBYBaTH  IHCTPYMEHTH  YIPAaBIiHHS  BpPA3JIMBOCTSMH, OHOBJICHHSMH  Ta
KOH(IrypauisiMu JJisi DIATPUMKH O€3MeYHOr0 CTaHy IPOrpaMHUX CHUCTEM.

3. MPOT'PAMA HABYAJIBHOI JJUCHUTLIJITHA

Tema 1. ApxiTeKTypHi NpUHIMNU O0e3NeKHM NPOrpaMHUX CHCTEM Ta ONepPaliiiHHUX
cepeIoBMIIL

[TonsTTst 6e3nexu nporpamMHoro 3adesnedeHHs Ta gaHux. Moaens CIA (koHO1IEHIIHHICTD,
LUTICHICTD, TOCTYIHICTh) SIK OCHOBA MOOYJI0BU CUCTEM 3axucTy. [IOHATTS 3arpo3, Bpa3ziauBoCTeH 1
pusukiB. [Ipuniunu GesneyHoro npoektyBaHHs: defense in depth, npuHuun HaliMeHIIUX PUBiJIETB,
MiHIMaJbHa MOBEPXHS aTaku. APXITEKTypHa pojib ONepaliiHOl CUCTEeMU Yy 3a0e3MeueHH] 3aXUCTY
porpam i JaHuX. YpaxyBaHHsS BUMOT O€3TEKH ITif] Yac MPOEKTYBAHHS MPOTPaMHUX CHCTEM.

[Tpuninu 130111 MpoLeciB 1 pecypciB B omepauiiHuX cucremax. Bipryamizamis sk
IHCTpyMeHT 3abe3neyeHHs Oe3MeKu Ta MOJeNIOBaHHS aTak 1 3axXMCHUX MexaHi3MmiB. Tumm
BipTyautizauii Ta iX BIUIMB Ha piBeHb 3axuIeHocTi. KoHTelHepH sk JerkoBaroBUi MexaHi3M 130J1s1ii.
BukopucranHs BipTyalbHUX CEPEIOBUII [T aHAIII3Y BPAa3JIMBOCTEH MPOrpaMHOro 3a0e3neueHHs Ta
TECTYBaHHS MOJITUK O€3MeKH.



Tema 2. YnpaBJliHHAI 1O0CTYIIOM Ta aBTeHTH(PiKaIli€l0 y IPOrpaMHMX CHCTEeMaX

Mopgaeni kouTpomo noctymy: auckperniina (DAC), o6os’s3koBa (MAC), ponsoa (RBAC).
InenTudikanis, aBreHTH}IKAISA Ta aBTOpU3aLlis KOPUCTYBaviB. YIIpaBlIiHHSA O0JTIKOBUMH 3allUCaMU
KopucTyBadiB i ciyx0. [Tonituku napomnis, 6ararodaxkropna areHTudikamis. [IpuHIMN HaltMEHITIX
MPUBLIEIB Y 6araTOKOPUCTYBAIBKUX OMEPALIHHUX CHCTEMAaxX 1 MPOrpaMHHUX cepBicax.

XapakTepucTuka aTak Tuiy brute force, dictionary attack, credential stuffing. />xepena nanux
JUTsl BUSIBJIGHHS aTaK: )KypHAJIM aBTeHTH(]IKaIlii, CHCTeMHI Jioru, MepeskeBi noii. [IpuHiunu podotu
CUCTEM BUSBJICHHS Ta 3ano0iranHs BroprueHHsM (IDS/IPS). Peanizariis MmexaHi3MiB aBTOMaTHYHOTO
OJIOKYBaHHS 3JIOBMHCHHX MAii. 3aXWCT MeXaHi3MiB aBTEHTH(IKaIlli y NpOrpaMHUX CHCTEeMax 1
BeOcepBicax.

Tema 3. Ayaut Oe3nexu, ynpasJiiHHsI KOH(}irypauisiMmu Ta Bpa3JinBoCTIMH IPOrPAMHHX
cucTemM

[TousaTTs ayauty Oe3meKkH Ta MOro Micie B KUTTEBOMY IMKJII CHCTEeMH 3axucTy. Eramm
MpOBeJeHHST aynuTy: 30ip iHQopmarlii, aHami3, OI[IHKAa pPHU3UKIB, (OPMYBAHHS PEKOMEHMIALIIM.
Crangaptu ta meroguku ayauty (CIS Benchmarks, NIST SP 800). ABromaTn3oBaHi iHCTpYMEHTH
aynuTy 6e3neku. AHami3 KoHQIrypailiii onepariiiHiX CHCTeM 1 IPOrpaMHUX cepBiciB. [HTepnpeTaris
pe3yNbTaTiB MepeBipku Ta (OpMyBaHHS 3aXO/iB 3 MIIBUIICHHS PIBHS 3aXHUILEHOCTI.

Pounb oHOBeHB Yy 3an00iranHi ekcrutyaTarii Bigomux BpaznuBocteid. [lonstrs CVE ta CVSS.
[Ipomec ympaBiiHHS BPa3IUBOCTSIMH TporpamMHOro 3a0e3medeHHs. [lepeBipka MITICHOCTI
NPOrpaMHUX TaKeTiB. ABTOMaTH3alis OHOBIICHHS O€3leKH. YTIpPaBIiHHSA KOH(IrypamisMu sk
CKJIaJI0BA MIATPUMKH O€3MIEYHOTO CTaHy MPOTPAMHHUX CHCTEM.

Tema 4. MepeskeBi MexaHi3MM 3aXUCTy Ta 0e3le4Ha Nepeaadya JaHNuX

[TonsaTTss MepexkeBoro (aepBoily Ta MOro pojb y 3aXUCTI NMPOrPaMHOIO CEpEelOBUILA.
ApxitekTtypa QinpTpanii Tpadiky. Tunu ¢inerparii: 3a agpecamu, nopTaMy, IPOTOKOJIAMH, CTAHOM
3’enHanHs. Tabmuii Ta naHmrorn npasui. Tpascmsauis mepexxeBux aapec (NAT) sk enemeHT
6e3neku. JloryBaHHs MepeXeBUX IMOAIN 1 MIArOTOBKA A0 aHali3y 1HIMAEHTIB. 3aXUCT MEPEKEBUX
1HTEep(eiiciB MPOrpaMHUX CHCTEM.

[TpuHuMnM MoOyA0BU 3aXUIIEHUX IPOTOKOJIB nepenayvi nanux. [Iporokomu SSH, TLS/SSL,
[Psec Ta ix npusHaueHHs. Ilponecu aBTeHTH]IKALl, Y3TOAKEHHS MapaMeTpiB O€3MeKH Ta 0OMIHY
kimoyamu. Ceprudikatu X.509 Ta naHuioru noBipH. THIIOBI MOMMIKM KOH(Iryparii 3axXuIIeHuX
IIPOTOKOJIB Ta IX HACTIAKM JJIsl IPOTPAMHUX CEpBICIB.

[TonsTTs BipTyansHOi npuBaTHOi Mepexi (VPN) Ta cdepu ii 3acrocyBanus. Tomosnorii VPN:
site-to-site Ta remote access. [Ipotokon IPsec: komnonentn AH, ESP, IKE, pexxumu transport i
tunnel. [TopiBasHHs IPsec, OpenVPN ta WireGuard. [IpakTuuni acnekTtu nmoOyI0BH 3aXUIIEHUX
MEpPEKEBUX TYHENIB JJIs IOCTYITY /10 IPOTPaMHUX CEPBICIB.

Tema 5. Kpunrorpadgiunmnii 3aXxucT JaHUX Ta YNPaBJiHHSA KJIIOYAMHA

Pons xpuntorpadii y 3abe3nederni KoHD1ISHIIIMHOCTI, IITICHOCTI Ta aBTEHTUYHOCTI JIaHUX.
CumeTpuyHi Ta aCUMETpUYHI anroput™Mu mudpysanns. Kpunrorpadiuni xem-gyHkuii Ta nudposi
nianucu. [IpakTuyne 3actocyBaHHs Kpunrorpadii s 3aXucTy QaiiiiB, MOBIIOMIEHb 1 Pe3epBHUX
Komiil. TUMOBI MOMMJIKM TPU CAMOCTIHHOMY BIPOBAKEHHI KpUOTOrpadiuHUX MEXaHi3MIB Y
IpOrpaMHOMY 3a0e3eUeHHi.

KutreBuil 1Mk KpunrtorpadiuHUX KIIOYIB: TeHepalis, 30epiraHHs, pPO3MOBCIOJKEHHS,
poTais, BIIKJIUMK Ta apxiBauis. Pusuku kommpomerarii kitouoBoi iHdopmamii. AmapaTHi Ta
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nporpamui 3acobu 3axucty kimodiB (HSM, TPM, Tokenun). OcHOBU 1HPpACTPYKTypHU BIAKPUTHX
ximouiB (PKI). HopmaTuBHI BUMOTH Ta CTaHAAPTH YIPABIIHHS KIIOUYaAMHU.

Tema 6. 3axucr gaHuX y cydyacHHUX iHQopManiiiHMX cucTeMax Ta YHpaBJiHHS
iHIUaeHTaMHu 0e3NeKn

Oco06nuBocTi 30epiranHs Ta 00pOOKU JaHUX Y PO3MOITICHIX CHCTEMaX. 3aXUCT JaHUX at rest
Ta in transit. YmpaBiaiHHA CeKpeTaMu Ta OOJIKOBUMH JaHUMH cepBiciB. Mogenb Zero Trust sk
CydyacHMM miaxim mo Oe3meku. [3oidmis pecypciB Ta MiHIMIZallig NPUBUIETB y XMapHHX 1
KOHTEHHEPHUX cepeIOBUIIIAX.

Pons MoniTOpHHTY y 3a0e3neueHHi Oe3neku mporpam i aanumx. Jlkepena mojid Oe3MeKu:
CHCTEMHI Ta TPHUKIAAHI KypHaIH, MepexkeBi soru. OCHOBH pearyBaHHS Ha IHIUICHTH
iHpopmaniiinoi 6e3mexn. 36ip, 30epeKeHHs Ta IEPBUHHNN aHai3 HUPPOBHUX J0Ka3iB. 3a0e3neueHHs
BiTHOBJICHHS IITaTHOTO (PYHKILIOHYBAaHHS MPOTPAMHHUX CUCTEM IiCIsl IHIIUICHTIB.

HopmarusHi Ta MixkHapoHi cTangapTh y cdepi 3axucrty inpopmanii (ISO/IEC 27001, ICTY,
BUMOTH perynsTopiB). Bumoru 1o xpunrorpadiyHOro 3axucty. AyAUT BIAMOBIIHOCTI MOJITUKAM
Oesneku. [HTerparis oprasizamiiHUX, IPOrpaMHUX 1 TEXHIYHUX 3aC00IB Yy KOMIUIEKCHY CHUCTEMY
3aXHUCTY MPOrpaM 1 JaHHX.

4. CTPYKTYPA HABUYAJIbHOI TUCIHUILITHUA

KinbkicTs roqun
Jdenna ¢popma 3aouna ¢popma
Yy TOMY YU CJTi Y TOMY YHCJi
3ar. Cam. | 3ar. Cam.

Jlek. Hpak. | Jlao. pos. Jlek. | Ipak. | Jla6. pob.

Ha3sBu 3micToBHX
MOAYJIB i TeM

Tema 1. ApxiTekTypHi
MIPUHIUIH OC3TEeKH
IIPOrPAMHUX CUCTEM Ta 22 6 4 0 12 22 2 0 0 20
onepariiHux
CepeJIOBHIIL
Tema 2. Ynpapninus
JIOCTYTIOM Ta
aBTCHTU(]IKAIIIE0 y
IIPOTPaMHUX CHCTEMax
Tema 3. Aynur 6e3meku,
YOpaBITiHAS
KOH(]iryparismu Ta 24 6 4 0 14 24 2 2 0 20
BPA3IIMBOCTSIMHU
MIPOTPaMHUX CHCTEM
Tema 4. Mepexesi
MEXaHI3MHU 3aXUCTY Ta
6e3nevyHa nepenavya
JIAHUX
Tema 5.
Kpunrorpadiaamii
3aXHCT JIaHUX Ta
YIPaBIiHHS KIIOUYaMH
Tema 6. 3axuct JaHuX y
Cy4YacHHUX
iHpopManiiHuX 24 6 4 0 14 24 2 0 0 22
cUCTeMax Ta yNpaBJIiHHI
IHIIMAEHTaMHU Oe3leKH
3aragom | 150 38 26 0 86 150 12 8 0 130
IincymkoBHii KOHTPOJIb — eK3aMeH

5. MIUTAHHA 10 IPAKTUYHUX 3AHATH

22 6 4 0 12 22 2 2 0 18

30 8 6 0 16 30 2 2 0 26

28 6 4 0 18 28 2 2 0 24




HasBa Temn

KiapkicTs rogmn

Jenna
dhopma

3aouna
dhopma

Tema 1. ApXiTeKTypHi NPUHIUIH (Ge3NeKH MPOrPAMHUX CHCTEM Ta
onepauiiiHuX cepeIoBHIIL

1. Mognens CIA (xoH(iIeHITIIHICTD, IIUTICHICTB, TOCTYIHICTH) SIK OCHOBA
NPOCKTYBaHHS CHCTEM 3aXHCTY: MPAaKTUUHI MPHUKIIAAN peatizalii KOXHOTO
KOMIIOHEHTA Y IPOTPaMHUX CHCTEMaX.

2. llpakTiunuii anani3 creHapiiB nopymennas moneni CIA Ta po3poOka 3axomiB
o/10 ix 3amooiranHs.

3. Ipunuun «defense in depthy» (3axuct y rmuOuHy): MpakTU4HA peaizaris
OaraTopiBHEBOI apXiTEKTypH 3aXHCTy Y CYYaCHUX OTepaIlifHIX CHCTeMax.

4. IpuHnun HaliMEHIIUX NPUBLIEIB Ta MiHIMaJIbHOI MOBEPXHI aTaKu: METOIH iX
3aCTOCYBaHH IIPH HAJAIITYBaHHI MIPaB AOCTYMY Ta KOH(DIrypaLii cepBicis.

5. ApxiTekTypHa poib OmepaIliiHol CHCTEMH K ITOCEPETHUKA MIX IPOTPAMHUAM
3a0€3MeYCHHSIM Ta alrapaTHUMHU pecypcaMy Y KOHTEKCTI 3a0e3nedeHHs Oe3IeKH.

Tema 2. YnpaBiaiHHS J0CTYNIOM Ta aBTeHTU(]IKaLI€I0 y NPOrPaMHHUX CHCTEeMax
1. [opiBHsBHUI aHaNi3 Mozeel kouTposro noctyny (DAC, MAC, RBAC):
MpaKTHYHA peaizamist KoxHoi Mojem B Linux tTa Windows.

2. Mexani3mu inenTudikarii, aBTeHTU(IKALI] Ta aBTOpHU3allii KOPUCTYBaUiB:
HaJIAIITyBaHHS 6araToakTopHOi aBTeHTUdIKAI] B onepalliiHuX cucTeMax.

3. YrpaBiiHHsS 00JTIKOBUMHE 3aIMCaMi KOPUCTYBAYiB Ta CITyKO: TPUHIIUIIN POTAITii
napoItiB, 0OMeXEeHHS TEPMIHY Jlii Ta BiIKIUKaHHS JOCTYILY.

4. IoniTvku MapoiB Ta 3aXUCT BiJl aTaK Ha aBTeHTH]IKamiiHI MEXaHi3MU:
MPaKTHYHE HAJAIITYBaHHS TapaMeTpPiB Oe3IeKH.

5. Anai3 xypHaliB aBTeHTH(IKAI1 1715 BUSBICHHS IiI03pLIHX CIIpo0 BXOAY Ta
ABTOMATH30BaHOT'O Mig00py 00MIKOBUX AaHUX.

Tema 3. Ayaut Oe3neku, ynpasJjiHHA KOH(}IrypauismMm Ta Bpa3JMBOCTAMHA
NPOrpaMHHUX CHCTEM

1. ETanm ipoBeneHHst ayiuTy Oe3meKu: MpakTHIHa METOuKa 300py iHhopMariii,
aHaJi3y KOHQIrypariii Ta OI[iHKH PU3KKIB.

2. 3acrocyBanns crangaptiB CIS Benchmarks miist oriHky cTany 3aXHIIEeHOCTI
Linux Ta Windows cucrem.

3. ABTomaru3oBaHi iHCTpyMeHTH ayauTy Oesmneku (Lynis, OpenSCAP): npakTuune
BUKOPHUCTaHHS JUIsl IEPEBIPKU BiAMTOBITHOCTI MOJIITHKAM.

4. Inreprperalist pe3ysIbTaTiB ayIUTy: METOJMKA MIPpiopUTe3aii BUSBICHUX
BPa3IIMBOCTEH 32 KPUTEPISIMHU PU3HKY.

5. Po3po0ka miaHy 3aX0JIiB 3 MiABHMIICHHS PIBHS 3aXUIEHOCTI HA OCHOBI
Pe3yJbTaTIB ayAuTYy.

Tema 4. Mepe:xeBi MexaHi3Mu 3aXuCTy Ta 0e3Me4Ha nepegada JaHUX

1. Apxitektypa ¢inerparii Tpadiky B Linux (iptables/nftables) Ta Windows
Firewall: mpakTiyHe MOPIBHSIHHS MOKIMBOCTEH.

2. CtBopeHHs npaBuil QinpTpalii 3a agpecaMmu, HOPTaMH, IPOTOKOJIAMHU Ta CTAHOM
3'€JIHAHHS JJIs1 3aXUCTY BiJl MEPEKEBUX 3arpo3.

3. Peamizanis tpancisnii mepexeBux aapec (NAT) sik exemenTa 6e3meku:
NPaKTUYHI ClieHapil 3aCTOCYBaHHS.

4. HanamryBaHHS JIOTYBaHHS MEPEXKEBUX MOIH 11 OAAIBIIOTO aHaTi3Y
IHIMIEHTIB Ta BUSBIECHHSA aHOMAJIIM.

5. IlobynoBa GaratopiBHEeBOi cxeMu (inbTpalii Tpadiky 3 ypaxyBaHHIM MPUHLHITY
«defense in depth».

6. [Mpuniunu podotu npotokony TLS/SSL: mpakTHUHMI aHAI3 PyKOCTUCKAHHS,
Y3rOo/DKeHHS IUQPIB Ta 0OMIHY KITFOUaMH.

7. HanamtyBaHHs 3aXMIIEHUX CEPBICiB Ha 0CHOBI poTokony SSH: MeToau
3aTBEpLKEHHSI KIIIOYiB, HAJIAIITYBAaHHs aBTeHTU(IKali Ta 3aXKCT BijI aTak.

Tema 5. Kpunrorpadgiuyamnii 3aXucT JaHUX TA YIPABJTiHHA KITIOYaMH




1. [opiBHsbHUI aHami3 cuMmerpuuHux (AES, ChaCha20) ta acumerpuunux (RSA,
ECC) anroputmie mudpyBaHHs: MPAKTHYHANA BUOIp JJIs Pi3HHUX CLICHAPIIB.

2. 3actocyBanHs kpunrorpadiuanx xem-¢ynkuiid (SHA-256, BLAKE2) mis
3a0e3MeyeHH s UTICHOCTI JaHuX Ta Bepudikamii ¢aiimis.

3. Peamizartist tud)poBUX MIAUCIB TS 3a0€3MeUCHHS aBTCHTHYHOCTI Ta
HEIOBIPHOCTI JaHUX Y MMPOrPaMHUX CHCTEMaXx.

4. Ipaktnune mudpysanHs (aiiiiB, TOBIZOMIIEHb Ta pE3EPBHUX KOl 3a
nomomororo incTpymMenTiB GnuPG ta OpenSSL.

Tema 6. 3axucT JaHUX Yy cydyacHUX iHopManiiiHUX cucTeMax Ta ynpaBJiHHSA
IHMaeHTaMu 0e3leKHn

1. Meronu 3axucty JaHux «at rest» (mudpyBaHHS JUCKOBOTO IPOCTOPY,
MeHeKepH cekpeTiB) Ta «in transity (TLS, mTLS) y xmapHuX cepemoBHuImax.

2. YrpaniHHS ceKpeTaMH Ta 001iKOBUMH JaHUMH CEPBiCiB 3a JIOIIOMOTOI0
cnenianizoBanux iHcTpymeHTiB (HashiCorp Vault, AWS Secrets Manager).

3. [IpakTH4Hi KPOKH pearyBaHHS Ha IHIUASHT iH()OpMAaIliitHOT Oe3MeKH: 1301114,
aHaJi3, yCyHeHHS, BiTHOBIICHHSI.

4. Metonuka 300py UU(PPOBHUX JOKA3iB 3 JOTPUMAHHSM MPOLEAYP 30epeIKEHHS
MUTICHOCTI (JTaHIOT 30epiraHHs, XeITyBaHH).

5. Anai3 )ypHaliB Ui BCTAHOBJIEHHs XpOHOJIOT1] MTO/iH Ta BU3HAYECHHS BEKTOPY
aTaKW MiJl 9ac PO3CIiyBaHHs IHIMICHTY.

3arajgom
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6. CAMOCTIMHA POBOTA

Mo camocTiitHoi po60TH 3700yBauiB BiIHOCATHCS HACTYIHI BUAM TisSUTbHOCTI:

. OmpartroBanHs JIEKIIITHOrO MaTepiany.
. [TiaroroBKa 10 MPaKTHYHUX 3aHSATh.
. Koncynpranii 3 BUKIIagaueM BIIPOJOBK CEMECTPY.

N N kAW N

. ITiarotroBKa /10 MiICYMKOBOTO KOHTPOJIIO.

. [ligroToBka 1HAMBIAyalbHUX 3aBJIaHb Y BUIJISII IPE3€HTalllil a00 pedepaTis.

. O3HallOMJICHHS 3 1I0/1aTKOBOIO JIITEPAaTypOIO BIAMOBIIHO IO 3a3HAYEHUX y MPOrpami TeM.
. CamocriitHe omnpalfoBaHHsI OKpPEMUX MUTaHb HABYAIBHOI TUCIIUTLIIHU.

Ha3zBa Temn

KiapkicTs rogmn

Jlenna
¢opma

3aouna
¢opma

Tema 1. ApxiTeKTypHi NpUHUUNHK Oe3leKM NPOrPAMHHMX CUCTEM Ta omepauiiHuX
cepeIoBHIIL

1. Tlomsarts Oe3nmekwm mporpamMHOro 3abe3medeHHs Ta pgaHux. Mogens CIA
(xoH(IICHIIHHICTD, MUTICHICTD, TOCTYITHICTH) K OCHOBA MOOY/TOBH CHCTEM 3aXHUCTY.

2. TloHsTTs 3arpo3, Bpa3aMBOCTEH 1 pU3HUKIB y MPOTPAMHUX CHCTEMAaX.

3. Tlpunnunu Oe3meunoro mpoektyBaHHs: defense in depth, mpuHIMT HaWMEHITHUX
MIpUBiJIEIB, MiHIMaJIbHA TIOBEPXHS aTaKH.

4. ApxiTekTypHa pojb ONEPaIiifHOT CHCTeMH y 3a0e3MeueHHi 3aXUCTy MpoTpam 1 T1aHuX.

5. TlpuHUunm i30imii mpoIeciB i pecypciB B omepariifHuX cucTeMax Ta iX 3HauYeHHS Ui
0e3IeK MPOrpaMHOTO CEpPeIOBHUIIA.

6. Bipryamizanis i kKoHTelHepu3amis sK 3aco0M i30Jsmii Ta MOAENIOBaHHS OE3MeYHOTo
IIPOrPaMHOr0 CEPEJOBHUIIA.

12

20

Tema 2. YnpasJiiHHs 10CcTYNIOM Ta aBTeHTH(diKalli€l0 y TPOrpaMHHX CHCTEMAX

1. Mogeni xoHTpomo npoctymy: nuckpeuiiina (DAC), ob6os’s3koBa (MAC), pomnboa
(RBAC).

2. Inentndikauis, aBTeHTU]IKALSA Ta aBTOPHU3ALSl KOPUCTYBAYIB y IIPOTPaMHUX CHCTEMAaX.
3. VYmpaBuiHHA OOJIKOBMMH 3allUCAMHM KOPHCTYBadiB i CiIy’k0, TMOJITHKH MapoiiB Ta
OaratodakTopHa aBTeHTH(DIKAITisI.

4. TlpuHIMO HaHMEHIINX NPUBLIEIB y 0araTOKOPHUCTYBAIIbKUX ONEpaliiHUX CHCTEMAaX.

12
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5. Xapakrepuctuka atak tuny brute force, dictionary attack, credential stuffing Ta MmeTonn
X BUSIBIICHHS.
6. IlpuHumnu poOOTH cHCTEM BUSIBICHHS Ta 3ano0iranss BroprueHssM (IDS/IPS).

Tema 3. Ayaut Oe3nexu, ynpasJiHHsA KoH(IirypaunisMm Ta Bpa3jiMBoCTSIMH
MPOrpaMHHUX CHCTEM

1. TlonaTts ayauty O€3MeKH Ta HOTO MiCIle B )KUTTEBOMY IUKJII CHCTEMH 3aXHUCTY.

2. Eranm npoBeneHHs aynuTy: 30ip iHGopMaIlii, aHai3, OIliHKa PU3HKiB, (GOPMYBaHHS
pEKOMEHTaITIH.

3. Crangaptu Ta Metonuku ayauty 0esmeku (CIS Benchmarks, NIST SP 800).

4. ABTOMaTH30BaHi iIHCTPYMEHTH ayIUTy O€3IEKH Ta iHTepIpeTallis pe3yIbTaTiB 14 20
MIePEeBipKH.
5. THonsrrsa CVE ta CVSS, npouec ynpasiiHHS Bpa3IMBOCTIMH IIPOrPaMHOTO
3a0e3neueHHsI.
6. YmupapniHHS KOH}IrypamisiMi Ta OHOBJIEHHSIMH K CKJIaJ0Ba MIATPUMKH OE3M1eIHOT0
CTaHy CHCTEMHU.
Tema 4. Mepe:xeBi MexaHiZMu 3aXUCTy Ta Oe3Me4yHA Nepeaayva JaHUX
1. IlonstTs MepexxeBoro QaepBoily Ta apXiTekTypa ¢pinbTparii Tpadixy.
2. Tunm ¢inerpanii Tpadixy: 3a aapecamu, IOPTaMH, IPOTOKOJIAMH Ta CTAHOM 3’ €THAHHS.
3. Tpancnauis mepexeBux anpec (NAT) Ta JToryBaHHS MEpEKEBUX MOMIN Y KOHTEKCTI
3a0e3neueHHs OC3MeKH.
4. TlpuHIUIU TOO0YIOBH 3aXHUIICHUX MPOTOKOJIB Nepenadi qanux. I[Iporokomu SSH, 16 26
TLS/SSL, IPsec.
5. Ceptudikatu X.509, TaHIFOTH JOBIpH Ta THIIOBI TOMIJIKHA KOH(ITyparii 3aXHIIeHuX
MIPOTOKOJIIB.
6. Bipryansni npuatHi Mmepexi (VPN), ix Tomosorii Ta npakTHYHI aCleKTH NO0YA0BH
3aXHMIIEHUX TYHEIB.
Tema 5. KpunTorpadiynuii 3axucT 1aHUX Ta yNpaBJIiHHS KJI0YaM#A
1. Pousb xpunrorpadii y 3a0e3mneucHHi KOH)IISHIIIHHOCTI, MIJTICHOCTI Ta aBTEHTHYHOCTI
JIaHUX.
2. CuMeTpu4Hi Ta aCUMETPUYHI aJrOPUTMH IN(PpyBaHHs, KpunrorpadiuHi xeur-gyHkuii
Ta MUGPOBI MiIMTUCH.
3. TlpaktudHe 3acTOCyBaHHS KpHITorpadii A 3aXucTy ¢GaiiiB, MOBIAOMIICHD 1 pe3epBHUX 18 24
KOTiii.
4. JKutTeBHl UK KpUNTOTpadivYHUX KIIOTIB: TeHEpaIlis, 30epiranHs, pO3MOBCIOKECHHS,
poTaris Ta BiAKIIHK.
5. AmapaTHi Ta nporpamHi 3acodu 3axucty xirouiB (HSM, TPM, tokenn).
6. OcHoBu iHppacTpykTypH Biakputux kitouiB (PKI) Ta crannapTy ynpaiiiHHS KIHOYaMH.
Tema 6. 3axucT JaHMX y cy4yacHUX iHdopManiiiHUX cucTeMax Ta ynpaBJiHHA
iHIMIeHTaMu Ge3nexn
1. OcobnuBocri 30epirants Ta 00pOOKH JaHUX Y PO3MOAUICHHX, XMapHHUX Ta
KOHTEHHEPHUX CEePeAOBHIIAX.
2. 3axucCT AaHuX at rest Ta in transit, ynpaBJliHHA ceKpeTaMu Ta 00JIIKOBUMH JaHUMH
CepBiciB.
3. Mogens Zero Trust Ta npuHIMITK MiHIMI3aMii TPUBIIEB y cydacHUX iHpOpMAaIiitHIX 14 2
CHCTEMaX.
4. MouiTopHuHT Oe3IeKy Ta IKepera MOii: CHCTEMHI 1 TPUKITaHI KYPHAIH, MEpeKeBi
JIOTH.
5. OcHOBH pearyBaHHS Ha IHITUICHTH iHPOPMaLiHHOI O€3TEeKH Ta BiTHOBICHHS
(YHKI[IOHYBaHHS CHCTEM.
6. HopmartuBHi Ta MbKHapOAHI CTaHAAPTH y chepi 3axucTy iHdopMarlii Ta KOMIUIEKCHUI
IMAX1 10 3aXUCTY IPOTpaM i IaHUX.
3arajsiom 86 130
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7. BUIU TA METOJHU KOHTPOJIIO

Ckananosi
Buau koHTpOJIIO .
OLiHIOBAHHS
IMoTounnii KOHTPOJIb, KU 3IHCHIOETHCS i Yac MPOBEICHHS MPAKTUYHIX
(;rabopaTopHHUX) 3aHATh, BAKOHAHHS CaMOCTIHHOT pOOOTH, IHAMBIAyaIbHUX 3aBaHb, 50%
JociiiHol po6oTH 3100yBaya TOIIO
IincyMKOBHIT KOHTPOJIb, SIKUH 3/IHCHIOETHCS Y XOJIi IPOBE/ICHHS €K3aMeHY 50%
Metoan giarnocTuky 3HaHb | OpoHTaNBEHE ONUTYBaHHS, PO3B sI3aHHS MPAKTHYHHUX 3aBIaHb, TECTYBaHHS 3100yBayiB,
(KOHTPO.JII0) HAyKOBI JIONOBIJ, pedepaTH, YCHI NOBIIOMJICHHS, eK3aMeH

IuTaHHa 11 MiACYMKOBOr0 KOHTPOJIIO
TeopeTnuHi nUTaHHSA

1. Mogens CIA (koHOIIEHUIIHHICTD, IUTICHICTD, TOCTYNHICTh) SIK OCHOBA MPOEKTYBaHHS
CHCTEM 3aXUCTY: NPAaKTUYHI IPUKIIAAN peani3alii KO)KHOr0 KOMIOHEHTA y IPOrpaMHUX CUCTEMaX.

2. Kiacudikamis 3arpo3, Bpa3iIMBOCTeH Ta pU3UKIB: METOJUKA ieHTH(IKAIlT Ta OLIHKYU X
BIUIMBY Ha 0Oe3MeKy IPOrpaMHOro cepeaoBUIIA.

3. Ilpunnun defense in depth (3axuct y rmubuHy): MpakTU4YHA peamizallis 6araTopiBHEBOT
apXiTEKTypU 3aXUCTY y IPOrPaMHUX CUCTEMAX.

4. TlpyHumn HaWMEHIIMX MPHUBUIEIB Ta MIHIMAJIBbHOI MOBEPXHI aTaKW: METOIAM iX
3aCTOCYBAaHHS NIPU MPOEKTYBAHHI MPOTPAMHHUX CUCTEM.

5. ApXIiTeKTypHa pOJb ONEpaIiiHOT CHUCTEMH SK CEPEJOBHINA BHUKOHAHHS IIPOTpaMm y
KOHTEKCTI 3a0e3neueHHs Oe3MeKH.

6. Mexani3Mu 1305411 MpoLeciB Ta pecypciB B OMEpaliifHUX cHCTeMax Ta iX pojib y
3arno0iraHHi MOMIMPEHHIO 3arpo3.

7. Tunu BipTyauizauii Ta iX BIUIUB Ha PiBEHb 3aXMILEHOCTI BIPTYalbHUX CEPEOBUIILI.

8. KonreitHepu3allis sk MEXaHi3M 130JIA1111 IPOrpaMHHX CEPBICIB.

9. Mogeni koutpomo noctyny (DAC, MAC, RBAC) Tta ix 3acTocyBaHHSl y NMPOTrpaMHUX
crcTeMax.

10. Mexani3mu i1eHTH}IKaLlT, aBTEHTU(IKALli Ta aBTOpHU3allii KOPUCTYBauiB y IPOrpaMHUX
crcTeMax.

11. YnpaniHHs 00711KOBUMH 3alIICAMU KOPUCTYBAUiB Ta CIyXkO.

12. TloniTuku mapoiiB Ta 3aXKCT BiJl aTaK Ha aBTEHTU(]IKAIIITHI MEXaHI3MH.

13. Anaui3 )XypHaJiiB aBTeHTU(IKALIT 17151 BUSIBICHHS M103pUIHX CIIPOO BXOY.

14. Etanu npoBeneHHs ayauTy O€3MeKH MPOrpaMHUX Ta CHCTEMHHX CEPEIOBMILL.

15. Cranpaptu Ta Metonuku aynuty 6esneku (CIS Benchmarks, NIST SP 800).

16. ABTOMaTM30BaH1 IHCTPYMEHTH ayAUTY O€3MEKU MPOTrPaMHHUX CEPEJOBHILL.

17. InTepnperarlis pe3yibTaTiB ayAUTy Ta MPiopUTE3allisi BUSBIEHUX BPA3IUBOCTEH.

18. Tlpomec ympasmiHHS Bpa3znuBocTsMU: 3acTocyBaHHs 0a3u CVE Ta olliHka pu3uKiB 3a
mkanow CVSS.

19. YnpaiiHHS KOHOIryparisiMu 6€31MeKd MPOrpaMHUX CHCTEM.

20. ApxitekTypa QinbTpaiii MepexeBoro Tpadiky Ta poib (paepBoOIIiB y 3aXUCTI MPOTPaAMHUX
CEpBICIB.

21. CrBopenHst mpaBui ¢uibTpauii 3a ajapecamu, MOpPTaMH, NPOTOKOJIAMH Ta CTaHOM
3’€THaHHA.

22. HanamryBaHHS JOTYBaHHS MEPEKEBUX MO A aHAI3y 1IHIUACHTIB O€3MeKH.
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23.
24.
25.
26.
27.

[TpuHtMM MOOYI0OBY 3aXUIIEHUX MPOTOKOJIIB Mepeaavi TaHuX.

ITpotokonu SSH, TLS/SSL, IPsec Ta ix posib y 3a6e3ne4eHH1 6e3neqHoi KOMyHIKaITii.
Ceprudikaru X.509 Ta 1aHIIOTH I0BIpU y CUCTEMAX 3aXHIIEHOI KOMYHIKaIIil.

Tumnosi nomuiku KOHQIryparii 3aXuIeHux TpOTOKOJIIB Ta X HACTIIKH.

[MopiBusunbHuit ananiz cumerpudaux (AES, ChaCha20) ta acumerpuunux (RSA, ECC)

ITOPUTMIB MU (PYBaHHS.

28
29
30

cucreMax.
31.
32.
33.
34.
35.
cucreMax.
36.
37.
38.
39.
40.

Kpunrorpadiuni xem-gyHkIii Ta iXx BAKOPUCTaHHS JIJIs1 3a0€3MeUeHHS IIUTICHOCTI JaHUX.
Peanizanis nudpoBux mianuciB i 3a0€3MeUeHHs aBTCHTHYHOCT] JaHUX.
TunoBi MOMUJIKKA MPU BIPOBAHKEHHI KPUNTOTpadiuHUX MEXaHI3MIB Yy MPOTrpaMHUX

XKutreBuit nuka kpunTorpagiuHUX KIOYiB: FeHepalis, 30epiranis, poTallis Ta BiIKIIHK.
OcHoBu iH(ppacTpykTypu Biakputux kiarodis (PKI).

[MopiBusunbHuit anani3z nporokoiiB VPN (IPsec, OpenVPN, WireGuard).

3axucT gaHuX at rest Ta in transit y mporpaMHUX CUCTEMax.

VYrpaBiiHHA ceKpeTaMH Ta OOJIIKOBUMH JIaHUMHU CEPBICIB Y Cy4acHUX iHGOpMaIiiHUX

Mogenp Zero Trust Ta ii 3aCTOCYBaHHS y IPOrPaMHUX CUCTEMAX.

MoHiTopHuHT O€3IMeKH MPOrPaMHHUX CUCTEM Ta JKepera MmojIiid Oe3MmeKy.
PearyBanns Ha iHIuAeHTH 1H(OpPMAaIiiHOT 0€3MeKH Ta OCHOBHI €Tanu iX 00poOKH.
30ip 1 araii3 nudpoBUX AOKA3IB IiJ] YaC PO3CIiAyBaHHS IHIUACHTIB OC3IECKH.
BinHoBneHHs (yHKI[IOHYBaHHS IPOTPAMHUX CHUCTEM ITiCIIs IHIIMCHTIB OE3MEKH.

8. OIIHIOBAHHSI IOTOYHOI, CAMOCTIMHOI
TA IHAUBIAYAJIBHOI POBOTH 3/I0BYBAYIB

. . MaxkcumaabHHi
I[lnanoBi TepMinu @DopMHU KOHTPOJIIO TA .
Buau podotu . . BiJICOTOK
BHKOHAHHS 3BiTHOCTI .
OLIiHIOBAHHS
CuCcTeMATHYHICTD | AKTUBHICTH POOOTH HA NPAKTHYHUX 3AHATTAX
. BignosigHo 10 pobouoi [epeBipka 06cAry Ta SIKOCTI
1.1. IlinroToBKa A0 NPaKTUUYHUX A JIHO JI0 p PeBIP y. .
SAHSITE MPOTPaMH Ta PO3KIIATY 3aCBOEHOTO MaTepiaiy IIij 30
3aHSITh Yyac MPaKTUIHUX 3aHATH
BuxoHaHHs 3aBJaHb Il CAMOCTII{HOT0 ONPALIOBAHHS
[epeBipka pe3yibrariB
BianosinHo 1o poboyoi IHIUBITyaIbHOTO
1.2. InpuBinyasgbpHe TeCTyBaHHS IPOrpaMHu Ta pO3KJIaay TeCTyBaHHS, IIepeBipka 10
3aHATh KOHCIIEKTIB JIEKIIiH,
nepeBipka pedepartis
Buxonanus iHaMBinyanbHMX 3aBAaHb (AocjaigHa podoTa 3100yBaya)
. . . OOroBOpeHHsI pe3yJIbTaTIB
1.3. IHmIi BUAM 1HAUBIAYaTbHUX . . .. N .
. BianosigHo 10 poboyoi IIpoBeeHOl poOOTH i yac
3aB/IaHb, B T.4. IIJI'TOTOBKA HAYKOBUX
0 . IIPOrpaMHu Ta po3KJIany ayJIUTOPHUX 3aHSTh, 10
myOumikamnii, y9acTs y poOoTi KpyTiux .y
. .2 3aHSTh HAyKOBUX KOH(EpeHIiN Ta
CTOJIiB, KOH(EPEHITIH TOMIO. .
KpPYTJIHX CTOMIB.
Pa3om 6ajiB 32 MOTOYHUIT KOHTPOJIb 50
IincymKkoBHii KOHTPOJIb — €K3aMEH 50
3aranom Oauis 100

[Torounuii KOHTPONL 3HaHb 3700YBaYiB MPH MiJJICYMKOBOMY KOHTPOJi Y (OpMi e€K3aMeHy

(makcumyM 50 0amiB) OIIHIOETHCS 3a MIKATIOK0 («2», «3», «4», «5»), 3 000B’I3KOBUM TMEPEBEICHHSIM

0aJiB 3a KOXKHUH BUI pOOOTH TaKUM YHHOM:
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— 3a MIATOTOBKY JI0 ayIMTOPHHX 3aHATh (MakcuMyM 30 GaniB) 3100yBady OCBITH HEOOXiTHO
MaTtd He MeHme 1/2 OmiHOK BiJa 3arajibHOi KIJBKOCTI MPAaKTHYHHX (JTa0OpPATOPHUX) 3aHATH, IJIS
nepeBo Ly OalliB 3a MIATOTOBKY J0 ayJUTOPHUX 3aHATh CEPEAHbOAPHUPMETHYHA OI[IHKA MHOKHUTHCS
Ha Koe(ilieHT 6;

—3a BHUKOHaHHS 3aBJaHb [UIsl CAMOCTIHHOTO OmpamioBaHHS (TeCTyBaHHS, 3aBIaHHS,
MirOTOBKA pedepaTy 3a 3aJaHOr0 TeMAaTHKOK) (MakcuMmyM 10 GaitiB) 3100yBady OCBITH HEOOXiTHO
MaTd He MeHIe 1/2 OLIHOK BiJ 3araJibHOI KiJIbKOCTI IPOTrpaMHOr0 MaTepiaily, 10 BUHOCUTHCS Ha
CaMOCTiiiHe BUBYCHHSI, IS TIEPEBOJTY 3a3HAUCHHX OaiB cepeqHboapu(PMeTHIHA OI[iIHKA MHOXKHUTBCS
Ha KoeimieHT 2;

— 32 1HII BUJMU 1HIUBIIyaIbHUX 3aBJlaHb, B T.4. MATOTOBKY HAYKOBHX ITyOJIIKaIlil, y4acTh Yy
po0OTI Kpyraux cTomiB, KoHpepeHiiin Tomo (Makcumym 10 GamiB) 3100yBady OCBITH HEOOXITHO
MaTH He MeHIe 1/2 OIIHOK Bij 3arajibHOI KUTBKOCTI IHIIMX BHUJIB IHAWBIAYaIbHUX 3aBAAaHb, IS
nepeBo Iy OalliB 3a MATOTOBKY A0 ayJUTOPHHUX 3aHATh CEpeAHbOAPHU(PMETHYHA OIlIHKA MHOKUTHCS
Ha Koe(imieHT 2.

Kpurepii oniHIOBAHHA MOTOYHOT0 KOHTPOJIIO

— «2» — BHUCTaBIIETHCS 32 HEMPABUIIbHY BIAMOBIb (MMCHbMOBY pOOOTY), sIKa HE BIAMOBIIAE
3MICTY TEMH Ta CBITYMTh PO HEPO3YMiHHS ii OCHOBHHUX I10JIOXKEHb;

— «3» — BUCTABIIETHCA 32 BIINOBIIH (IMCHMOBY poOOTY), sIKa BIAMOBIAAa€ 3MICTY TEMH, aJie €
HETMOBHOIO 1 HETOYHOI0 y BH3HAYCHHI MOHATH, CBIJUUTH PO HETOBHE PO3YMIHHS OCHOBHHX
MOJIO’KEHb HABYAIILHOT'O MaTepiaiy, CBIIYUTH PO Te, [0 3HAHHS 3700yBaya MatOTh parMeHTapHHH,
IIOBEPXOBH Xapakrep;

— «4» — OLIHIOETHCS TTPABHIIbHA 1 0OTPYHTOBAHA BiAMOBIb (MUCEMOBA PO0OOTA), 3 IKOT BUIHO,
mo 3700yBau 3HA€ W poO3yMie€ TEOPETHUHUN Marepial B 0O0CsA31 HaBYANBHOI TEMH, BOJOJi€
HEOOXITHUMH HaBUUKAaMH, HE JI0IYCKA€ CYTTEBUX MOMMUIIOK.

—«5» — OLIHIOETbCSA TOBHA, MpPaBUJIbHA, I'PYHTOBHA BIANOBIAbL (MHCbMOBAa poOOTa) Ha
3alUTaHHs TEMH, 110 mepeadayae JOTIYHICTh 1 MOCIIAOBHICTh BUKIJIAQy Marepiaily, BOJOIIHHS
TEPMIHOJIOTIEI0, TOKa3ye BMIHHS MOBHO W TIMOOKO BUKOPHUCTOBYBATH TEOPETUYHI 3HAHHS B
MPaKTUYHINA MIOUIUHI.

KpuTepii oniHIOBaHHS MIICYMKOBOr0 KOHTPOJIIO Y GOpMi eK3aMeHy

MakcumMasbHa OIliHKa MiJICYMKOBOT'O KOHTPOJIO Y (hOpMi €K3aMeHy HE MOXK€e MePEBUIIYBaTH
50 6aniB. IIpu 1boMy piBEHb 3HAHb OLIIHIOETHCS:

—Big 40 no 50 6aniB — 3700yBau BUsBIIAE OCOOIUBI TBOPUI 3A10HOCTI, BMI€ CAaMOCTIIHO
3HAXOJIUTH Ta OIpallbOBYBaTH HEOOX1IHY 1H(OpPMAIlil0, IEMOHCTPYE 3HAHHS MaTepiay, IPOBOIUTh
y3arajJbHEHHS 1 BUCHOBKH;

—Big 30 1o 40 6axniB — 3100yBay BOJIOJIE€ 3HAHHSAMH Marepiany, ajie JOMyCcKae He3HadHi
MOMUJIKA y (OpMYyBaHHI TEPMIiHIB, KaTeropii, MpoTe 3a JOMOMOIOK BHKIAgada IIBHIKO
OPIEHTYETHCS 1 3HAXOAUTH MPABUIIBbHI BiIMOBIII;

—Bix 20 o 30 6aniB — 3700yBau BIATBOPIOE 3HAUHY YACTUHY TEOPETHYHOTO Marepiany,
BUSIBJISIE 3HAHHS 1 PO3YMIHHS OCHOBHHX IIOJIO’KEHbB, 3 JIOTIOMOTOI0 BHKJIaJauya MOXKE aHaji3yBaTu
HaBYAJIbHMIA MaTrepiaj, aje Ja€ HEeIO0CTaTHhO OOIPYHTOBAHi, HEBUYEPIHI BIJMOBIiJI, JOIycKae
TTOMUJIKH.
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—Big 10 mo 20 6axiB — 3100yBay BOJIO/I€ HABYAIBLHUM MaTepiajioM Ha CepeaHbOMY PiBHI,
JOIYCKa€e NOMUIIKH, CEpeJl IKUX € 3HAYHA KUTBKICTh CYyTTEBHUX;

—Bix 0 g0 10 6axiB — 3700yBad BOJIO/i€ HABYATHLHUM MaTepiaJioM Ha PiBHI, BUIIOMY 3a
MOYaTKOBUM, 3HAYHY YAaCTHHY MOTO BIITBOPIOE HA PENPOJYKTHBHOMY DiBHI, Ha BCi 3alIUTAaHHS Ja€
HEOOTPYHTOBAaHI, HEBUUEPITHI BiAMOBIAL, JOIMYCKA€E TIOMIIIKH.

9. ONIHIOBAHHSA 3ATI'AJIBHUX PE3YJIBTATIB 3HAHD 3/10bYBAYIB

3aranbHi pe3ynbTaTd 3HaHb 3/100yBaviB OLIHIOIOTHCSI HACTYITHUM YHHOM:

— «BinminHo»/«3apaxoBano» (A) — Bix 90 no 100 6aniB. 3100yBay BUSBIISIE OCOOJIMBI TBOPY1
3Mi0HOCTI, BMi€ CaMOCTIMHO 3HAXOIWTH Ta ONPAIbOBYBAaTH HEOOXiAHY iHQOpMAIIiO, TEMOHCTPYE
3HaHHS MaTepiaiy, IPOBOIUTH y3arajlbHEHHs 1 BACHOBKU. ByB pUCYTHIN Ha JIEKIIAX Ta MPAKTUYHUX
3aHATTAX, M Yac SKUX JaBaB BHYEPIIHi, OOTPYHTOBaHi, TEOPETUYHO 1 MPAKTUYHO MPABUIIbHI
BIJIMTOBIIi, MA€ KOHCIIEKT 3 BUKOHAHUMH 3aBJIaHHSMU JI0 CAMOCTIIHOT poOOTH, Ipe3eHTyBaB pedepar
3a 3a/1aHOI0 TEMATUKOIO, MIPOSBIISIE€ AKTUBHICTH 1 TBOPUICTH Y HAYKOBO-IOCIIIHINA pOOOTI;

— «Jlodper/«3apaxoBano» (B) — Big 82 mo 89 OGaniB. 31m00yBad BOJOJIE€ 3HAHHSAMHU
MaTepiany, aje JOMyCKae He3HayHi MOMWIKKM y (OpMyBaHHI TEpMIHIB, KaTeropii, mpore 3a
JIOTIOMOTOI0 BUKJIa/1aya IIBUIKO OPIEHTYETHCS 1 3HAXOAUTH NMPaBUIIbHI BiANOBIAl. byB npucyTHiii Ha
JEKUIAX Ta MPAKTUYHHUX 3aHATTSAX, MAE KOHCIEKT 3 BUKOHAHWMH 3aBJaHHSIMH JI0 CAMOCTIMHOI
pobotH, Tpe3eHTyBaB pedepar 3a 3aJaHOI0 TEMATHKOIO, IMPOSBISE AKTHBHICTH 1 TBOPYICTH Y
HAyKOBO-JOCITHIA POOOTi;

— «/looper/«3apaxoBano» (C) — Bix 74 mo 81 6ani. 3m00yBav BiATBOPIOE 3HAYHY YACTUHY
TEOPETUYHOTO MaTepiaiay, BHUSBISE 3HAHHS 1 PO3YMIHHS OCHOBHHX IIOJIOKEHB, 3 JIOMOMOTOIO
BHUKJIaJJaua MOXKE€ aHalli3yBaTW HaBUYAIbHMI Marepiayl, aje J[da€ HeJOCTaTHhO OOIPYHTOBaHI,
HEBUYEPITHI BIJMOBIAl, JOMyCKae MOMUJIKU. [Ipu 1IbOoMy BpaxoBYe€ThCS HASBHICTh KOHCIIEKTY 3
BUKOHAHMMHU 3aBJIaHHIMHU JI0 CAMOCTIHHOT poO6OTH, pedepaTy Ta aKTHUBHICTh Y HAYKOBO-IOCIiAHIN
pobori;

— «3anoBiabHOY/«3apaxoBano» (D) — Bix 64 no 73 GamiB. 3100yBay OyB MPUCYTHIN HE Ha
BCIX JIEKLISIX Ta MPAKTUYHUX 3aHATTSX, BOJIOJI€ HABUAJIbHUM MaTepiajloM Ha CepeAHbOMY pIBHI,
JIOITYCKa€e TIOMUJIKH, Cepe]l SIKUX € 3HaYHA KIJTbKICTh CyTTe€BUX. [IpU IIbOMY BPaxOBY€EThCS HASBHICTh
KOHCIEKTY 3 BAKOHAHMMH 3aBJaHHSAMHU JI0 CAMOCTIHHOT poOOTH Ta pedepaTis;

— «3anoBisibHO»/«3apaxoBano» (E) — Bix 60 go 63 GaniB. 3100yBau OyB MpUCYTHIH He Ha
BCIX JIEKI[ISIX Ta MPAKTUYHUX 3aHATTSAX, BOJOJIE HABUAIBHHM MaTepialioM Ha piBHi, BHUIOMY 3a
MOYaTKOBUM, 3HAUHY YAaCTHHY HOTO BiITBOPIOE HA PENPOAYKTHBHOMY PiBHI, Ha BCl 3alIUTAaHHS Ja€
HeOoOTpYHTOBaH1, HEBUUEPITHI BIAMOBIII, JOMYCKAE TOMUIIKH, Ma€ HETIOBHUI KOHCIIEKT 3 3aBJIaHHSIMU
JI0 CaMOCTIHHOT poOOTH.

— «He3ag0BJILHO 3 MOKJIMBICTIO MOBTOPHOI0 CKJIAaHH/«He 3apaxoBaHo» (FX) — Bifg
35 no 59 GaniB. 3n00yBau BOJIOJIIE MaTepiajJoM Ha PiBHI OKpeMHUX (PparMeHTiB, IIO CTaHOBISATh
HE3HAYHY YaCTHHY HaBYAJIHLHOTO MaTepiaiy.

— «He3an0BiJIbHO 3 000B’SI3KOBHUM TOBTOPHMM BHBYEHHSIM JUCHHUIIIHW»Y/ «HE
3apaxoBaHo» (F) — Bix 0 no 34 GaniB. 3100yBa4 HE BOJIOI€ HABYATHHUM MaTEPiaioM.
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