MIHICTEPCTBO OCBITU | HAYKU YKPAIHU

MDKHAPOAHWW YHIBEPCUTET

MDKHAPOAHA KOH®EPEHLIA

MEPEAOBI TEXHOAOTII

B IHOOPMALIIMHO-KOMYHIKALIIMHIA

IH)XKEHEPII

(MTIKI'2026)

Oaeca, YKkpaiHa, 16 aunHa 2026 p.




MIHICTEPCTBO OCBITH I HAYKH YKPAIHH
MI)KHAPOJHUI YHIBEPCUTET

NEPEJOBI TEXHOJIOTI'II
B IHOOPMAIIIHHO-KOMYHIKAIUUHHIN
IHKEHEPII
(IITIKI'2026)

Marepiaau
IV MixHapoiHO1 KOH(pepeHITli

16 aunus 2026 p.

Oneca - 2026



VJIK 004.9
127

Ilposeodennsa 3axody 3apeecmposano 6 /leprcagniit HayKogiii ycmanoei
«Ykpaincoxuii incmumym naykoeo-mexuiunoi ekcnepmusu ma ingpopmayiiy
(Peecmpauiitnuii nomep: 3326U000765 ¢io 01-07-2026 p.).

Penenzenru:

Hanis KA3SAKOBA — n.71.H., npodecop, 3aBiayBau kadenpu iHPopMaliiHuX
TexHoJjorii OnecbKkoro HalioHaNBEHOTO YHiBepcuTety iM. I.I. MeunikoBa
Biktop CTPEJBBUIIBKHAM — Kk.T.H., IOIEHT, JONEHT KadeapH MHixiioMHO-
TPAHCIIOPTHI MAlIMHK Ta IHXUHIPUHT TOPTOBOTO TEXHOJIOTIYHOTO OOJIaTHAHHS
OnechKoro HaliOHAJIBHOTO MOPCHKOTO YHIBEPCUTETY

IlepenoBi TexHoJsiorii B  iHGopMaNiliHO-KOMYHIKANIHIA  iH:KeHepil
(ATICE'2026) : matepianm IV mixkuap. koH(. (M. Oneca, Ykpaina, 16 aumHs
2026 p.) / Big. 3a Bun.: H. [lynuenko, JI. PozenBaccep. Oneca : MixHap. yH-T,
2026. 149 c. DOI: https://doi.org/10.32837/11300.33747

Advanced Technology in Information and Communication Engineering
(ATICE'2026) : proceedings of the IV International conference (Odesa,
Ukraine 16 July 2026) / Responsible for the issue: N.Punchenko,
D. Rozenvasser. Odesa: International University, 2026. 149 p. DOI:
https://doi.org/10.32837/11300.33747

VY 30ipHHUKY MOJIAaHO pe3yJNbTaTH HAYKOBHMX JIOCIIIKEHb, BHUCBITIEHO OOTOBOPEHHS
aKTyaJlbHUX Mpo0JieM, BUKJIMKIB 1 TEHAEHLIN 3 1HQOpMaLiiiHUX cucTeM, TEXHOJIOTIH 3aXUCTy
iHpopMallii, BAKOPUCTaHHS Cy4yacHHUX 1H(OpMaIiiiHUX TEXHOJIOTIH B yNpaBliHHI CHCTEMaMU
y PI3HUX rany3sx HapOJHOro rocrnojapcTBa. MaTepiaiau OXOIUIIOIOTH IHHOBAIIMHI MiAXOAH,
JOCBiJ] YIMPOBAKEHHS Cy4acHUX pILIEHb 1 MPUKJIAAW YCHILIHUX IMPaKTUK TpaHcopmaii
PI3HUX TaTy35X HAPOJHOTO TOCIIONAPCTBA .

Bunanus npusHaueHe UIsl HayKOBO-TENAroTiuHUX MpAIliBHUKIB, 37100yBadiB OCBITH,
HaykoBIiB 1 ¢paxiBuiB IT ramysi.

Martepianu myOmiKyrOThCS B aBTOPCHKIN peAakiiii. BilmoBiganbHICTh 32 3MICT MOJAaHUX
MarepiaiaiB HeCyTh aBTOPH.

BiamoBinanbHi 3a BUITYCK:
K.m.H., ooyenm [lynuenxko Hamanis,
K.m.H., ooyeum Poszensaccep /lenuc.



OPI'AHIBAIIMHUM KOMITET

I'osioBa
KIBAJIOB C.B. — n.10.H., mpod., Mi>xxnapoauuii yHiBepcuteT, M.Ozeca, Ykpaina.

CuiBrosiosu
I'POMOBEHKO K.B. — n.10.H., mpod., MixHaponuuii yHiBepcuteT, M. Ozeca, Ykpaina.
JIE®TEPOB B.O. — a.1n.H., npod., Mixxanapoanwuii yHiBepcuret, Oneca, Ykpaina
CTPEJIKOBCBKA LB. — a.1.H., ipod., Mixxnapoauuii yHiBepcuteT, Oneca, YkpaiHa.
YPUBCBHKUU J1.O. — n.1.1., npod., HTY Yxpaiuu "KIII imeni Irops Cikopcbkoro", Kuis,
VYkpaiHa.

YiieHu opraHizaniifHOro KoMirery
COJIOBCBKA 1.M. — Kk.T.H., no11., MibkHapoHuii yHiBepcuteT, Oneca, Ykpaina.
MOHA JLT. — k.1.H., 1011, MisxknHapoauuit yHisepcuter, Oneca, YkpaiHa.
I'PUT'OP’€BA T.I. — k.T.H., gou., Mi>xknapoauuii yaiepcuret, Oneca, Ykpaina.
PYCYVY O.II. — k.1.1., gou., Mixkxaapoaauii yHiBepcuret, Oneca, Ykpaina.
PO3EHBACCEP JI.M. — k.T.H., Ao1u., Mi>xknapoauuii yaiBepcuteT, Oneca, YkpaiHa.
BAKAPYYK A.O. — k.1.H., no11., Mixkaaponuuit yHiBepcurer, Oneca, Ykpaina.
I[TYHYEHKO H.O. — x.1.H., nou., Mixkxnapoauuii yHiBepcuret, Oneca, Ykpaina.
I'PIBOBA B.B. — k.¢.-M.H., 1o1., MixkHapoaauii yHiBepcutet, Oneca, Ykpaina.

PEJAKIOIMHAN KOMITET
COJIOBCBKA .M. — k.T.H., no11., MixHapoaHuii yHiBepcuteT, Oneca, YkpaiHa.
PO3EHBACCEP /.M. — k.T.H., Ao11., Mi>xkaapoaauii yHiBepcuteT, Oneca, Ykpaina.
ITYHYEHKO H.O. — x.1.H., gou., Mixknapoauuii yaisepcuret, Oneca, Ykpaina.

KOMITET MI’KHAPOJHUX 3B’S3KIB
CTPEJIKOBCBKA 1.B. — n.1.H., ipod., MixxHapoaauii yHiBepcuTeT, M.Oeca, Ykpaina.
I'JIOBA JI. C. — a.1.H., npo¢., HanionaneHuil TexHiunuit yHiBepcuteT Ykpainu «KuiBcbkuid
MOJIITEXHIYHUHM 1HCTUTYT iMeHi Iropst Cikopcbkoro», M.KuiB, Ykpaina.

BUEHU CEKPETAP
ITYHYEHKO H.O. — x.1.H., gou., Mixknapoauuii yaisepcuret, Oneca, Ykpaina.

TEXHIYHO-ITIPOTPAMHHI KOMITET
CTPEJIKOBCBKA I.B. — n.1.1., npod., MixxHapoaauit yHisepcuret, M.Oieca, YKpaiHa.
YPUBCHKUM JI.O. — n.1.H., npod., HamiomamsHuil TexHiunmii yHiBepcuTeT YKpaiHu
«KuiBcpkuii monitexHiuHui 1HCTUTYT iMeH1 Iropst Cikopebkoro», M.KuiB, Ykpaina.
I'JIOBA JI.C. — n.1.H., npo¢., HartionanbHuit TexHiuHUi yHiBepcuTeT YKpainu «KuiBcbkuii
MOJIITeXHIYHUHM 1HCTUTYT iMeHi Iropst Cikopcbkoro», M.KuiB, Ykpaina.



3MICT

CEKIIA 1. IHZKEHEPIA IIPOTPAMHOI'O 3ABE3IIEYEHHA ........cccvieiene 10

Cmpeskoscoka I B., 3on10myxiH P. B.,, Cmpeakosacbka 10.0. OyiHka noka3HukKie sikocmi
06C/1y208y8aHHS pigHi8 y3azanbHeHoi apximekmypu ACY 6 HU3bkowsUdKICHUX padiomepexcax

T2 T 10
TI'op6anvoea A. I. Bniaug aHz/10M08HUX NpoMNnmi8 HA AIKICMb 2eHepayii npo2pamHoz20 kKody
3ACOOAMU WIMYUHOZ0 THIMEACKIMY ...vevvvsireiresssssssessessssesssssnssassessssesssssssssssssessessssessessessssssssssssessessssessnen 14

Ye6aniok 0. [, Junin b. 1. [lolnmeaexkmyanoHi memodu moHimopuHay ma ioenmudpikayii
cmilikux kaacmepis iHcmumyyitiHoi aikgidHocmi 6 nomokax daHux Mikpocmpykmypu puHky.17

CEKILIA 2. KOMIT IOTEPHI HAYKH ......c..coorrrsssssssssssssmssessessssssssssssssssnssnsas 22
Cmpenkoecovka I. B., Conoecvka I. M., Cmpenkoecovka I0. O. Knacugixayis eebmpaghixy
HTTP/HTTPS-3anumis na ocnosi ML-memoois... . cennn22

IlonHomapuyk B. 10., Cepzeeea K. /1., byaana T M MOAoaequ B ModyﬂbHa apxzmekmypa
iHhopmayitiHoi mexH0.102ii 0451 pO3MeNCy8aHHS cyduH KPOBOHOCHO20 ma ﬂlmgﬁamuqueo

pycaa 3a 0aHumMu MeQUYHOI 8I3yani3ayii.............. Y Y4
Ieawee /. B., I'epacumoes B. B. He/quuHo 0UHaMMH1 ma gﬁpakmaﬂbm gaacmugocmi wymy 8
CUZHA/1AX PIBHA NAAUBA MAHEBPOBUX TIOKOMONMIUBIB.......c.coeereeecesareareseecenaneasseasessesanesesnaesene e sees 32
Cykau Y. A., Ilackanoe M. /1., Pycy O. II. Cucmema moHimopuHay nosie « Wheatmony..........36
Conoecvka .M., 2KdaHoea A.O. CmeopeHHs1 SPA-ge6cailimy ynpasaiHHs cnUCKOM 380aHb i3
gukopucmaHaM React ma namepHa MVC..............coceoeoveiveenecsceccnerer s eseee e sesenenensnr e e sn 03 9

CEKILIA 3. KOMIT IOTEPHA THXKEHEPIA........cccviiimicr e sr e e nnenennnn 45

IIpoyenko M. M. [lopisHsinbHe docaidxcenHss cmpamezili RAG-koHmekcmy 0451 nidguwjeHHs1

NOBHOMU ABMOMAMUZ0BAHOL0 COUL FEVIEW ...oovvorsvirsisssssississssssessissssssssssssssssssssssssssssssssssasssssssssssssssssessssssss 45
Volodymyr Yarovenko Underwater Robotics and the Development of Engineering Solutions for
Real-World Problems through the MATE ROV COMPELILION.......cceuveeereereeereree e eercrceieisesinecnenenenn 5 0
HoeouuHcbkuii €. I Onmumizayisi 064UCAEGHHS WIMYYHUX HEUPOHHUX MEPENC Y MeNHCax

2emepo2eHHUX KOMN'IOMEPHUX APXIMEKMYP ....cccvvrienes SRR ).

I'puzopesa T I, Canazop B. I. KomnaekcHuii mdxza 60 eepu_c/jmauu Kpumulmux
KOMNtomepHUX cucmeM Ha 0CHOBI MAWUHHO20 HABYAHHS, HeYimKoi s102iku ma meopii izop....60
Boé6yiiok M. B., llasaenko M. K., Ky3Heyoea B.€. Cucmema agmomamu308aH020 nepeae3eHHs1

BAHMANCIB KHEX RODOEN ..ottt ettt et st st et ettt s s st en s 64
Hemuwuso08 10. 0. Maticmep — kaac 3a memot0 « TeXHO THMEACKIMD .......c..vuveiviererinsesieseisessesinains 66
CEKIIA 4. KIBEPBE3IEKA TA 3AXUCT IHOOPMALII ......cvererrenenensnenne 70
I'puzopesa T I, MeavHuk B. B. MamemamuuHe modento8aHHs 6e3neyHoi mapupymusayii
JaHux Ha OCHOBI HEYIMHO20 AA20PUMMY JJEUKCIIPU. ......veeeveceerireeeesenisre s ersieneneasesea s e sre e erins 70
Po3zensaccep /. M., LlIgedy M. I. OSINT Y KiGEPOEINOUI.......c.cuvrereerrrerieiesercermnearesesesnesnesennnnens 74

Ilemkos €. L. /locaidsxiceHHs Cy4acH020 cmaHy ma nepcnekmues po3gumky npomokosy SSH....78
Ilaxoawk 0. I. CucmemHuli memod oyiHw8aHHs cmitlikocmi aesmeHmu@ikayitiHux MexaHizmia

y iHpopmayitiHux cucmemax 82
CEKIIIA 5. EJJEKTPOHHI KOMYHIKAILII TA PAJIOTEXHIKA......coeeuuee. 86
Cmpeakoscwka L. B., Conoecvka I. M., Bpocaaecwkuii P, 10. AHani3 napamempie sAKocmi
o06cy2o8yeaHHs y mepexcax 5G/NR ... SRR o
Ypuecwkutii JI1.0., Ocunyyk C.O. BuxopucmaHHﬂ Memodle MAWUHHO20 HABYAHHS SIK
iHCMpyMeHmy ceMaHmMuYHOi KOMYHIKAYIi 8 KAHAAAX 38’A3KY.......cc.c.... vererenn 92
Ilynuenko H. 0. Keanmosi iHepyioHa/bHI HagizayiliHi cucmemu dﬂﬂ 610H06./1€HH£ MOpCbKOI
sozicmuku Ykpainu: GNSS-independent DIUUEHHST ......c.cocoveeeerereeesescernene e siessiescssareneesene s 90

Limypa 10. B., Kosodiiiuyk JI. B. AHa/i3 nepcnekmue 3acmocy8aHHs 3a20pU30HMHUX



CMAaHyili WUpoKocMy208020 docmyny 8 ymMo8ax 8e0eHHS GOUOBUX Olll......c..cvvuvererrississiesesessens 99

CEKLIA 6. IHPOPMATHUKA TA IIPOTPAMYBAHHA B OCBITI ............. 103

Epmaxosa C. C. L{upposa oudaxmuxa y npogecitinivl OisiibHOCIE BUKAIA0AYA 3aK1A0Y U020
0C8Imu: NPOEKMYBAHHSL OCBIMHBLO20 NPOYECY, KPOC-KVIbIMYPHA MOMUBAYISL MA OUCMAHYIUHA

ni020mosKa axiseyie @ enoxy WMyUHO20 THMELEKMY au wurircrsiisiemsisssssisissosessssissssesssssssnsssssssnsseses L 03
Bukoe A. B. ModepHizayis oceimu yepe3 npusmy qugﬁpoeux MexHo02ili.. U I/ /4
Kiuka M. II. SMART-mexHos02ii y npodbeciiiniti nidcomosyi ekoHoMicmis: lHHoeauiszi sumipu
Ma QUOAKUBHUT NOMEHUIA N c....cc.vesveesvesvesinisssessesssesssisssssssssssssssssssssssssssssssssssesssssessssssssesssssssessnsseess ] 11
Hlanoeasoe O. I0._/luriTanizalisi OCBITH 4Yepe3 NPpU3My KpPOC-KyJIbTYPHOIO MiAX0AY: BiJ
MOTHBAILT 10 KOMITETEHTHOCT cuvuuuuitiuttns it s nssssessssss s ss s sssssssssssssssssssasssssssssssssssssssssssssassssssssssssenes 115
CEKLIA 7. [ICUXO0JIOT'IA HUPPOBOI'O ITPOCTOPY.
KIBEPIICHUXOJIOT T .....oiiiirininnesssnsnsesssssssssessssssssssssssssssssssssssssssssssssssssssssnses 119
I'atidykos I. B. LJugpposi caidu decmpykmugHoi hosediHKuU: ncuxo102iuHi npedukmopu ma
iHmesekmya/bHa demekyisi KOpNOPaAMUBHO20 WAXPALICMEA................ e 119
leanoea 0. C. Onmos102ivHUTI cmamyc Wmy4Ho20 1Hme/1e;<my 8 Koopaur-tamax uugﬁpoeoeo
6ymmsi.............. oo 122

Bopomcoea B F Hmlmemco B 0 llIqu I‘ M szepem Lumylmoao lee/zeKmy, uugﬁpoeozo
2yMaHi3My ma 2yMaHimapHoi 6e3neku sik Ho8a KOHYenyisi Mau6ymeoao po3s8umky yug@posoi

yusiaizayi... S /g0
CEKLIA 8. ]_lI/I(I)POBA TPAHC(I)OPMAI_IIH BIBHEC R . Y/
TI'op6anvoea B. 0. L[ugpposa mpaHchopmayis 6i3Hecy Ha 0CHOBI 6.10KUeliH-MexHO102il:
KOHBep2eHYisi MeHedNCMeHMy, MAPKEMUH2Y MAd eKOHOMIYHOT eheKMUBHOCMI ..........c.crveueeans 132
Kuzynin 0. A., I[Ipoyenko M. M. Hpopmayiiina cucmema SymbolAl 3 LlII-acucmenmom
KEPIBHUKA BIZHECY ....c. cvereceeareseases e eueseses e sasaesnssesssssesses s sessesensnssassonssssescossnnas T 2
I'pi6oea B. B. Cmamucmuw—ta onmumisayis cucmemu NOKA3HUKI8 iHHOBAYIIHO20 pO38UMKY
nionpuemcms............... ..138

Xapenko /1. O, Kaﬂamaﬂ 0 B llII- acucmeHmuy ulgipoezu mpchgfiopmaum pecmopaHHoao
6i3Hecy: cmaHdapmu3ayis ynpasaiHCbKuX piuieHb ma nidguujeHHs onepayiiiHoi
COCKIMIUBHOCTI ...ttt ettt et e et e sttt e na e s a8 st £at2eeee ea emssea nesen s e st sesseeeneaen 144



lTepegoBi TexHosorii B iHgbopmaLiiHO-KOMYHIKaLiWHI iHxeHepii 2026

YK 004.056

DOI: https://doi.org/10.32837/11300.33763

OSINT Y KIBEPBE3IIEIII

Po3zensaccep /.M.

KaHOuOam mexHiyHux Hayx, 0oyexm,

ooyenm Kagpeopu inpopmayiinux mexHono2i
Misxcnapoonuii ynisepcumem

m. Odeca, Yrpaina

Lllseoy M.I.

3000y8auKa 3-20 Kypcy nepuio2o (6axanaspcbko2o) piHs

31 cneyianvnocmi 125 Kibepbesnexa ma 3axucm inghopmayii
Miscnapoonuii yHieepcumem

M. Ooeca, Ykpaina

Anomauin. Y pobomi posensnymo ocobnusocmi euxopucmarnns mexnonoziti OSINT (Open
Source Intelligence) y cghepi «kibepbesnexu. Ilpoananizosano ocHo8Hi Odicepena 8iOKpUmMoi
iHhopmayii, cyuacui iHcmpymenmu 300py OAHUX, Memoou IX aHanizy ma MONCTUBOCMI
NPAKMUYHO20 3ACMOCY8AHHA NI0 4ac eusasieHHA Kibepzazpo3. Ocobausy yeazy npudiieHo oyiHyi
epexmuenocmi OSINT-ananizy, 6UKOPUCMAHHIO CREYIANI308AHUX NPOSPAMHUX 3AC00I8, A MAKO’C
PO BIOKpUMOI po36iOKU Y NONepeddtCeH I KiOepiHYudeHmis.

CtpiMkuii  po3BUTOK  1HQOpPMAIIMHUX  TEXHOJIOTIH  MPU3BIB  JO
Oe3MpeleICHTHOr0 30UIBIICHHST OO0CATIB  BIAKPUTOI 1H(OpMAIli, IO 0JACHHO
nyomkyeTbess B Mepexi Iareprer. ComianbHi Mepexi, odimmiiiHi BeOpecypcH,
JIep’KaBHI peeCTpH, crerianizoBani Gopymu, kaprorpadiuHi cepBiCH Ta 1HIII BiIKPUTI
JoKEpelia MICTSITh BEIMUE3HUM MAaCUB JaHUX, SIKUA MOKE€ BUKOPUCTOBYBATHCS K JISI
3aKOHHOI aHAJIITHYHOI JiSUTBHOCTI, TaK 1 i Yac 31iiCHeHHS Kibep3mouunHiB [1-4].

Y chepi kiGepbOe3nekn CBO€UacCHE OTPUMAHHS JTOCTOBIPHOI 1H(poOpMaIii
JO3BOJISIE 3HAYHO CKOPOTUTH Yac pearyBaHHs Ha MOTEHUIWHI 3arpo3d, OLIHUTH
pIBEHb PHU3UKY Ta CBOEYACHO BHSBUTU MOXJIMBI Bpa3JIMBOCTI 1H(GOpMALIITHUX
cucteM. Came Tomy TexHoJsorii OSINT cbOroJiHi € OJHUM 13 HAHOUIbII AKTYAJIBHUX 1
NEPCICKTUBHUX HANPsIMiB udpoBoi po3Biaku [5-6].

Metoro pobGoTu € gociimkeHHsT MoxJjuBocted BuxopuctanHs OSINT vy
ki0epOesmeni, aHail3 Cy4yaCHHUX IHCTPYMEHTIB BIAKPUTOI PO3BIOAKM Ta OIHKA IX
edeKTUBHOCTI Mpu 3a0e3nedeHH] 1HPOpMaIIifHOT Oe3MeKu.

Ha BigMmiHy Bia TpaaMiiiitHOi po3BiIKH, TpOLeC MOIIYyKYy, 300py, 0OpoOKHu Ta
aHami3y iHdopmariii, OTpUMaHOI BUKIIOUHO 13 3aKOHHUX BiakpuTuX Kepen (OSINT)
HE Tmependadae HECAHKIIOHOBAHOTO JOCTYIy 10 iH(opMallli 4 BUKOPUCTAHHS
crieniaJbHUX TEXHIYHMX 3aC00IB MPOHUKHEHHS [2-4].

ITpomec OSINT BKkIIFOYa€ AEKiJIbKA €TaITIB:

74



Cexyisi 4. Komn'rorepHa iHKeHepis

BusnaueHHs . - Amnauiz DopMyBaHHs
36ip . . ITepesipka :
METHU . OunbTpanis - . OTPUMaHUX aHAJIITUYHOIO
iHpopMarii JIOCTOBIPHOCTI .
MIOILLYKY JlaHUX 3BITY

Pucynox I — Emanu 8iokpumoi po36ioxu

VY cyuacHniit kibep6esmneni OSINT BUKOPUCTOBYETbCS NPAKTUYHO HA BCIX
eTanax 3a0e3neyeHHs 3aXUCcTy 1HPOPMALIMHUX CUCTEM.

[Tix yac nmpoBeaeHHs ayauTty iHGopmaiiitHoi 6e3neku OSINT no3Bossie e 10
MOYaTKy aKTUBHOTO TECTYBaHHS 3HAWUTH 3HAYHY KUIBKICTh MOTEHI[IHHUX MpPOOJIEM.
KpiMm Toro, BiKpuTa po3BiJika MIMPOKO BUKOPUCTOBYETHCS IiJl YaC pearyBaHHs Ha
kiOepinmuaent (Incident Response), mmudposoi kpuminanictuku (Digital Forensics)
ta a”amitaii 3arpo3 (Threat Intelligence) [5-6].

EdextuHicts 3acTocyBanHss OSINT 3aneXuTh Bil SKOCTI BUXIAHUX JTaHUX Ta
NMPaBHJIBHOCTI iX aHami3zy. Ha BiAMiHY BiJ aBTOMAaTH30BAaHOTO CKaHYBaHHS MEPEXi,
BIIKpUTA PO3BiAKA JO3BOJISIE OTPUMATH 3HAUHO MIMPIIHA KOHTEKCT MIOAO TisIBHOCTI
opranizarii [2-6].

Joxepena

*Ociniiini nepxaBHi
peectpu

*BebOcaiitn
oprasizamii Ta
YCTaHOB

* ComianbHi Mepexi

*®opymu Ta
TEMATHYHI CIIJILHOTH

*3acobu MacoBoi
iHpopmarii

*Bbasu noMeHHUX iMEH
(WHOIS, DNS)

*eoindopmariiiai
cepBicu

*BigkpuTi 6a3u
BUTOKIB JaHUX

* Peniozuropii
MPOrPaMHOTO
3a0e3MmeueHHs

3axoau

*[TocranoBKa MeTH
JIOCIT1 JKSHHST

* [Tonryk BiAKpUTHX
Jokepen indopMariii

*306ip inpopmarii

*IlepBuHHa
¢hinpTpamis gaHUX

*IlepeBipka
JIOCTOBIPHOCTI
OTpPHUMaHUX
BijoMocTei

* AHaJTi3 OTpUMaHHUX
JaHUX

* Y3aranbHeHHs
pe3yIbTaTIB

* dopMyBaHHA
AHATIITHYHOTO 3BITY

* KommnekcHe
OIIIHIOBAHHS
OTpPUMaHO1
iHpopmarii

O0'exT aHATIZY

* Anani3 mudpoBoro
ciigy o0'exra
IOCITIIKEHHS

* AHaJI3 BiAKPUTHX
CepBiciB 1 pecypciB

* AHaji3 BIAKPUTHX
npodiiiB Ta
u(ppoBOi aKTHBHOCTI

* AHaJIi3 MOKJIUBHX
KaHaJIiB COLiaTbHOT
IHXeHepil

* AHai3
iHpOpMamiHHIX
MOBIIOMJIEHD

* JlocimKeHHs
JIOMEHHOT
iHppacTpyKTypH

*[IpocTropoBwii aHami3
iHpopmarii

* AHaJTi3 BUTOKIB
00JIIKOBHX 3aIHCIB

* AHaJti3 IpOrpamMHOTO
3a0e3MmeueHHs Ta

TUPPOBHX
apredaxTiB

OTpumaHuil pe3yabTar

* BCcTaHOBIICHHS CTPYKTYPH
Ta XapaKTEPUCTUK 00'eKTa

* BusiBiieHHs
BHKOPHCTOBYBAaHUX
MPOTrpaMHUX 3ac00iB

* OTpuUMaHHS BiIOMOCTEH
PO NOB'sI3aHUX 0cib abo
urdpoBsi pecypcu

* BusiBiieHHS MTOTEHIIHHIX
3arpo3 CoIliaabHOT
IHKeHepii

*[TinTBepmKeHHS abo
CIIPOCTYBAHHSA 3HANIEHUX
BIIOMOCTEN

*BcraHoBneHHs ictopii
JIOMEHIB Ta MEPEIKEBOT
B3a€EMOIT

* BuzHaueHHs reorpagiqHOro
po3TanryBaHHS 00'€KTIB

* BusiBiIeHHS KOMITpOMETAITi i
KOH(IICHIIIHUX TaHUX

* O11iHIOBaHHS TTOTCHIIIHHUX
PHU3UKIB 1 MIrOTOBKA
pexoMeHaamnii

Pucynok 2 — Ocnosni cknaoosi OSINT-0ocniosicenmst

Pa3om 13 mepeBaramu iCHYIOTH 1 MeBHI Hejoiku. YactuHa iHoOpMallii Moxke
OyTu 3actapijioro ab0 HaBMHUCHO HempaBauBor. Came TOMY OJHHUM 13 TOJIOBHUX
npuHuumiB OSINT € nepeBipka OTpUMaHUX BiAOMOCTEH 13 JACKUIBKOX HE3aJIEHKHUX
mxepen [2, 4, 7).
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JUis  KiTBKICHOTO OIIHIOBAaHHS TOKa3HUKAa €(EeKTUBHOCTI 3acTOCYBaHHS
BIJIKPUTOI PO3BIAKM MOYKHA BUKOPUCTATH IHTETPAJIbHY MOJIENb PO3PAXyHKY:
EOSINT == WlD + WzR + WBC + W4T

ne D — moBHOTa iHDOopMartii (Completeness);

R — noctoBipHicTh iHpopmarlii (Reliability);

C — akryanbHicTh iHGopMarii (Currency);

T — onepatuBHiCTh oTpuMaHHs 1HGopmarlii (Timeliness);
W; — BaroBi KOe(IIIEHTH, TIPH IILOMY:

Haii6i1p11 mommpeHi 1HCTPYMEHTH BIJIKPUTOT PO3BIIKK HaBeACHO B Tabmuill 1

[8]:

Tabmuus 1 — IopiBHanbHui anani3 cydacHux OSINT-1HCTpymMeHTIB

IHCTpymeHT  OCHOBHE NPU3HauYeHHsA Mepesaru Heponiku |
Maltego AHani3 B3aEMo3B’A3KiB MoTyxHa Bi3yanisaLiia YacTnHa QyHKLil
naaTHa
Shodan MowyK npuctpois Internet Benuka 6a3a loT He Bci ¢pyHKUiT
AKTYaNbHi
Spider Foot AsBTOMaTW4HUI 36ip AaHUX ABTOMaTN30BaHO TpwuBane ckaHyBaHHSA
theHarvest  36ip e-mail someHis MpocTtoTa MeHwa
BUKOPUCTAHHA dYHKUiOHANbHICTb
Censys AHani3 mepexeBux peectpis  MNMOOKMIA NOWyK HeobxiaHa
peecTpauia

3acTocyBaHHS JEKIIbKOX I1HCTPYMEHTIB OJHOYACHO 3HAYHO IIJIBUIIYE TOBHOTY Ta
JIOCTOBIPHICTh OTpUMaHoi iHpopmaii. OJHUM 13 HallOUIBII MOIIMPEHNUX MPUKIIAIIB BUKOPUCTAHHS
OSINT € aynut uudposoro cuigy [3, 4, 9].

OTtpumaHi pe3yabTaTu A03BOJIAIOTH (DaxXiBISIM CBOEYACHO BHUSIBUTU Ta YCYHYTH MOTEHIIHHI
BPA3JIMBOCTI II€ JI0 TOTO, IK HUIMH CKOPHCTAIOTHCS 3TOBMUCHHUKH.

BucHoBku. BukopuctanHs BIIKpUTUX JKepes iHGOpMaIlii 103BOJIs€ 3HAYHO
MIJBUIUTH €()EeKTUBHICTh aHai3y KiOep3arpo3, CBOE€YaCHO BUSIBIISITH IOTEHINIMHI
PHU3HKH Ta MIPUUMATH OOTPYHTOBAHI PIIICHHS 1010 3aXUCTY 1H(POPMAIIHIX CUCTEM.

[HTerpamis MeToAiB BIAKPUTOI PO3BIIKM B  AISUTBHICTH  (axiBHIB 13
KibepOe3nekn 3abe3nedye MOMIIMBICTh KOMIUIEKCHOTO JOCHIIKEHHS IHU(pOBOro
cepenoBuiia 0e3 mMopylieHHs 3akoHoAaBcTBa. [loganblinii PO3BUTOK TEXHOJOT1H
MITYYHOTO 1HTEJIEKTY, MAallHHHOTO HaBYaHHS Ta aBTOMATH30BAaHWUX CHCTEM aHAII3y
JAHUX CIPUSITUME MIABUIIEHHIO TOYHOCTI M mBuakocTi OSINT-gocmimkeHs, 110
poOUTh Liel HampsiM OJHHUM 13 HalMNepcneKTUBHIMIUX Yy cdepl iHdopmalliiiHoi
Oe3MeKH.
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