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CTAH TA IIEPCINIEKTUBHU PO3BUTKY EJEKTPOHHUX IIATEXIB B YKPAIHI

Anomauia. Y pobomi npoananizo8ano cy4acHull CmaH po3eUmKy ei1eKmpoHHUX NAAmedici 8
Yrpaini, a makooic eusHaueHo OCHOBHI meHOeHyii, BUKIUKU MA NEPCHeKmusu NooaIbUL020
3pocmanns 2anysi. Pozensanymo ennaus yughposizayii hinancoeoeo cekmopy, nosgy Ho8UX NIAMINCHUX
MEeXHONO2IL Ma 6NPOBAONCEHHS O0epIHCABHUX THIYIAmus, CHpSIMOBAHUX HA NIOBUUjEHHS Oe3neKu
enekmpoHHux mpansaxyiu. Ocobausy ysacy npuoiieno po3eumky MoOIIbHO20 OAHKIH2Y, NIAMINCHUX
cepegicis na bazi NFC ma yugposux camanyis.

KitouoBi cnoBa: eleKTpoHHI MiaTexi, (iHTeX, nudpoBizaiis, OAHKIBCHKI TEXHOJIOTI],
kibepOe3neka, mIaTi>kKHi CUCTEMH, MOOUTEHUIN OAHKIHT.

CrpiMKHii pO3BUTOK iH(OpMAIIfHUX TeXHOJOTiH 1 (piHaHCOBHX cepBiciB B YKpaiHi 3a
OCTaHHE JECATHIIITTS CyTTEBO 3MIHUB MIAXiJ 10 37iHCHEHHS (piHaHCOBMX omepariif. Skio panime
OUTBIIICT MJIATEXKIB BigOyBaacs yepe3 OaHKIBChbKiI kKacu ab0 TepMiHaJM, TO ChOroJHI moHax 75%
TpaH3aKLild 31IHCHIOETBCS B €JIeKTpoHHOMY (opmati. Taki 3MIHM CTaal MOXJIMBUMH 3aBISKU
po3BUTKY (QiHaHcoBux TtexHojoriid (FinTech), mosiBi iHHOBaUIWHUX pilIeHb IS MOOUIBHUX 1
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OC3KOHTAKTHUX IUIATEXKiB, a TAKOX 3arajJlbHOMY 3POCTaHHIO piBHA LH(PPOBOiI TIPaMOTHOCTI
HACEJICHHSL.

AXTyanbpHICTh TEMH 3yMOBJICHA IEPEXOJOM YKpaiHM IO EKOHOMIKM Oe3 TOTiBKH, KU
nigrpumyetbest Hamionaneaum Gankom Ykpainm (HBY). 3okpema, crpareris Cashless Ukraine
nependavae 3HIKEHHS YacTKU TOTIBKOBHX pO3paxyHKiB 10 10% y HalOmmk4i poku. Y HbOMY
KOHTEKCTI KJIIOUOBHMHM JpaiiBepamu po3BUTKY € cuctemu Apple Pay, Google Pay, monobank,
Revolut, a Takoxx ykpalHChKi TutaTikHI iHHOBamii, Taki sk «Jlis.Ilmarexi» ta interpamis QR-
TUTATEXKIB.

Cranom Ha 2025 pik pHUHOK €JIEKTPOHHHMX IUIATeXKiB B YKpaiHi AEMOHCTpye cTabiibHE
3poctanHsa. OOcar 0e3roTiBKOBUX omepamiil mopidyHo 30uibinyeTbess Ha 20-25%, a KIIbKICTh
KOPUCTYBa4iB MOOUIBHOTO OaHKIHTY TmepeBuinye 25 MilbiioHIB. BoaHouac, axkTyaJbHOIO
3aIIMIIAETHCS MpobIIeMa Kibep3arpo3 — (iIuHT, IMiAMiHa IVIATHKHUX CTOPIHOK, BUTIK MEPCOHATBHUX
nanux. J[ns 10 BupimeHHs OaHKWM aKTHBHO BIIPOBA/DKYIOTH OaraToakTopHy aBTEeHTH(]IKAIIFo,
TOKEHI3aIlif0 KapTKOBUX JaHWX Ta MOHITOPUMHI TPAH3aKIH y peaJbHOMY dYaci 3a JIOTIOMOTOIO
QITOPUTMIB MAIlTMHHOTO HABYAHHSI.

[lepcrieKTHBY MOJAIBIIOTO0 PO3BUTKY Taly3l IOB’S3aHI 3 IHTETPAIiEI0 TEXHOJOTIN
OJI0K4eliHY, BIPOBaPKEHHAM IU(poBoi TpuBHI (e-hryvnia), posmupeHnsm cepu open banking ta
3pOCTaHH;IM 4YacTKu MikporuiarexiB depe3 loT-mpuctpoi. Kpim Toro, odvikyeTbcst mojasblie
BJIOCKOHAJICHHS] HOPMAaTUBHOI 0a3u BiAMOBIIHO A0 nupektuBu PSD2 €C, mo cripustume 3a1yyeHHIO
MDKHAPOJIHHX TUIATHKHUX CUCTEM 1 IIJIBUILIICHHIO PIBHS IIPO30POCTI TPaH3aKIIIH.

BucHoBku

1. YkpaiHa BOEBHEHO PyXa€eThCs 0 MOBHOLIHHOT U(PPOBOT EKOHOMIKH, y AKil €IEeKTPOHHI MIaTexk1
€ 0a30BUM €J1eMEHTOM (PIHAHCOBOI EKOCHCTEMHU.

2. OCHOBHMMH HAIpsiMaMH MOJANIBIIOTO PO3BUTKY € MIJBUIICHHS PiBHS KiOepOe3nekH,
PO3IIUPEHHS TOCTYIY 10 (PiHAHCOBUX CEpBICIB Ta BIPOBapKeHH LudpoBoi Bamtotu HBY.

3. IlepcrieKTUBHUMHM TEXHOJIOTISIMU 3aJIMILIAIOTHCS OJI0OKYEHH, open banking 1 MaliMHHE HaBYaHHS
JUTSL 3aXHCTY €IEKTPOHHUX TPAaH3aKIIiH.

4. Jlep>xaBHa noJiTHKa Ta akThBHA y4acTh FinTech-komnaHiii cTBOPIOIOTH CIPUATINBI YMOBHU AJIs
nepexoly Ykpainu g0 mojeni cashless-cycniibcrsa.
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COMPARATIVE ANALYSIS OF HOMOMORPHIC PROPERTIES
OF ASYMMETRIC CRYPTOSYSTEMS RSA AND PAILLIER

Abstract. This study conducts a comparative analysis of homomorphic properties in RSA and
Paillier cryptosystems. With growing demands for secure cloud computing and 10T applications,
homomorphic encryption enables operations on encrypted data without decryption. The research
implements both systems in Python, analyzing their mathematical foundations and performance.
Results show RSA multiplicative homomorphism poses security risks, while Paillier additive
homomorphism, though computationally heavier, provides secure privacy-preserving operations.
Paillier excels in electronic voting and secure data analytics, whereas RSA remains optimal for
traditional encryption. The findings guide cryptosystem selection based on specific security and
functionality requirements in modern applications.

Modern requirements for data processing, particularly in cloud computing schemes, Internet
of Things, and secure voting systems, highlight the problem of information confidentiality. Classical
cryptosystems require data decryption to perform any operations on them, which creates risks of data
leakage. The solution to this problem is homomorphic encryption — a class of cryptographic schemes
that allows performing mathematical operations on ciphertexts, obtaining a result that, after
decryption, corresponds to the result of the same operations performed on plaintexts. The RSA
cryptosystem, although not designed as fully homomorphic, demonstrates homomorphic properties
regarding the multiplication operation. In contrast, the Paillier cryptosystem was specifically
designed with powerful homomorphic properties regarding addition, making it a key tool for many
practical applications. Thus, the relevance of the research lies in comparing the classical RSA
cryptosystem and the homomorphic Paillier cryptosystem to determine their advantages,
disadvantages, and possible directions of practical application. To conduct a comparative analysis of
the functioning algorithms and implementation features of RSA and Paillier cryptosystems,
mathematical foundations, areas of effective application and computational complexity, as well as
comparing their characteristics from the perspective of security, efficiency, and homomorphic
encryption capabilities.
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