KO>KeH 3aKJIafi BUIIOi OCBiTH, SIKUI IIparHe BifTIOBiaTH Cy4acHUM TeH[eH-
L1isIM CBITOBOTO Ta BITUW3HSIHOI'0 PUHKIB.
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Hapasi roctpo mocrae notpeba MozepHisallii MexaHi3MiB 3abe3lledeHHs
IpaBa iHTeJeKTyaJbHOI BJIACHOCTI IIISXOM Y3TOJKeHHSI iHTepeciB ycCix
cy6’eKTiB cdhepu iHHOBAITIMHOI TiIILHOCTI.

V3ropKeHHd iHTepeciB Cy6’eKTiB iHHOBaIIMHO]I AisSJIBHOCTI y IIporieci ¢o-
PMyBaHHS [jep>KaBHOI IIOJIITUKU CIPUSATHMe 3abe3IledeHHI0 1i epeKTUBHOCTI
Ta 3pOCTaHHIO CYCIUILHOI TOBipHU [0 lep>KaBHUX IHCTUTYTIB.
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RELATIONS ON THE INTERNET:
PROBLEMS OF LEGAL REGULATION

In today's context, there is a rapid growth of the global and Ukrainian
segment of the global Internet information network, both in quantitative
(number of operators and users) and qualitative (expansion of the range of
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services provided) in relation. Similar to the legal systems of other countries,
including the United States and European Union countries, Ukrainian special
legislation on the Internet is at its very beginning. However, it is largely
possible to speak about the absence of an effective regulatory framework in
this area, despite the existence of general rules of constitutional, civil and
administrative law and a number of other legislative acts. The reasons for
this are both insufficient theoretical elaboration of some fundamental regula-
tions and subjective precautionary treatment of the Internet by law enforce-
ment agencies.

However, the lack of legislation on the Internet, as well as the possibility
of their effective application, adversely affects the development of public
relations (for example, in the area of citizens' rights to information, preven-
tion of dissemination of information that affects the honor and dignity of
citizens, protection of intellectual property objects property, in other spheres
of social and political life) not only in Ukraine but also abroad. In this regard,
the urgency of the issues chosen is that, having appeared more than fifty
years ago, the Internet is still considered a "white spot” from the point of view
of law. The constant increase in the number of subscribers, the increasing
importance of information exchange through the Network, attract the atten-
tion of the public to the problems of regulation, elaboration of rules of fair,
legal functioning of the Internet from the state side.

Today it is difficult to imagine the existence of human civilization without
a world wide web. The Internet is the largest repository of publicly available
data, the most up-to-date media, the territory of many e-shops, interest clubs
and more. The Internet has become a virtual space in which millions of
network users enter into different relationships every day, unaware of it. The
types of social relationships that emerge and develop on the Internet are as
diverse as they are in the ordinary physical world. This situation makes it
necessary to pay more attention to Internet relations. Today in the scientific
literature it is quite common to find the terms "Internet relations”, "Internet
legal relations”, "legal relations on the Internet"”, "legal relations in the elec-
tronic sphere"”, "information legal relations on the Internet”, etc. We believe
that the most appropriate term is the term "Internet relations".

Public relations arising from the use of global computer networks are spe-
cial informational relations aimed at organizing the movement of infor-
mation in the society. Internet relations are conditioned by the information
nature of communications in the information society, which can only be
accessed through a computer connected to a computer network. The peculiar-
ity of these relationships is also the presence of a technical component,
information content, special subject composition. Internet relations are
public relations that exist in electronic and digital form in cyberspace. It
should also be noted that the subjects of these relations may be located in
different countries, and their activities are governed by the laws of different
countries. Internet relationships cannot exist without the use of information
and telecommunications technologies and networks. These relationships are
informative, that is, they are about information on the Internet.

With the development of the Internet and Internet relations, one of the
most pressing problems has been the problem of identifying users on the
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Internet. This problem is multidimensional and has many manifestations.
The task of user identification does not lose its relevance due to the constant
race of information security technologies and technologies of unauthorized
access to information. The urgency of this task for the Internet is increasing
through the use of unsecured data channels.

First of all, it should be noted that the issue of identification already arises
at the stage of connection to the Internet. It is associated with a number of
basic terms that characterize network relationships at the technical level and
subsequently flow into the legal plane: account (an account usually contains
the information required to identify the user when connected to the system,
authorization and accounting information); domain (a means of identifying a
resource area on the Internet); domain name (the name that identifies the
computer or computers on the Internet); identifier (a unique combination of a
user name and password to ensure his / her identification process); identifica-
tion (matching the recognized object to its image) and the like.

The problem of identification on the Internet is not only a technical di-
mension, but also a social and legal dimension. According to the author with
the spread of broadband networks and the advent of Web 2.0 technology,
which is a modern concept of Internet development on the basis of collective
content creation by any user of the network, the number of Internet users has
increased and the software supporting group interactions has increased. The
emergence of social networks on the Internet - that is, communities of people
related to a common interest or business existing on the Internet, using
specialized software services, websites, and portals to engage people in
a group or group. Accordingly, there was a need to identify users of social
networks. However, without going into the specifics of such identification, it
can be argued that the scientist speaks about the various social roles that
users of the Internet and social networks can acquire (for example, a man can
portray himself as a woman, a humane person chooses a mask of a cruel
being, etc.). However, for the law, the complexities are quite different — the
problem becomes relevant only when the rights of others or the law are
violated. For example, when an account was stolen on a social network and
the information is being distributed on behalf of that user that violates the
rights of others. However, the owner (real) of this account does not know
about it.

For example, an identification problem may arise in the event of a breach
of a contract concluded via the Internet. Thus, today the questions of the
possibility of identification of the parties to a contract concluded electronical-
ly remain unresolved. It is possible to determine that the contract signed by
those persons who have identified themselves on the Internet is possible only
by means of an electronic-digital signature, which in modern conditions can
also be forged.

Particularly urgent problem of identification of users on the Internet be-
comes in case of copyright infringement. The relative anonymity of Internet
users is twofold. On the one hand, such activity contributes in some way to
copyright infringement and other infringements. On the other hand, the
question of the anonymity of Internet users must be considered in the light of
the principle of proportionality between intellectual property rights and the
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right to freedom of expression, the right to respect for privacy and family life.
In addition, the anonymity of connections does not interfere with publicly
useful activities (such as the legitimate distribution of works).

The process of identification of a person who has committed copyright in-
fringement for works published on the Internet has been divided into three
scientific stages in foreign scientific literature. The first stage involves the
right holder (his representative) acting to identify and collect IPs and other
information that will help identify the offender. To determine and collect the
IP address of a copyright infringer in the field of P2P networks, copyright
holders use the following methods: indirect identification of users, which
relies on a set of data on the money returned from the torrent tracker; the
direct definition is to connect via torrent tracker to users who distribute
certain files and then share files with them.

The second stage is to match the IP address to the designated subscribers
(users) of individual Internet intermediaries. For example, in 2010, the Law
on Telecommunications was amended in Ukraine, in particular to Part 2 of
Art. 39: "Operators, telecommunication providers shall store and provide
information about the connection of their subscriber in the manner pre-
scribed by law."

The third stage consists in informing or forwarding the claims to the per-
sons about their copyright infringement and the possibility of filing (or filing
directly) against them. This stage is the most difficult because it requires two
components to be proven, namely: to establish a connection between the
person to whom a particular IP address is delegated and the violation; Proof
that the IP address was actually used in unauthorized distribution of works.

Thus, according to paragraph 13 of the Information Letter of the Supreme
Economic Court of Ukraine "On some issues of the practice of application by
the economic courts of information legislation" of March 28, 2007
No. 01-8 / 184, information about the owner of the website may be required
from the Limited Liability Company Hostmaster, which currently administers
the domain name registration and registration system and the address of the
Ukrainian segment of the Internet. Following the implementation of
measures related to the delegation of administrative rights, these functions
should be performed by the Association of Enterprises of the Ukrainian
Network Information Center ”(hereinafter referred to as“ UMIC ”). According
to Article 56, paragraph 3 of the Law of Ukraine "On Telecommunications",
the administration of the Internet address space in the UA domain is carried
out by a non-governmental organization formed by self-governing organiza-
tions of Internet operators / providers and registered in accordance with
international requirements.

According to the decree of the Cabinet of Ministers of Ukraine of July 22,
2003 No. 447-p “On domain administration .UA ”, authority to manage the
address space of the Ukrainian segment of the Internet, maintenance and
administration of the system registry and system of top-level domain names*
.UA ” carried out by OP "UMIC". In practice, a person who believes that his or
her rights have been violated attempts to obtain information on the domain
name registrant (proper defendant) through the WHOIS service. However,
such information is often hidden in accordance with the Law of Ukraine “On
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Personal Data Protection”. Also, such persons independently attempt to send
appropriate requests to OP "UMIC", and in return may also receive infor-
mation that the relevant data are hidden domain name registrant in accord-
ance with the Law of Ukraine "On Protection of Personal Data". Therefore,
persons interested in filing a lawsuit apply to the court for a statement of
evidence and a statement of precautionary measures (requiring evidence). In
addition, the party has the right after filing a claim to request the seizure of
evidence.

Even more difficult is the problem of proving a crime through the Inter-
net. One of the problems that a law enforcement officer faces in investigating
crimes committed through the Internet is identifying a computer user of a
network from whom criminal activity (cybercrime) was committed. IP-based
identification errors (until recently, accounting was the primary method of
identification) consist of transmission errors and computer usage errors. For
example, when users work through the root server, the entire subnet behind
it will, in most cases, have a single IP address. On the other hand, when
working through a dial-up connection, the user will receive a new IP address,
etc., each time the connection is made.

KirouoBi ci1oBa: IHTepHeT, Be6-caiiT, Kibep6esneka, Kibep3axucT.
KiroueBsle c1oBa: IHTepHeT, Be6-caiiT, Ku6ep6e3oI1acHOCTh, Kubep3aluTa.
Key words: Internet, website, cyber security, cyber defense.

MAKAPHIIIEBA TETAHA CTETTAHIBHA

HauioHanvHutl yHigepcumem «00ecbKa pUOuUHHa aKkaoemis»,
doueHm Kagedpu iHme1eKMya1bHoi 84aCHOCMI Ma YUsLAbHO-NPagosuUx OUCUUNATH
Kuigcbko20 iHcmumymy iHme/1eKkmya/abHoi 84acCHOCMI ma npaea,
KaHouoam mexHiyHuUX HayK

CTEIIEHKO KAPIHA CEPTTIBHA

HauioHanvHuil yHigepcumem «00ecbKa pUOUHHa aKkademis»,
cmydeHmxka Kuigcbkoeo iHcmumymy iHme1eKmyaabHoi 8.1aCHOCMI ma npasa

IIOPOJA COBAK
SIK OF’€KT IIPABA IHTEJIEKTYAJIBHOI BIACHOCTI

CraTrTero 180 ITuBisbHOrO Kofekcy YkpaiHu (faui-— IIK VkpaiHum) BcTa-
HOBJIEHO, III0 TBapUHU € 0COOJIMBUM 006’€KTOM ITMBLILHUX IIpaB, Ha SIKUH
TNOIIUPIETHC IIPAaBOBUM pe)KUM pedi, KpiM BHUIAJKiB, BCTaHOBJIEHUX
3aKOHOM. BHOKpeMJIeHHs TBapHH 3-IIOMIXK IHINIMX 06’€KTiB IIUBIJIBHUX IIpaB
baKTUYHO O3Hayae, 10 TBapHWHAaM, SK 00’€KTaM IMBUIBHUX IIpaB, Mae
OpUIIATHACI 0co6JMBa yBara IIifi Yac BU3HauYeHHS iX IIPaBOBOIO PeEXXUMY.
HesBarkatoun Ha Te, 1[0 IIK VKpaiHU TBapHHU PO3IJISAAIOTHCI K 0COOIU-
BUU 06’€KT ITUBLIBPHUX IIpaB, 3aKOHOAABEIlb He NOTPUMaBCsAd Hajasl Iiel
0COOJIMBOCTI B akTaxXx I[UBIIBPHOTO 3aKOHOAABCTBA. Ile, 6e3smepeyHo,
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